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Abstract

We study two novel paradigms in quantum error correction and quantum cryptography—approximate quan-
tum error correction and noisy-storage cryptography—which explore alternate approaches for dealing with
quantum noise. Approximate quantum error correction seeks to relax the constraint of perfect error correc-
tion and construct codes that might be better adapted to correct for specific noise models. Noisy-storage
cryptography relies on the power of quantum noise to execute two-party cryptographic tasks securely.

Motivated by examples of approximately correcting codes, which make use of fewer physical resources
than perfect codes and still obtain comparable levels of fidelity, we study the problem of finding and char-
acterizing such codes in general. We construct for the first time a universal, near-optimal recovery map
for approximate quantum error correction (AQEC), with optimality defined in terms of worst-case fidelity.
Using the analytical form of this recovery, we also obtain easily verifiable conditions for AQEC. This in turn
leads to a simple algorithm for identifying good approximate codes, without having to perform a difficult
optimization over all recovery maps for every possible encoding.

Noisy-storage cryptography envisions a setting where two-party cryptographic protocols can be securely
implemented based solely on the assumption that the quantum storage device possessed by either party is
noisy and bounded. Here, we construct two-party protocols (using higher-dimensional states) that are secure
even when a dishonest player can store all but a small fraction of the information transmitted during the
protocol, in his noiseless quantum memory. We also show that when his memory is noisy, security can be
extended to a larger class of noisy quantum memories. Our result demonstrates that the physical limits of

the quantum noisy-storage model are indeed achievable, albeit asymptotically.

We also describe our investigations on obtaining strong entropic uncertainty relations using symmetric
complementary bases. Uncertainty relations are an important and useful resource in analyzing the security
of quantum cryptographic protocols, in addition to being of interest from a foundational standpoint. We
present a novel construction of sets of symmetric, complementary bases in dimension d = 2™, which are
cyclically permuted under the action of a unitary transformation. We also obtain new lower bounds for

uncertainty relations in terms of the min-entropy, which are tight for specific instances of our construction.
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Chapter 1

Introduction

It has been over two decades since the idea of quantum information processing has captured the
imagination of physicists, computer scientists, and information theorists alike. Two important
discoveries that provided critical impetus for the growth of the field in its nascent stages have been
quantum error correction and quantum cryptography. The discovery of quantum error correcting
codes in the mid-nineties [221[120,[123] demonstrated that it is indeed possible to perform quantum
information processing reliably in the presence of noise. The early quantum cryptographic protocols
discovered in the pervious decade [1113,[42] demonstrated the usefulness of quantum systems in
performing fundamentally unbreakable cryptographic tasks.

Naively, the problem of quantum error correction appears daunting in the face of several con-
ceptual challenges. The no-cloning theorem [133] rules out the possibility of constructing quantum
repetition codes analogous to classical repetition codes. Also, since quantum errors are continuous,
it is difficult to measure and identify the errors with precision. Furthermore, since the measurement
process actually destroys or modifies quantum information, we cannot directly employ the standard
classical technique of observing the output of the channel and selecting the decoding procedure on
that basis. However, discovery of necessary and sufficient conditions for quantum error correction
in general noise models [15,43][70] demonstrated how quantum codes can be constructed in spite
of these challenges. On the other hand, for cryptographic protocols, these very properties prove to
be useful in achieving security against an eavesdropper.

Taking off from these early results, there have been several important developments in both
these areas. Significant milestones in quantum error correction include the discovery of topological

codes [65[66], the stabilizer formalism to describe quantum error correcting codes [51], the fault



tolerance threshold theorem [2/39.71.121], and more recent ideas of dynamical decoupling [63L126]
and subsystem or operator quantum error correction [82]. We refer the reader to [102,[103] for a
detailed overview of some of these important developments.

Quantum cryptography has also come a long way since the first quantum key distribution (QKD)
protocol. Known as the BB84 protocol in honor of its creators [11], this became a prototype for later
quantum cryptographic protocols. Starting from experimental implementations over a distance of
32.5 cm in 1989 [12], today we have experimental setups that have successfully demonstrated QKD
over distances of hundreds of kilometers [59,116]. An alternate view of QKD based on quantum
entanglement [42] motivated newer ideas like quantum privacy amplification [35] and made the task
of proving the security of QKD protocols much easier. Since then, several security proofs have been
constructed [87,95,107,122] leading to stronger QKD protocols that are unconditionally secure
against general attacks. However, moving beyond key distribution has proved to be a big challenge
in the quantum setting.

Early results showed that unconditional security was not possible for non-QKD protocols such
as quantum bit commitment [33,/96] and quantum oblivious transfer [86]. Bit commitment and
oblivious transfer are protocols that help to realize practical two-party functions such as online
auctions or secure identification, where the participating parties do not trust each other. We will
describe oblivious transfer in Section .4 and refer to [127] for a complete introduction to these and
other two-party cryptographic tasks. In fact, it was shown in [86] that it is impossible to implement
any such two-party quantum cryptographic protocol securely, without imposing some restrictions
on the dishonest party.

Quantum cryptography also admits phenomena which do not have a classical analog, like the
phenomenon of information locking [38]. The development of quantum cryptography has also
spurred tremendous interest in the study of quantum information measures, in particular the prop-
erties of Rényi entropies and extensions thereof [74/109], which lie at the heart of most cryptographic
security proofs today.

In this thesis, we focus our attention on two new paradigms that have emerged in the recent
past. First is the concept of approrimate quantum error correction which was first introduced in the
work of Leung et al. [85], who showed via an example, that approximate codes might sometimes

perform better than the perfect codes arising from standard constructions. Second is the idea



of noisy storage cryptography [76,[115] which envisions a setting where two-party cryptographic
protocols can be securely implemented based solely on the assumption that the quantum storage
device possessed by the adversary is noisy and bounded. In what follows, we introduce and motivate

these two ideas in greater detail.

1.1 Adapting to Quantum Noise: Approximate Quantum Error

Correction

We have already referred to some of the important theoretical advances in the theory of quantum
error correction (QEC). While the standard paradigm of QEC is well-understood and rests on a solid
mathematical foundation, the discovery of approximate codes [46l85] has shown that this standard
framework might be somewhat restrictive. Approximate quantum error correction (AQEC) relaxes
the constraint of perfect recovery and instead seeks codes that recover the input state with high
enough fidelity. A typical quantum error correcting code is designed to perfectly correct only some
subset of the errors that constitute the noise channel, in particular the ones that occur with a
higher probability. Every perfect code is thus an approximate code for the least probable errors
of the channel. These standard codes are, however, designed based on conditions that demand
perfect correction of the complete noise channel. The theory of perfect quantum error correction
is discussed in some detail in Section 2.T.2]

In practice, experimental setups for creating and storing qubits are usually characterized by a
certain dominant noise process. For example, in many setups based on quantum optics, amplitude
damping noise [261/49] is most dominant. More recently, it was observed that in some superconduct-
ing qubit systems, dephasing noise is stronger than other noise processes by a factor of 103 [I,[3].
Standard code constructions however, do not take advantage of this specific knowledge. Rather,
standard error correction proceeds by first discretizing errors in terms of the Pauli operators and
then constructing codes to correct these Pauli errors perfectly. Approximate error correction, on
the other hand, incorporates our knowledge of the noise model and allows us to find codes optimized
for specific noise models. Thus, while the shortest perfect quantum code requires at least five qubits
to encode a single qubit [84], approximate codes constructed for specific noise channels [47,[85] use

only four qubits to achieve comparable fidelity. This illustrates a key advantage of relaxing the



requirement for perfect QEC—one might be able to encode the same amount of information into
fewer qubits while retaining a nearly identical level of protection from the noise.

These observations indicate the importance of developing a general theory of approximate quan-
tum error correction. There are two possible approaches to characterize approximate codes. The
Leung et al. approximate code was constructed as a simple perturbation of a perfect code, raising
the possibility that perturbing the perfect error correction conditions might yield conditions for
approximate correction [90]. Alternately, approximate quantum error correction can be formulated
as an optimization problem [46,[135]. Given a noise channel and the information we need to encode,
AQEC is the problem of finding the optimal encoding and recovery maps, with optimality defined
in terms of a chosen measure of accuracy of recovery.

In our work presented in Chapter 2, we combine both these aspects of approximate error cor-
rection via a universal recovery map, namely the transpose channel. On the one hand, by defining
optimality in terms of the worst-case fidelity, we demonstrate that the transpose channel is a
near-optimal recovery map for any noise channel. We also show that the perfect error correcting
conditions can be rewritten in terms of the transpose channel. Combining this with our fidelity
bound, we are able to write down simple conditions for approximate quantum error correction,
which are indeed obtained as perturbations of the perfect QEC conditions. Earlier studies [8] had
in fact shown that the transpose channel is a near-optimal recovery for an average fidelity mea-
sure based on the entanglement fidelity. Indeed, while the problem of finding optimal codes for
the entanglement fidelity has been studied in the recent past [17,45,[124], we present for the first
time an analytical description of a recovery map that is close to optimal for the worst-case fidelity.
The worst-case fidelity involves minimizing the fidelity between the input and output states over
all input states in contrast to the average fidelity which is simply an average over input states.
Optimizing for the worst-case measure thus provides a stronger assurance that all the information
in the input space is well protected.

Our conditions for AQEC also lead to an easily implementable algorithm to identify approximate
codes, for a given noise channel and fidelity threshold. Using this, we obtain good four-qubit
codes for the amplitude damping channel. We thus formulate a simple, analytical approach to
characterizing and finding approximate quantum codes. This is of course a first step toward a

complete theory of approximate quantum error correction, with potential applications in designing



a fault tolerant quantum computing architecture.

1.2 Using the Power of Quantum Noise: Noisy-Storage Crypto-
graphy

As mentioned above, one of the early negative results in quantum cryptography was the discovery
that secure two-party quantum cryptography is not possible without additional assumptions [86]. In
the classical setting, the usual assumptions that go into realizing secure two-party protocols involve
mathematical hardness results and a restriction on the computing power of a cheating party. An
interesting physical assumption that also leads to security in the classical setting is to assume a
restriction on the amount of classical storage a cheating party can use [21,004]. However, in this
classical bounded-storage model, the cheating party requires only quadratically more storage than
the honest party to break the security. Furthermore, a tight bound on classical storage is not easily
enforceable in today’s context. Since storing quantum states for any significant length of time still
remains a hard problem, the quantum analog of the classical bounded-storage model might be a
more realistic prospect.

In this setting of bounded quantum storage, protocols for secure implementation of quantum
bit commitment and oblivious transfer were demonstrated under the assumption that a cheating
party cannot store any quantum information at all [14,29]. Recently, this bound was improved,
showing that quantum oblivious transfer can be securely implemented if the cheating party can
store no more than a fourth of the qubits transmitted during the protocol [30,31]. An alternate
physical situation to consider is of course the case where the cheating party’s quantum storage is
noisy, while allowing for a larger storage size. In this quantum noisy-storage setting, a protocol for
secure oblivious transfer was constructed [I15l[128] with the additional constraint that the cheating
party could only perform product measurements on the qubits received during the protocol.

It turns out that both these models can be realized as special cases of a generalized quantum
noisy-storage model introduced by Koénig et al. [76], which incorporates both the amount of storage
and noise. A formal description of this model is provided in Section £.I1.21 In this more general
setting, protocols for secure bit commitment and oblivious transfer were constructed, which were

shown to be secure for reasonable values of the noise parameter (characterizing the noisy storage)



and the storage rate of the cheating party. When specialized to the case of bounded quantum
storage (when the storage is noiseless) these protocols were shown to be secure so long as the
cheating party cannot store more than half the qubits transmitted. This is quite an improvement
over the earlier bound obtained for the bounded-storage model.

In the bounded storage model, it is intuitively clear that if a cheating party were able to store
all of the information transmitted during a protocol, security cannot be achieved. This is equivalent
to saying that the storage rate must be less than one, if a protocol is to be secure. Conversely, one
can ask the question as to whether it is always possible to achieve security if the storage rate is
strictly less than unity. The protocols constructed so far do not answer this question conclusively.
While the best protocol achieves security so long as the storage rate is less than a half in the
bounded-storage model, the question as to whether the physical limit of one is achievable remained
unresolved. We address this question in our work presented in Chapter [, and demonstrate that it
is indeed possible to achieve security if the cheating party’s storage rate is strictly less than one.
To achieve this physical limit, it turns out that we have to look beyond qubits and implement our
protocols using higher-dimensional quantum states, that is, qudits.

In the setting of the general noisy-storage model [76], we demonstrate a protocol for quantum
oblivious transfer using qudits, where again security depends on the noise parameter and the storage
rate. Since oblivious transfer is known to be universal for two-party cryptography [64], this implies
that our protocol can in principle be used to realize any two-party cryptographic task securely. In
the noisy-storage setting, our protocol improves the results of [76] by extending security to a much
larger class of noise channels. Most importantly, when the cheating party has a noiseless memory,
our protocols are secure so long as he can store all but an arbitrarily small fraction of the qudits
transmitted during the protocol. Even though our result is an asymptotic one—in the sense that
we achieve security for storage rates close to one only for very large values of dimension d—it is
an important demonstration of the concept that the physical limit of the bounded-storage model
is indeed achievable. We hope that the techniques used in achieving our bounds might provide
some insight into proving similar bounds even for smaller systems or qubits encoded into higher

dimensions.



1.3 A Mathematical Interlude: Uncertainty Relations for Comple-

mentary Aspects

An important technique that is employed in our security proof, and in fact in a vast majority of
the existing security proofs in quantum cryptography, is the use of entropic uncertainty relations
to bound the information held by a cheating party [I30]. Before describing our work on the noisy-
storage model, we take a brief detour in Chapter [ to present our results on obtaining strong
entropic uncertainty relations by making use of mutually unbiased bases.

Entropic uncertainty relations and mutually unbiased bases are formally defined in Sections[3.2.1]
and respectively. Entropic uncertainty relations (EURs) provide lower bounds on the average
entropy of probability distributions corresponding to the outcomes of different measurements. They
thus provide a natural way to quantify incompatibility among multiple measurements [34]. For two
observables, it is well known that this incompatibility is maximum when the measurement bases
are complementary or mutually unbiased [89]. For more than two measurement settings, while
being mutually unbiased is a necessary condition to obtain strong uncertainty relations, it was
recently shown that there do exist small sets of mutually unbiased bases (MUBs) that satisfy
trivial uncertainty relations [6]. It remains an important open question to identify and construct
sets of complementary bases satisfying strong uncertainty relations. We refer to [130] for a survey
of the entropic uncertainty relations in different measurement scenarios and to [40] for a review
of the known results on the existence and constructions of mutually unbiased bases in different
dimensions.

In our work, we investigate the possibility of constructing symmetric sets of MUBs using the
generators of the Clifford algebra in dimension d = 2". The symmetry of interest here is the
existence of a unitary transformation that cyclically permutes the different basis sets. It has
been shown that the maximal set of d + 1 bases in d dimensions (when d is a prime power) has
such a symmetry structure, and that minimum uncertainty states in the Hilbert space are in fact
invariant under the corresponding unitary transformation [I132]. In Chapter[Bl we present an explicit
construction of sets of up to 2n+1 MUBs in dimension d = 2" which are indeed cyclically permuted
under the action of unitary transformation. This unitary can be understood as a generalization
of the Fourier transform (which exchanges two MUBSs) to multiple complementary aspects. We

then apply our transformation to the study of uncertainty relations in terms of the min-entropy,



which also gives a lower bound on the Shannon entropy. We prove a lower bound for min-entropic
uncertainty relations for any set of MUBs, and show that symmetry plays a central role in obtaining
tight bounds. In fact, we obtain for the first time a tight bound for four MUBs in dimension d = 4,
which is attained by an eigenstate of the permuting unitary transformation.

As mentioned earlier, the security of protocols in recent cryptographic models like the bounded-
storage and noisy-storage models is directly related to entropic uncertainty relations. EURs also
figure prominently in the security analysis of quantum key distribution [72,[106] and information
locking protocols [38]. A better understanding of the interplay between complementarity and
uncertainty relations is thus of interest not only from a foundational standpoint, but has practical

implications for analyzing and improving existing cryptographic protocols.

1.4 Thesis Organization

We have presented here a brief overview of the problems investigated in this thesis. The rest of
the thesis is organized as follows. Chapter 2] briefly introduces the standard paradigm of quantum
error correction and describes our approach to approximate quantum error correction based on the
transpose channel. It also discusses an algorithm to search for approximate codes and presents
numerical results based on this algorithm. For the practically relevant case of qubit codes, a
further simplification of our algorithm is presented in Appendix[Al Chapter 3] describes our novel
construction of symmetric mutually unbiased bases, as well as the new lower bounds we obtain for
min-entropic uncertainty relations. For better readability, we only describe the basic idea behind
our construction in the chapter, and relegate the technical details of the construction and related
proofs to Appendix [Bl Chapter @ describes our work on the noisy-storage model, after providing
a brief introduction to some of the basic techniques used in two-party quantum cryptography.
Chapters@ and [l are self contained and can be read independently. Chapter [ refers to both these
chapters for some preliminary concepts—in particular, it refers to Sec. 2.1.1] in Chapter 2 for the
mathematical formalism of quantum noise operations, and to Secs. B.1] and B.:2.1] in Chapter [3] for

a description of entropic measures and uncertainty relations respectively.



Chapter 2

Approximate Quantum Error
Correction Using the Transpose

Channel

Quantum error correction (QEC) is one of the cornerstones of quantum information and quantum
computing. Since quantum effects are extremely fragile and susceptible to damage by environmental
noise, QEC plays an important role in making the theoretical idea of quantum information process-
ing a physically realizable prospect. Many tasks in quantum communication or computation would
indeed become impossible without the use of error-correcting techniques to protect the information
from noise. The idea behind QEC is a very simple one—information is stored in a particular part
of the system Hilbert space, cleverly chosen depending on the noise process affecting the system,
such that a recovery operation can be applied to retrieve the information.

A vast majority of existing work on error correction focuses on the standard paradigm of perfect
error correction, where the recovery operation either perfectly corrects the full noise channel, or
perfectly corrects the errors conditioned on the fact that fewer than some t errors occurred. Re-
cently, examples of approzximately correcting quantum codes have been constructed, that recover
the information with fidelity comparable to that of perfect QEC codes, suggesting that the require-
ment for perfect recovery may be too stringent for certain tasks. While the smallest known perfect
quantum code requires at least five qubits to encode a single qubit [15,[84], approximate codes
constructed for specific noise channels [47,[85] use only four qubits to achieve comparable fidelity.
This illustrates a key advantage of relaxing the requirement for perfect QEC—one might be able to

encode the same amount of information into fewer qubits while retaining a nearly identical level of



protection from the noise. While examples of good approximate QEC (AQEC) codes are known,
characterizing these approximately correctable codes has remained an open problem.

In this chapter we formulate a simple approach to characterizing and finding AQEC codes.
We demonstrate for the first time that there exists a universal, near-optimal recovery map for
AQEC codes—the transpose channel—where optimality is defined in terms of the worst-case
fidelity. Using the transpose channel, which is constructed as a generalization of the recovery
channel defined in [§], we obtain a set of conditions for AQEC, which forms the basis of a simple
algorithm for finding AQEC codes. Our analytical approach is a departure from earlier work which
relies on exhaustive numerical search for the optimal recovery map, with optimality defined in
terms of average or entanglement fidelity rather than the worst-case fidelity. Furthermore, for the
practically useful case of codes encoding a single qubit of information, our algorithm is particularly
easy to implement.

The rest of the chapter is organized as follows. In Section 2.I] we briefly review the standard
paradigm of quantum error correction. In Section we introduce the notion of approximate error
correction with an example, and formulate the problem of finding AQEC codes as an optimization
problem. In Section 23] we define the transpose channel, examine its role in standard QEC theory,
and prove that it is nearly optimal for AQEC codes. An alternative form of the perfect QEC
conditions based on the transpose channel is described in Section 2.4] a perturbation of which leads
to a set of AQEC conditions. The algorithm for finding AQEC codes is described in Section
In Section 2.6] we consider the example of amplitude damping noise and use it to compare our
procedure with earlier work on approximate codes. Section 2.7] contains our conclusions and some

open problems.

2.1 Quantum Error Correction

The basic idea of quantum error correction is to encode the information that we wish to protect
into a larger quantum system. Specifically, information is stored in quantum states, which are
represented by density operators p € B(H), in a finite-dimensional Hilbert space H. The operator

p is a positive semi-definite, trace-1, linear operator in H. If the state of the system is exactly

The work described in this chapter has been done in collaboration with Hui Khoon Ng. The original results
presented here have been published in [97]. We would like to thank David Poulin for introducing us to the problem
of approximate quantum error correction, and for many insightful discussions.
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known, it is described by a pure state |[¢)) € H, where [¢)) is a unit vector in H. Density operators
corresponding to such pure states are given by p = [¢)(¢|. Finally, if a system is known to be
in state |¢);) with probability p;, where {|¢;),i = 1,...,N} is a set of N pure states, it is said

to be in a mized state and the density operator describing the state of the system is given by

p =2 piltbi) (il

Input

Decoded
space #,

output € %,

ﬂEncoding Decodingﬂ

R.: B(H*")— B(C)

l
Noisy Channe

l °o £
Detecting and R €lp)
correcting “errors” €C

EB(C)— @(}[Gsl)

Figure 2.1: Schematic representation of quantum error correction.

Given the system Hilbert space H, we seek to encode a qudit of information—information carried
by a d-dimensional Hilbert space Ho—where d is no greater than the dimension of H. Often the
system Hilbert space H is simply an n-fold tensor product of the system we seek to encode, that is,
H = (Ho)®". The qudit is encoded into a d-dimensional subspace C of H. When d = 2, this reduces
to the problem of encoding a single qubit of information, which is of utmost practical relevance
today. We refer to C as a subspace code, as opposed to subsystem codes [82] or more general codes in
the sense of [19]. Since we are only concerned with subspace codes in this chapter, we will often use
“code” to denote the subspace C. Formally, the information is encoded into C via an encoding map
W : Hoy — C, whose action on any orthonormal basis {|¢§0))} for Ho is W : |¢§0)) — |¢i) € C such
that (¢i|¢;) = dij Vi,j. One can extend this encoding map on the vector space Hg to a completely
positive (CP), trace-preserving (TP) map on operators, also denoted by W.

After encoding the information into C using W, we consider the action of noise. This noise is

also described by a CPTP map £ : B(H) — B(H). £ can describe, for example, the Markovian
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noise acting on the system over some timestep, or the effect of a single use of a noisy channel
for communication. After the action of £, we perform a CPTP recovery map R : B(H) — B(C)
to undo the effects of the noise, and then decode using W~!. Note that, when a single qudit
(qubit) is encoded into n qudits (qubits), the corresponding noise channel is also an n-fold tensor
product space of a single qudit (qubit) noise channel £, denoted as £¥™. The key steps in the error
correction process described here are summarized schematically in Fig. 2.1l We will now proceed
to describe the quantum noise model in greater detail with examples of some physically motivated

noise processes.

2.1.1 Quantum Channels

Formally, any quantum operation on a system can be described by a completely positive, trace
preserving (CPTP) map on density operators in the system Hilbert space. A map £ acting on
density operators p € B(H 4) is said to completely positive if and only if, (a) E(p) >0, Vp >0 €
B(Ha), and (b) £ ® Ip is a positive map on B(H4 ® Hp), for any possible extension H4 ® Hp of
the system Hilbert space H 4, where Ip is the identity map on Hp. Condition (a) is the simple
statement that if p € Hy4 is a valid density operator, then so is £(p) (up to normalization). The
additional requirement of complete positivity in condition (b) is the physical requirement that
(E®1p)(pap) also be a valid density operator for any joint state pap € B(H4 ® Hp), where £ acts
only on the subsystem H 4.

Since tr[€(p)] is the probability that the process represented by £ occurred, given the initial
state p, conservation of probability requires that tr[€(p)] = 1 for all p. When & describes processes
where some extra information is obtained by a measurement, then £ could be non-trace-preserving,
that is, tr[€(p)] < 1. But since we deal with deterministic noise processes here, the corresponding
maps are indeed trace-preserving.

It turns out that these physically motivated requirements lead to an elegant mathematical
description of quantum operations. The celebrated result due to Choi and Kraus [25[79/[80] states
that a map &€ : B(H) — B(H) is completely positive if and only if there exists a set of operators
{E;}Y | —referred to as a Kraus representation of &—such that the action of £ on p € B(H) is
given by E(p) = Zf\il EZ-,OE;r . Henceforth, we will denote £ with a particular Kraus representation

as €& ~ {E;}Y,, and refer to set of operators {E;} as a set of Kraus operators corresponding
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to the map £. Further, the Kraus representation of a CP map is not unique—any two Kraus
representations {F;}Y and {F}}Y such that F}, = > ik Uik By, for some N x N unitary matrix (u;;),
describe the same map [98, Theorem 8.2]. Finally, the fact that £ is trace-preserving implies that

the Kraus operators of £ satisfy

Y ElE =1,

i
where I is the identity operator for the domain of £.
To summarize, quantum noise processes or quantum channels are modeled as CPTP maps on
the system Hilbert space, with the individual errors given by the Kraus operators in the operator-
sum representation described above. We conclude this section with some concrete examples of

single qubit quantum channels.

(i) Bit flip channel: The simplest quantum channel we can construct is one that simply flips the
state of a qubit from |0) to |1) with probability 1 —p. This is a straightforward generalization
of the corresponding classical channel which flips the value of a bit with probability 1 — p, to

the quantum setting. In the {|0),|1)} basis, the Kraus operators of this channel are given by

0> —FP— 0>
1-I3‘fj:-::"n
11>—"1>

Figure 2.2: The quantum bit flip channel.

10 01
Ey=pl=/p - ; EFi=\/1—-pX=+/1-p

The quantum bit flip channel thus describes the physical process when the system is either

affected by a Pauli X operation with probability 1 — p, or left unaffected with probability p.

(i) Depolarizing channel: This describes the scenario where a single qubit is replaced by the

maximally mixed (depolarized) state with probability p. Formally, the action of the channel
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(iii)

on any state p can be described in terms of the Pauli operators as

p

4(XpX—|—YpY—|—ZpZ) . (2.1)

Eneplp) = (1~ D)o +

The Kraus operators corresponding to this channel are therefore given by
5Dep(p) ~ {\/ 1— 3p/4]17 \/]_)X/za \/ﬁY/27 \/ﬁZ/2}

Amplitude damping channel: This is an important quantum channel that describes energy
dissipation and characterizes the effects due to loss of energy from a quantum system. The
single qubit amplitude damping channel £op has Kraus operators

10 0 V7

ENP = , and EfP = , (2.2)

0 VI—7 0 0
written in some qubit basis {|0),[1)}. £ap can be thought of as describing energy dissipation
in a two-level system, where |0) is the ground state and |1) is some excited state. 7 is then

the probability of a transition from the excited state to the ground state. In the Pauli basis,

E§D:%[(1+\/ﬁ)ﬂ+(1—\/ﬁ) ZLE{*D:g[XHY%

showing that no linear combination of Ey and F; can give an operation element proportional
to the identity operator. The fact that the operator elements of the amplitude damping
channel cannot be realized as scaled Pauli operators makes it different from the other two

channels described here.

2.1.2 Perfect QEC Conditions

The problem of quantum error correction is to pick the right encoding and recovery operation for a

given noise channel &£, such that the recovery operation either perfectly corrects the full CPTP noise

channel, or perfectly corrects the errors conditioned on the fact that fewer than ¢ errors occurred.

We will henceforth refer to this standard paradigm of error correction as perfect QEC. As depicted

in Fig. 2] it is common to fix the encoding Hilbert space as the n-fold tensor product space of

the system Hilbert space, so that the problem of perfect QEC reduces to the problem of choosing

the right pair (C,R) of codespace and recovery map such that the action of the map & followed by
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R leaves states in the codespace C unaffected. Formally, the action of a channel £ is said to be
perfectly correctible on a codespace C if and only if there exists a quantum channel R such that
Ro&(p) = pVp € C.

An important characterization of perfect QEC codes is given by the perfect QEC conditions [15),
43.[70], which we briefly review here. For a given code C, let P be the projector onto C. The QEC

conditions can then be stated as follows.

Theorem 2.1.1 (Perfect QEC conditions [15,[43/[70]). A CPTP recovery map R that perfectly

corrects the action of a moise channel £ ~ {El}f\il on a subspace code C exists, if and only if
Vi,j, PEJE;P = a;;P, (2.3)

for some complex matriz c.

Note that this is simply a condition on the existence of a perfect QEC code for a given &, and
stipulates no knowledge of the recovery map R.

It is more insightful to rewrite (23] in a “diagonal” form. From (2.3]), it is clear that o must be a
Hermitian matrix. Therefore, there exists a unitary « and a diagonal matrix d such that o = uduf.
The set of operators defined by Fj, = . u;, E; constitutes an alternate Kraus representation for &,
so that £ ~ {F;}. With this choice of Kraus representation, the perfect QEC condition takes the
following form:

Vk,l, PFFP = 8di.P, (2.4)

where dj, are the diagonal entries of d, or equivalently, the eigenvalues of a. Notice that dg > 0, Vk,
since the left-hand side of (2.4]) is positive semi-definite when k& = . « is hence a positive semi-
definite matrix (a > 0).

The diagonal form of the perfect QEC condition makes it easier to appreciate the intuition
behind Theorem 2.I.11 Using polar decomposition, we can express the F,’s as Fi,P = /dy, U, P,
for unitary Ug. The effect of the Kraus operators on a perfect code is therefore unitary, in the sense
that the operator Fj simply rotates the codespace C into the subspace defined by the projector

P.=U,PU ,i . Equation (24)) further guarantees that these projectors are orthogonal, that is,

U, PF| FPU/

PP = U PUIUPU) = e

—0,Vk#I,
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thus implying that the individual errors due to the action of the channel can be reliably distinguished
by a projective measurement. The individual error operators of a noise channel thus map a perfectly

correctible codespace to mutually orthogonal subspaces of the encoding Hilbert space, as shown in

Fig. 23

E:B(C)— B (H)

Figure 2.3: Action of noise on perfectly correctible code.

The recovery map for correcting the errors when (2.3)) is satisfied, is now easy to construct. Let
us denote this recovery as Rperf- To write down Rperr, we use the polar decomposition to obtain

the unitaries Uy, such that F, P = \/dj U P. Then, Rper : B(Pg) — B(C) is given by
Rpert ~ {PUSY.

One can check that Rpey is TP on its domain B(Pg), and that it perfectly corrects the code in the
sense that for any p € B(C),

(Ryert 0 E)(0) = (D i) (2.5)
k

>k ik is just the trace of £(p) for any p € C. This sum is independent of p because of the QEC
conditions (2.4)), and is exactly equal to 1 if and only if £ is TP on C. Equation (23] thus implies
that Rpert recovers the original code state, up to any reduction in trace due to the possible non-TP
nature of £.

The perfect QEC condition can be used to identify good error-correcting codes since it is easily
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checkable for a given codespace C. Furthermore, (Z3)) is linear. If &€ ~ {E;} is correctible on
codespace C, then any channel whose operator elements are linear combinations of {E;} is also
correctible. Since the Pauli matrices form a basis for 2 x 2 matrices, this linearity property has the
important consequence that for correcting single qubit errors, it suffices to check that a given code
satisfies the condition for the “Pauli errors,” namely the operators (I, X,Y, 7).

It turns out that the smallest code capable of perfectly correcting an arbitrary error on any
single qubit of the system, requires five qubits. This can be shown to follow from the linearity of
the error-correcting condition (2.3]) and the assumption that errors act independently on different
qubits. We refer to [98, Section 10.3.4] for detailed proofs that any general quantum code that
seeks to correct single qubit errors perfectly, must encode into atleast 5 qubits. The five-qubit
code [15[84] is thus the shortest known perfect QEC code. We will henceforth refer to this as the
as the [[5, 1, 3]] code, where the first entry in the brackets corresponds to the number of qubits in
the system, and the second entry is the number of qubits of information encoded in the system.
The third entry is the distance of the code, defined as d = 2t + 1 where ¢ is the maximum number
of qubits that the code can perfectly correct. Since the five-qubit code is capable of correcting any
error on a qubit, its distance parameter is equal to 3. This code satisfies the perfect QEC conditions
for any noise channel £%5, but with terms corresponding to more than a single-qubit (Pauli) error

discarded.

2.2 Approximate Quantum Error Correction

The vast majority of existing work on error correction focuses on perfect QEC described above.
However, the example of a code designed for correcting errors affected by weak amplitude damping
noise presented in [85] suggests that the requirement for perfect recovery may be too stringent
for certain tasks. While perfect QEC requires at least five qubits to encode a single qubit, the
code in [85] uses only four qubits to achieve comparable fidelity. This illustrates a key advantage
of relaxing the requirement for perfect QEC—one might be able to encode the same amount of
information into fewer qubits while retaining a nearly identical level of protection from the noise
process. The four-qubit code is also specially designed for the channel in question, a departure from
standard QEC codes that seek to perfectly correct up to some ¢ arbitrary errors on the system. This

adaptation of the code to the noise channel, an idea emphasized later in [45], is a crucial factor
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behind the success of their code. Such approzimate QEC (AQEC) codes reveal the possibility
of designing codes that are better tailored to the particular information processing task at hand.
Before proceeding to analyze the problem of characterizing such approximately correcting codes, it

will help to gain some intuition into the working of this four-qubit code.

2.2.1 The Approximate [4,1] Code

The four-qubit code constructed by Leung et al. [85] protects a single qubit of information against
amplitude damping noise by encoding into four physical qubits. Assuming that the noise acts
independently on the qubits, the four-qubit noise channel is just four copies of £ap, that is, 5/%%.

The four-qubit subspace code constructed in [85] is the span of the following two states:

1 1
‘OL>:E(’OOOO>+‘HH>)’ and ‘1L>:ﬁ(’0011>+‘1100>)’ (2.6)

|0z) and |11) respectively represent the |0) and |1) states of the single qubit of information we
want to encode in the four-qubit Hilbert space. We denote this as the [4, 1] code, where as before,
the first entry in the brackets corresponds to the number of qubits in the system, and the second
entry is the number of qubits of information encoded in the system. It was shown in [85] that
this code satisfies the perfect QEC conditions for 51?]%, except for small corrections of order v2. If
Pr, = |0p){0| + |17){1z| denotes the projector onto the codespace, the Kraus operators {EAP}

corresponding to the four-qubit channel 5/%% satisfy
PL(EM)EMPPL =0, i # j; PL(BAP) BAP Py = PLD, P, (2.7)

where

a0
D; = ( l d = dP| < 0(+?).
0 d?

Comparing (2.7) with the perfect QEC condition (2.3]), we see that here, while the Kraus operators
map the codespace (defined in (2.6))) to mutually orthogonal subspaces, these subspaces are not
unitary transformations of the codespace. This is schematically represented in Fig. 2.4l

As in the case of perfect QEC, a recovery operation similar to Rpes can be constructed to

approximately correct for single qubit errors in the [4,1] code. Polar decomposition of the Kraus

operators E,?DPL = UkL\/PLDkPL yields the unitaries {UkL} The Leung recovery map is then
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Figure 2.4: Action of Eap®4 on the [4,1] code.

given by Ry, = {Pr(UF)T}. We compare the performance of the [4,1] code with that of the perfect
[[5,1,3]] code and other approximate codes in Section

2.2.2 AQEC as an Optimization Problem

While the analysis in [85] is based on investigating small perturbations of the perfect QEC condi-
tions, recent work has focused on solving AQEC as an optimization problem. Indeed the challenge
of AQEC is to find the optimal encoding and recovery maps, given a noise channel and the infor-
mation we want to encode (qubit or higher-dimensional object), with optimality defined in terms
of a chosen measure of faithfulness between the input state and the recovered state.

The fidelity between the input qudit state and the decoded state after noise and recovery

quantifies how well the information is protected from the noise. The fidelity between any two

F(p,0) = try/pl/20p!/2,

which for a pure state p = [1) (1|, can be written as

states p and o is given by

E(l9),0) = F([¥){¥],0) = v{¥lo]y).
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For any p and o, F(p, o) takes value between 0 and 1. F' = 0 if and only if p and ¢ have orthogonal
support, and F' = 1 if and only if p = 0. The fidelity hence gives a measure of how close two states
are.

We say that a code C, together with its encoding and recovery maps, is effective at protecting

the information from the noise £ if the worst-case fidelity

—1
pEI}gl(l?I_lLO) Flp, W™ oRoEoW) (p)] (2.8)

is close to 1. Here, S(H() denotes the set of all states, pure or mixed, of the qudit. In practice, it
suffices to minimize over pure states in S(H) only, since the fidelity measure is jointly concave in
its arguments. Concavity implies that for any probability distribution p; and density operators p;

and oy,
F(ZPMuZPm) sz (pir i) , (2.9)

where >, p; = 1. Suppose p; = |¢;)(¢;| for some set of pure states |¢;) € Ho, and define p =
> pilti)(¢i]. Then, for any CPTP map ¢, ([2.9) implies

>sz (1), ® (|abi) (i)

(sz) min F16), ®(16) (6]

= ‘ﬁei%OF[lw,‘I)(IWWI)] :

Since this is true for all states p € S(Hp), the minimum fidelity is clearly attained on a pure state.
Setting ® = W' o R o & o W, we see that the minimization in (Z8) needs to be performed only
over pure states.

Equation (2.8]) defines the worst-case fidelity for a given encoding map (or equivalently a given
code C C H) and a given recovery map. In reality, one wants to maximize the error correction
capability by choosing W and R such that the worst-case fidelity is as close to 1 as possible. The
problem of AQEC can thus be phrased as the following triple optimization problem:

max max min F [[v), (W “toRoE0W) (JU)(¥])] . (2.10)
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If the quantity in (ZI0) attains the maximum possible value of 1, that is, if there exist WW and R
such that the worst-case fidelity is 1, then we have perfect QEC. In reality, one should also allow
‘H to vary, and choose the smallest possible H that can accommodate a code with good fidelity
performance. For example, in the case of a system consisting of n quantum registers, one would like
to minimize n to reduce resource requirements. Choosing a Hilbert space that is too small might
however reduce the worst-case fidelity of possible codes, so one would need to seek an optimal
balance between having a small n and having high fidelity.

A simple approach to estimate (2.10]) is to fix either the encoding or the recovery map, and then
perform the optimization over the remaining two variables—the recovery or the encoding map, and
the input state. Past work on finding optimal AQEC codes [46,48,[77.[78,105] has for the most part
focused on the simpler problem of optimizing for measures based on entanglement fidelity [117],
which characterize the performance of the code averaged over some input ensemble (including the
case of a trivial ensemble comprising a single state). This eliminates the minimization over all input
states required for the worst-case fidelity measure. The task of finding the optimal encoding or
recovery map is then tractable via convex-optimization methods, but the resulting recovery is now
optimal for an averaged measure of fidelity. Recovery maps which are near-optimal for the average
entanglement fidelity have been constructed analytically [8,124]. Conditions for AQEC based on
the worst-case entanglement fidelity have also been formulated recently [17].

For many communication or computational tasks, however, one would prefer an assurance that
all the information stored in the code is wellprotected. In such cases, the worst-case fidelity defined
above (2.8) is the appropriate measure for determining the optimality of encoding and recovery
maps. The resulting double-optimization problem for a given encoding map was examined using
semi-definite programming in [I35]. This method however requires a relaxation of one of the
constraints in the problem, so the recovery map found is typically suboptimal. Furthermore, the
numerically computed recovery map is difficult to describe and understand analytically.

In what follows, we will assume that a system of fixed size is available for encoding the informa-
tion, and we search for good codes within the Hilbert space of that system. The simplest approach
for finding the best code involves an exhaustive search over all possible encodings, which amounts
to randomly choosing a d-dimensional subspace C in H. For each C, we still need to optimize over

R and [¢) € Hp to obtain the largest worst-case fidelity. From the form of W, it is evident that,
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given W and R, the worst-case fidelity can as well be computed over states in C instead of Hy.

Therefore, the relevant optimization problem is

max min F[|4), (R o €) () (4] (2.11)

R |p)eC

Estimating (2I1]) for a given code space C is a difficult problem since it involves a double optimiza-
tion. In our work, we approach the problem stated in (2.1 using a universal recovery map that
is analytically very simple to write down, and provably near-optimal, with optimality defined with
respect to the worst-case fidelity.

Before proceeding further, let us define some useful terminology. We will often make use of the
square of the fidelity, which we denote as F2(-,-) = [F(-, )]2 Whenever it is unambiguous, we will
also refer to 2 as the fidelity. It is also convenient to define the fidelity loss ngr, for a given code

C and a recovery map R, as the deviation of the square of the worst-case fidelity from 1, that is,

R =1 - min F2[[), (R o &)(|¥)(¢])]. (2.12)

l¥)e

The fidelity loss for the optimal recovery map R, is denoted by 7oy, and is given by 1., = ming nr
for a given C (which is just a restatement of ([2.I1I)). We refer to 1., as the optimal fidelity loss.
A code C for £ is said to be e-correctable if it has n,, < € for some ¢ € [0,1]. e-correctable
codes with ¢ < 1 are said to be approximately correctable, and have states with fidelity at least

V1 —€e~1—¢/2 after the action of the noise and recovery.

2.3 The Transpose Channel

Using the worst-case fidelity measure to define optimality, and assuming a fixed encoding, we now
demonstrate a universal recovery map—the transpose channel-—which gives a worst-case fidelity
that can be suboptimal, but cannot be too far from that of the optimal recovery. First, we establish
that this transpose channel is exactly the standard recovery map for perfect QEC codes character-
ized by the QEC condition (23)). Then, we show that the transpose channel is nearly optimal even
in the case of AQEC codes.

We begin this section with a description of the transpose channel. For a given code C, let P

be the projector onto C (a subspace). Let Pg = supp[€(P)], and Pe denote the projector onto Pg.
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Let {E;}¥, be a Kraus representation for £. The transpose channel Rp : B(Pg) — B(C) for the

given C is defined as the following CPTP map:
N
Rp () =Y PEEWP)?()e(P)V2EP,
i=1

ie, Rp ~ {PEJ&(P)_l/Q}iJ\;l. The inverse of £(P) is taken on its support Pg. Rp has this
universal form for any channel £ and any code C, and depends on C only through P. Rp is a
special case of a recovery map introduced in [8] for reversing the effects of a quantum channel on
a given initial state. In fact the Rp is exactly the recovery map for the initial state P/d, where
d is the dimension of C. In [19], Rp was shown to be useful for correcting information carried by
codes preserved according to an operationally motivated notion. The term transpose channel owes
its origin to [99], where this channel was first defined in an information-theoretic context. It was
shown [I01] that the transpose channel has the property of being the unique noise channel that
saturates Uhlmanns theorem on the monotonicity of relative entropy — a fact that was later used
to characterize states that saturate the strong subadditivity of quantum entropy [55].

Observe that the Kraus operators of Rp satisfy

S (PElE(P) VAN (PE]E(P) M) = P,

(2

so Rp is TP on its domain, B(Pg). Note that we can always add an additional projector (I — Pg)
— corresponding to doing nothing on the complement of Pgc—to the Kraus operators of Rp, thus
rendering it TP on the full H and making it a valid physical operation on the system. However,
since we assume that the information is encoded completely within the code space, the action of
R p outside Pg is irrelevant, so we can ignore this extension outside Pg.

We can understand the transpose channel as being composed of three CP maps: Rp =
P o T o N, where P is the projection P(-)P onto C, and N is the normalization map N(-) =
E(P)~Y/2()&(P)~1/2. In this form, Rp is manifestly independent of the choice of Kraus repre-
sentation for £. Without the map N, Rp is just the adjoint map EF ~ {EZT } with an additional
projection to ensure that we end up in B(C). However, P o £T is not TP, and A\ is added precisely
to remedy that.

While we will mainly use Rp to discuss AQEC codes, understanding the relevance of Rp to
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perfect QEC codes provides the intuition behind the AQEC conditions presented later.

2.3.1 The Transpose Channel for Perfect QEC

A natural question to ask here is how the transpose channel Rp relates to the recovery Rpet for
a given £ and C that satisfy the QEC conditions. Here, we show that they are exactly the same

map, as previously noted in [§].

Lemma 2.3.1 ( [8]). Given a channel & ~ {EZ} on codespace C satisfying the perfect QEC condi-
tions (2.3)), Rp = Rpers-

Proof. First, recall that the Kraus operators of Rp are given by PF,IS (P)_l/ 2. Observe that
E(P) = XL (FLP)(PF]) = 3, diUy PPU) = 3, dji Py, where Py, = U, PU]. Equation (Z4) tells
us that PU ,I U P = 6, P, implying that the Pp’s are orthogonal projectors satisfying Pi P, = 0 P.
Hence, £(P)~1/2 = >°1 Pi/V/dkk, where the inverse is taken on the support P = >, P;. Then, we

can write

P
PEeP)™? = PF Y —;ll
l
d
=Y "\ /== pUluPyf = PU, (2.13)

which are exactly the Kraus operators of Rperf. Thus, we see that when the perfect QEC conditions

are satisfied, Rp is exactly the optimal recovery map that perfectly corrects £ on C. |

Note that Theorem 2.1.T] and Lemma 23] remain true even for an £ that is not TP. Tradition-
ally, perfect QEC is discussed for a noise channel £ that is CP but not necessarily TP. The non-TP
case is particularly relevant when we deal with a system of n quantum registers, with each register
independently affected by some noise £;. Then, instead of requiring the code to correct the entire
noise channel 5(18", one often looks for codes that perfectly correct the noise up to some maximum
number ¢ of quantum registers with errors. In this case, we take £ as the channel describing noise
where at most ¢ registers have errors, instead of the full noise channel 51®”. Such an £ is not TP,
since we have discarded the part of 5{8)" that corresponds to having errors in more than ¢ registers.
This gives rise to the notion of the distance of a code, inherited from the theory of classical codes,

which is given by 2t 4 1 for a code that corrects a maximum of t errors.
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Actually, a perfectly correctable code for such a non-TP noise channel can be viewed as an
approximately correctable code for the original n-register noise channel 5(18", which is TP. In our
AQEC discussion, the code we look for is approximately correctable on the channel anyway, so &£
is always assumed to be TP, which is the physically relevant scenario. Note that the analysis in
the remainder of the paper does apply for a special type of non-TP maps—E ~ {E;} satisfying
> PEZ-T E; P = aP, where P is the projector onto the code space and 0 < a < 1. Our analysis applies

in this case, except that one would have to add the proportionality factor a to our expressions.

2.3.2 Near-Optimality of the Transpose Channel

For AQEC codes, while the transpose channel Rp need not be the optimal recovery map Rp, we
show that Rp does nearly as well as Rop. This is our central result and forms the basis of much of

the discussion that follows.
Theorem 2.3.2. Given a subspace code C of dimension d and optimal fidelity loss 1oy, for any

) €C,

F2[[9), (Rop 0 €) (1) (¥])]

S\ L4 (d = Dnop Fl9), (Re o E)([9)(4])] - (2.14)

Proof. Let {R;} be the Kraus operators of Reyp, : B(Pg) — B(C). For any [) € C, following [§], we

have,

J

F2{16), (Rop © )([9){1)] < \/ (S HELEP) NP [ UREPMPRP], (215)

where (.) denotes the expectation value with respect to the state [¢)). Since Rop is TP, we have
that 2, |(RIE(P)V2RD 2 < (S5, RIE(P)R;) = {(Rop 0 €)(P)).

Now, we choose a basis {|1;)}&, for C such that [11) = |[¢). Let p; = (Rop 0 E)([¥i) (W) =
D ki a,(;l)]wkﬂwl\, where the coefficients a,(jl) satisfy the normalization condition ), 04,(:; = 1 and
a,(;]z > 0, Vk. From the definition of the optimal fidelity loss 7o, (212]), we know that al(-? =
(Wilpili) = F2[|¥:), (Rop © €)(J10:) {(:])] > 1—nop. This, together with the normalization condition,
implies that 3, ,; a,(:,z < Nop, which in turn tells us that a,(:,z < Nop, V k # i. Since ) = |11) by
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construction, we get

d
(Y|(Rop 0 E)(P)|) = (¢ ZP:’WQ

1/2
Putting this back into (2.I5)), and noting that [ZZ ](E;S(P)_1/2Ei>\2] < F(|Y),Rp o &) gives

F2{[h), (Rop 0 E)([0) (W] < (/1 + (d = Viop F [1¥), (Rp 0 E) (1) (¥])] , (2.16)

which proves the theorem. |
Let np denote the fidelity loss for code C with the transpose channel Rp as the recovery map.

Then, Theorem 2.3.2] implies the following corollary.
Corollary 2.3.3. np satisfies nop < Np < Nopf (Nop; d), where f(n;d) is the function

(d+1)—n

f(n;d)Em

= (d+1)+O(). (2.17)

Proof. That np > nep is true by the definition of 7.,. To show that np < 1y f(70p; d), define for

any [¢)) € C, npy such that F2[|4), (Rp o E)(|¢)(¥])] =1 —npy. np is then just np = maxy np,y.
From Theorem 2.3.2] we see that

1—1op < F2 1), (Rop 0 €) (|00) (¢])]
1+ (d—)nop F[90), (Rp 0 E)(J) (1))

= 11+ (d = Dgop] (1= mp).

Rearranging gives np.y, < Nop f (1op; d). Since this holds for all np,y, it also holds for np. |

The inequality np < nop f(1op; d) makes precise our statement that Rp is near-optimal. The
recovery Rp works nearly as well as the optimal recovery, since its fidelity loss picks up at most
an additional factor of (d 4+ 1) (ignoring the O(n) corrections). For the most practically relevant

case of a code encoding a single qubit, this is a factor of 3 which is not too large. Observe also
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that when 7., = 0, the inequality in Corollary 3.3l reduces to np = 74p, reaffirming that Rp is
the optimal recovery in the case of perfect QEC.

We do not know if the upper bound on np in Corollary 2.3.3]is tight. However, the appearance
of the dimension d of the code in the bound is unavoidable, as can be seen from the following
example. Consider a noise channel & ~ {E;} such that the action of £ on a code C can be described
by the set of Kraus operators {E;P} = {\/T—p P,\/p |0)(0[,/p |0)(1],...,\/p [0)(d — 1|}, for
0 < p < 1. As usual, P is the projector onto C and d is the dimension of C. £ mostly acts like
the identity channel on C, but has a small component that maps a small part of every code state
onto the state |0). For d > 3, one can show that the worst-case fidelity, when using the transpose

channel as the recovery, occurs for the state |0). The corresponding fidelity loss is

(d—1)p

T (2.18)

np =

On the other hand, since £ is nearly the identity channel, we can perhaps not do any recovery, i.e.,
make the identity channel the recovery map. In this case, we find that the fidelity loss is g = p
which is always smaller than np for small p. Since the optimal fidelity loss 7., must always be
smaller than 7y, we have that np/n., > np/no = (d—1)/[1+(d—1)p], which grows as d increases, for
fixed p. Therefore, we see that there is an increasing separation between np and 7., as d increases.

In the next section, we will see that this approach to AQEC using the transpose channel can be
viewed as a perturbation from the perfect QEC case. The factor of d appearing in our bounds can
perhaps be understood as quantifying the number of degrees of freedom in which the approximate
case can deviate from the perfect case. Note, however, that as d gets large, f(n;d) approaches 1/7.
In this case, the inequality in Corollary 2.3.3] simply becomes the trivial statement 7o, < np < 1.
While we will often only be interested in codes with small values of d, this demonstrates the
weakness in the bounds derived here for large values of d.

Finally, note that Corollary 2.3.3] provides a necessary and sufficient condition for C to be ap-
proximately correctable—C is approximately correctable if and only if np is small. In the next
section, we will use this corollary to derive a set of AQEC conditions, much like those in Theo-

rem 2.1l for perfect QEC.
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2.4 The Transpose channel and QEC Conditions

One of the key tools in perfect QEC are the QEC conditions stated in Theorem 2.T.Il Similar
conditions characterizing AQEC codes would be very useful. A natural approach to getting a set
of AQEC conditions is to perturb the perfect QEC conditions to allow for small deviations. For
example, the four-qubit code for the amplitude damping channel described in Section 2.2.1] was
shown to obey a set of perturbed QEC conditions. More recent studies [90] have looked at small
perturbations of the perfect QEC conditions for general CPTP channels. However, the analysis
in [90] is complicated, and one wonders if there is a simpler approach using the transpose channel.

In this section, we prove a simple set of AQEC conditions based on Corollary 2.3.3l Drawing
from our earlier observation that the transpose channel is the optimal recovery map for perfect
QEC codes in Lemma 23] we rewrite the condition (23] for perfect QEC in such a way that
the role of the transpose channel is apparent. From this, we derive a necessary and a sufficient
condition for AQEC founded upon the transpose channel, as a natural generalization of the perfect
QEC conditions. While AQEC conditions have been derived in the past from information-theoretic
perspectives [16,2069,[118], our conditions are algebraic, and lead to a simple and universal algo-
rithm to find AQEC codes that does not require optimizing over all recovery maps for each encoding

map.

2.4.1 Alternative Form of the Perfect QEC Conditions

The role of the transpose channel in perfect QEC becomes a lot more transparent once we realize

that the QEC conditions in Theorem 2.1.1] can be written as follows.

Theorem 2.4.1 (Alternative perfect QEC conditions). A code C satisfies the perfect QEC
conditions of Theorem [2.1.1] if and only if it satisfies

¥i,j, PEJE(P)2E;P = p;;P, (2.19)

where 8 = /a, for a from Theorem [2.1.1.

Proof. For a code C that satisfies the perfect QEC conditions, using (2I3]) and PU,IUIP = o P,
we have

PEIEP)V2RP = \/dyPUIUP = 81\/dy1, P. (2.20)
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This diagonal form can be rotated to any other Kraus representation by using the appropriate
unitary w, such that F, = >, ujpE; and o = udu’. Then, defining 8 = /o, we get 219), thus
showing that a code C satisfying the perfect QEC conditions, also satisfies (2.19)).

Conversely, suppose we start with the “diagonal” form of (2I9) as in (2.:20]), which can be
accomplished by choosing a unitary u so that S is diagonal with entries v/dj,. Since £ is CP,
E(P) > 0 and hence £(P)~Y2 > 0. Therefore, we can take square root of (Z20) and write
5(P)‘1/4FkP = (dkk)1/4 Vi P, for some unitary Vj, which implies that

FyP = (dp)/* E(P)V*V, P, (2.21)

Note that the inverse of £(P) is taken on its support, so that £(P)/4€(P)~"/* = P¢. Putting (Z21)
back into (Z.20) then gives PVkT VP = 6, P. Furthermore,

E(P) = S (FP)(PE) = £ (32 VPV &),
k k
which implies £(P)Y/? = >k \/dkakPVkT. A simple calculation now shows PF,IFZP = Opdir P,
which is exactly the diagonal form of the perfect QEC conditions (Z4]). Applying an appropriate

u to rotate to the desired Kraus representation gives (2.3]). |

It may be observed that the left-hand side of (2.19) is simply a Kraus operator of the map Rpo€.
In other words, the QEC conditions given in Theorem 2.4.1] as also the original version given in
Theorem ZT.T], simply express the fact that C is perfectly correctable if and only if Rp o & P,
where P is the projection P(-)P, which acts trivially on the code C. The proportionality factor is

Zz’j 5z‘2j = Zij i = 3, ik

2.4.2 AQEC Conditions

We now obtain conditions for AQEC by perturbing the alternative form (2.I9) of the perfect QEC
conditions. The perturbation is added as a small operator on the right-hand side of ([2.19) for each
1,7, but in order to make a precise statement, we also need to relate the size of these perturbations
to how well the given code can be corrected. This is not difficult since we have already characterized

the performance of the transpose channel as a recovery map in Theorem 2.32] or equivalently in
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Corollary 2331

Theorem 2.4.2 (AQEC conditions). Suppose we have a CPTP channel €& ~ {E;}, and a d-

dimensional subspace code C with projector P. Let A;; € B(C) be traceless operators such that

PEIE(P)Y2E;P = 3P + Ayj, (2.22)
where Bi; € C. Then, for € € [0,1], there exists n € [0,1] such that
(i) C is e-correctable if n < ¢;

(ii) C is e-correctable only if n < ef(e;d), where f is the function

Flerd) = (d+1)—c¢

= 1o~ @D+ 0. (2.23)

Proof. The left-hand side of ([2.22]) are Kraus operators of Rp o £. This, along with the fact that
Rp o & is trace-preserving, implies that for a noise channel £ satisfying ([2:22]), the fidelity under

the transpose channel recovery is given by

F2[19), (Rp o E)(1) )] = 1 - 3 [(1alAylu) — 1Ay )] (2.24)

]

Recalling the definition of the fidelity loss np, for the transpose channel, we get

— T A — g 2
iR (WAL AG18) — 1Ay )] (2.25)
Setting n = np, conditions (i) and (ii) follow directly from Corollary 2:3:3] [

It is clear that the expression for np is a non-negative quantity, since the fidelity in ([2:24]) is
bounded by 1. Furthermore, ([2.25]) elucidates how the fidelity loss arises from the presence of the
A;j operators. If A;; = 0 Vi, j, we have perfect QEC.

The AQEC conditions, like the perfect QEC conditions, provide a way to check if a code is
approximately correctable, without requiring knowledge of the optimal recovery. More precisely,
given a maximum tolerable fidelity loss € for some information processing task at hand, one can

check if a code C is e-correctable, as follows. We first compute np, which can be done once C and
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& are known. If np < ¢, then C is a good code. If however, np violates the inequality in Condition
(ii), we know that C is not good enough for our purposes. Of course, there is a gap—for np taking
values € < np < ef(e;d), we cannot use these conditions to determine whether C is within our
tolerable fidelity loss, but this gap is small for small d. We do not know if the gap can be shrunk
by replacing np with the fidelity loss for a recovery map other than the transpose channel, but we
believe it is unlikely to vanish completely.

For a general C, the fidelity loss np may be difficult to compute as it requires a maximization
over all states in the code space. However, there is a quick way to check for sufficiency by relaxing

condition (i) of Theorem slightly.

Corollary 2.4.3. C is e-correctable for some € € [0,1] if
”Asum H <, (226)

where Agum =3, AL-AU and || - || denotes the operator norm.

Proof. Observe that 32, (WAL A1) — [WIAGI)P] < Ty(IALAyle) = (¥]Awm|y). From
the definition of the operator norm, it is easy to see that max|yycc(¥[Asum|?¥) = ||Asum||. Hence,
Np < ||Agum||, and the condition np < € in statement (i) of the AQEC conditions (Corollary 2.3.2])

is certainly satisfied if ||Agum|| < €. [ |

This sufficiency condition (Z26]) and the AQEC conditions of Theorem form the basis
of a simple algorithm to find good AQEC codes, presented in the next section. Since Agym is
a positive semi-definite operator, its operator norm is given by its maximum eigenvalue, which
is easily computable. In fact, for codes encoding a single qubit, we show in Appendix [Al that
[Asumll =1 =22, 18i; 2. Note that for a given code C and noise channel &, f3;; is easily computed,
since f;; = (1/d) tr[PE;'(S'(P)_l/zEjP]. Furthermore, we also show in Appendix [A] that for the
case of qubit codes, np can be computed easily with simple eigenanalysis. In fact our method of
computing the worst-case fidelity for a CPTP qubit map described in Section might be useful

in contexts beyond our present discussion.
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2.5 Finding AQEC Codes

Consider the practical problem of finding a d-dimensional code, given some maximum tolerable

fidelity loss €, such that, every code state must have fidelity F' > /1 — ¢, after passing through the

noise channel and recovery map. The following algorithm provides a simple procedure to search

for such e-correctable codes, for a given noise channel and system Hilbert space.

Algorithm

Step 1.

Step 2.

Step 3.

Step 4.

Step 5.

Pick a d-dimensional subspace C C H. This can be done, for example, by randomly picking

d linearly independent vectors from H and defining C as their linear span.

Compute V 1, j,

Ai; = PEJE(P)"V2E;P — B;; P, (2.27a)

tr(PE!E(P)~'/2E; P). (2.27b)

SR

Bij =
Find the maximum eigenvalue Apax of Agum = ), j AL’AU' If Aax < €, then we are done,

since C is an e-correctable code.

If not, compute the fidelity loss np for the recovery map Rp, as given in (228)). If np <,

then again C is an e-correctable code.

If not, check if np > ef(e;d). If true, C is not e-correctable. We return to Step [l and try

again with a different C.

If e < mp < €ef(e;d), we do not know if C is e-correctable, but we can still choose to discard

this C and return to Step [l to try again with a different C.

If this algorithm finds a code that works well enough, one can then try to optimize performance

by looking for the optimal recovery map. While looking for this optimal recovery can be a difficult

process that requires exhaustive search, with our algorithm we only need to do this possibly expen-

sive computation once, for the code generated by our algorithm is guaranteed to be e-correctable.

Otherwise, one can always use the transpose channel itself as a good recovery.
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There is of course the possibility that the algorithm yields no code within our fidelity loss
requirements. This does not immediately imply that H does not contain an e-correctable code,
because of the presence of the gap stated in Step Bl However, figuring out whether any of the codes
that fall in this gap is a good enough code is the same as finding the optimal recovery map for that

code, a problem which we currently do not know how to solve efficiently.

2.6 Example: Amplitude Damping Channel

In this section we compare the performance of the transpose channel with that of other AQEC
schemes, for the case of amplitude damping noise. The single-qubit amplitude damping channel
Eap is the CPTP channel described in (2.2]), parameterized by the damping parameter . Recall
that v corresponds to the probability of a transition from the excited state to the ground state. In
Fig. we plot the worst-case fidelity for different AQEC codes as function of ~.

Clearly, in the absence of any encoding or recovery, the worst-case fidelity for a single qubit
undergoing Eap decreases as 1 —y (see Fig. 2.5] line labeled “no error correction”). The [4,1] code
due to Leung et al described in Section 2.2.1] in combination with the Leung recovery, increases the
fidelity significantly as compared to the no error correction case. In the same figure, we have also
plotted the worst-case fidelity using the transpose channel Rp as the recovery operation instead of
the Leung recovery, for the same [4,1] code. From the plot, we can see that using the transpose
channel as the recovery map gives a higher fidelity than the original Leung recovery.

For comparison, we have also looked at a recovery map for the [4, 1] code constructed by Fletcher
et al. in [47]. Their recovery, which we refer to as the Fletcher recovery, was originally optimized
for an averaged measure of fidelity. We have instead computed the worst-case fidelity for this
recovery, H and this is plotted in Fig. For small values of v, the Fletcher recovery gives the
best performance compared to the other recovery maps, despite being optimized for an averaged
measure of fidelity. However, it is only marginally better than the transpose channel recovery.

We have also compared the performance of the [4,1] approximate code under these different

recovery maps with that of the smallest known perfect code, namely the [[5,1,3]] code [I5,84].

2The recovery map we use here is from Table I of [47]. Their recovery map actually depends on two parameters
«a and f which can be numerically optimized, for each value of ~, for the best recovery map. For simplicity, we set
a=p=1/ V/2 in our plot, which corresponds to the “code-projected recovery” in [47] with comparable performance
as the fully optimized recovery.
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Using the corresponding Rpe as the recovery for the [[5,1,3]] code, we have computed the worst-
case fidelity for different values of v. As the plot in Fig. shows, the [[5,1,3]] code performs
better than the [4,1] code with Leung recovery, but the [4,1] code uses one fewer qubit to encode
the same amount of information. The [4,1] code with the transpose channel as recovery has nearly
identical worst-case fidelity as the [[5,1,3]] code, while the one with Fletcher recovery does slightly
better than the [[5,1,3]] code for small values of ~.

These observations clearly demonstrate the benefit of going beyond the codes described by the
perfect QEC conditions. Furthermore, while the [[5,1,3]] code is capable of perfectly correcting any
single qubit error on a system subjected to any noise channel, the comparison with the [4,1] code
with its various recovery maps clearly show the gain that one might achieve by adapting the codes
and recovery to the noise channel in question.

Finally, we have also randomly generated codes that encode a single qubit into four physical
qubits, for the amplitude damping channel. We computed the worst-case fidelity for each code using
the transpose channel as the recovery map. We tried about 500 randomly selected codes, taking
less than half an hour on a typical laptop computer. The worst-case fidelity for the best code we
found is given in Fig. (line marked “random 4-qubit code, R p recovery”). For small values of +,
this random code does not do as well as the other codes discussed so far for the amplitude damping
channel, but it still does significantly better than the case without error correction. Furthermore, for
~ 2 0.35, our randomly generated code actually outperforms all the other codes. For comparison,
we have also plotted the worst-case fidelity for this randomly generated code in the absence of
the transpose channel recovery, i.e., with the identity channel as the recovery map (line marked
“random 4-qubit code, Id recovery”). In all this, one should keep in mind the ease with which
the performance of the randomly generated code was achieved, due to the fact that the transpose
channel is a near-optimal recovery map for any code.

One can even consider the possibility of looking for two- and three-qubit codes. We randomly
generated codes encoding a single qubit of information into two and three physical qubits for the
amplitude damping channel. Because the transpose channel is near-optimal for any code, it can
be used a good recovery map for the codes we generate, thus eliminating the need to search for
a good recovery for every randomly selected code. The worst-case fidelity for the best codes we

found are plotted in Fig. For comparison, we have also plotted the worst-case fidelities for the
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Figure 2.5: Codes for the amplitude damping channel, for 0 < v < 0.5.
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Figure 2.6: Randomly generated two-, three-, and four-qubit codes using the transpose channel
as the recovery map. For comparison, we have also plotted the worst-case fidelity for the [[5,1,3]]
code, and that of the randomly generated four-qubit code with no recovery (i.e., identity channel
as recovery).
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randomly generated four-qubit code mentioned in the previous paragraph. From the figure, we see
that while the worst-case fidelity decreases as the number of physical qubits decreases, the two- and
three-qubit codes in fact do not perform too badly compared to the four-qubit code or the [[5,1,3]]
code. Such codes may be of relevance whenever the desire to lower resource requirements trumps

the need for the best possible worst-case fidelity.

2.7 Conclusions and Open Problems

In this chapter, we have demonstrated the crucial role the transpose channel plays in perfect QEC
and used it to formulate a simple approach to characterize and find AQEC codes. Compared
to previous work based on numerically generated recovery maps specific to the noise channel in
question, the universal and analytically simple form of the transpose channel makes it particularly
useful for developing a better understanding of AQEC. Further, the near-optimality of the transpose
channel leads to a simple algorithm for identifying codes that satisfy some maximum fidelity loss
requirements, without having to perform a difficult optimization over all recovery maps for every
possible encoding. Our approach, founded upon the worst-case fidelity rather than an averaged
measure of fidelity, also ensures that the code found is able to protect all information that can be
stored in the code with some minimum fidelity.

There are many interesting open problems. An immediate question is whether the gap present
in our AQEC conditions between the necessary and sufficient conditions (arising from the inequality
in Corollary 2:3.3]) can be reduced, either by improving the bound in Theorem 2.3.2] or by using a
different recovery map that might perform better than the transpose channel. It would also be very
interesting to find a similarly simple and universal recovery map, such that the dimension of the
code does not appear in the worst-case fidelity. It might also be of interest to extend our efficient
method of computing the worst-case fidelity to higher-dimensional codes and more general channels.
Furthermore, we expect that the transpose channel can also be used to study approximate codes
more general than subspace codes, for example, OQEC codes which also admit a description based
on conditions like the QEC conditions [82].

Another important problem is to figure out whether the transpose channel can be easily im-
plemented using measurements and gates. In the case of perfect QEC, the transpose channel (or

equivalently Rpe) can be implemented simply using syndrome measurements and conditional gates
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(see for example, [98, Section 10.3]). In order for AQEC codes to be useful for computational or
communication tasks, it must be possible to implement the recovery operation using physical op-
erations that are not overly complicated or demanding in resources. That this is possible in the
perfect QEC case could offer some clues to implementing the transpose channel for AQEC codes.

AQEC provides a new and mostly unexplored arena of possibilities for the design of codes to
protect information from noise in quantum information processing tasks. Our work provides an
analytical characterization of AQEC and further analytical understanding will undoubtedly prove

invaluable toward unlocking the full potential of AQEC.
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Chapter 3

Symmetric Complementary Aspects
and Entropic Uncertainty Relations

Entropic uncertainty relations provide a natural way to quantify incompatibility between multiple
measurements, by lower bounding the average entropy of the probability distributions correspond-
ing to the outcomes of different measurements. For two observables, it is well known that this
incompatibility is maximizum when the measurement bases are complementary or mutually unbi-
ased. For more than two measurement settings, being mutually unbiased is a necessary condition
to obtain strong uncertainty relations, but not sufficient. It remains an important open question
to identify and construct sets of complementary bases satisfying strong uncertainty relations.

Uncertainty relations figure prominently in the analysis of quantum cryptographic protocols
such as quantum key distribution [72,[106], the phenomenon of information locking [38], and in
characterizing entanglement and separability [53]. In particular, the security of recent crypto-
graphic models like the bounded-storage and noisy-storage models [30LBTL[76,1T5,128] is derived on
the basis of an entropic uncertainty relation. A better understanding of the interplay between com-
plementarity and uncertainty relations is thus of interest not only from a foundational standpoint;
it has practical implications for analyzing and improving existing cryptographic protocols.

Here we construct special sets of up to 2n + 1 mutually unbiased bases (MUBSs) in dimension
d = 2™ which have particularly nice symmetry properties derived from the Clifford algebra. More

precisely, we show that there exists a unitary transformation that cyclically permutes such bases.

'The work described in this chapter was done in collaboration with Stephanie Wehner. The original results
presented here have been published in [92]. The proofs presented in Appendix[Blare based on several useful discussions
with Niranjan Balachandran. We are grateful to David Gross for pointing us to the relevant literature for the discrete
phase space construction. We also thank Lukasz Fidkowski and John Preskill for interesting discussions.
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This unitary can be understood as a generalization of the Fourier transform, which exchanges
two MUBs, to multiple complementary aspects. We then obtain a lower bound for min-entropic
uncertainty relations for any set of MUBs, and show that symmetry plays a central role in obtaining
tight bounds. For example, we obtain for the first time a tight bound for four MUBs in dimension
d = 4, which is attained by an eigenstate of our complementarity transform. Finally, we discuss our
work in relation to other symmetries obtained by transformations in discrete phase space, and note
that the extrema of discrete Wigner functions [50] are directly related to min-entropic uncertainty
relations for MUBs.

This chapter is organized as follows. We begin with a formal introduction to the different
measures of entropy used in this chapter, in Section [3.1.1l In Section we sumimarize some of
the properties of Clifford algebras which are used in our construction of MUBs. Section contains
an overview of entropic uncertainty relations (EURs) and mutually unbiased bases (MUBs). In
Section [3.3] we focus on the problem of obtaining uncertainty relations for the min-entropy, and also
discuss the related problem of finding the extrema of the discrete Wigner function (Section [3.3.2)).
In Section B4l we describe our new lower bound for the min-entropy of any set of MUBs. Section
describes our construction of symmetric MUBs in dimension d = 2" using the generators of the
Clifford algebra. Finally, in Section we discuss the role of symmetry in obtaining tight lower

bounds, with examples in dimensions d = 4 and d = 8.

3.1 Preliminaries

3.1.1 Measures of Entropy

We first provide a short introduction to the entropic measures used in this chapter. Let M =
{ M| Mb € B(H) }¢_, be a measurement in the d-dimensional Hilbert space H, with a finite
set of outcomes labeled by b, where M® > 0, and YoM b = 1. For any quantum state p, the
measurement M induces a probability distribution P; over the outcomes P;(b) = tr(M ]I-’p). The

Rényi entropy [110] of order o (o« > 0, @ # 1), of the probability distribution obtained by measuring
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M on a state p € S(H), denoted by H,(M;|p), is given by

d a—1
Ha(Mlp) = 1 i ~log <Z(tr[Mbp])“> : (3.1)

b=1

The Shannon entropy [119] forms a special case of the Rényi entropy, which is obtained by taking

the limit o — 1, that is,
d
o _ b b
Hi(M]p) = lim Ho(M]p) = = _tr[M®p]log tr[M"p]. (32)

b=1

The Shannon entropy is usually written as H(-), omitting the subscript. Other special cases of
importance are

(a) the min-entropy, when o — oo

Hoo(M|p) = —log <m£1xtr[Mbp]> , (3.3)

and

(b) the collision entropy, when a = 2

d
Hy(M|p) = —log > (tr[M®p])* .
b=1

The Rényi entropies are monotonically decreasing in «, that is,
Ho(.) =logd > H(-) = Ha(-) = Heo(") 2 0 .

A lower bound on H,, thus provides us with a bound on Hg as well, whenever a > (.
We have defined these entropic quantities here for a general measurement. In this chapter,
however, we are mainly interested in the case where M is a basis for H and the operators { M’}

are rank-1 projectors of the form M?® = |b)(b].
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3.1.2 Clifford Algebras

We now provide a brief introduction to Clifford algebras and their properties, which we make use
of in our construction of MUBs. For any integer n, the Clifford algebra of dimension d = 2" is
the real, associative algebra generated by operators I'g,..., 9,1 satisfying the anticommutation
relations

{Fi,l“j} = 257;]', for 4 75 j

This Clifford algebra has a unique representation by Hermitian matrices on n qubits (up to unitary

equivalence) that can be obtained via the famous Jordan-Wigner transformation [62]:

Tojp1 = YU D g7z gI®M9),

Ty = Y2U D@ X gI®r),
for j =0,...,n—1, where X, Y and Z to denote the Pauli matrices. Furthermore, we define
an = ’LFO e FQn_l .

Note that in dimension d = 2, these are just the familiar Pauli matrices, I'y = X, I'y = Z and
=Y.

Of particular importance to us will be the fact that we can view the operators I'g, ..., I'2;_1,
as 2n orthogonal vectors forming a basis for R?". In particular, for any orthonormal trans-
formation T € O(2n) which when applied to the vector v = (v@,...,v2*=D) € R?" gives

o= (0W,...,5@»D) = T(v), there exists a unitary U(T) € B(#) acting on the underlying
Hilbert space ‘H of dimension d = 2" [88], such that,

UT) [ D o | UM =D 6,15
J J

We refer to [127, Appendix C] for a description of how to obtain explicit constructions of U(T).
The orthonormal transformation we are interested in is the one that cyclically permutes the
basis vectors. As described above we can find a corresponding unitary U = U(T') which cyclically

permutes the basis vectors I'g,I's, ..., ' 1. This transformation of the form U(T)FjU(T)T = Iy,
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is particularly simple to obtain. It can be built up from successive rotations in the plane spanned by

only two *

‘vectors” I'; and I'y,. We first construct a unitary that corresponds to a rotation around
an angle /2 in the plane spanned by I'; and I'j, bringing I'; to I';. This is simply a reflection
around the plane orthogonal to the midvector between I'; and I'y, followed by a reflection around
the plane orthogonal to I'y. Using the geometric properties of the Clifford algebra, this can be

shown to correspond to the unitary
Rj_>k = Fk(Fj + Pk)/\/i .

To obtain the desired unitary, we now compose a number of such rotations. Let Rj,k = R if
k is odd, and I%k = Ryj_,; if k is even. Furthermore, define the operator I’ = I if L is odd, and
F=T19,I"y_1 if Lis even. Note that I's,,I';,_1 is the unitary that flips the sign of I',_1, but leaves
all T'j for j # 2n and j # (L — 1) invariant. We may then write

U(T) = FﬁQlRo,g R R07L_1 .

This unitary thus transforms I'y — I'y — ... — I'r_1 — T'g, but leaves all other generators I'; for
j > L invariant. A similar unitary can be found for any transformation 7' € SO(2n + 1) [129], but
is more difficult to construct explicitly.

Finally, we will also make use of the property that the set of d? operators, consisting of the

Clifford generators and their products,
S ={LT;,il\T;, 1T, ...,iT1...Tan} , (3.4)
forms an orthogonal basisH for d x d Hermitian matrices in d = 2" [30].

3.2 EURs and MUBs: An Overview

The uncertainty relation, first proposed by Heisenberg [57] for two conjugate observables, is one of

the central principles of quantum mechanics. Indeed, it forms one of the most significant features

20rthogonal with respect to the Hilbert-Schmidt inner product, which is given by tr[ATB]7 for a pair of operators
A and B.

42



of quantum theory showing that the quantum world does differ fundamentally from the classical
world. Uncertainty relations today are probably best known in the form given by Robertson [111],
who extended Heisenberg’s result to two arbitrary observables A and B. Robertson’s relation states
that if we prepare many copies of the state |1), and measure each copy individually using either A

or B, we have

AAAB > (][4, Bllv). (3.5)

where AX = /(| X2[Y) — (| X[¢)2 for X € {A, B} is the standard deviation resulting from
measuring observable X on |¢). The essence of (8.5]) is that quantum mechanics does not allow us
to simultaneously specify definite outcomes for two non-commuting observables when measuring
the same state. The largest possible lower bound in Robertson’s inequality (B.35]) is 1/2, which
happens if and only if A and B are related by a Fourier transform, that is, they are conjugate
observables.

However, nature typically allows us to perform more than two measurements on any given
system, leading to the question of how we can determine “incompatibility” between multiple mea-
surements. Clearly, due to its use of the commutator relation, the lower bound of (B.5]) most
directly relates to the case of two measurements. Is there a natural way of quantifying uncertainty

for multiple measurements? And if so, what measurements might be most “incompatible”?

3.2.1 Entropic Uncertainty Relations

A natural measure that captures relations among probability distributions over the outcomes of
different measurements is the entropy of such distributions. The first entropic uncertainty relation
was proposed by Hirschmann [58] for position and momentum observables. This relation was later
improved by Beckner [I0] and Bialynicki-Birula and Mycielski [18], where the latter show, for n

canonical pairs of position and momentum coordinates X; and P;,
H(X;...Xplp) + H(Py...P,|p) > nlog(er),

where H(Q; ... Qn|p) is the differential Shannon entropy of the joint distribution of the coordinates

Q1,...,Qn, when measured on the state p. They further show that Heisenberg’s uncertainty
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relation (B.35]) is in fact implied by this entropic uncertainty relation, thereby showing that using
entropic quantities might provide a more general way of quantifying uncertainty.

In recent times, the study of entropic uncertainty relations has gained impetus from the work
of Deutsch [34], who argued that entropy is a more desirable measure to quantify “uncertainty”
than the standard deviation, for the following reason. The lower bound in ([B.1)) is trivial when [¢))
happens to give zero expectation on [A, B]. Hence, it would be useful to have a way of measuring

“incompatibility” which depends only on the measurements A and B and not on the state.

Definition 3.2.1 (Entropic Uncertainty Relations). For a set of L measurements { Mo, ..., Mp_1},

an entropic uncertainty relation is a lower bound of the form

L-1

HO!(M]"p) > Ca{M;} > Vp € S(H)v (36)

SIES
.

Il

o

where ¢4 (a;) 18 @ constant that depends only on the choice of measurements {M;} and choice of

the entropy function (), but is independent of the choice of state p in H.

We call the state p that minimizes the average sum of entropies a maximally certain state.
When H,, is the Shannon entropy #, the largest bound we can hope to obtain for any choice of L
measurements in a d-dimensional Hilbert space is

L—-1
L= = logd , (3.7)

which is attained when the state p is an eigenstate of one of the measurements. If (3.7)) is indeed
a lower bound to ([B.6]), we will call the measurements mazximally incompatible with respect to the
Shannon entropy.

Deutsch [34] himself showed that

N —

(o (Al + Hoc (Bl10) > —log (522 (3.5

where ¢(A, B) := max{|(alb)| | |a) € A,|b) € B}, and Hu(Al|[1)) is the min-entropy arising from
measuring the pure state |¢) using the basis A. If A and B are related by a Fourier transform,

then ([B.8]) becomes

5 (A1) + Ho(B101) > ~1og (54 772 ). (39

_l’__
2V/d
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and this minimum value is achieved by a state that is invariant under the Fourier transform. Since

the Shannon entropy obeys H(-) > Hy(+), Deutsch’s bound also holds for the Shannon entropy.
Better lower bounds have since been obtained for the Shannon entropy by Maassen and Uffink [89]

following a conjecture of Kraus [81]. The Maassen-Uffink bound states that for any two orthonormal

bases A = {|a1),...,|aq)} and B = {|b1),...,|bq)}, in a d-dimensional space H,

(H(A[l¢)) + H(B|[4))) = —log (A, B), V|¢) € H, (3.10)

N =

where ¢(A, B) := max,, |{a|b)|. The lower bound can at most take a value of log d, which implies

log d. (3.11)

N

(H(All¥)) + H(B[|4))) =

N —

This lower bound is attained if for all basis vectors |a) of basis A and all vectors |b) of basis B,
5 1
[{alb)” = = - (3.12)

Any two bases satisfying this property are called mutually unbiased bases, or complementary as-
pects, and the unitary that exchanges two mutually unbiased bases can be understood as a Fourier
transform. While the Maassen-Uffink bound is not tight for any two observables in general, it is
indeed tight for two mutually unbiased bases.

In the light of this and Robertson’s uncertainty relation (3.5]), it seems that bases which are
related by the Fourier transform should play a special role in our understanding of quantum me-

chanics, in the sense that they are the measurements which are most “incompatible”.

3.2.2 Mutually Unbiased Bases

Let us now define the notion of MUBs more formally and state some of the known constructions

and existence results.

Definition 3.2.2 (Mutually Unbiased Bases). Let By = {|0M),...,|(d — 1))} and By =
{10, ..., 1(d — 1)) be two orthonormal bases in C¢. They are said to be mutually unbiased if
(aM b)Y = 1/V/d, for all a,b € {0,...,d —1}. A set {By,...,Br_1} of orthonormal bases in C*

1s called a set of mutually unbiased bases if each pair of bases is mutually unbiased.
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For example, the eigenbases of the Pauli X and Z matrices in dimension d = 2 are mutually
unbiased. Similarly, in dimension d = 2", the well-known computational and Hadamard bases are
mutually unbiased. These are simply the eigenbases of I®” and H®", where I and H are respectively
the identity and Hadamard operationsd on C2.

Let N(d) denote the maximal number of bases possible in a set of MUBs in dimension d. For
any dimension d, it is known that N(d) < d + 1 [7]. If d = p” is a prime power, it has been shown
that N(d) = d + 1 and explicit constructions are known [7,134]. In square dimensions d = s, it
has been shown [I31] using a construction based on Latin squares that N(d) > MOLS(s), where
MOLS(s) is the number of mutually orthogonal s x s Latin squares. In general, it is known that
N(mn) > min [N (n), N(m)], for all n,m € N [68,[137]. Finally, an explicit construction is known
for 3 MUBs in any dimension d > 2 [52]. However, there is not much else that is known. For
example, it is still an open problem as to whether there exists a set of 7 (or even 4!) MUBs in
dimension d = 6. We refer the reader to a recent review by Durt et al. [40] for a comprehensive
survey of the existing constructions of MUBs, their properties and applications.

To gain some insight into the construction of these bases, we briefly describe here the procedure
due to Bandyopadhyay et al. [7], of constructing d + 1 MUBs when d = p*, a prime power. Define
the generalized Pauli operators X, Z,,, which act on the computational basis {|0),|1),...,|p — 1)}

as follows:

X4l7) = (5 + Dmodp); Zy|j) = ’|5), ¥Vj=0,...,p—1,

where w = exp(2mi/p). Consider strings of Pauli operators of the form (X,)(Z,)" ® ... ®
(X,)% (Zy)b, where a;,b; € {0,...,p — 1}. Then, the set of all d — 1 Pauli strings excluding the
identity, can be grouped into d + 1 classes Cyp,...,Cq such that |C;| = d—1, Vi = 0,...,d, the
elements of each C; commute and C;NC; = {¢}, Vi # j. If B; denotes the common eigenbasis of the
operators in the set C;, it can be shown that the d + 1 bases By, By, ..., By are mutually unbiased.

The proof of this final statement follows from a general theorem proved in [7] for a basis of
unitary operators in the space of d x d complex matrices, denoted as My(C). We state the theorem

and its proof here, since it forms the basis for our construction of MUBs. First, note that there exist

1 1

1 1 ) in the computational basis

3The Hadamard transformation is the unitary operator given by H = % (

{10), 1)}
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at most d pairwise orthogonal commuting unitary matrices in My(C). Let U = {Up, U1, ... Up_1}
be a basis of unitary matrices for My(C). Then, without loss of generality we can assume Uy = I,
the identity operator on My(C). The basis U is called a maximally commuting basis if there

exists partitioning of U into classes Cy,Cq,...,Cq such that

U={n{JalJa ... Je (3.13)

where each class C; contains exactly d — 1 commuting matrices from U. Note that {I4}JC; is a set

of d commuting orthogonal unitary matrices, which as we know is maximal.

Theorem 3.2.3 (Unitary basis and MUBs [7]). If there exists a mazimal commuting basis of
orthogonal unitary matrices in My(C), then there exist a set of d + 1 mutually unbiased bases in

dimension d.

Proof. Let U be a maximally commuting basis of unitary matrices as defined above, with a parti-

tioning as described by (8I3]). For any 0 < j < d, let

Ci = {Uyo) Uy, - Uga-1)}

be a maximal set of orthogonal, commuting matrices, where U(;) = I. Thus for each 0 < j < d,

there exists an orthonormal basis,

B; = {[v}), [v3), ..., [vH},

such that every U(; ), 0 <t < d —1 is diagonal in the basis B;. That is,

d
UGy = > Nl ().

m=1

Consider any two classes C; and Cj. The orthogonality condition on the unitaries implies that for
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0<s,t<d—1, tr[U(Tj S)Z/{(k’t)] = dds,00¢,0. This in turn implies,

d
tr[L{(TJ.’s)Z/{(k,t)] - Z )\;,s7m)\k,t,n‘w;n><w;n‘wg><w2’

m,n=1

d
= > Nkl @R

m,n=1

= d0s 0010 (3.14)

Since we have set Z/l(j,o) =1, VO < j <d, we have, \jo, =1, V0 < j <d, 1 <n <d. This along
with (3.I4]) immediately gives us, that for any pair of classes Cj,Cy, the corresponding eigenbases

Bj = {[¢7") }m and By, = {|f")m} satisfy
WP = 2 V1 < mon < d (315)

A special case of the construction described above are the three mutually unbiased bases in
dimension d = 2F given by the unitaries I®* H®* and K®* applied to the computational basis,
where H is the Hadamard transform, and K = (I+40,)/v/2. In particular, three mutually unbiased
bases in dimension d = 2 are given by the eigenvectors of the Pauli matrices X, Z, and Y . A
very interesting aspect of such MUBs is that there exists an ordering By, ..., Bz+1 and a unitary
U that cyclically permutes all bases, that is, UB; = UBj41 for all j, where UBy41 = By [132]. As
we see in the following section, this symmetry property plays an important role in obtaining tight

uncertainty relations.

3.2.3 MUBSs and Strong Uncertainty Relations

We have already noted that mutually unbiased bases lead to maximally strong uncertainty relations

(see (3.9) and (B.11])), when we consider only 2 measurement settings. It was further shown [61[112]

that strong uncertainty relations are obtained when the complete set of d+ 1 bases, {By, B1, ..., Ba},
exists:
1 d
— H(B;|p) > log(d+1) — 1. 1
d+1j§ (Bjlp) > log(d+1) (3.16)
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It is interesting to note that this inequality in fact follows from a bound on the collision entropy:

1

711 2 H2(Bilp) 2 log(d +1) — 1. (3.17)

.
o

For more than 2 measurements in different bases, being mutually unbiased is indeed a necessary
condition to obtain strong uncertainty relations. To see this, consider two bases 1 and By which
are not mutually unbiased, so that there exist basis vectors |x) € B; and |y) € B that have a
higher overlap |(z|y)|> > 1/d. Then, choosing p = |z){x| yields zero entropy when measured in
basis By and less than full entropy [ when measured in the basis Bs.

However, whereas being mutually unbiased is necessary, it was demonstrated recently that it
is not a sufficient condition to obtain maximally strong uncertainty relations for the Shannon
entropy. In particular, there do exist large sets of up to v/d mutually unbiased bases in square
dimensions for which we do obtain very weak uncertainty relations [6]. Recently, Ambainis [4] has
shown that for any three bases from the “standard” mutually unbiased bases construction [7,[134]
in prime dimension, the lower bound cannot exceed (% + 0(1)) log d, for large dimensions. For
dimensions of the form 4k + 3 and 8k + 5 no further assumption is needed, but the proof assumes
the Generalized Riemann Hypothesis for dimensions of the form 8k + 1. Furthermore, for any
0 < e < 1/2, there always exist k = d° of these bases such that the lower bound cannot be larger
than (% + €+ 0(1)) logd. Only if we use the maximal set of d+ 1 mutually unbiased bases that can
be found for any given prime power dimension do we obtain strong uncertainty relations [61L112].

At present, we also know that there do exist arbitrarily large sets of two outcome measurements
that give us maximally strong uncertainty relations [129], and that in larger dimensions selecting
a sufficiently large number of bases (of order (log d)*) at random does lead to strong relations [56].
However, it remains an intriguing open question as to whether there even exist three measurements
with three outcomes in dimension d > 2 that are maximally incompatible with respect to the
Shannon entropy. We refer the reader to a recent survey by Wehner and Winter [130] for a more
detailed review of known results and open questions in the study of EURs.

Wootters and Sussman [132] made the interesting observation that for the maximal set of d + 1

mutually unbiased bases in dimension d = 2", the lower bound of the entropic uncertainty relation

4Note that the entropy of performing a measurement corresponding to an orthonormal basis in dimension d can
never exceed log d, where the maximum is attained when the distribution over the outcomes is uniform (1/d).
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in terms of the collision entropy given in ([BI7]) is tight, and the minimum is attained by a state that
is invariant under a unitary that cyclically permutes the set of all d + 1 MUBs. A similar unitary
was noted to exist by Chau [24]. Wootters and Sussman derive their transformation from phase
space arguments. Their unitary can in fact easily be generalized to cyclically permute L bases,
whenever L divides d+1 (see Section [B.3.1]). The results in [I32] have recently been generalized by
Appleby [5], who shows that in prime power dimensions of the form d = 1 or 3 mod 4, there exists
a unitary operation that cyclically permutes the first and second halves of the full set of MUBs.
This raises the question of whether smaller sets of MUBs also exhibit such symmetries. And can
we exploit such symmetries to obtain tight uncertainty relations? In particular, is the minimizing

state always an invariant of such a transformation as observed for two bases in ([B.8])7

3.3 Min-entropic Uncertainty Relations

Several entropic measures could be considered when it comes to quantifying uncertainty, as de-
scribed in Section Bl and each has its merits. Recall that the min-entropy Hoo(X) is deter-
mined by the highest peak in the distribution Px () of the random variable X, so that 2~ Hee(X) =
max,cy Px(x). The min-entropy is thus related to the probability of “guessing” the value of the
random variable z and is of particular interest in cryptography. Since H(:) > H(-), min-entropic
uncertainty relations also provide us with bounds on uncertainty relations in terms of the Shannon
entropy.

To gain more intuition on why the min-entropy might be a more useful quantity in cryptography
than the Shannon entropy, we may consider the following example: Let X = {0,1}" and let
xg = 0,...,0 be the all-zero string. Suppose that the distribution Px is such that Px(xg) =
1/2 4+ 1/(2"*1) and Px(x) = 1/(2"F1) for 2 # x0, that is, the string g is chosen with probability
1/2, and with probability 1/(2"*1) the other strings are chosen uniformly at random. Then, for
large n, H(X) =~ n/2, whereas Hy(X) ~ 1! If z were to correspond to an encryption key used
to encrypt an n bit message, we would certainly not talk about security if we can guess the key
with probability at least 1/2! Yet, the Shannon entropy is quite high, and is clearly not a suitable
measure of how secure an encryption key x would be. We refer the reader to [74] for a more detailed

discussion on the operational meaning of the min-entropy and its usefulness in cryptography.
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3.3.1 Symmetries

Apart from cryptographic applications, min-entropic uncertainty relations are also appealing since
the problem of determining tight uncertainty relations can be simplified considerably in the presence

of symmetries. First, note that Jensen’s inequality [28] implies that

1 L—1
LS 1,10 (315)
=0
1 L—1
> loe L 4y () ,
> logL;%ftr(p!b Y (o)), (3.19)

where the inequality becomes equality if all terms tr(p|b))(bU)|) are the same. For
b= (bO,. .. b&D) e {0,...,d— 1}*L, define

P = Z 16U (b)) . (3.20)
b3

Determining a tight lower bound in (B.I9]) is thus equivalent to determining

max max tr(pFy) . (3.21)
5P
Clearly, any ¢ such that
P; < (lIforallb (3.22)

gives us a lower bound for (B:I8]). For any set of bases, this makes the problem of finding a bound
more approachable as it reduces the problem to finding the largest eigenvalue for the operator P.
In particular, it can be phrased as a semidefinite program to minimize ¢ such that ([3.22)) holds for
all b.

It is now easy to see why symmetries simplify our goal of determining tight uncertainty relations
for the min-entropy. The following Lemma makes use of the above simplification to throw light
on the structure of the maximally certain states, for some sets of mutually unbiased bases. In
particular, we note that for L MUBs in dimension d = 2", the state that minimizes the min-

entropic uncertainty relations is an invariant of a certain unitary, whenever L divides d + 1.
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Lemma 3.3.1. Suppose that for every b e {0,...,d — 1} there exists a unitary Uy such that
Ul;\b(j)> = |p(+1 mod L)y Then, there exists a U such that the minimum in (318) is attained for a

state p that is invariant under Us.

Proof. First of all, note that

1 L—1
= > (UHPFUHT =Py, (3.23)
7=0

h

and hence for pgym = (1/L) Zj(Ug)T,o(Ug)
tr(paym Py) = tr(pF) (3.24)

In particular, this holds for the state p = |1)(¢)| corresponding to the eigenvector [¢)) with the
largest eigenvalue of Py;. When looking for the minimizing state on the right hand side of (3.18])
we can thus restrict ourselves to states which are invariant under Ug/. Note that in this case, we

further have that

tr(paym[09) (07]) = £ tr(p ) (3.25)

show that the inequality (B8] is tight whenever we have such a symmetry. |

The question of course remains, as to whether such unitaries do exist in general. Wootters and
Sussman [134] have shown that there exists a unitary U that cyclically permutes the set of all d+1
MUBs for d = 2™ by constructing a unitary that corresponds to a rotation around the origin in
phase space. Clearly, by considering the unitary U* one can trivially adapt their construction to
obtain a unitary that cyclically permutes L. MUBs whenever L -k = d+ 1. By first translating any
point in the phase space to the origin, then applying the transformation U” and finally translating
the origin back to the original point, one can obtain the desired unitaries Uy that enable us to find
tight bounds for the min-entropic uncertainty relations. This is indeed the first time we have some

insight into the structure of the states that minimize (3.I8]).
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3.3.2 Discrete Wigner Function

The min-entropy is also related to the well studied extrema of the discrete Wigner function. To see
how finding a lower bound for min-entropic uncertainty relations for d + 1 MUBs relates to finding
the extrema of the discrete Wigner function, let us first recall the properties of the discrete Wigner
function. The discrete phase space is a two-dimensional vector space over a finite field F4, where
here we focus on the case of d = 2. For every state p, we can associate a function W, with every
point « in the discrete phase space, known as the discrete Wigner function. For completeness, we
provide a short summary on how to determine W,; a detailed account can be found in [50].

First of all, note that the d? points of the discrete phase space can be parititioned into d parallel
lines each of which contains d points. Any such partition is called a striation, and it is known that
d + 1 such striations can be found [50]. One may define the discrete Wigner function by relating
each striation to one of the d 4 1 possible mutually unbiased bases [50]: Let Xy ; denote the b-th

line in the striation j. With each such line, we associate a projector
Q) = ]b(j)>(b(j)\ ,

onto the bth element of the basis Bj, in a specific order so as to satisfy certain symmetry con-

straints [50]. Defining the phase-space point operator

Aoi= > Q) -1,
)\b,j
OCC)\Z,J

one can now define the discrete Wigner function as
1
Wy = Etr(Aap) . (3.26)

The extrema of the discrete Wigner function at each phase-space point « are defined as the minimum
and maximum of ([B.26]) over quantum states p.

Note that when considering L = d + 1 mutually unbiased bases, each point « in the discrete
phase space can be contained in exactly one line from each basis, as all lines in a striation, i.e.,
one basis are parallel. Hence, there is a one-to-one correspondence between points « in discrete

phase space and vectors be {0,...,d — l}Xd“. In terms of the phase space operator this means
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that A, + 1= P;, where P is defined as in (3.20). Note that the maximum of the discrete Wigner

function,
1
W = max = tr(Aqp) , (3.27)
p d
is simply the largest eigenvalue of A, (or P; —1I) up to a factor of 1/d. We thus have that
¢:=d- |max W +1

satisfies P> < (I and the maximum of the discrete Wigner function provides a lower bound to the

min-entropic uncertainty relations as follows:

M&

w(Bjll1)) > —log {d- (max W 4+ 1)} . (3.28)
7=0 @
The extrema W2 were evaluated numerically in [23] for small d. However, as noted in Sec-

tion B:3.1] one may use symmetries to solve the problem of determining W2 directly.

3.4 New Lower Bounds on the Average Min-entropy

In this section we state and prove our min-entropic uncertainty relation for an arbitrary set of L
mutually unbiased bases. As mentioned in Section [3.3] the problem of finding a lower bound for
the average min-entropy reduces to the problem of finding the maximum eigenvalue of the operator
P; defined in ([3.20). In Section [3.4.1] we use a result due to Schaffner [114] obtained using the
techniques of Kittaneh [67], to show that for any set of L mutually unbiased bases in dimension d,

the maximum eigenvalue of P; is bounded by

1 L
Fp< ¢ (1 + W) I, for all b. (3.29)

Using this, we obtain the following simple bound for the average min-entropy.
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Theorem 3.4.1. Let By,...,Br_1 be a set of mutually unbiased bases in dimension d.Then,

%; @l = ~1og | 7 (1427 (3.30)

For the case of L =2 MUBs in dimension d, our bound exactly matches the wellknown result
of Deutsch (see (B.8))). For L > 2, the only other known lower bound for the average min-entropy
is the one obtained in [I14], where it is shown that for a set of L < v/d MUBs in dimension d = 2",

the average min-entropy satisfies

1 L—-1 / . .
— E B Og —_ + max XZ X‘]
L 0 ||¢ -1 |:L (1 \/_ 0<i<yj<L-1 | || |>:| ’ (331)

where X, X7 C {0,1}" are subsets of n-bit strings. In the case of min-entropic uncertainty rela-
tions, these subsets contain only a single string, which corresponds to the peak of the probability

distribution induced on the state [¢)) by the corresponding bases B* and B7, so that

max /| X?||YI] =
0<i<j<L—1

Thus, in dimension d = 2", our bound in (330 is clearly the same as (3.31]). The reason we obtain
a more general bound for L < d + 1 MUBs in any dimension d is that we reduce the problem
directly to an eigenvalue problem without going through the representation in terms of bit strings
as in [114].

Using an alternate approach involving a Bloch sphere like representation of the basis vectors

b)), we show that the maximum eigenvalue of P can be bound differently, as follows:
1 d—1 -

As we show in Section [3.4.2] this implies the following.

Theorem 3.4.2. Let By,...,Br_1 be a set of mutually unbiased bases in dimension d.Then,

%2;0 oo (Bjll1)) > —log [d <1+d\/_z1>] . (3.33)
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Notice that this alternate bound on the min-entropy is stronger than ([B30) when L > d. In
particular, for the complete set of d + 1 MUBs in dimension d, this alternate bound in (B:33])
is stronger than any of the previously known bounds. When L = d, the two bounds in (3:30])
and ([B33) that we derive are indeed equivalent.

3.4.1 Proof of Theorem [3.4.1]

Recall that in Section B.3.1] we had reduced the problem of lower bounding the average min-entropy
to an eigenvalue problem (B.2I]). It is easy to see that this maximum is always attained at a pure

state, so we can restrict the problem to an optimization over pure states. Thus, solving for ¢ in

Iﬁgxtr[PgIW(?ﬁl] <q¢, (3.34)

immediately leads to a min-entropic uncertainty relation of the form

12 (B[} (]) > —log ( . (3.35)
7=0

h

Proof. To solve the eigenvalue problem in (3.34]), we use the following result of Schaffner [114],
which was obtained using the methods of Kittaneh [67]. For a set of L orthogonal projectors

Ag,Aq,...,Ar_1, the norm of the sum satisfies,

0<j<k<L—1

L—-1
I A< 1+ =) (e 1440 1). (3.36)
=0

where || (.) || denotes the operator norm, which here is simply the maximum eigenvalue for Hermi-

tian operators. Applying this result to sums of basis vectors \b(j )>, we have

0<j<k<L—1

L—1
IS B0 || < 1+<L—1>( max | (59) 59 (5% ) u),
=0

which implies,

1 L—-1 . .
., - - UNBD [ [pEINVY ()
170 o+ (F5) (ums |, 1BO@ O] ).
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Recall, that for all mutually unbiased basis vectors [b)), [b(¥)), where b0, b(*) € {0,... d — 1},
) [p*R)y = ewi, for any j # k,
Vd

where ¢ is some phase factor. Further, since the vectors |b(j )> are normalized, the Cauchy-Schwarz

inequality gives
1By @] 1< 1, %D b*) € {0,...,d —1}.

Combining these with (8.37) gives the following bound on the maximum eigenvalue of the operator
i 1 L-1
=—(1+==) . 3.37
iz (+57) 337

By (B.37), this immediately proves our claim. [ |

3.4.2 Proof of Theorem [3.4.2]

Here, we present an alternate approach to bound the maximum eigenvalue of P, using a Bloch-
vector-like representation of the MUB basis states. The bound that we obtain here, stated in
Theorem [B.42] is stronger than the last one when L > d. In particular, when we consider the

complete set (L = d+ 1) of MUBs in any dimension d, this approach yields the best known bound.

Proof. First, we switch to a basis of Hermitian operators, so that every state in H has a parametriza-

tion in terms of vectors in a real vector space. Any state p € H can be written as
1 =
p=l+3 Z a4, | (3.38)
=1
where {A,} are Hermitian, traceless operators that are orthogonal with respect to the Hilbert-
Schmidt norm. That is, tr[fljflj] = 2 §;j, and the scalars {a()} € R. We can thus parameterize

any state in our d-dimensional Hilbert space with a vector & = (oz(l), ...,a(d2_1)) € R~ When

p is a pure state (tr[p?] = 1), the vector @ corresponding to this pure state satisfies the following
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normalization condition:

tr

= . (3.39)

Furthermore, in this representation, the vectors {d j)} corresponding to the MUB states

{|pU)} satisfy the following special properties:

e (M1) Normalization: Tr[|bD))(b@)|[p@)) (b)) = 1 implies that A5 = 2(dd_1), Vb e
{0,...,d =1}, j € {0,...,L — 1}. (By an argument similar to the one that leads to (3.39).)

o (M2) Constant inner-product: |(bD[p*)[2 = 1 implies that @ Apj)- Oy =0, Vi # k¥ bb €
{0,...,d — 1}. This is easily seen, as follows:
tr[[b@) (D |p*)y ()] = 1 + lza(i) a0 -1
T d (b)) " (bk)
= Apj) Ay = 0 (3.40)

Now, using this representation of MUB states and density operators, we can rewrite the maxi-

mization problem of ([3.34]) as

Tﬁxtr[Pg\wau = maxtr Z\b(] ) [4p) ()]

IN

1 I Zja(b(j)’j)Aj I Y. W4
ms‘xf;“ it J\atT o

1 1 R o
= 3 + max oL Za(b(j)d) «
J

[

Now we only need to find the real (d?—1)-dimensional vector &, that maximizes the sum y &(b(j) ) .al.
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We now define an “average” vector corresponding to each string 5, as follows:
1 - -
T Z A0 ,5) = Xave):
J
Then, it becomes obvious that the maximum is attained when @& is parallel to @®8). Since it is a

vector corresponding to a pure state, its norm is given by (B8.39), so that

- 2(d — 1) Oavg)
C(max) = = .
|0 (avg)|

Note that this maximizing vector has a constant overlap with all vectors &b ), for a given string
b. In other words, for each string g, the maximum is attained by the vector that makes equal angles
with all the vectors that constitute the “average” vector (& (avg)) corresponding to that string. Note
however that this vector may not always correspond to a valid state.

Now that we know the maximizing vector, we can go ahead and compute the value of ¢ in (3.34]).

1 1
3 < = — Y dpu )-Q
Tﬁxtr[PbWJ)(wH S + max o Z]: A (p() )
1 1 - R
_ l N 1&(avg).&(avg) 2(d—1)
d 2 |62(avg)| d
d VL )’

where we have used the fact that the vector @(,g) has a constant norm which can be computed as

follows:

Y (avg) A (avg) Ao k) A0 )

RS

~M 1]

Ap),5)-0 b0 5) (3.41)
: [ T }
- —1
= |G(avg)| = (3.42)



thus proving our claim. Equation (8:41]) follows from the fact that vectors corresponding to different

MUB states have zero inner product (see property (M2) above). |

The fact that the bases are mutually unbiased was crucial in giving rise to properties (M 1) and
(M2), which in turn enabled us to identify the maximizing vector amax. Indeed the maximizing
vector corresponding to a given string b might not always correspond to a valid state, in which
case the bound derived above cannot be achieved. However, there exist strings of basis elements
5, for which we can explicitly construct a state that has equal trace overlap with the states that

constitute the corresponding operator P. These are in fact states of the form

1 . . -
Fy=+ Z 69) (69|, where b = {c, .., ¢}, (3.43)
J

for any ¢ € {0,...,d —1}. For the symmetric MUBs that we will construct in the following section
(see ([B:45))), an eigenstate of the unitary U that cycles between the different MUBs has the same
trace overlap with each of the states {|b)),j = 0,...,L — 1}, for a fixed value of b. To see this,
suppose |¢) is an eigenvector of U with eigenvalue A, then for all 0 < j < L — 1 and a given value

of b,

a[pD) Do) el] = [BW]e)* = [T 9)?
= (AP)IpM]e)?
[(b0]g) 2.

This is indeed the case for L = 4 MUBs in d = 4 (3.47), where the lower bound derived here is

achieved by eigenstates of U.

3.5 Construction of Symmetric MUBs

We now state our main result on constructing symmetric sets of MUBs using the generators of the

Clifford algebra in dimension d = 2".

Theorem 3.5.1. Suppose that 2 < L < 2n + 1 is prime, and either L divides n or L = 2n + 1.

Then in dimension d = 2", there exist L mutually unbiased bases By,...,Br_1 for which there
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exists a unitary U that cyclically permutes them,
UBj = Bj+1 mod L - (3.44)

In other words, we provide an explicit construction of MUBs By, ...,Br—1 with B; = {16}

and a unitary U such that

UbWY (o) |UT = |plt1) mod Ly p(5+1)  mod L (3.45)

for all [p9)) € B; .

Furthermore, in dimension d = 4, we actually find such a unitary for any set of L MUBs, where
2 < L < 5. Our approach exploits properties of the Clifford algebra, and this might yield new
insights into the structure of these MUBs. It is entirely distinct from the phase space approach
which was used in [I34] to construct such a unitary for the full set of d +1 MUBs. Note that our
construction gives at most O(log d) bases, but shows that there is indeed an additional symmetry
which has previously gone unnoticed. For L = 2 bases, U is simply the Fourier transform, and
it would be interesting to investigate general properties of our transformation and whether it has
applications in other areas.

Our construction of mutually unbiased bases makes essential use of the techniques developed
in [7], together with properties of the Clifford algebra. We follow the procedure outlined in [7],
described above in Section 3:2.2] but now applied to a subset of the operators in S\ {I}, where S

is the set of all the Clifford generators and their higher products:
S ={LT;,ilT;, T, ... il ... Tapn}
We seek to group these operators into classes of commuting operators, i.e., sets {Co,C1,...,Cr—1 |
C;j € S\ {I}} of size |C;| = d — 1 such that
(i) the elements of C; commute amongst themselves, for all 0 < j < L — 1,
(ii) C;jNC =0 for all j # k.

As shown in Theorem [B.2.3] the common eigenbases of L such classes form a set of L mutually

unbiased bases.
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Note that no class can contain two generators I'; and I'y since they do not commute. When
forming the classes we hence ensure that each one contains exactly one generator I';, which clearly
limits us to constructing at most 2n + 1 such classes. The difficulty in obtaining a partitioning that
is suitable for our purpose is to ensure that the unitary U that cyclically permutes the generators
Tg,...,I'_1 also permutes the corresponding bases by transforming the products of the operators
appropriately. Further details of our general construction, including a formal proof of Theorem [3.5.1]

can be found in Appendix [Bl

3.5.1 Examples

Let us consider two simple examples of such classes in dimension d = 4. These are not obtained
from our general construction, but nevertheless provide us with the necessary intuition. For L = 3

MUBS the classes are given by

C() = {Fo,iF1F4,iF3F2},
Ci = {I'1,il9ly, 3T},
Co = {Ta,ilol4,iTsTy}. (3.46)

It is easy to see that the unitary U that achieves the transformation I'y — I'y — I's — I'g, leaving
I'3 and I'y invariant, cyclically permutes the bases given above. We can show that an eigenstate of
the commuting operators I'g, i[9Iy, and 7I'3I"; minimizes the average collision entropy Hs. In fact
this minimizing state achieves the lower bound stated earlier ([BI7]), showing that the uncertainty
relation is indeed tight for 3 MUBs in d = 4.

For L = 4 we obtain the classes

Co = {Dg,il1Ty,iles},
C1 = A{T'1,il904,iTsT},
Co = {T9,il'sTy4,iToI},
Cs = {Ts,ilol4,il Ty} (3.47)

It is easy to see that the unitary U that achieves the transformation I'y — I'y = I's — I's — I'g,
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leaving I'y invariant, cyclically permutes the bases given above. For L = 4 classes the minimum in
the entropic uncertainty relation for Ho, (8.30]) is attained for a state that is invariant under the
transformation U. However, we also know that for L. = 4 or L = 8 classes in dimension d = 8,
no partitioning of operators is possible that satisfies our requirements. The values of L and d for

which such a unitary can be found, indeed remains an interesting open question.

3.6 Tight Lower Bounds for Symmetric MUBs

Based on our construction, we now show that (330) is in fact tight for 4 MUBs in dimension
d = 4, where the minimum is attained for an invariant state of the transformation U that cyclically
permutes all 4 bases. Even though this is a somewhat restricted statement, it is the first time that
a tight entropic uncertainty relation has been obtained for this case. The minimizing state here
has an appealing symmetry property, just as for the case of 2 bases in (B.8]), where the minimum
is attained by a state that is invariant under the Fourier transform.

Note that our construction only gives unitaries Uy for b = (c,...,c) for any ¢ € {0,...,d —
1}. This means that our complementarity transform U leads to tight bounds only if the largest
eigenvalue of any P occurs for a b of this form. This is for indeed the case for L = 4 in d = 4, where
we cannot obtain a unitary from the phase space approach of [134]. Here, the largest eigenvalue of
P; occurs for a b of the form b = (¢,...,c) for any ¢ € {0,...,3}. The states that achieve the lower
bound are in fact eigenvectors of U, which can be expressed in terms of the MUB basis vectors as

follows,

3
by = %Zexp(iﬂj/4)]b(j)>, be{0,....3) (3.48)
=0

For the set of 4 MUBs in dimension d = 4 constructed from the classes given in (3.47)), it is easy

to check that our bound

3
1 1 3
Z (B > —1 —(1+= ~ 0.
4jE:07-[ (Bjl|1Y)) > —log [4 < +2>} 0.678
is tight, and the minimum is indeed achieved by an invariant state, as defined in (3.48]).

For the collision entropy Ha, Wootters [I132] has shown that the lower bound in (3.I7]) is attained

by an invariant state, while considering the full set of d + 1 MUBs. Here, however, we are able to
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show that uncertainty relation for Hs is tight for 3 bases in d = 4, where our bases have an entirely
different structure and the minimum is not attained by an invariant state of our transformation.
Nevertheless, we have for the first time a tight entropic uncertainty relation for all possible MUBs
in a dimension larger than d = 2, where the Bloch sphere representation makes the problem easily
accessible. In d = 4, we have a tight relation for H,, for L = 2,4, and tight relations for Hy for
L=3,5.

Our results indicate that due to the different properties of the minimizing state for different
numbers of bases, the problem may be even more daunting than previously imagined. Yet, our
work shows that in each case the minimizing state is by no means arbitrary. It has a well defined,
albeit different structure in each of the cases.

In Figs. B.1] and we plot the bounds in (330) and (333) for the MUBs that we have
constructed in dimensions d = 4 and d = 8 respectively. We also compare our lower bounds to
the actual numerical minimum and the value attained by an invariant state, in each case. In both
figures, the crosses denote numerically computed minima of the average min-entropy for MUBs
obtained using our construction, and the circles denotes the average min-entropy for invariant
states constructed as in ([B.48]). The bound in (3:30) is clearly tight for both L = 3 and L = 4 in
dimension d = 4. For 4 MUBs in d = 4 the minimum of the average min-entropy is indeed attained
by states invariant under U. Similarly, in dimension d = 8, the bound in (8.30)) is close to tight
for L = 3, and for L = 6 in d = 8, the minimum of the average min-entropy is nearly attained by

states invariant under U.

3.7 Conclusions and Open Questions

We have shown that there exist up to 2 < L < 2n+ 1 mutually unbiased bases in dimension d = 2"
for which we can find a unitary that cyclically permutes these bases, whenever L is prime and L
divides n or L = 2n + 1. This unitary is found by exploiting symmetry properties of the Clifford
algebra. Our approach is quite distinct from the phase space approaches that were previously used
to show that there exists such a unitary for the set of all d+ 1 MUBs [134], or for two halves of the
full sets of MUBs when d = 1 or 3( mod 4) [5]. Our unitary can be understood as a generalization
of the Fourier transform, and it would be interesting to see whether it has other applications in

quantum information.
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Figure 3.1: Average min-entropy for different sets of MUBs in dimension d = 4. The dashed line
represents the bound in ([8.30]), and the solid line represents the bound in ([3.33]). The circle denotes
the average min-entropy for the invariant states given in (3.48]).
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It is an interesting open question to generalize our result to other dimensions, or to a different
number of bases. In prime dimension, one could consider generalized Clifford algebras [27]. Even
though it does not have the full SO(2n + 1) symmetry, it nevertheless exhibits enough symmetries
to allow an exchange of generators. This stems from the way the (generalized) Clifford algebra
is obtained [27,[83], which permits any transformation that preserves the p-norm for p > 2 in
dimension p. Yet, this is only the first step of our construction. As for generalizing our result to
any L bases in dimension d = 2", we note that it is indeed possible to find such classes even when
L is not prime, as our example for L = 4 in dimension d = 4 shows. However, we also know that
for L = 8 classes in dimension d = 16, no partitioning of operators can be found satisfying our
requirements. It is an interesting open question as to when such a partitioning can be found in
general.

We have also used our complementarity transform to obtain a tight uncertainty relation for the
min-entropy for L = 4 bases in dimension d = 4. No tight relations are known for this case before.
We also used a slight generalization of the unitary from [134] to show that when d = 2" and L
divides d + 1, the minimizing state is an invariant of a certain unitary. This is the first time that
significant insight has been obtained about the structure of the minimizing states for min-entropic
uncertainty relations for mutually unbiased bases. It is an exciting open question to obtain tight

relations in general, and understand the structure of the minimizing states.
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Chapter 4

Achieving the Physical Limits of the
Bounded-Storage Model

Two-party cryptography enables Alice and Bob to solve problems in cooperation even if they do
not trust each other. Important examples of such tasks include auctions and secure identification.
In the latter, Alice wants to identify herself to Bob (possibly a fraudulent ATM machine) without
revealing her password, as depicted in Fig. @ More generally, Alice and Bob wish to solve problems
where Alice holds an input x (e.g.her password) and Bob holds an input y (e.g.the password an
honest Alice should possess), and they want to obtain the value of some function f(z,y) (e.g.“yes”
if z = y, and “no” otherwise). Known as Secure Function Evaluation, security in this case implies
that Alice should not learn anything about y and Bob should not learn anything about x, apart
from what can be inferred from f(z,y) [136].

Contrary to quantum key distribution where honest Alice and Bob can work together to detect

the presence of an outside eavesdropper [11142], two-party cryptography is made difficult by the

her password password stored
N\ .~ for user Alice
: Are they
Alice equal 7 ATM
<~ N
yes/no yes/no

Figure 4.1: Secure Identification.
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fact that Alice and Bob do not trust each other and have to fend for themselves. Indeed, two-party
cryptography is impossible without making assumptions about the adversary, even when we allow
quantum communication [86]. The security of most cryptographic systems in use today is based on
the premise that certain computational problems are hard to solve for the adversary. Concretely,
the security relies on the assumption that the adversary’s computational resources are limited,
and the underlying problem is hard in some precise complexity-theoretic sense. While the former
assumption may be justified in practice, the latter statement is usually an unproven mathematical
conjecture.

It is thus a natural question as to whether other, more physical assumptions regarding the two
parties’ resources allow us to obtain security without relying on any additional unproven hardness
results. This is indeed known to be possible if we assume that the adversary’s classical [21,9394] or
quantum storage is limited [30H32] or more generally if his memory is simply imperfect [76,1T5/128§].
In the context of quantum cryptography, it has been shown that security can be achieved if the
adversary can store strictly less then half of the qubits transmitted during the protocol. This special
case is known as the bounded-storage model, and it has long been an open question as to whether
security can still be achieved if the adversary’s storage were any larger. Here we answer this
question positively and demonstrate a two-party protocol which is secure as long as the adversary
cannot store even a small fraction of the transmitted pulses. We also show that in the more general
setting of the noisy-storage model, security can be extended to a larger class of noisy quantum
memories.

The rest of this chapter is organized as follows. In Section 1] we formally introduce the noisy-
storage model along with other concepts that are used in our security analysis. Next we describe the
primitive of weak string erasure in Section along with our protocol to realize this primitive in the
noisy-storage model and the corresponding security proofs. Section [4.3] contains a brief description
of some of the standard cryptographic tools that we use in our protocol to realize oblivious transfer
from weak string erasure. Finally, Section 4] contains our protocol for oblivious transfer along

with the relevant security proofs.

The work described in this chapter was done in collaboration with Stephanie Wehner and the results have been
published in [91]. We thank Robert Konig and Jiirg Wullschleger for many interesting and useful discussions.
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4.1 Preliminaries

We begin by briefly introducing some of the important concepts which will be used in this chapter.
First, in Section AI.1] we define some of the entropic measures used to quantify the information
gained by a dishonest party during a protocol. Next we describe the noisy-storage model in Sec-
tion [4.1.2] and introduce some of the parameters that describe how well information is transmitted
through the adversary’s noisy quantum memory, in Section £.1.31 We conclude with a review of
earlier results that relate security to the storage rate and channel capacity in Section [Z1.4] and

briefly state our contributions in this context.

4.1.1 Quantifying Adversarial Information

Consider a classical random variable X distributed according to the distribution Px with elements
x € X drawn from the set X'. The probability distribution Px over X can be encoded into a state
pz € Hx, where Hy is the Hilbert space Hy = CI*l with an orthonormal basis {|z), z € X}, as

follows:

px =) Px(a)lz)(x| . (4.1)

TeEX
Of particular interest is the uniform distribution over X, which gives rise to the completely mixed

state on Hy denoted as

T = pRECR (4.2)

Information about the classical random variable X can also be encoded into a classical-quantum

state pxq € Hx ® Hg of the form

pxq=Y_ Px(z)z)(z|® p, . (4.3)
reX X Q

where Hg is an additional Hilbert space. In other words, the state pxg encodes the ensemble
of states {Px (), pz}zcx on the Hilbert space Hg, where p, is the conditional state on @ given
X = z. In analyzing the security of our protocols, we will often be interested in quantifying the
adversary’s quantum information () about a classical bit-string X. A natural measure of this is the

average success probability that a party holding () has in guessing the value of X. For a cg-state
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of the form px¢ defined above, this guessing probability is defined as
Pyuess(X1Q)p 1= mave 37 Py (@) tr[Maps] (4.4

where the maximization is over all POVMs {M_,},cx on Hg. As mentioned in Section B3 this

directly relates to the conditional min-entropy, as follows:

Hoo(X|Q)p == log Pguess(X|Q)p . (45)

We will also make use of the following general definition of the min-entropy [107] for any

arbitrary bipartite density operator pap,
Hoo(A|B), = —loginf{tr[ogllop > 0 and pap <14 ® 0B} . (4.6)

The advantage of this definition which is equivalent to (4.5]) is that it allows us to maximize over a
neighborhood of our cg-state px ¢, leading to the notion of smooth min-entropy, which is defined

as follows:

HZ (XQ), = _sup Hoo (X]Q);5 - (4.7)
pxQ=0
sllpxe—rxqli<tr(pxq)-e
tr(pxQ)<tr(pxq)

In other words, a state px¢g which is e-close to a state (px¢) with high min-entropy, will have high

smooth min-entropy.

4.1.2 Noisy-Storage Model

The quantum noisy-storage model that we describe here is a generalization of the quantum bounded-
storage model [31] and an earlier version of the noisy-storage model [128]. Whereas the former
assumes that the adversary’s quantum storage is noiseless but bounded; the latter deals with the
case where the adversary’s quantum storage is noisy, but allows for a larger amount of storage.
The general model that we describe here due to Konig et al. [76], incorporates both the amount of
storage and noise. As explained below, the earlier settings are special cases of this model.

Formally, the adversary’s noisy quantum memory is here modeled as a device whose input states
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are bounded linear operators in some Hilbert space Hi,. A state p in the device decoheres over time.
That is, the state in the memory after a time ¢ is given by F;(p), where F; : B(Hin) — B(Hout) is a
completely positive trace preserving (CPTP) map (see Section 2.1.1]) corresponding to the noise in
the memory. Since the amount of noise might depend on the storage time, the noisy memory is in
fact described by the family of maps {F; };~0. We assume that the noise is Markovian, so that Fy = I
and Fy, 44, = Ft, © Fi,. In other words, the noise in the storage only increases with time and the
adversary cannot gain any information by delaying the readout. This is the only restriction imposed
on the adversary, who may otherwise be all-powerful. All his other actions including computation,
communication, measurement, and state preparation are allowed to be instantaneous. Further, the
adversary has unlimited classical storage and computational resources, possibly quantum. In our
protocol, we will introduce certain time delays At which force any adversary to use his storage device
for a waiting time of at least At. The assumption of noisy-storage model entails that during such
waiting times At in a protocol, the adversary has to measure/discard all his quantum information
except what he can encode (arbitrarily) into his quantum memory. The adversary’s noisy quantum
storage can thus be simply modeled as the CPTP map F = Fa¢, when analyzing security, rather
than the family {F;}i>o.

In our work, we focus on the case where the input space is an n-fold tensor product H;, =
(C4H®vn | the protocols involve n-qudits of communication and the noise is of the form F = N/©"
with N : B(C?) — B(C?). The constant v > 0 is referred to as the storage rate as it captures the
fraction of the transmitted qudits that could could potentially be stored by the adversary.

To see how previously analyzed cases fit into this model, note that the bounded-storage model [31]
corresponds to the case where H;j, is of limited input dimension, and F = [ is the identity operator
on Hin. Concretely, protocols with n qubits of communication have been constructed for storage
devices described by Hi, = (C?)®¥", and security established [30,31] for storage rates v < 1/4. In
the context of the noisy-storage model, protocols with n qubits of communication have been ana-
lyzed [128], where the noise F = N®" is an n-fold tensor product of a noisy single-qubit channel
N : B(C?) — B(C?), that is, Hin = (C*)™ and v = 1. The adversary was further restricted to
performing product measurements on the qubits received in the protocol. The more recent noisy-
storage model due to Kénig et al. [76] deals with the case where Hj, = (C?)®¥", and the noise is

of the form F = N®"" without any restrictions on the kinds of measurements the adversary can
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perform. It is easy to see that the model we analyze here, involving qudits instead of qubits, is a

direct generalization of this noisy-storage model.

4.1.3 Characterizing the Noisy Quantum Storage

While the security of the protocols constructed in the earlier bounded-storage model was shown to
depend only on the storage rate v, in the noisy-storage model the security of protocols is related to
the problem of sending information through the noisy-storage channel. Specifically, it was shown
that the number of classical bits that can be sent through the noisy-storage channel being limited
is a sufficient condition for security. We will make this statement precise in this section.

For a fixed n, we denote by PZ _..(nR), the success probability of correctly transmitting a

succ

randomly chosen nR-bit string = € {0, 1} through the (storage) channel F. Then,

PZ. (nR) = S w(MF() (4.8)

= max —s
nR
{Ml‘}7{pz} 2 (EG{O,l}nR
where the maximization is taken over encodings {p,} on H;, and decoding POVMs {M,} on Hoyt.
As in [76], we show that security can be obtained for channels with the property that this decoding
probability decays exponentially above a certain threshold, that is, there exist constants ng > 0

and v > 0 such that the decoding probability satisfies P/,

succ

(nR) < 277 for all n > ngy and
0 < R < 1/2. Recall that we are dealing with tensor product channels of the form F = N®V",
where n is the number of qudits sent in the protocol and v > 0 is the storage rate. Our proof thus
relates the security of protocols for such channels to the classical capacity Cpr of N. This provides
a quantitative expression to our intuition that noisy channels which are of little use for classical
information transmission in fact give rise to security in the noisy-storage model.

Clearly a necessary condition for an exponential decay as described above is that the classical
capacity Cnr of the channel be strictly smaller than the rate R at which we send information
through the channel. This however is not sufficient, since R > Cjs is not generally known to imply
such an exponential decay for F = N®". We are therefore interested in channels N which satisfy
the following strong-converse property. The success probability (4.8]) decays exponentially for
rates R above the capacity, that is,

pNer (nR) < 2_"7N(R), where vV(R) > 0, forall R > Cy . (4.9)

succ
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It has been shown by Ko6nig and Wehner [75] that property (£9) does indeed hold for a large class

of channels including the depolarizing channel.

4.1.4 Security, Storage Rate, and Channel Capacity

Clearly, the storage rate v plays a crucial role in deciding whether security can be obtained from
a particular storage device. For example, in the case of bounded storage where we have no noise
(N =1), we can never hope to obtain security if the adversary can store all quantum information
made available to him during the protocol, that is, if » = 1 and the input space is Hy, = (C?)®".
Apart from this trivial condition, however, no bounds were known that restrict our ability to obtain
security. In [30] it was shown that security can be achieved in a protocol based on qubits (d = 2) as
long as v < 1/4. This was improved to v < 1/2 in [76]. More generally, it was shown that security
in the noisy-storage model can be obtained [76] if

1

where C)y is the classical capacity of the quantum channel N.

Here, we show that for the case of bounded storage, security can be obtained if the cheating
party can store all but a constant fraction of the transmitted pulses. That is, the trivial condition
v < 1 stated above is in fact optimal! The honest players thereby need no quantum storage at
all in order to execute the protocol. This not only settles the question, but also highlights the
sharp contrast to the case of classical bounded storage, where it was shown that security can only
be obtained if the adversary’s classical storage is at most quadratic in the storage required by the
honest players [41]. Unlike the protocols in [3031][76,128] which use BB84 encoded qubits, we make
use of states encoded in higher-dimensional mutually unbiased basesl4 Of course, we also scale the

Xvn

storage size accordingly to Hi, = (C%) when sending d dimensional states. More specifically,

we show that security in the setting of bounded storage is possible as long as

log(d+1) -1

4.11
ogd (4.11)

where the right hand side approaches 1 for large d. We stress that for large values of d, the resulting

2 Mutually unbiased bases are defined in Section 2.2
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protocols will be much harder to implement experimentally, and even though the errors decrease
exponentially with n, they converge very slowly for large d. Note, however, that here we are merely
interested in exploring the fundamental physical limitations of this model.

For the general setting of noisy quantum storage we further show that security is possible
for devices F = N®" where the channel N' : B(C?) — B(C?) satisfies the strong converse

property [75], whenever
Cy-v<log(d+1)—1, (4.12)

thus extending the range of storage devices for which security can be achieved [76]. Our proof
relies on an entropic uncertainty relationH for mutually unbiased bases, but is completely general
in the sense that any other set of encodings satisfying such a relation could be used in our protocol
instead.

We would like to emphasize that that the setting considered here differs greatly from that of
quantum key distribution (QKD) [11142], where again, higher-dimensional states have been used
to some advantage. In QKD, Alice and Bob trust each other, but are trying to protect themselves
from an outside eavesdropper. An important advantage gained by Alice and Bob in this setting is
that they can work together to try and detect interference by such an eavesdropper. In contrast,
in the scenario we are considering there is no analogous way for Alice to check on any of Bob’s
actions, and vice versa. Hence, we require an entirely different proof of security from that used
in quantum key distribution, and whereas results from QKD may provide some clues, they merely

indicate that higher-dimensional states could be useful for our problem.

4.1.5 Techniques

We conclude this section with a brief overview of the steps involved in obtaining our result. The
constant 1/2 in the bound in (AI0) is a result of using BB84-states [11] in the protocol, and
stems from an uncertainty relation for measurements in these two bases [89]. It is thus natural to
consider a protocol that uses more than two mutually unbiased bases (MUBs) for which uncertainty
relations are known to exist [112]. Our first step is to obtain a modified protocol for the simple

two-party primitive weak string erasure described in Section This modified protocol, which we

3See Sections B2 1] and B.2.3] for an overview of entropic uncertainty relations.
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call nonuniform weak string erasure, is obtained using the full set of d+ 1 MUBs that are known to
exist in prime power dimensions [7,[134]. Next, we show that there is still a secure protocol for the
cryptographic primitive of oblivious transfer using this variant of weak string erasure. This is done
by purely classical postprocessing of the output of the quantum primitive weak string erasure. Since
it is known that any two-party cryptographic problem can be solved using oblivious transfer [64],

our protocols can in principle be used to realize any two-party cryptographic task securely.

4.2 Weak String Erasure

The quantum primitive weak string erasure (WSE) was originally introduced in [76], where it was
used as a first step to realizing other primitives including oblivious transfer. Weak string erasure
provides Alice with a random bit-string X™ € {0,1}", while Bob receives a randomly chosen
substring X7 = (Xj,,...,X;, ), together with the index set Z = {i1,...,4,} specifying the location
of the bits that he has information about. Security of weak string erasure roughly means that
even a dishonest Bob cannot gain much information about Alice’s entire string X™, while security
against a dishonest Alice means that she does not learn anything about the index set Z. A simple
quantum protocol that securely realizes WSE in the noisy-storage model was constructed in [76],

in which the honest parties do not require any quantum memory at all to execute the protocol.

4.2.1 Nonuniform Weak String Erasure

We now describe a variant of weak string erasure, which we may term nonuniform weak string
erasure. Intuitively, this primitive provides Alice with a string X" = (X1,...,X,,) € {0,1,...,d —
1}™, where each entry X; takes on one of d possible values. Bob obtains a set of index locations
T = {i1,.-, iz | ij € [n]}, where any index i € {1,...,n} =: [n] is chosen to be in Z with some
probability p. In addition, Bob receives the entries of the string X™ corresponding to the indices
Z, which we denote by the substring X7 = (X;,, X, ... ’Xim)‘ Security here means that even if
Alice is dishonest, she cannot learn which entries are known to Bob, i.e., she cannot learn anything
about the index set Z. Conversely, if Bob is dishonest, then his information about the entire string

X™ should still be limited in the sense that the probability that he can guess all of X™ given his
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information B’ is small. That is,
Pyuess(X|B') <27 (4.13)

for some A > 0. As explained in Section [£.1.1] this is equivalent to demanding that his min-entropy

is bounded by
Hoo(X™B'), = —log Pyyess(X™|B') > An . (4.14)

In practice, we allow this condition to fail with error parameter €, which is equivalent to demanding

that the smooth min-entropy (A7) satisfies,
HE (X™|B') > A\n . (4.15)

Our definition of nonuniform WSE closely follows that of WSE in [76], except that the string
X"™ is now chosen from a larger alphabet and the indices in Z C [n] are not chosen uniformly at
random. Instead, the probability p that honest Bob learns the value of X; for i € [n] is equal to the
probability that he chooses the same basis as Alice, that is, p = 1/(d + 1). Clearly, the probability

that Bob learns a particular subset Z satisfies
Pr(Z) = p*l(1 — p)n 1. (4.16)

Note that we can write the subset Z as a string (y1,...,yn) € {0,1}" where y; = 1 if and only if
i € 7, allowing us to identify |Z) := |y1) ® ... ® |yn). As in ([@I]), the probability distribution over

subsets Z C [n] can then be encoded into the state

U(p):= > pHa—p )z . (4.17)

ZC2ln]

Furthermore, we will follow the notation in (£2)) and denote the uniform distribution over a set S

as

rs e %Z 15)(s] . (4.18)

seS
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Definition 4.2.1 (Nonuniform WSE). An (n, \, e, p, d)-~weak string erasure scheme is a protocol
between A and B satisfying the following properties:
Correctness: If both parties are honest, then there exists an ideal state oxnzx, 1s defined such

that

1. The joint distribution of the n-dit string X™ and subset T is given by
oxnT = Tio1,...d-1}» @ ¥ (p) , (4.19)
2. The joint state pap created by the real protocol is equal to the ideal state: pap = oxnrx,
where we identify (A, B) with (X™,ZX71).

Security for Alice: If A is honest, then there exists an ideal state oxnp such that

1. The amount of information B’ gives Bob about X" is limited:

1
—Hoo(X"B")y > \. (4.20)
n
2. The joint state pap: created by the real protocol is e-close to the ideal state, i.e., oxnp X pap
where we identify (X™, B') with (A, B’).

Security for Bob: If B is honest, then there exists ideal state o ,, ¢, where X" e {0,1,...,d—
1} and Z C [n] such that

1. The random wvariable T is independent of A'X"™ and distributed over 2" according to the
probability distribution given by (4.16]):
T prsng = O prin © (D) - (4.21)
2. The joint state parp created by the real protocol is equal to the ideal state: pap = O AT K1)
where we identify (A', B) with (A, TX7).

Next we outline a simple protocol that achieves the functionality described above. It is a
straightforward generalization of the original protocol in [76] to multiple encodings, the main dif-

ference being that the indices in Z C [n] are no longer chosen uniformly at random. Instead, the
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probability p that honest Bob learns the value of X; for ¢ € [n] is equal to the probability that he
chooses the same basis as Alice, that is, p = 1/(d + 1). Let 2[" denote the set of all subsets of [n].

Protocol 1: Nonuniform WSE
Outputs: 2" € {0,1,...,d — 1}" to Alice, (Z, zZl) € 2" x {0,1,...,d — 1}1%| to Bob.

1: Alice: Picks an n-dit string uniformly at random, z" € {0,1,...,d — 1}". She encodes

each dit into one of the d + 1 MUBs, By,,...,By,, that is, she chooses a basis string 0" =

n?

(01,...,0,) €{0,...,d}" uniformly at random, so that the dit z; is encoded in basis By,, and

sends it to Bob.

2: Bob: Chooses a basis string 0" e {0,1,...,d}" uniformly at random. When receiving the

1th qudit, he measures it in the basis B@Z_, to obtain outcome ;.
Both parties wait for a timeperiod At.
3: Alice: Sends the basis information 8™ to Bob, and outputs x™.
4: Bob: Computes Z := {i € [n]|#; = 6;}, and outputs (Z, 7).
We are now ready to state our result on the security of nonuniform weak string erasure. We

first state the general result for quantum memories, and then focus on the tensor-product channels

of the type F = N®"",

Theorem 4.2.2. (i) Let§ €]0, 5[ and let Bob’s storage be given by F : B(Hin) — B(Hout). Then
Protocol 1 is an (n,A(d,d),e(0,d),1/(d + 1), d)-weak string erasure protocol with min-entropy

rate

A0,d) = — lim —PZ%_ ((log(d+1) —1—106)-n) ,

1
n—oo n
and error €(0,d) = 2exp(—f(0,d)n) with

(6/4)
o,d) :=
f(6.d) 32 (log((d +1)-d)+log %)2

(4.22)
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(ii) Suppose F = N®'" for a storage rate v > 0, where N satisfies the strong-converse prop-

erty [@9) and has capacity Cyr bounded by
Cy-v<log(d+1)—1. (4.23)

Let § €]0, 3 —Cxr-v[. Then Protocol 1 is an (n, A0, d),e(8,d),1/(d+1),d)-weak string erasure

protocol for sufficiently large n, where

Ao, d) = v <log(d+ D-1- 5) . (4.24)

v

Note that for the special case of bounded-storage, where ' = I, the classical capacity Oy =
log d, so that the bound in (4.24)) holds for a storage rate of

- log(d+1) —1

og d ~ 1, for large d. (4.25)

Thus for the case of bounded storage, security can in principle be obtained for any storage rate
v < 1, provided we choose a large enough system size d.

It is easy to see that the protocol is correct if both parties are honest: if Alice is honest, her
string X™ = z™ is chosen uniformly at random from {0,1,...,d — 1}" as desired, and if Bob is
honest, he clearly obtains #; = x; whenever i € Z for a random subset Z C [n]. In the remainder of

this section, we demonstrate security when either party is dishonest.

4.2.2 Security against Dishonest Bob

We begin by modeling Bob’s attack as a CPTP map & : B((CH®") — B(Hi, ® Hx) so that for
any input state p € ((Cd)®”, provided by Alice before the waiting time, he obtains an output state
Coik = £(p). Here @iy is the quantum information he puts into his quantum storage, and K is
any additional classical information he retains. Hence, the joint state of Alice and Bob before his

storage noise is applied is of the form

1

PX"O"KQin = T —vm P xn—gn on=gn (k) |z")(z"| @ [0")(0"| @ [k) (k| © Cgngnk, (4.26)
d"(d 1 1)

z™,0m k

Alice Bob
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where (gngnp is the state on Hj, depending on Alice’s choice of string x™, bases " and Bob’s
classical information k. Bob’s storage then undergoes noise described by F : B(Hin) — B(Hout),

and the state evolves to pxrenkr(q,,). After time At, Bob also receives the basis info ©" = 0".

in

Then their joint state is

1 n n n n
an@nK]:(Qin) = m Z PK|X7L::E7L7@7L:97L(]C) |33 ><£U | ® |9 ><9 | &® ]:(gxngnk), (427)
z™.0m .k

Alice Bob B’

where Bob now holds B’ = ©"K F(Qiy).

We next need to show that even when Bob is dishonest, he cannot learn much about the entire
string X™. In other words, our goal is to show that there exists some A > 0, such that (I3 is
satisfied. Our proof now proceeds in three steps. First, we consider Bob’s information about the
string X given only his classical information K, and the basis information ©" that he receives.

This can be quantified using entropic uncertainty relations in terms of the Shannon entropy for

(d+ 1) MUBs in Cy4 (see Section B.2.1]). Recall that the set of (d 4+ 1) MUBs in Cy satisfies [112]

d+1
1
dH;H(BzIp)_log(dH) 1,Vp € Cq, (4.28)

where H(B;|p) is the Shannon entropy of the probability distribution induced by measuring the
state p in the basis B;. Using [114, Theorem 4.22] this uncertainty relation implies a bound on

Bob’s information in terms of the smooth min-entropy,

HI2(X™KOm), > <log(d +1)—1— g) n, (4.29)

for any 0 < § < % with

— ex B (5/4)271
e < 32 (log((d +1) - d) + log %)2) ' (4.30)

That is, the error decreases exponentially with n, as desired. Note that instead of mutually unbiased
bases, we could have used any other form of encoding, which obeys a strong uncertainty relation.
Next we consider Bob’s information when he is also given the output of his storage device F(Q).

We know from [76] that the uncertainty relation ([£.29]) determines the rate at which Bob needs
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to send information through his storage device. Using [76, Lemma 2.2] together with ([£29]), we

obtain
HE (X"|O"KF(Qin)), > —logPZ..[n(log(d+1)—1—3)—log?Z]
> —log P2, [n(log(d + 1) — 1) —n3] | (4.31)
where, P/ _.(nR) is the average probability of sending a randomly chosen string = € {0,1}"#

through the storage F, as defined in (48]). The second inequality above follows from the mono-
tonicity of PZ.. and the fact that log % < %n for0 < d < % By definition of the smooth min-entropy,

this implies that there exists an ideal state oxn»ps such that
1. oxnp g PXnB,
2. LH(X"B'), > —Llog Pf.. [nlog(d+1) —n — $n],

which proves part (i) of Theorem

In the special case that F is the tensor product channel F = N®"" the right hand side of (3T
is the success probability of sending vn bits at a rate R = (log(d+1) —1—0/2)/v. The final step is
to note that for channels N satisfying the strong converse property (£9), this success probability
drops off exponentially with n according to the parameter ’yN (R/v), whenever R > Cys. Thus we

obtain that there exists an ideal state oxnps that is e-close to pxnp and has a min-entropy

1 log(d+1)—1-2¢
~Hoo(X"|B)y > vV ( og(d + V) 2) >0, (4.32)
whenever
0
CN-V<log(d+1)—1—§ . (4.33)

This proves part (ii) of Theorem [£2.2] As before, the error rate in (£30]) shows that exponential

security (in n) is possible for any constant 6 > 0.
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4.2.3 Security against Dishonest Alice

When Alice is dishonest, it is intuitively obvious that she is unable to gain any information about
the index set Z, since she never receives any information from Bob during our protocol. However,
a more careful security analysis is required if we want to use weak string erasure to build more
complicated primitives like oblivious transfer. The proof of security when Alice is dishonest is
essentially analogous to [76] (see Section 3.4 and Figures 7 and 8), where an imaginary “simulator”
with perfect quantum memory is introduced, to define the desired ideal state. Here, we merely
state how to adapt the proof of [76]: here we naturally obtain ¥(p) in place of the uniform distri-
bution 7y, in our simulation. Similarly, the subset Z is not chosen uniformly at random, but with

probability

Pr(Z) i <di 1>Z <di 1>n_m . (4.34)

We have already discussed in Section E.I1.3] how our bounds in ([£.25) and (£33) are an im-
provement over pervious security bounds. As a concrete example, we consider the case when
the noisy storage is in fact the depolarizing channel, that is, for any p € B(Hi,), we have N (p) =
rp+(1—r)I/d. We compare the security regions obtained from previous bounds and those obtained

from our new bound, for WSE with depolarizing noise in Fig.

4.3 Cryptographic Tools

In order to construct a protocol for oblivious transfer from weak string erasure, we will need a few
additional cryptographic tools, which we briefly describe here. For an integer n, we denote [n] :=
{1,...,n}. We use 2[" := {S|S C [n]} to refer to the set of all possible subsets of [n], including
the empty set ¢. For an n-bit string X" = (X1,...,X,,), we denote by Xs = (X;,,...,X;,), the

substring corresponding to the subset S = {iy,...,4,} € 2.

4.3.1 Privacy Amplification

Intuitively, privacy amplification [107,[I08] allows us to turn a long string X, about which the
adversary holds some quantum information @, into a shorter string Z = Ext(X, R) about which

he is almost entirely ignorant, using a 2-universal hash function Ext(X,R). A function Ext :
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Figure 4.2: Security regions (r,v) for weak string erasure (WSE) with depolarizing noise N (p) =
rp+ (1 —r)I/d , in dimensions d = 4,5. Previously [76], security was shown in the regions below
the dotted black curve for d = 4 and the dot-dashed green curve for d = 5. Our analysis extends
the security region to the solid blue curve (d = 4) and the dashed red curve (d = 5) respectively.

{0,1}" ® R — {0, 1} is called 2-universal if for all z # 2’ € {0,1}" and uniformly chosen r €5 R,
we have, Pr[Ext(x,r) = Ext(z’,7)] < 27¢. The following theorem quantifies how the length £ of this
new string is directly related to the min-entropy Hoo(X|Q) defined in (45]).

Theorem 4.3.1 (Privacy amplification [107,108]). Consider a set of 2-universal hash functions
Ext : {0,1})" ® R — {0,1}¢, and a cq-state pxnq, where X™ is an n-bit string. Define pxnQr =
pxnQ ® TR, that is, R is a random variable uniformly distributed on R as defined in ([d.2), and
independent of X"Q. Then

PExe (X", R)RQ X&' Toaye ® pro  for e := 2~z (HX(X"Q-0-1 4 9 for alle >0 .

It should be stressed here that the extracted string Ext(X", R) is secure even if the adversary

is given R in addition to Q.
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4.3.2 Min-entropy Sampling

The sampling property of min-entropy was first established by Vadhan [125] in the classical case,
and in [73] for the classical-quantum case. Given a cq-state pxng, where X™ is an n-bit string, an
important property of smooth min-entropy is that the min-entropy rate HS_(X"|Q)/n is approxi-
mately preserved when considering a randomly chosen substring Xs of X™. The min-entropy rate
can thus be thought of as the (average) min-entropy of an individual bit X; given Q. The analogous
property in the quantum setting holds when each X; is a block, that is, a 5-bit string instead of a
single bit. The following lemma proved in [76] as a special case of earlier results [73], makes this

statements more precise.

Lemma 4.3.2 (Min-entropy sampling [73,76]). Let pzq be a cqg-state, where
Z = (Zia)G,a)emx(s] € Mmxp({0,1}) is an m x B-matriz with entries in {0,1}. Let Z; :=
(Zir,... Zig) € {0,1} be the i-th row of Z, such that Z™ = (Z1,...,Zm) = Z. Let

HZ.(Z]Q)
mf

>\

be a lower bound on the smooth min-entropy rate of Z given ). Let w > 2 be a constant, and

assume s, 8 € N are such that

2 2
s>m/4, and B > max {67, 5)(\5—2“)} , (4.35)

and let Ps be the uniform distributions over subsets of [m] of size s. Then,

e+46 .
Pr HX(Zs|Q) > <w 1> )\] >1— 62, where § = 27MX*/(3120%)
S sf w

Adversarial partitions: In Lemma 3.2 Sm bits were partitioned into m blocks Z1,..., Z,,
of 8 bits each, by arranging the bits in the matrix Z. It was shown in [76] that Lemma [4.3.2] can
in fact be generalized to deal with arbitrarily chosen partitions, even in an adversarial manner. To
formally state the corresponding generalization of Lemma [£.3.2] first observe that any partition of
fm bits into m blocks is described by a permutation 7 : [m] x [8] — [m] x [3] where m € S,3.
We are interested in the min-entropy of the sf5-bit substring 7(Z)s = (7(Z),,...,7(Z);,), where

S =i1,...,is C [m] and m(Z); denotes the ith row of the matrix 7w(Z) obtained by the action of 7
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on Z. Note that the permutation II = 7 is a random variable which may in general depend on the
adversary’s quantum information ). More precisely, we will assume that II is the result of a CPTP
map applied to Q. Such a CPTP map takes the form & : B(Hg) — B(Ho ® Hi), and has the
property that II is classical and a permutation in Sy, for any input state. The following lemma
essentially follows from the easily verified fact that the min-entropy is invariant under reordering,

that is,
H (Z|Q) = H (7(2)|Q) for all permutations TE Smp - (4.36)

Lemma 4.3.3 ( [76]). Let pzq be a cg-state, where Z = (Z; o) (i,a)elm)x (8] € Mmxps({0,1}) is a

m X [B-matriz with entries in {0,1}. Assume that

HZ.(Z]Q)
mp

> A,

and that A and s, 5 € N satisfy condition [@3D) of Lemma[].3.2 Let £ : B(Hq) = B(Hg ® Hn)

be a permutation-computing CPTP map, as explained above, and let

pzom = (Iz ® €)pzq -

Finally, let Ps be the uniform distribution over subsets of [m| of size s. Then for any constant

w>2

e+46 / _
];;r Hoo (Hig)S’Q H) > <ww 1> )\:| >1 _52 where § = 2—m)\2/(512w2) ]

4.3.3 Interactive Hashing

A final tool we need is interactive hashing [37,[113] first introduced in [I00]. This is a two-party
primitive where Bob inputs some string W?, and Alice has no input. The primitive then generates
two strings W{, W{, with the property that one of the two equals W?. For a protocol implementing
this primitive, security is intuitively specified by the following conditions: Alice does not learn which
of the two strings is equal to W*, and Bob has very little control over the other string created by

the protocol. This is stated formally in the following Lemma, proved in [37,113].
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Lemma 4.3.4 (Interactive Hashing [37,[113]). There exists a protocol called interactive hashing
between two players, Alice and Bob, such that Alice has no input, Bob has input W' € {0,1}* and
both players output (W, W) € {0,1} x {0,1}, satisfying the following:

Correctness: If both players are honest, then W} # W} and there exists a D € {0,1} such that
(a) Wh =W?, and (b) the distribution of W{_, is uniform on {0, 1}'\{W'}.

Security for Bob: If Bob is honest, then W} # W{ and there exists a D € {0,1} such that
W} = Wt If Bob chooses W' uniformly at random, then D is uniform and independent of

Alice’s view.
Security for Alice: If Alice is honest, then for every subset S C {0,1}?,

S|

PrW, e S and Wi € S] < 16- S5t (4.37)

4.4 Oblivious Transfer

Oblivious transfer (OT), which was first introduced by Rabin [104], is a special case of the problem
of secure function evaluation described earlier. We will describe here a variant of this, known as
Fully Randomized Oblivious Transfer [30,44]. This primitive outputs two strings S§, S{ € {0,1}*
to Alice, and a choice bit C' € {0,1} and Sé to Bob. Security means that if Alice is dishonest,
she should not learn anything about C'. If Bob is dishonest, we demand that there exists some
random variable C' such that Bob is entirely ignorant about Sf_c. That is, he may learn at most
one of the two strings which are generated. It has been shown that fully randomized OT can
easily be converted into standard 1-2 oblivious transfer [9,[I4]. Furthermore, since any two-party
cryptographic problem can be solved using OT [64], our final goal will be to demonstrate a secure
protocol for fully randomized OT in the noisy-storage model.

We begin, as before, with a formal definition of the primitive.

Definition 4.4.1. An (¢,e)—fully randomized oblivious transfer (FROT) scheme is a protocol be-
tween Alice and Bob satisfying the following:

Correctness: If both parties are honest, then the ideal state T5tstOst, is defined such that
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1. The distribution over S§, St and C is uniform:
Tgtstc = T{o13 & Tqo,13¢ ® T{o,1} -
2. The real state Pststoyt created during the protocol is e-close to the ideal state:

Pstsicyt e Ogtstost, (4.38)

where we identify A = (S§, %) and B = (C,Y").

Security for Alice: If Alice is honest, then there exists an ideal state OststBICs where C' is a

random variable on {0,1}, such that

1. Bob is ignorant about Sf_c:
Ost ,stB'C e T{o1y ® gt pic -
2. The real state Pststn created during the protocol is e-close to the ideal state:
Pststpr e Ostsipr -

Security for Bob: If Bob is honest, then there exists an ideal state T yrststc such that

1. Alice is ignorant about C':
Oarststc = Oarstst @ T{o,1} -
2. The real state p cye created during the protocol is e-close to the ideal state:

Parcyt e A0S, »

where we identify B = (C,Y*).

We first state a simplified version of the actual protocol which executes fully randomized obliv-

ious transfer from WSE, which contains all the essential ingredients for understanding the main
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steps of our security proof. This is a purely classical protocol, using the quantum primitive WSE.
The full protocol follows later. The main difference from the protocol presented in [76] is the fact
that 7 is no longer uniform, and honest Bob only learns about pn entries x;, whereas in the case
of uniform WSE he could learn roughly n/2. Here, we introduce a new parameter n = 2(d + 1) in
the protocol, such that with high probability Bob learns at least n/n of the indices.

Our protocol uses two ingredients, privacy amplification and the primitive interactive hashing,
both of which are described in Section 3] above. In our context, the interactive hashing protocol
is useful in the following way. It takes as inputs a subset Z;, (encoded as a string w) from Bob, and
outputs two subsets Zy,Z; € [n] (encoded as strings wg, w1) to both Alice and Bob. The protocol
ensures that there exists a ¢ € {0, 1}, such that Z. = Z,, that is, one of the two subsets it outputs
is equal to Bob’s original input. Note that since Bob knows his input, he can of course compute c.
Nevertheless, interactive hashing ensures that Alice cannot learn which subset is the same as Bob’s
input, that is, Alice cannot learn ¢. And while Bob can choose one of these subsets (namely Z.),
the choice of the other subset is not under his control (£37). In fact, Z;_. is essentially chosen at

random.

Protocol 2: Oblivious Transfer: Naive Protocol

Outputs: (sf,s]) € {0,1}* x {0,1}* to Alice, and (c,y*) € {0,1} x {0,1}* to Bob

1: Alice and Bob: Execute WSE. Alice gets a string z™ € {0,1,...,d — 1}", Bob a set
Z C [n] and a string s = x7z. If |Z| < n/n, Bob chooses uniformly at random a set Zi, of
size |Zyy| = n/n. Otherwise, he randomly truncates Z to |Zi,| of size n/n, and deletes the

corresponding values in s.

2: Alice and Bob:Execute interactive hashing with Bob’s input w equal to a description of Zt;, =

Enc(w). Interpret the outputs wp and w; as descriptions of subsets Zy and Z; of [n].
3: Alice:Chooses 19,71 €g R and sends them to Bob.

4: Alice:Outputs (s, s!) := (Ext(wz,,r0), Ext(zz,,r1)) using the 2-universal hash function known

from quantum key distribution (see Section B3] Ext : {0,...,d — 1}/ x R — {0, 1}~
5: Bob: Computes ¢ € {0,1} with Z = Z,, and 27 from s. He outputs (c,y*) := (¢, Ext(s, 7).
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Let us assume that the subset Z;_. generated by the interactive hashing protocol is uniformly
distributed over subsets of size n/n not equal to Z. The string xz, _ is then obtained by sampling
from the string ™ which, by the definition of nonuniform WSE, has high min-entropy. We therefore
expect the value s‘{_c to be uniform and independent of Bob’s view. This should imply security for
Alice, whereas security for Bob immediately follows from the properties of interactive hashing.

In this intuitive argument, we have ignored the fact that the sampling result only applies to
blocks (Lemma [.3.3]) and not individual bits. To make use of the sampling results, we hence need
to make slight modification to the simple protocol given above. We partition 2™ (where n = Sm)
into m blocks of 8 dits each. To use interactive hashing in conjunction with subsets, the actual
protocol requires an encoding of subsets as strings. Since our subsets will now be smaller than
in [76], we choose t such that 2¢ < (mn}n) < 2.2 and an injective encoding Enc : {0,1}' — T,
where 7 is the set of possible subsets of size m/n. Note that this again means that not all subsets

can be encoded but at least half of them will. We are now ready to state our complete protocol to

realize fully randomized oblivious transfer (FROT).

Protocol 2: WSE-to-FROT
Parameters: Set n := 2(d + 1). Integers n, such that m := n/f8 is a multiple of . Outputs:
(s5,57) € {0,1}* x {0,1}* to Alice, and (c,y*) € {0,1} x {0,1}* to Bob.

1: Alice and Bob: Execute (n,\,e,1/(d + 1),d)-WSE.
Alice gets a string 2™ € {0,1,...,d — 1}, Bob a set Z C [n] and a string s = z7. If
|Z| < n/n, then Bob simply chooses Z;, from all subsets of size |Z| = n/n uniformly at random.
Otherwise, he randomly truncates Z to Zi, of size n/n, and deletes the corresponding values
in s.
We arrange x" into a matrix z € My,x5({0,1,...,d — 1}), by 24 := T(j_1).34a for (j,a) €
[m] > [B].

2: Bob:

t

1. Randomly chooses a string w' €r {0,1}! corresponding to an encoding of a subset

Enc(w?) of [m] with m/n elements.
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2. Randomly partitions the n dits of ™ into m blocks of g dits each: He randomly chooses
a permutation 7 : [m] x [8] — [m] x [] of the entries of z such that he knows 7(2)gnc(wt)
(that is, these dits are permutation of the dits of s). Formally, 7 is uniform over permu-
tations satisfying the following condition: for all (j, ) € [m] x [8] and (§/,a/) := (4, ),

we have (j —1)-8+a €T < j € Enc(uw').

3. Bob sends 7 to Alice.

3: Alice and Bob: Execute interactive hashing with Bob’s input equal to w'. They obtain

wh, wh € {0,1}F with w' € {wh,w!}.
4: Alice: Chooses 19,71 €g R and sends them to Bob.

5: Alice: Outputs (sh,s]) := (Ext(n(z )Enc(wé),ro),Ext(ﬂ(z)Enc(wD,rl)).

6: Bob: Computes ¢, where w! =

(C7y ) = (e EXt(Tr(Z)Enc(wt)aTc))'

= w!, and 7(z Z)Enc(wt) from s. He outputs

Theorem 4.4.2 (Oblivious Transfer). For any w > (d+ 1) and B > max{67,256w?/A\?},
the protocol WSE-to-FROT implements an (£,43 -2 512w2/3 + 2¢)-FROT from one instance of of

(n, A\, &, p, d)-nonuniform WSE, where { := K(“’T_l) 4(d—>4‘_1) - %2?) n— %J

4.4.1 Security for Bob

To show that the protocol is secure against a cheating Alice, we have to show that there is no way
for her to learn which of the two strings is known to honest Bob. Formally, let p4/oy¢ denote the
joint state at the end of the protocol, where A” is the quantum output of a malicious Alice and
(C, YZ) is the classical output of an honest Bob. In what follows, we show that we can construct
an ideal state 5,4//555{0 = 5’Ausésf ® T{0,1} that satisfies pncye = &A”CSé'

We analyze the actions of a malicious Alice in two parts. First, she executes the WSE protocol
with Bob, after which they share the state p4/x,7. Recall that the properties of weak string erasure
ensure that a dishonest Alice does not know which dits 7 of ™ are known to Bob, that is, she is
ignorant about the index set Z. In other words, there exists an ideal state o 4, XnTX, such that the

reduced states satisty parx,7 =0 X1 Next Alice takes A’ as input and interacts with Bob in the
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rest of the protocol. To analyze the resulting joint output state p ., cye, we can use the properties
of weak string erasure, starting from the state o ,, ¢,,. Following the arguments in [76], it can be
easily shown that pvcye = 0 400 St where ¢ denotes the ideal state at the end of the protocol.

It only remains to be shown that Alice does not learn anything about C, that is, ¢ 4, ststc =
G gngtst 70,1}~ From the properties of nonuniform WSE it follows that o 4, ¢n7 = 0 4 ¢n ®@W(1/(d+
1)). Since Bob randomly truncates Z to Z, such that |Zi;| = n/n, the truncated set is independent of
A’. Furthermore, although Z is not distributed uniformly over 2[", we can show that the truncated
set Zi, is indeed distributed uniformly over all subsets of size n/n. Intuitively this follows from the
fact that the distribution of the set Z depends only on |Z|, the number of elements in Z.

Formally, let p(A) denote the probability that |Z| > n/n. Then, the probability of a given

truncated set i, can be written in terms of the probability p(A) as follows,

1 7
ZC|[n] (n/vy) T

IZ|=n/n

independent of the choice of truncation. Here 1/ (1517) is the probability that we pick a particular
Ty, from the original Z and p(Z|A) is the conditional probability of a set Z, given that Bob obtains a
sufficient number of indices. The last step is simply an application of the Bayes’ rule, p(A)p(Z|A) =

p(A|Z)p(T), where p(A|Z) = 1 for the subsets Z in the sum. Note that if |Z| < n/n then Bob chooses
a subset of the desired size uniformly at random from all subsets of size |Z| = n/n and hence Pr(Zy;)
is always uniform. Hence, conditioned on any fixed S' = s?, the permutation II is uniform and
independent of A’. It follows that the string S! is also uniform and independent of A’ and II.
From the properties of interactive hashing we are guaranteed that C' is uniform and independent

of Alice’s view afterwards, and hence,

UA"SéS{C = UA”SéS{ & 7'{071} .

Finally, the fact that Z, is uniform, together with the properties of interactive hashing (Lemma[4.3.4]),
ensure that Alice cannot gain any information as to which of the two subsets Zy and Z; of bits are

known to Bob. Hence, she cannot learn C, as desired.
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4.4.2 Security for Alice

Again, it follows from weak string erasure that a dishonest Bob gains only a limited amount of
information about the string X™. The properties of interactive hashing ensure that Bob has very
little control over the subset Z7_. chosen by the interactive hashing. Therefore, by the results on
min-entropy sampling, Bob has only limited information about the dits in this subset. Privacy
amplification can then be used to turn this into almost complete ignorance. The security proof for
the case where Bob is dishonest is analogous to [76], and employs Lemma [£.3.3] with a subset size

of |S| =m/n.

4.4.3 Correctness

It remains to prove that if both parties are honest, then honest Bob can indeed learn the desired
Sc. This requires us to show that for our choice of 7, Bob can learn sufficiently many indices

i€ [n].

Lemma 4.4.3 (Correctness). Protocol WSE-to-FROT satisfies correctness with an error of
R
43 -2 51276 (4.39)

First, using the Hoeffding bound [60], we show that the probability that a subset of [n]—
each of whose entries is chosen with probability p = 1/(d 4+ 1)—has less than n/n elements is at
most exp(—2n/n?). Consider a sequence of independent random variables {Xi, ..., X, }, which are
bounded as follows: Pr(X; — E(X;) € [a;,b]) = 1, V1 < i < n. Then, Hoeffding’s inequality states
that the sum S = X7 4+ ... + X, satisfies,

2
Pr(E(S) — S > {) < exp <—%> . (4.40)

In our context, X; is the binary variable which takes on the value 1 if the index ¢ € Z, and
0 otherwise. The sum S is thus simply equal to |Z|, the number of elements in the index set Z,

which is a random subset of [n]. For the case of d + 1 encodings, Pr(X; = 1) = 1/(d + 1) and
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Pr(X; =0) =d/(d+ 1), so that the expectation value satisfies

n
d+1°

E(S) = B(|Z]) = (4.41)

Furthermore, we can take a; = 0 and b; = 1 for all i. Applying Hoeffding’s inequality to the sum
S = |Z| gives

n n n 1 112
P 7> — — =)< -2 - = . 4.42
g =z n)—eXp< n[d+1 n]) (442)

Rearranging terms, we obtain the probability that a random set Z has less than n/n elements:

n 1 177
Pr(|Z] < ;) < exp (—2n [— — —] ) . (4.43)

Since our work is mainly a proof of achievability, we do not at this stage care about optimality or
efficiency. We simply pick a choice of n that will satisfy this condition, and set n = 2(d + 1). Thus,
the probability that a random subset of [n] has less than n/n elements is at most exp(—2n/n?).
Let £ := 27"/ ", We have to show that the state ﬁsg stoye at the end of the protocol is close to
the given ideal state 5'55 StCst, As shown above, the probability that a subset of [n] has less than

n/n elements is at most
exp(—2n/n*) < €. (4.44)

Hence, the probability that Bob does not learn sufficiently many indices when both parties are
honest is at most £. Let A be the event that |Z| > n/n. It remains to show that the state
/355 Stoye|A is close to the given ideal state OststOst,

Note that the correctness condition of WSE ensures that the state created by WSE is equal
to pxnzx; = Oxnzxy, Where oxny = T(01,. 4-1}» @ Y(1/(d + 1)). Since Zy and Z; are chosen
independently of X™, X7, and Xz, have a min-entropy of n/n each. Since £ < n/2n < n/n —
2log 1/¢, it follows from privacy amplification that Sé is independent and &£-close to uniform.
Since dishonest Bob is only more powerful than honest Bob, we can carry over from the proof

against dishonest Bob, that Sf_c is independent and uniform except with an error of at most
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__ a2
g = 41 -2 512275 where we used the fact that Bob is also honest during weak string erasure

(¢ = 0). Finally, by the same arguments showing security for Bob, we have that C' is uniform and

independent of S§ and S%. Hence,

Psisic|a Fe+e Igistc -

Since the extra condition on the permutation II implies that Bob can indeed calculate H(Z)Enc(W)

from X7z, we have that Y = S&. Using Pr[A] > 1 — ¢, we get

~ x4 .
Pststoyt ~2+é 0g8stost,

Finally, since A <1, 3> 1 and w > (d + 1), we have 1/n% = 1/(4(d + 1)?) > A\?/(512w?B). Adding
up all errors and noting that

_1, A
2.2 27 < 92.9 512028 ,

we obtain the error bound in (£39]).

4.5 Conclusion

We have shown that any two-party cryptographic primitive can be implemented securely in the
setting of bounded quantum storage, even if the adversary can store all but a fraction of the
transmitted pulses. This is optimal, since we can never hope to achieve security if the cheating
party could store all quantum communication made available to him. Our result demonstrates
that there is no physical principle that prevents us from achieving security even with a very high
storage rate v < 1. We have also shown in the noisy-storage setting that security is possible for a
much larger range of noisy quantum memories.

To achieve our result we use higher-dimensional states which are difficult to create in practice.
It is therefore an interesting open question whether the same result could be obtained using merely
BB84 encoded qubits. We may also note, that our approach merely relies on the existence of
entropic uncertainty relations for multiple encodings, and our protocols and proofs will carry over
if we were to use any other encodings for which strong uncertainty relations are known to exist. For

example, it is conceivable that uncertainty relations for multiple encodings can be based on top of
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BB84 encoded qubits [54], which would lead to a protocol that is easy to implement experimentally.
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Appendix A

The AQEC Algorithm for Qubit
Codes

For the most practically relevant case of codes encoding a single qubit, that is, when C is of
dimension d = 2, the algorithm given in Section has considerable simplifications. In this
appendix, we show that the maximum eigenvalue Apn.x of Agqun required in Step 2] can be easily
computed without requiring any diagonalization of Aguy,. In addition, we show that the fidelity
loss np needed in Step Blis also simple to compute. In general, obtaining the value for np requires
an exhaustive optimization over all pure states in the code space. For a qubit code, however, we
will see that computing np requires no such exhaustive optimization, and can be done using only

eigenanalysis.

A.1 Computing the Maximum Eigenvalue of Agum

Given an orthonormal basis {|v1), |va)} for the qubit codespace, we can construct the Pauli basis

{oo =1y,04,04,0.}:

oo = |v1)(v1] + [va)(va| = Iz,
oy = |v1) (V2| + |v2) (v,
oy = —i(|v1)(v2| — [v2){v1]),

and o, = |v1)(v1| — |v2)(va|. (A1)
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The Pauli basis forms a basis for the qubit operator algebra. The AQEC conditions (2:22]) can then
be written as

PEJE(P)7V2E;P = Bl + Y %04, (A.2)

where a = z,y, z, and ;; are some coefficients so that A;; = " Yi;0a- The right-hand side of (A2)
can be viewed as an expansion of the left-hand side in the Pauli basis.
The first simplification of the algorithm given in Section 2.5] for a qubit code, comes from the

following lemma.

Lemma A.1.1. For C encoding a single qubit,
ij
Proof. Using Aj; =5, ng 04, We can write Agym as

Asum = Z Z ’Y%*fyzbjo'ao'b

ij ab
=PY S el + 30D v boaon. (A.4)
ij a

1] a#b

Since 7f7" = 7§;, the second term on the right-hand side of (A.4) can be written as

1.
% < Z Z 7Jc'li%b]'o—a(fb + Z Z 7%7%%01))

ij a#b ij a#b

= % < Z Z ’Y?ﬂfjaaab + Z Z fyf.’jfy;igbga>

ij a#b ij a#b

1
=3 Z Z yfﬂfj (040 + 0p0g) = 0.
ij a#b

In the first equality, we have interchanged the indices a <> b and ¢ <> j in the second term. The last
equality comes from the fact that the Pauli matrices anticommute. We are thus left with only the
first term in (A.)). Now, the TP condition for Rpo€ acting on C gives 3, |5ij|2+zij Yo |7§1j|2 =1
This means that we have Agum = P>, >, \’yfj]z =(1-> |8i;|?) P, thus proving the lemma. M

Lemma [A.T.1] tells us that Ag,m has a flat spectrum. Its maximum eigenvalue is thus simply
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given by
)\max = HAsum” =1~ E ‘Bij’2a (A5)
ij

with 3;; as in ([2.27D]). Observe that the proof of Lemma [A-T1] required detailed properties of the
Pauli matrices which, together with the identity operator I, form a basis for the qubit operator

space. In general, this lemma does not hold for higher-dimensional codes.

A.2 Computing the Fidelity Loss for the Transpose Channel

In StepBlof our algorithm in Section 2.5l we have to compute the fidelity loss np for the recovery R p,
or equivalently, the worst-case fidelity for the map Rpo€&. For a qubit code, (Rpof) : B(C) — B(C)
is just a qubit map. Observe that Rpo€ is not only CPTP but is also unital (i.e., (Rpo&)(P) = P).
Hence, we only need to consider a qubit map that is CPTP and unital. Here, we show that the
worst-case fidelity for a unital, CPTP qubit map is very easy to compute.

Even though our context here only requires a unital, CPTP qubit map, we begin with a general
CP map ® ~ {K;} on a d-dimensional Hilbert subspace C. This will highlight why the qubit case
is particularly simple. It is convenient to use a matrix description for ® by going to the Hilbert-
Schmidt space in which operators on C are represented as vectors and linear maps on operators
are represented as matrices. The Hilbert-Schmidt vector space is endowed with the inner product
(A|B) = tr(ATB) where |A) and |B) are the vectors corresponding to the operators A and B. To
go from the operator description to the Hilbert-Schmidt space, one picks any orthonormal basis
{O;} for B(H). Then, the vector corresponding to any operator A € B(H) has entries given by
tr{OiT A}; the matrix corresponding to a linear map £ on operators in B(?) has matrix elements
given by tr{O]£(0;)}.

Let us make use of a Hermitian basis {Og, O1,...,04p_;} for B(C) where
Op =1, Of, = O, Yo, tr{0L0s} = 64pd Y o, b.

The operators O, for a = 1,...,d?> — 1 are clearly traceless. Such a basis exists for any d—for
example, one can use the standard generators of the SU(d) group, augmented with the identity

operator, as the basis elements. Then, the action of ® can be represented as a matrix M acting on
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the Hilbert-Schmidt space with matrix elements
1
Mg = p tr{O.®(0p)}. (A.6)

Since ® is CP and O;’s are Hermitian, we have that MZB = Mg, so M is a real matrix.
Now, the density operator corresponding to any pure state |1) in C can be expanded in terms
of the Hermitian basis as

1. =

P)l =2 (I +5-0)= 1 5, (A7)

d
where s is a real (d? — 1)-element vector, §= (1,s), O = (01,04,...,04p2_,), and O = (I,0). s is
not an arbitrary vector, but has to obey some constraints in order for it to correspond to a pure
state.

Using (A.6) and (A7), we can compute the fidelity for a state |¢)) € C under the map ® as

F2[jg), @(|9) ()] = tr{l) (I @(|9)(w])}
1 d?—1

= g Z SaSgtr{Oa(I)(Oﬁ)}
a,B8=0
d2—1

1
= Z Sa Mag 33
a,=0

=3 sT M s, (A.8)

where s is just § viewed as a column vector, and the superscript T denotes the transpose. A simple
way to understand this expression is to observe that the right-hand side of the first line of (A.g]) is
the inner product between the vector in the Hilbert-Schmidt space corresponding to the operator
|1) (3| (which is just s up to some normalization factor), and the vector corresponding to ®(|¢)(v])
(which is just Ms up to some normalization factor). The final expression in (A.8)) is then just
this Hilbert-Schmidt inner product, with the factor of é to take care of the normalization of the
operator basis.

We can rewrite the expression in (A.8]) for the fidelity using Mgym = %(M + MT), the sym-
metrized version of M. Observe that s” Mgy, s = 1(sT M s+(sTM s)T) = sT M s. Equation (AX)

99



can hence be rewritten as

F2(W>7®(W><¢D = STMsym S. (A.9)

From this, we see that finding the worst-case fidelity is equivalent to the following minimization

problem for the real, symmetric matrix Mgyp,:

minimize: 57 Mgym $, (A.10a)

constraint: s corresponds to a pure state. (A.10b)

For d > 2, the constraint (A.I0D) is difficult to write down. This constrained minimization problem
is hence not simple for a general d.

For qubits (d = 2) however, the constraint equation is simple to write down. In this case, the
operator basis can be chosen to be the Pauli basis {0¢,04,0y,0.}. Then, Eq. (AX) corresponds
to the Bloch sphere representation of a pure state, with the Bloch vector s = (s, sy, 5,) satisfying

Is|| = (s2 + 312/ + 52)1/2 = 1. The constraint (AIQR) becomes

constraint: s = (1,s), with ||s|| =1. (A.10h!)

The constrained minimization problem can then be solved using the Lagrange multiplier method.
For the case of a CPTP qubit map that is also unital, the minimization problem can be further

simplified. For any CPTP, unital ® (arbitrary d), M takes the form

M= . (A.11)

The first row comes from the fact that ® is TP, since we have set Oy = I, and all O,’s for a > 0
are traceless. The first column comes from the fact that ® is unital. 7 is a (d — 1) x (d — 1) real

matrix. Defining Toym = 3(7 + 77), (AJ) can be written as

F2(1), ®(19){9]) = 51+ 5 oy ).
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This means that we can equivalently minimize sT’Eym s instead of the original sTMsym s in (A10al).
Note that, for ® with a Hermitian-closed Kraus set T is symmetric so that Tgym = 7. This is
indeed the case for ® = Rpo o P ~ {PElTé’(P)_lﬂE]T-P}. For a qubit CPTP, unital ® then,
the constrained minimization problem, with the operator basis {O,} chosen as the Pauli basis,

becomes

minimize: s’ Toym s, (A.12a)
constraint: ||s[| = \/s2 + 52 + 52 = 1. (A.12Db)

The constraint simply tells us to minimize the expectation value of 7Tgym with respect to all real
unit vectors s.

Now, since Tgym is real and symmetric, it can be diagonalized with an orthogonal matrix
Q so that Toym = QTTpQ, where Tp is a real, diagonal matrix of eigenvalues of Tsym- Then
sT’Eym s = (Qs)TTp(Qs). @, being orthogonal, preserves the length of the vector it acts on. The
minimization problem (A.T2]) simply corresponds to minimizing the expectation value of Tp over
all real unit vectors. As Tp is real and diagonal, this minimum expectation value is exactly the
smallest eigenvalue of 7p (and hence of 7gym ), attained by the corresponding eigenvector normal-
ized to unit length. Therefore, we see that the fidelity loss for a CPTP, unital qubit map ® is given
by

e 2 _ Lo
ne =1 ‘gilencF(!w%fI’(\WWD—Z(l tmin)s

where i, is the smallest eigenvalue of Ty, corresponding to the map ®. Setting ® = Rpo&oP

gives np.

TA set K = {K;} is Hermitian-closed if K; € K if and only if KZ cK.
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Appendix B

Constructing Maximally Commuting
Classes of Clifford Generators

In (B40) and (3.47) we gave examples of constructing L = 3 and L = 4 MUBs in dimension d = 4,
such that they are cyclically permuted under the action of a unitary U that permutes the Clifford
generators in d = 4. Here, we show by a general construction that it is always possible to construct
L such classes in dimension d = 2", whenever L|n and L is prime. We also outline a construction
for L = 2n + 1 classes, given a unitary U that cycles through all 2n + 1 Clifford generators, when
2n 4+ 1 is prime.

Given the 2n generators of the Clifford algebra in dimension d = 2", we consider the set
S= {H, Fj, iFij, I‘jl“kl“l, ceey iFol“l..F%_l = an} (Bl)

To generate a set of L < 2n + 1 MUBs, we seek to group the elements of S into L classes of
commuting operators, i.e., sets {Co,Ci,...,Cr—1 | C; C S\ {I}} of cardinality |C;| = d — 1, such
that,

(P1) The elements of C; commute for all 0 < j < L —1,

(P2) The classs are all mutually disjoint, that is,

C;NC, =0 forall j+#k, (B.2)

(P3) The unitary U that cyclically permutes the generators I'g,...,I';_1, also permutes the cor-

responding classes by permuting products of operators appropriately.
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To obtain such a set of classes, we first pick d — 1 elements for the class Cy and then generate the
rest of the classes by repeated application of U to the elements of Cy. This automatically ensures
property (P3). To ensure (P1) and (P2), the d — 1 operators Cy = {01, Os, ... O4_1} must satisfy

the following:
(i) For any pair O;,0; € Co, [0;,0;] =0, and
(ii) The operators in Cy cycle through mutually disjoint sets of operators under the action of U.

To understand condition (ii) better, consider an operator O; in Cy. Then, by construction, U*(0;) €
Cr for 0 < k < L — 1, assuming that we construct a total of L classes. In addition, property (ii)
implies U*(0;) ¢ Cj, for any j # k. In other words, given any two operators O;, O; € Cy that cycle
through the sets

S; = {U%0;)|0 <k <L-1}, and (B.3)
S; = {UMOplo<k<L-1}, (B.4)

respectively, under the action of U, property (ii) demands that S; N.S; = 0, for all ¢ # j and
,j=1,2,...,d— 1.

Finally, we note that no class can contain two generators I'; and I'y, since they do not commute.
When forming the classes we hence ensure that each one contains exactly one generator I';, which
we refer to as the singleton I'-operator of the class, as opposed to the rest of the elements which
will be products of I'-operators. The fact that each class can contain at most one singleton operator

limits us to constructing a maximum of 2n + 1 such classes.

B.1 Mathematical Tools

Before proceeding to outline our construction, we establish some useful mathematical facts which
will help motivate our algorithm for the construction of mutually disjoint classes. For the rest of
the section, we will work with a set of p I'-operators {I'gp,I's,...,I',—1} that are cycled under the
action of U, as follows,

UZF(]-)Fl—)...Fp_l—)F(], (B5)
In other words, we are given a set of ['-operators whose cycle-length is p.
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B.1.1 Length-2 Operators

First, we consider products of two I'-operators of the form I';I';, which we call length-2 operators.
It is convenient to characterize such pairs in terms of the spacing—(S)—between the operators
that constitute them. The spacing function S, for a given set of p operators, is simply defined as:

S(IiT'j) = (j — i) mod p. Then, the following holds:

Lemma B.1.1 (Unique spacings imply nonintersecting cycles). The action of U on any
length-2 operator I';I'; leaves its spacing function S(.) invariant. Thus, length-2 operators that

have unique spacings cycle through mutually disjoint sets of operators under the action of U.
Proof. Recall, U : T'; = I'(j41)modp- It clearly follows that

U:sIry) — S(P(i—i-l)modpr(j-l-l)modp)

= (j—1)modp = SIIy).

B.1.2 Higher-Length Operators

Similar to the length-2 operators, we refer to any product of £ I'-operators as a length-£ operator.
For operators of length higher than 2, it becomes convenient to refer to them using their corre-
sponding index sets. For example, the operator I';;I';, ... 1, will be simply denoted by the index
set (i1,12,...4¢). In the following lemma, we obtain a condition for any set of length-¢ operators to

cycle through mutually disjoint sets under the action of U.

Lemma B.1.2 (Mutually disjoint cycles for length ¢). Suppose the length-{ operators (for
3 <l <p-—1) that belong to the class Cy are such that they correspond to index sets (i1,12,...,1ip)

which sum to the same value
i1+ 2+ ...+ 1 = cpmodp, V (il,’ig, R ,ig) € Cp. (B6)

Then, no given index set of length £ can belong to more than one class, for prime values of p.

Proof. Given the operators {I'; I';, ... I';,} € Cp, such that the corresponding index sets (i1, i2, ..., ir)
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sum to
i1+i2+ ... +1ip = cgmodp, V(iy,ia,...,ip) € Cp. (B.7)

Under the action of U, these index sets change to

G000

(i17i27-"7i€) — 1 5%
= (i1+1,i9+1,...,ip+1)modp .
For any index set (igl) , igl), e ,i@l)) € Cq, the sum of the indices corresponding to the new operators

{ T ... 1y} € Cq becomes
7/1 7/2 Z[

iV i 4 i) = (e + O modp.
Proceeding similarly, the corresponding operators in the class Cp have index sets (igk),igk), e ,igk))
that sum to
i i i = (e + k £)modp, (B.8)
for all (igk),igk), . ,igk)) € Cg. Thus, starting with a constraint on the length-¢ operators in Cy, we

have obtained a constraint on the corresponding operators in a generic class Cy.
Now, to arrive at a contradiction, suppose that an index set (j1, jo, .. ., j¢) whose indices {j, }m
take values from the set {0,1,...,p — 1}, belongs to two different classes, C and Cj, (with k # k).

The constraint imposed by (B.8)) implies

(ce+k)modp = (c,+ Kk ¢)modp

= (k—Kk)¢{modp = 0. (B.9)

Without loss of generality, let & > k’. Since we can form at most p classes, the difference (k — k')
can be at most (p —1). Finally, since £ < p—1, condition (B.9]) cannot be satisfied for prime values
of p. |

Recall that to construct any p classes, we first construct the class Cy, and then obtain the rest
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by successive application of U. Therefore, the fact that any index set of a certain length ¢ cannot
belong to more than one class implies that each length-¢ operator in Cy cycles through a unique
set of length-¢ operators under U. In other words, the length-¢ operators cycle through mutually
disjoint sets, as desired.

Lemma thus provides us with a sufficient condition for the set of length-¢ operators in
Cp to cycle through mutually disjoint sets under U, given a set of I'-operators whose cyclelength is
primevalued. We only need to ensure that the length-£ operators in the first class that we construct,
Cop, correspond to index sets that all sum to the same value. This condition is of course subject to
the constraint that the maximum allowed length for the operators in Cy (and by extension, in any

class) is p — 1.

B.2 Constructing 2n + 1 Prime Classes

To start with, we construct L = 2n + 1 classes in dimension d = 2", when 2n + 1 is prime. This
case is particulary easy, and illustrates how the results of the previous sections are used in our

construction.
Theorem B.2.1 (2n+ 1 prime classes). Let GU“) = [T, ... Ty,} denote the complete set of
(2n + 1) T-operators, and let U be the unitary that cycles through all of them, that is,

U I'o—=11...T9y1— 19, =TI . (BlO)
If 2n+ 1 is prime, then there exist 2n+ 1 classes Cy,C1, . .., Can satisfying properties (P1) through
(P3).

Proof. We prove the existence of 2n + 1 classes by construction. We first outline an algorithm to

pick d — 1 operators that constitute the class Cy. The remaining classes are easily obtained by the

application of U to the elements of Cy. Then, we make use of Lemmas [B.1.1] and [B.1.2] to prove

that the classes obtained through our construction do satisfy the desired properties.

Algorithm
1. Pick one of the elements of G, Ty, as the singleton operator.
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(full)

2. Pair up the remaining operators in G to form (n — 1) length-2 operators which commute

with I'y, as follows,

Lo ={T1To, Tolon—1, ..., Tnolnys, Tnoilnya b

where Lo denotes the set of length-2 operators in C;. Since we have left out the pair I',,I"), 41

in the middle, we get, [La2] =n — 1.

3. Form higher-length operators that commute with £2U{T'y}, by combining I'g with appropriate
combinations of the length-2 operators. Any operator of even length £ = 2j is created by
combining ¢ pairs in L5. And any operator of odd length £ = 25 + 1 is created by appending
Ty to a length-25 operator.

Denoting the sets of length-3 operators as L3, length-4 operators as L4, and in general, the

set of length-i operators as £;, we have,

IL3] = |L2]=n—1,
n—1

|L4] = ) . L5 = |L4l,
n—1

|Le| = \ . L7 = |Lsl,
n_

|Lon—2| = =1, |Lon—1] = |Lon-2|

n—1

Putting together the operators from steps (1), (2), and (3) we get the desired cardinality for
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the class Cy as follows:

2n
Col = 14+(n—1)+) |Li
i=3
n—1 n—1
= 142(n—1)+2 +2
2 3
n—1
+...+2
n—1
n—1
n—1
= 2> —1=2(2""1 -1
i=0 ?
= 2" 1=d—1. (B.11)

The rest of the classes are generated by successive applications of the unitary U to the elements

of Co, so that U : C; = C(i+1) mod 2n+1-

It is easy to see that the elements of each class satisfy property (P1) above—the different length
operators have been chosen so as to ensure that they all commute with each other. Similarly, by
construction, they satisfy property (P3). It only remains to prove property (P2), that the classes

are all mutually disjoint.

The elements of £y correspond to the following set of spacings,

S(Ly)={2n—-1,2n-3,...,5,3},

which are all distinct. So by Lemma [B.I1] the elements of Lo cycle through mutually disjoint sets
of length-2 operators.
For higher-length operators, we first show that our construction meets the conditions of Lemma[B.1.2]

For the class Cy, the elements of L5 correspond to index sets that satisfy

L£(Co) = {(i1,i2)| i1 + iz = Omod (2n + 1)}
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The length-2 operators of a generic class Cy, similarly satisfy
EQ(Ck) = {(il,i2)|i1 + 49 = 2k mod (2’1’L—|— 1)} (B.12)

Since higher-length operators are essentially combinations of length-2 operators and the single-
ton operator, conditions similar to (B:I12]) hold for higher-length index sets as well. Since operators

of even length ¢ = 2j contain j pairs from L, the corresponding index sets in Cy satisfy

11+ttt = Omod (2n + 1),

A (il,ig,. .. ,igj) € Co.

Similarly, since the odd-length operators have I'y appended to the even-length operators, the
index sets of length ¢ = 25 4+ 1 in Cy satisfy,

11+ + ... +igjy1 = Omod (2n + 1),

Vo (i1,42,...,12j11) € Co.

To sum up, for any 3 < ¢ < 2n, our construction ensures that index sets of length-¢ belonging to
Co sum to the same value. The conditions of Lemma [B.1.2] are therefore satisfied, with the quantity
¢y in (B.G)) taking the value ¢, = 0, for all £ = 3,...,2n. Now, we can simply evoke Lemma [B.1.2]
to conclude that, when 2n + 1 is prime, the higher-length operators in Cy cycle through mutually

disjoint sets of operators. |

B.3 Constructing L|n Classes for Prime Values of L

Next, we show that it is possible to obtain an arrangement of operators into L classes in dimension
2" when L is prime and L|n, such that the unitary U that cyclically permutes L of the T'-operators

also permutes the corresponding classes.

Theorem B.3.1 (L|n classes for prime L). Suppose U is a unitary that cycles through sets of
L operators from the set G\ {T'y,} in dimension 2", where L is prime and Lin. Then there

exist L classes Cy,Cy,...,Cr—1 that satisfy properties (P1) through (P3).
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Proof: Note that since L|n we have n = rL for some positive integer r. The set of 2n Clifford

generators ['g,I'1,...,'o,—1 can then be partitioned into 2r sets as follows.

GO = (To,Ty,...,T1 1},

¢V = (T, Tri,...,Tan a1},

6o = (o, D1t Tonc1 )

Without loss of generality, we can assume that the unitary U is so constructed that it cyclically

permutes the L operators within each set, as follows.

U : F0—>F1—>...—>FL_1—>F0,
FL—>... —)FQL_l —)FL,
Fior—nyr = - = Ton1 = Tz
Once again, we begin with an algorithm for picking d — 1 elements for the class Cy. The algo-

rithm closely follows the one outlined in the previous section, barring minor modifications.

Algorithm
1. The “middle” element from G, ['(z—1)/2, is picked as the singleton element of Cy.
2. The (n — 1) length-2 operators which commute with ['(z—1)/2 are picked as follows.

(a) £33 pairs are picked from G\ {Lz—1y/2}

ﬁéo) ={1lp—1, Tolr2,...,Ciz_gy 2l (1432 }»

leaving T'g and I'(741)/2 unused.
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(b) % pairs are picked from each of the sets GV through G2 =1

ﬁgl) = {Tpslor—1, Triolor—a, ...,
ey FL+(L_1)/2FL+(L+1)/2 },
2r—1
£ér )= {F(2r—1)L+1F2"—17 Lor-nrelon-2, -,

Lr—1yr+-1)/2L @r—1) L4+ +1)/2 }>

leaving the first operator in each set unused.

(¢) Finally, the unused I'-operators from different sets are put together as specified below,

to get the remaining r length-2 operators:
L8 = {Toly, TorTar, ... Tr—2)el @1 }-
The set of length-2 operators is then given by
Lo=rPuc® oYk,

which gives |Co| = Z52 + (2r — 1) () +r=rL—- 22 4 r=n—1.

3. Higher-length operators that commute with I'(;_1)/ and Lo are then chosen by combining
['(1—1)/2 with appropriate combinations of the length-2 operators. As before, any even-length
operator of length ¢ = 2i is obtained by combining ¢ length-2 operators from L. Any operator

of odd-length ¢ = 2i + 1, is created by appending I'(z_1)/2 to a length-2i operator.

Putting together all the operators created in Steps [1]-[3], we get the desired cardinality for the
class (see (B.I1))), that is, |Co| = 2™ — 1.

Proof of properties (P1) through (P3): The different length operators have again been picked
in such a way as to ensure that they all commute with each other. Since the remaining L — 1
classes are generated by successive applications of the unitary U to the elements of Cy, we have

U :Ci = C(i41) mod - Thus (P1) and (P3) are satisfied. It remains to prove that the classes
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constructed here also satisfy property (P2).
As in the earlier case of 2n + 1 classes, the operators in each of the sets {ﬁ(o), Egl), e ,ﬁgzr_l)}

correspond to unique values of the spacing function:
S(LY)={L—2,L—4,..,1}Vie[0,2r —1].

This guarantees by Lemma [B.1.7] that these operators cycle through mutually disjoint sets under
U. Since the operators in Egzr) are formed by combining T-operators from different sets G, each
of them cycles through a different set of operators under U. Thus we see that all the length-2
operators in Cy cycle through mutually disjoint sets.

Before we proceed to discuss the higher-length operators, we make one further observation

about the length-2 operators. The operators in L9 correspond to index sets which satisfy
£2(Cl) = {Fil Fiz | 11 + 72 = Omod L}. (B.13)

In particular, the length-2 operators in the set £(2”) have been picked carefully so as to ensure that
the above constraint is satisfied. In fact, this was the rationale behind leaving out the first operator
in each of the sets GV while choosing the corresponding length-2 elements in Eg).

The higher-length operators in Cy can be of two types:
(a) Products of I'-operators from a single set G(*) alone, and,
(b) Products of T-operators from more than one set.

Since an operator of type (a) cannot cycle into one of type (b) under the action of U, these two

cases can be examined separately.

Operators of type (a): The maximum length that an operator of type (a) can have, as per our
construction, is L — 1. We have ensured this by leaving at least one operator of each of the sets G*)
unused in constructing the length-2 operators. Furthermore, the constraint in (B3] implies that
the index sets corresponding to such higher length operators in Cy, sum to the same value modulo

L. More precisely, any even-length index set of length ¢ = 25, where the indices are all drawn from
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a given set Q(i), satisfies

i1+ia+...+7 = OmodlL,

v (il,’ig,...,il) € Cp. (B.14)

And any index set of odd length ¢ = 25 + 1 satisfies
L-1
ntio+...4+14 = <T> mod L,

A (il,ig,...,il) € Co. (B15)

Then, invoking Lemma [B.1.2l with ¢, = 0 for even values of ¢ and ¢, = (L — 1)/2 for odd values of

¢, we see that no operator of type (a) can belong to more than one class, for prime values of L.

Operators of type (b): An operator of type (b) is a product of operators from smaller sets
Kj € GU). Consider a length-¢ operator, @ which comprises ¢, T-operators from G, ¢; operators

from G, and in general, ¢; from the set G().

O=Ty .05 Ty Ty Ty Ty,

KoCG©® KiCg® Kaor_1CG2r—1)

Note that by our construction, the operator O exists in more than one class if and only if, for all
K; the product of all operators in K; also belongs to more than one class. In what follows, we
show that our construction ensures that this is not possible. In particular, given a set of length-
¢ operators in Cy which can be broken down into smaller sets as described above, we will show
that there exists at least one set K; in every such length-¢ operator O, such that the products of
operators in K; corresponding to different length-¢ operators cycle through mutually disjoint sets,
as defined earlier.

Note the following two facts about the subsets K;. First, our construction ensures that any
subset K; C GUY of a given size ¢;, satisfies either (B.I4) or (B.IH) depending on £; being even
or odd. Second, note that the maximum size of these subsets is £; < L. However, in order to

invoke Lemma [B.1.2], we still require ¢; to be strictly less than L. We thus need to show that every
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length-¢ operator must have at least one subset K; of size ¢; < L.
Suppose there exists a length-£ operator such that every subset is of size L. Then, such an

operator has to be of length

b=byg+ 01+ ...+ o1 =2rL =2n. (B16)

However the maximum value of £ in our construction is 2n — 1, implying that at least one of the
2r subsets must be of a size strictly smaller than L. And, for such a subset of size less than L,
constraints (B.I4)) and (B.I5]) ensure that the same subset cannot be found in more than one class,

provided L is prime. B
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