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ABSTRACT

Quantum cryptography leverages unique features of quantum mechanics in order to construct
cryptographic primitives which are oftentimes impossible for digital computers. Cryptographic
applications of quantum computers therefore have the potential for useful quantum advantage—
entirely without computational speed-ups. Can we use the power of quantum states to address
fundamental limitations in the world of classical cryptography, such as the intricate problem of
“revoking” information from an untrusted party? This thesis undertakes a systematic study of how
to delegate and revoke privileges in a world in which quantum computers become widely available.
As part of a single framework we call revocable cryptography, we show how to revoke programs,

encrypted data, and even cryptographic keys under standard assumptions.

In the first part of this thesis, we focus on the following question: can we use the no-cloning
principle of quantum mechanics and encode a program in such a way that it can be evaluated, yet
it cannot be pirated? Naturally, we would also like to ensure that, once the program is “returned,”
the recipient loses its ability to evaluate it. While this quantum notion of secure software leasing
(SSL) was shown to be impossible for general programs by Ananth and La Placa (Eurocrypt 2021),
their work left open the possibility that it is achievable for more primitive classes of programs. We
construct an SSL scheme for a large class of evasive functions known as compute-and-compare
programs—a more expressive generalization of point functions. Our scheme can be instantiated
with any cryptographic hash function, and we prove its security in the quantum random oracle
model. As a complementary result, we also construct a quantum copy-protection scheme for multi-
bit point functions, which achieves a related but stronger notion of software protection previously
introduced by Aaronson (CCC 2009).

In the second part of this thesis, we ask: is it possible to provably delete information by leveraging
the laws of quantum mechanics? We revisit a cryptographic notion called certified deletion,
which was proposed by Broadbent and Islam (TCC 2020). While this remarkable notion allows
a classical verifier to be convinced that quantum ciphertext has been deleted by an untrusted
party, it offers no additional layer of functionality. We use Gaussian superpositions over lattices
to construct the first fully homomorphic encryption scheme with certified deletion — a protocol
which allows an untrusted quantum server to compute on encrypted data and to also prove data
deletion to a client. Our scheme has the desirable property that verification of a deletion certificate
is public; meaning anyone can verify whether deletion has taken place. Assuming the quantum
subexponential hardness of the learning with errors problem (Regev, STOC 2005), we can prove
that our scheme achieves a particularly strong information-theoretic deletion guarantee; namely,

once a valid deletion certificate is presented, the plaintext remains hidden even if the adversary is
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subsequently allowed to run in unbounded time.

In the final part of this thesis, we ask: is it possible to revoke a crytographic key by using the power
of quantum information? We give an affirmative answer to this question and design cryptosys-
tems with key-revocation capabilities; specifically, we consider schemes with the guarantee that,
once the secret key (represented as a quantum state) is successfully revoked from a user, they no
longer have the ability to perform the same functionality as before. We define and construct sev-
eral fundamental cryptographic primitives with key-revocation capabilities, namely pseudorandom
functions, secret-key and public-key encryption, and even fully homomorphic encryption, assuming
the subexponential hardness of the learning with errors problem. Central to all our constructions is
our approach for making the Dual-Regev encryption scheme (Gentry, Peikert and Vaikuntanathan,
STOC 2008) revocable.



Vil

PUBLISHED CONTENT AND CONTRIBUTIONS

The chapters of this thesis are based on the following publications or preprints.

Chapter 3:

Chapter 4:

Chapter 5:

This is based on the following work:

Andrea Coladangelo, Christian Majenz, and Alexander Poremba. “Quantum copy-protection
of compute-and-compare programs in the quantum random oracle model.” In: arXiv preprint
arXiv:2009.13865 (2020).

This work is based on a collaboration which started at the “Quantum Wave in Computing”
2020 spring program at the Simons Institute for the Theory of Computing. It was presented
as a contributed talk at QIP 2021. Each author made significant contributions to the paper.

This is based on the following works:

Alexander Poremba. “Quantum Proofs of Deletion for Learning with Errors.” In: Pro-
ceedings of the 14th Innovations in Theoretical Computer Science Conference, ITCS 2023,
January 10-13, 2023, MIT, Cambridge, Massachusetts, USA. Ed. by Yael Tauman Kalai.
Vol. 251. LIPIcs. Schloss Dagstuhl - Leibniz-Zentrum fiir Informatik, 2023, 90:1-90:14.

This work was presented at QIP 2022, QCRYPT 2022, the ASIACRYPT Quantum Cryptog-
raphy Workshop 2022, and ITCS 2023.

James Bartusek, Dakshita Khurana, and Alexander Poremba. ‘“Publicly-Verifiable Deletion
via Target-Collapsing Functions.” In: arXiv preprint arXiv:2303.08676 (2023).

This is a collaboration with James Bartusek and Dakshita Khurana, and came about after a
visit to the University of Illionois, Urbana-Champaign. In a joint effort, we developed new
techniques which allowed us to prove the “strong Gaussian-collapsing conjecture,” a property

of the Ajtai hash function which I posed in my paper above. To appear in CRYPTO 2023.
This is based on the following work:

Prabhanjan Ananth, Alexander Poremba, and Vinod Vaikuntanathan. “Revocable Cryptog-
raphy from Learning with Errors.” In: arXiv preprint arXiv:2302.14860 (2023).

This is a collaboration which started at the 2022 summer program “Extended Reunion: The
Quantum Wave in Computing” at the Simons Institute for the Theory of Computing. Much
of the work was completed in a joint effort during my visits to UC Santa Barbara, where |
visted Prabhanjan Ananth, and MIT, where I visited Vinod Vaikuntanathan.



viil

The following works were completed during my PhD, but are not included in this thesis:

[1]

(2]

[3]

[4]

[5]

[6]

James Bartusek et al. Weakening Assumptions for Publicly-Verifiable Deletion. 2023. arXiv:
2304.09846 [quant-ph].

Alexandru Gheorghiu, Tony Metger, and Alexander Poremba. Quantum cryptography with
classical communication: parallel remote state preparation for copy-protection, verifica-
tion, and more. 2022. arXiv: 2201.13445 [quant-ph].

Andrés Gilyén and Alexander Poremba. Improved Quantum Algorithms for Fidelity Esti-
mation. 2022. arXiv: 2203.15993 [quant-ph].

Gorjan Alagic et al. “On Quantum Chosen-Ciphertext Attacks and Learning with Errors”.
In: Cryptography 4.1 (2020). 1ssN: 2410-387X. por: 10.3390/cryptography4010010.
URL: https://www.mdpi.com/2410-387X/4/1/10.

Marco Cerezo et al. “Variational Quantum Fidelity Estimation”. In: Quantum 4 (Mar.
2020), p. 248. 1ssN: 2521-327X. por: 10.22331/q-2020-03-26-248. URL: https:
//doi.org/10.22331/9-2020-03-26-248.

Sumeet Khatri et al. “Quantum-assisted quantum compiling”. In: Quantum 3 (May 2019),
p. 140. 1ssN: 2521-327X. por: 10.22331/9-2019-05-13-140. URL: https://doi.
org/10.22331/q9-2019-05- 13- 140.


https://arxiv.org/abs/2304.09846
https://arxiv.org/abs/2201.13445
https://arxiv.org/abs/2203.15993
https://doi.org/10.3390/cryptography4010010
https://www.mdpi.com/2410-387X/4/1/10
https://doi.org/10.22331/q-2020-03-26-248
https://doi.org/10.22331/q-2020-03-26-248
https://doi.org/10.22331/q-2020-03-26-248
https://doi.org/10.22331/q-2019-05-13-140
https://doi.org/10.22331/q-2019-05-13-140
https://doi.org/10.22331/q-2019-05-13-140

X

TABLE OF CONTENTS
Acknowledgements . . . . . .. L L L e e e e e iii
ADSIract . . . . . . e e e e e e e v
Published Content and Contributions . . . . . . . . .. . ... ... ... ... ... .. vii
Table of Contents . . . . . . . . . . . e e e e e e viii
Chapter I: Introduction . . . . . . . . . . . e e e e e e e 1
Chapter II: Preliminaries . . . . . . . . . . . . . 0 0 e e e e 7
2.1 Notation. . . . . . . . . . e e e e e e 7
2.2 Quantum Computation . . . . . . . ... e e e e e e e e e e e e e e 8
2.3 Classical and Quantum Entropies . . . . . . . . .. .. ... .. .. .. ... .. 10
2.4 Fourier Analysis . . . . . . . L e e e e e e e 11
2.5 Generalized Pauli Operators . . . . . . . . . . . .. . . e 12
2.6 Lattices and the GaussianMass . . . . . . . . . ... L L L oo 14
2.7 Cryptography . . . . . . . . . e e e e 19
Chapter III: Revoking Unclonable Programs . . . . . . .. ... ... ... ... ...... 22
3.1 Introduction . . . . . . . . .. e e e e e 22
3.2 Preliminaries . . . . . . . . ... e e e e e e e e e 31
3.3 Quantum Copy-Protection . . . . . .. .. .. ... ... ... 36
3.4 Quantum Copy-Protection of Multi-Bit Point Functions . . . . ... ... ... .. 38
3.5 Secure Software Leasing . . . . . . . . .. ... e 45
3.6 Secure Software Leasing for Compute-and-Compare Programs . . . . . . ... .. 47
Chapter 1V: Revoking Encrypted Data: Publicly-Verifiable Deletion . . . .. .. ... ... 66
4.1 Introduction . . . . . . . . . . e e e e 66
4.2 Primal and Dual Gaussian States . . . . . . . . . .. ... oo 77
4.3 Gaussian-Collapsing Hash Functions . . . . . ... ... ... ... ........ 84
4.4 Public-Key Encryption with Publicly-Verifiable Deletion . . . . . . ... ... ... 94
4.5 Dual-Regev Public-Key Encryption with Publicly-Verifiable Deletion . . . . . . . . 95
4.6 Fully Homomorphic Encryption with Publicly-Verifiable Deletion . . . . . . . . .. 101
4.7 Dual-Regev Fully Homomorphic Encryption with Publicly-Verifiable Deletion . . . 103
4.8 Four-Message Protocol for FHE with Simultaneous Data Deletion . . . . . .. . .. 115
Chapter V: Revoking CryptographicKeys . . . . . . ... ... ... ... .. ....... 119
5.1 Introduction . . . . . . . . . L e e 119
5.2 Quantum Discrete Gaussian Sampling for g-ary Lattices . . . . . . ... ... ... 135
5.3 Quantum Goldreich-Levin Theorem for Large Fields . . . . . ... ... ... ... 139
5.4 Definition: Key-Revocable Public-Key Encryption . . . . ... ... .. ... ... 141
5.5 Key-Revocable Dual-Regev Encryption . . . . . .. ... ... ... ... ..... 143
5.6 Key-Revocable Fully Homomorphic Encryption . . . .. ... ... .. ...... 165
5.7 Revocable Pseudorandom Functions . . . . . . . ... ... ... ... ..., 169

Bibliography . . . . . ..o 185



Chapter 1

INTRODUCTION

Quantum computers have the potential to completely transform disciplines such as physics and
material science [47, 95]. While large-scale quantum computing is at least several decades away,
the promise of quantum advantage has spurred an interest in developing quantum algorithms for
problems in quantum chemistry, optimization, and machine learning. To this day, however, it is still
unclear whether these areas admit exponential speed-ups for practically relevant problems [1, 94].
Moreover, due to the massive overhead required for quantum error-correction, it seems that mere

polynomial speed-ups will not be of practical relevance for perhaps several decades to come [124].

Quantum cryptography has also received significant attention by both industry and academia in the
advent of quantum key distribution (QKD) [29], which enables secure communication from the laws
of physics alone. This is in contrast with conventional public-key encryption systems that require
computational assumptions, such as the hardness of factoring, discrete log or worst-case lattice
problems. While QKD is frequently criticised [118] for being less practical compared to classical
post-quantum alternatives, recent advances in quantum cryptography have also given rise to entirely
new primitives which have no classical counterpart. At the heart of these new primitives lies the
no-cloning principle of quantum mechanics [135, 56] which stipulates that it is fundamentally
impossible to copy an unknown quantum state. In his seminal work from the 1970s, Wiesner [132]
proposed a quantum money scheme, wherein quantum states are used to construct banknotes that
can be verified but cannot be counterfeited. Ever since this watershed moment, and especially so in
recent years, a wide variety of so-called unclonable primitives [2, 4, 128, 27, 41, 40, 17, 70] have
been studied and constructed. Due to its quantum nature, unclonable cryptography seems to offer

an alternative path towards quantum advantage—entirely without computational speed-ups.

Following Wiesner’s work, Aaronson [2] introduced the idea of public-key quantum money as a
means of generating unforgeable quantum banknotes that anyone (not just the bank) can verify. In the
very same work, Aaronson also proposed the idea of quantum copy-protection to prevent software
piracy. Ananth and La Placa [17] later introduced a weaker form of software protection called
secure software leasing in which the quantum program is eventually returned and verified. Another
line of work [75, 128, 40, 41] exploits no-cloning to protect ciphertexts from being replicated.
Gottesman [75] proposed the notion of unclonable encryption—a concept that was recently revisited
by Broadbent and Lord [41]. Unruh [128] gave a quantum timed-release encryption scheme that

is revocable: it enables a user to return a timed-release encryption before some fixed amount of
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time has passed, thereby losing all access to the data. Broadbent and Islam [40] constructed a
quantum encryption scheme with certified deletion which is inspired by the QKD protocol [29,
122]. This cryptographic notion is made possible by the principle of complementarity of quantum
mechanics, which ensures that one cannot measure two mutually incompatible observables at the
same time. Contrary to Unruh’s [127] notion of revocable quantum ciphertexts, certificates of
deletion are entirely classical. The security definition requires that, once a valid certificate is
presented, the plaintext remains hidden even if the secret key is later revealed. Hiroka et al. [83]
later constructed more advanced primitives with certified deletion; namely, public-key and attribute-
based encryption. In later work, Bartusek and Khurana [23] considered generic transformations
for encryption schemes with certified deletion. Building on the work of Broadbent and Islam [41],
they use Wiesner’s conjugate coding to construct advanced encryption systems with the stronger
notion of certified everlasting security, which allows the adversary to be unbounded once deletion is
successful. A similar notion of everlasting security was previously considered by Hiroka et al. [82]

who studied certified everlasting zero-knowledge proofs for QMA.

A recent series of works studied unclonable primitives in the context of advanced functionalities,
such as digital signatures, decryption and pseudorandom functions. Ben-David and Sattath [27]
proposed quantum signature tokens that prevent a recipient from signing more than one message
at a time. Georgiou and Zhandry [70] considered unclonable decryption keys. Coladangelo et
al. [53] constructed a copy-protection scheme for pseudorandom functions using subspace coset

states, which can be seen as an extension of Wiesner’s conjugate coding technique.

Unlike in classical cryptography, where many fundamental (and even advanced) cryptographic
primitives can be based solely on the hardness of lattice problems, primarily in the form of the
learning with errors assumption [112], the situation is quite different in the world of unclonable
cryptography. While some unclonable primitives are achievable information-theoretically in re-
stricted settings, such as in the private-key setting [41, 40, 70, 23, 88] or with respect to weaker
notions of software protection [52, 89, 42], most advanced primitives either require strong crypto-
graphic assumptions [70, 54, 119], or rely on unproven conjectures [4, 136]. This is especially the
case for unclonable primitives with strong functionalities, such as public-key quantum money [4,
136, 119], copy-protection of pseudorandom functions and digital signatures [54, 96] or unclonable
decryption keys [70, 54] which require non-standard assumptions such as indistinguishability ob-
fuscation [22] or extractable witness encryption [64]. On the contrary, unclonbable primitives with
more limited functionalities, such as weaker variants of public-key quantum money [110, 116],
unclonable public-key encryption schemes [14] or public-key encryption schemes with certified
deletion [23, 84] are achievable under standard assumptions, such as in the quantum random oracle

model [34] or from the learning with errors assumption [112].
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To this day, many unclonable primitives are still either directly [40, 41, 70] or indirectly [90, 82,
53] rooted in Wiesner’s conjugate coding technique, and can only achieve advanced functionalities
when combined with strong building blocks from the world of classical cryptography. In particular,
constructing advanced primitives such as public-key quantum money or copy-protection schemes
from lattices remains a fundamental open problem in cryptography. This raises the following ques-
tions: Can we design advanced unclonable primitives using techniques that go beyond Wiesner’s
conjugate coding approach? If so, is it possible to base these primitives on standard assumptions,
such as the hardness of worst-case lattice problems? And lastly, is it possible to use quantum

information to introduce new features to cryptographic primitives, beyond unclonability?

This thesis

In the past few decades, we have witnessed the birth of remarkable cryptographic primitives, such
as secure multi-party computation [28], zero-knowledge proof systems [74, 98], and even fully
homomorphic encryption [113, 66, 37]. However, despite a lot progress, several fundamental
problems still seem remain out of reach for classical cryptography. For instance, can we use
cryptography to prevent software piracy—a problem that accounts for billions of dollars of losses
every year? Can we revoke decryption priviliges from a network of users? Can we certify that user
data stored on a remote cloud server has been deleted? Data protection, in particular, has become
a major challenge in today’s age of cloud computing and artificial intelligence. Collectively, all of
these problems amount to a single fundamental question, namely: how can we “revoke” sensitive
information from an untrusted party? If the information at hand is represented in terms of classical

bits, then such a task is clearly impossible to achieve on conventional digital computers.

The central goal of this thesis is to understand how to delegate and revoke privileges in a world in
which quantum computers become widely available. We make progress on the following questions,
in particular: Can we use the power of quantum states in order to encode useful information that
can later be revoked? How can we go about formalizing the notion that certain privileges have been
revoked? Is it possible to provide meaningful guarantees for revocation, particularly in the context
of programs and decryption keys which offer additional functionalities? We show that quantum

computers are uniquely capable at addressing all of these questions.

The framework: Revocable cryptography

This thesis continues a recent line of work in quantum cryptography dealing with revoking and
certifiably deleting states in the form of ciphertexts and programs [127, 40, 70, 17, 82, 90, 23].
As part of a single unified framework which we call revocable cryptography, we show how to use
quantum information to revoke large classes of programs, encrypted data, and even cryptographic

keys under standard cryptographic assumptions, such as the worst-case hardness of lattice problems.



Outline
Let us now give a brief overview over each chapter and its contributions. We begin with Chapter 2,
where we introduce some relevant background on quantum computing and lattices. The latter will

especially be relevant for Chapter 4 and Chapter 5.

Revocable programs. In Chapter 3, we focus on the task of revoking programs. Here, we
mainly consider the notion of secure software leasing (SSL) which was proposed by Ananth and
La Placa [17] and captures the following scenario: an authority wishes to “lease” a program f (in
the form of a quantum state o) to a user who is supposed to “return” the program at a later point
in time. Once the supposed copy is returned and verified, the security property requires that the
recipient can no longer compute f. Our contributions in this chapter are the following. First, we
introduce a new operational security definition for SSL (Section 3.5) by means of a cryptographic
security game which does not limit the adversary to performing the honest evaluation procedure.
This allows us to significantly strengthen the original security definition introduced by Ananth
and La Placa [17]. Second, we give an affirmative answer to a question which was posed by the
authors; namely, is it possible to construct an SSL scheme for a simple class of programs from
standard cryptographic assumptions? Our main result is an SSL scheme for a large class of evasive
functions known as compute-and-compare programs. Here, we consider programs CC[ f, y| which
are specified by a function f and a string y within its range: on input x, CC[ f, y] outputs 1, if
f(x) =y, and 0 otherwise. Our construction is based on Wiesner’s conjugate coding technique,
and can be instantiated with any cryptographic hash function. To prove the security of our SSL
scheme, we have to resolve several technical hurdles; in particular, we have to show that the
monogamy of entanglement persists, even if the adversary is allowed to interact with a random
oracle (which may reveal additional information about the underlying quantum state). Finally, as
a complementary result, we make a conceptual connection between unclonable encryption and
quantum copy-protection; specifically, we show that we can generically convert any unclonable
encryption scheme into a quantum copy-protection scheme for multi-bit point functions, provided
it has a mechanism for wrong-key detection. We observe that the latter property can easily be

achieved by simply outputting a hash of the secret key.

Encryption with publicly-verifiable deletion. In Chapter 4, we focus on the problem of revoking
encrypted data. Our results build on a cryptographic notion called certified deletion, which was
proposed by Broadbent and Islam [40]. While this remarkable notion allows one to certify that
a quantum ciphertext was deleted by an untrusted party, it offers no additional functionality. The
following question, in particular, was left as open problem: can we enable a cloud server to compute

on encrypted data, while also allowing the server to prove data deletion to a client? It is not obvious



Figure 1.1: Primal Gaussian state. Figure 1.2: Dual Gaussian state.

that such a primitive even exists; for all we know, the server could just homomorphically compute
a (secret) classical copy of the encrypted data. We give an affirmative answer to this question
and construct the first fully homomorphic encryption scheme with certified deletion, assuming the
subexponential hardness of learning with errors [112]. Our scheme has the desirable property that
verification of a deletion certificate is completely public; meaning that anyone can verify whether
deletion has taken place. Central to our construction is the (classical) Dual-Regev encryption
scheme (and its variants), which was introduced by Gentry, Peikert and Vaikuntanathan [68]. Our
techniques for constructing encryption schemes with certified deletion deviate significantly from the
conjugate coding approach used by Broadbent and Islam [40]. Inspired by Regev’s reduction from
worst-case lattice problems [112], we make use of so-called Gaussian superpositions over lattices,
and apply them in the context of certified deletion. Our ciphertext consists of a superposition of
Gaussian balls around “random” lattice points. We refer to this superposition as the primal state
(see Figure 1.1). Depending on whether we encrypt b = 0 or b = 1, we additionally shift each noisy
lattice point by an appropriate vector of large norm. By the learning with errors assumption, this
computationally hides b. Moreover, using trapdoor information, it is also possible to detect whether
such a shift has occurred—thereby allowing one to “decrypt” and to recover the original bit. To
enable certified deletion, we make use of the rich structure of Gaussian superpositions. We observe
that, when applying the quantum Fourier transform to the primal state, we obtain a superposition
over Gaussian-weighted vectors in the dual lattice. We call this superposition the dual state (see
Figure 1.2). Moreover, by equipping the primal state with an appropriate complex phase, we can
additionally guarantee that a measurement of the dual state produces a short vector in a shift of the
dual lattice. We then ask: can such a short vector serve as a deletion certificate? At first sight,
it seems as if the principle of complementarity in quantum mechanics would immediately prevent
an adversary from being able to measure such a quantum state in two incompatible bases, say the
computational basis and the Fourier basis. In our case, however, we are dealing with computational
assumptions which further complicates the matter. We introduce several new proof techniques that

generalize the notion of collapsing hashes [125] and allow us to prove a strong notion of certified
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deletion. Finally, as a simple extension of our homomorphic encryption scheme, we describe a
four-message protocol for FHE with simultaneous data deletion, which allows an untrusted quantum
server to compute on encrypted data and to simultaneously prove data deletion to a client—all in a

single interactive protocol.

Revoking cryptographic keys. In Chapter 5, we build on the no-cloning principle of quantum
mechanics and design cryptosystems with key-revocation capabilities. Our contributions are the
following. First, we present formal definitions of what it means to “return” a cryptographic key.
Broadly speaking, our security notion guarantees that, once the secret key (in the form of quantum
states) is revoked from a user, they no longer have the ability to perform the same functionality
as before. Second, we construct several fundamental cryptographic primitives with key-revocation
capabilities, namely pseudorandom functions, secret-key and public-key encryption, and even fully
homomorphic encryption, assuming the hardness of lattice problems. To this end, we adopt many
of the techniques we already used in Chapter 4. In particular, we use Gaussian superpositions to
generate quantum decryption keys which are naturally compatible with the Dual-Regev public-key
encryption scheme. To prove the revocation security of our schemes, we have to overcome multiple
technical hurdles. First, how can we efficiently check whether a state corresponds to a particular
Gaussian superposition? This task is notoriously difficult and has remained a major bottleneck in
previous attempts at constructing public-key quantum money schemes from lattices. Fortunately, in
the context of key-revocation, we can perform such a verification check in private using appropriate
trapdoor information (which is not known to the recipient of the decryption key). We construct an
algorithm that allows one to project onto particular Gaussian state with access to a lattice trapdoor.
Our procedure can be thought of as an explicit quantum reduction between the inhomogenous short
integer solution problem [9] and the learning with errors problem [112]. Second, how can we use
an adversary that can simultaneously pass revocation and still retain decryption privileges in order
to break a computational assumption? During the reduction, we must necessarily simulate the
entire security experiment; this includes the revocation phase as well. However, checking whether
the returned state is valid requires a trapdoor which is not available during the reduction. It appears
the security proof is stuck. We show how to overcome this barrier using techniques from the theory
of quantum rewinding [100, 138]. Our main result is a simultaneous search-to-decision reduction
with quantum auxiliary input, which is tailored towards the Dual-Regev scheme. Informally, our
theorem says the following: any strategy that passes revocation (with overwhelming probability)
and simultaneously retains its decryption privileges can be converted into an efficient extractor that
can “extract” a decryption key from the adversary’s state. This crucial insight allows us to complete
the reduction, and to base the security of our schemes on the hardness of the short integer solution

and learning with errors problems—provided revocation succeeds with high probability.



Chapter 2

PRELIMINARIES

2.1 Notation.
We write negl(-) to denote any negligible function, which is a non-negative function f with the
C

property that, for every constant ¢ € N, there exists N € N such that for alln > N, f(n) < n™°.
Similarly, we write poly(-) to denote any polynomially bounded function f such that f(n) < n°.

We use the following norms:

For x € C", we denote the £? norm by ||x]|.

For M € C™, we denote by ||M|| the £, norm of the longest column of M.

For M € C"™, we denote by |[M]|; = sup|x=1 [IMx]|| the operator norm.

For M € C"™ we denote the trace norm by |M||; = Tr[ VMTM].

The Hellinger distance between two discrete probability distributions P and Q over a finite domain

Q is defined as the quantity,
H*(P,Q)=1- ) P(w)Q(w).
weR
The total variation distance between two random variables X and Y with domain € is defined as
1
1X =Yl =5 3 |PrlX = w] = Pr[Y = ]|
weQ
We denote the expectation value of a random variable X with domain X by

E[X] = ZxPr[X =x].

xeX

. $ . . .
The notation x < € denotes sampling of x uniformly at random from a domain €2, whereas x ~ D

denotes sampling of an element x according to the distribution D.

Given m € N and an integer modulus g > 2, we represent elements in the ring Z7" as integers in

the range Z" N (—%, %]m. Let p € N. The rounding operation for ¢ > p > 2 is the function

Llp © Zg = 7Zp : x = [(p/q)-x] (mod p).



2.2 Quantum Computation

For a comprehensive overview of quantum computation, we refer to the introductory texts [105,
133]. We denote a finite-dimensional complex Hilbert space by H, and we use subscripts to
distinguish between different systems (or registers). For example, we let H4 be the Hilbert space
corresponding to a system A. The tensor product of two Hilbert spaces H4 and Hp is another
Hilbert space denoted by Hap = Ha @ Hp. The Euclidean norm of a vector [¢) € H over the
finite-dimensional complex Hilbert space HH is denoted as ||| = \/W . Let L(H) denote the
set of linear operators over /. A quantum system over the 2-dimensional Hilbert space H = C?
is called a qubit. For n € N, we refer to quantum registers over the Hilbert space H = (C2)®"
as n-qubit states. More generally, we associate qudits of dimension d > 2 with a d-dimensional
Hilbert space H = C“. For brevity, we sometimes write H} = H?", where Hy is d-dimensional.
We use the word guantum state to refer to both pure states (unit vectors |¢) € H) and density
matrices o € D(H), where we use the notation D (H) to refer to the space of positive semidefinite
matrices of unit trace acting on H. For convenience, we frequently consider subnormalized states,
i.e., states in the space of positive semidefinite operators over H with trace norm not exceeding 1,

denoted by S<(H). The trace distance of two density matrices o, o € D(H) is given by

llo -l = %Tr [\/(Q -o)f(e- U)] :

We frequently use the compact notation o ~, o which means that there exists some € € [0, 1] such
that ||o — o ||x < €. A classical-quantum (CQ) state o € D(Hxp) depends on a classical variable
in system X which is correlated with a quantum system B. If the classical system X is distributed
according to a probability distribution Px over the set X, then all possible joint states pxp can be

expressed as

oxp = ) Px(x) Ix){xlx ® 0.
xeX

Quantum channels and measurements. A quantum channel ® : L(H,) — L(Hp) is a linear
map between linear operators over the Hilbert spaces H4 and Hp. We use the compact notation
®,4_,p to denote a quantum channel between L(H,) and L(Hp). We say that a channel @ is
completely positive if, for a reference system R of arbitrary size, the induced map ® ® 1 is positive,
and we call it trace-preserving if Tr[®(X)] = Tr[X], for all X € L(H). A quantum channel that
is both completely positive and trace-preserving is called a quantum CPTP channel. A unitary
U : L(Hy) — L(Hy) is a special case of a quantum channel that satisfies U'U = UUT = 1,4.
An isometry is a linear map V : L(H4) — L(Hp) with dim(Hp) > dim(Hy) and VIV = 1. A
projector II is a Hermitian operator such that II? = I, and a projective measurement is a collection

of projectors {Il;}; such that )}, ITI; = 1. A positive-operator valued measure (POVM) is a set of



9

Hermitian positive semidefinite operators {M;} acting on a Hilbert space H such that }; M; = 1.
The diamond norm of a quantum channel ® : L(Hy4) — L(H3p) is defined by

I®llo = max [(Pa—p ®Lr)(0)]l1,

where the maximization is over all o € D(H4 ® Hg) and where R is an arbitrary register.

Quantum algorithms. By a polynomial-time quantum algorithm (or QPT algorithm) we mean a
polynomial-time uniform family of quantum circuits given by C = (J,,c;y Cp, Where each circuit C €
C is described by a sequence of unitary gates and measurements. Similarly, we also define (classical)
probabilistic polynomial-time (PPT) algorithms. A quantum algorithm may, in general, receive
(mixed) quantum states as inputs and produce (mixed) quantum states as outputs. Occasionally, we
restrict QPT algorithms implicitly. For example, if we write Pr[A(14) = 1] for a QPT algorithm
A, it is implicit that A is a QPT algorithm that outputs a single classical bit.

We extend the notion of QPT algorithms to CPTP channels via the following definition.

Definition 1 (Efficient CPTP maps). A family of CPTP maps {®, : L(Hys,) — L(Hp,)}ren is
called efficient, if there exists a polynomial-time uniformly generated family of circuits {Cy}ren

acting on the Hilbert space Hu, ® Hp, ® Hc, such that, for all A € N and for all o € Hp,,

Dy(04) = Tra,c, [Caloa ® 10X0lp,c,)]-

Definition 2 (Indistinguishability of ensembles of quantum states, [129]). Let p : N — N be
a polynomially bounded function, and let o, and o) be p(A)-qubit quantum states. We say that
{01} 1erv and {0y } ren are quantum computationally indistinguishable ensembles of quantum states,
denoted by o, ~. o, if, for any QPT distinguisher D with single-bit output, any polynomially
bounded q : N — N, any family of q(A)-qubit auxiliary states {v,}en, and every A € N,

|Pr[D(1Y, 0, @ v2) = 1] = Pr[D(1%, 03 @ va) = 1]| < negl() .

We frequently use the following lemma.

Lemma 1 (“Almost As Good As New” Lemma, [3]). Let 0 € D(H) be a density matrix over a
Hilbert space H. Let U be an arbitrary unitary and let (Ilo, I11 = 1 — Iy) be projectors acting
on H ® Hayx. We interpret (U, Xy, I1}) as a measurement performed by appending an ancillary
system in the state |0X0| .y, applying the unitary U and then performing the measurement {Ilo, I1; }
on the larger system. Suppose that the outcome corresponding to Iy occurs with probability 1 — &,
for some & € [0, 1]. In other words, it holds that Tr[Ilo(Uo ® |0X0|,,, U] = 1 — &. Then,

o - olle < Ve,
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where g is the state after performing the measurement and applying U, and after tracing out Hauy:

6 = Traue | U" (o (0 @ 10X0lap) U Tlo + 11U (0 @ [0X0lay) UM ) U]

The following lemma is a quantum analogue of the standard union bound.

Lemma 2 (Quantum Union Bound, [62]). Let o € D(H) be a state and let 111, ..., 11, > 0 be
sequence of (orthogonal) projections acting on H. Suppose that, for every i € [n], it holds that
Tr[I; 0] = 1 —¢;, forg; € [0, 1]. Then, if we sequentially measure o with projective measurements
{1, I-1,},...,{I1,,,I1-11,}, the probability that all measurements succeed is at least

n
Tr[M, - Mol M, ] > 1-4 ) &,
i=1

We also use the following lemma on the closeness to ideal states:

Lemma 3 ([Unruh2013], Lemma 10). Let I1 be an arbitrary projector and let o be density matrix
with Tr[Ilo] = 1 — &, for some & > 0. Then, there exists an ideal state o™ with the properties that

o llo-0"llw < Ve

e 0" is a mixture in the image of I, i.e., 0 = Y, pi|Wi){Wi| is a normalized state with
|y € im(Il), >; pi = 1 and p; > 0, for all i.

In other words, 0" is within trace distance & > 0 of the state o and lies in the image of Il.

2.3 Classical and Quantum Entropies

We introduce a few basic notions of entropy — both in the classical and and the quantum setting.

Classical entropies. Let X be arandom variable with an arbitrary distribution Px over an alphabet

X. The min-entropy of X, denoted by Hp,in(X), is defined by the following quantity

Hppin(X) = -1 Pr [X =x]]|.
(X) Og(%?‘xix[ X])

The conditional min-entropy of X conditioned on a correlated random variable Y is defined by

Lemma 4 (Leftover Hash Lemma, [80]). Let n,m € N and g > 2 a prime. Let P be a distribution
over Zy and suppose that Huyin(X) 2 nloggq +2log(1/e) + O(1) for € > 0, where X denotes a
random variable with distribution P. Then, the following two distributions are within total variance

distance &:
(A,A-x(modgq)) =, (Au): A <7, ul 7z
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Quantum Entropies.

Definition 3 (Quantum min-entropy). Let A and B be two quantum systems and let o ap € S<(Hap)
be any bipartite state. The min-entropy of A conditioned on B of the state o p is defined as
Hpnin(A|B)o, = max sup {/l €eR : poap < 27, ® 0'3} .
o€S<(Hp)

The conditional min-entropy of a CQ state poxp captures the difficulty of guessing the content of a

classical register X given quantum side information B. This motivates the following definition.

Definition 4 (Guessing probability). Let oxp € D(Hx @ Hp) be a CQ state, where X is a classical
register over an alphabet X and B is a quantum system. Then, the guessing probability of X given

B is defined as
pguess(XlB)Q = sup Z Pr[X = X]Q - Tr [Myo0B],

x xeX

where {M, }yex is a POVM acting on Hp.

The following operational meaning of min-entropy is due to Koenig, Renner and Schaffner [92].

Theorem 1 ([92], Theorem 1). Let oxp € D(Hx ® Hp) be a CQ state, where X is a classical

register over an alphabet X and B is a quantum system. Then, it holds that
Hpin(X | B), = —log (pguess(X|B)Q) .

2.4 Fourier Analysis
Let g > 2 be an integer modulus and let m € N. The g-ary (discrete) Fourier transform takes as

input a function f : Z" — C and produces a function f : Zg — C (the Fourier transform of f)
defined by

f)= 3 Sy,
xezm

For brevity, we oftentimes write w, = e ¢ € C to denote the primitive g-th root of unity. The

. . . _— .
m-qudit g-ary quantum Fourier transform over the ring Zj' is defined by the operation,

FTo: 10 > g > ea %)y, ez

YEZy

It is well known that the g-ary quantum Fourier transform can be efficiently performed on a quantum
computer for any modulus g > 2 [79]. Note the quantum Fourier transform of a normalized quantum

state

)= > fx with P =1,

xezZm xezZm
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for a function f : Z™ — C, results in the state (the Fourier transform of |¥)) given by

FT %) = o 3 (D) £ @0) Iy)

YEZy xeZ™
=g > W1y
YEZy
Notice that the Fourier transform of |¥) is unitary if supp(f) € Z" n (=%, 4]™. We frequently

make use of the following standard identity for Fourier characters.

Lemma 5 (Orthogonality of Fourier characters). Let g > 2 be any integer modulus and let

wy = e ¢ € Cdenote the primitive q-th root of unity. Then, for arbitrary x,y € Z,:

vx, —VYy _
Z W, w, T =q Ox,y-

VEZy
2.5 Generalized Pauli Operators

Definition 5 (Generalized Pauli operators). Let g > 2 be a modulus and w, = 2714 be the primitive

q-th root of unity. The generalized q-ary Pauli operators {Xg}bezq and {ZZ}beZq are given by

x> = §:|a+b(nmdq»(aL and

q
a€Zy
b _ a-b
%_Z%mmy
a€Zy

Forb = (by,...,b,) € Z", we use the notation X;’ = Xgl ® - ® Xg’" and Z'g = ZS' R - ® ZZ’”.
Lemma 6. Let g > 2 be an integer modulus. Then, for all b € Z,, it holds that
b _ —
Zq =FT, Xq FTq

b _ 1t b
X, =FT,Z,FT,.

Proof. It suffices to show the first identity only as the second identity follows by conjugation with
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FT,. Using the orthogonality of Fourier characters over Z, (Lemma 5), we find that

b -b
Zh= > Wi )|
X€EZg
x-b 1 xa, —ay’ ’
= DL o= D] wr W Xy
X,y €Zq qanq

:é D 2 2w (lat b (modg)) - (alx') Xy

X,Y€Zy X',y €Ly a€Zy

=$ DT W G| D la+b (mod g))dal[ > w Y IXKY

X,y€Zg a€Zy X',y €Zq

= FT, X FT).

]

Definition 6 (Pauli-Z dephasing channel). Let g > 2 be an integer modulus and let m € N. Let

P be a probability distribution over Zj. Then, the Pauli-Z dephasing channel with respect to p is
defined as

Zp(0) = )| poZLoZ,", Vo€ L((CT)®M).

m
2€2y

We use Z to denote the uniform Pauli-Z channel for which p is the uniform distribution over Z.

The following well-known lemma states that the uniform Pauli-Z channel on input o returns
a diagonal state which consists of diagonal elements of o encoded in the standard basis. For

completeness, we give a proof of the statement below.

Lemma 7 (Pauli-Z twirl). Let m,q € N. Then, the uniform Pauli-Z dephasing channel satsifies,

Z(Q)=q™ Y Z20Zj =Y TrllxXxl o] [xXxl. Vo € L((C)™").

22y X€Zy
Proof. Suppose that the state o has the following form in the standard basis,

0= D axyIXXyl € L((CT)®m).

X,YEZg'
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Using the orthogonality of Fourier characters over Z, (Lemma 5), we obtain

Z(o)=q™" Z 7,07

m
2€Zy

=q" Y. ), axy ZLIXKYIZY

2€Z7 X,YEL

D) axy|a" ) w0 w M |Ixxyl

X,YEZ! zeZZ1

I
R
»
b
"
>
L1

- Z Tr[|xXx]| o] |xXx] .

m
X€E€Zg

2.6 Lattices and the Gaussian Mass

A lattice A C R™ is a discrete subgroup of R”. We will exclusively consider integer lattices A C 2™
throughout this thesis. The dual of a lattice A ¢ R, denoted by A", is the lattice of all vectors
y € R™ that satisfy (y, x) € Z, for all vectors x € A. In other words, we define

AN ={yeR" : (y,x) € Z, forall x € A}.

Given a lattice A € R™ and a vector t € R™, we define the coset with respect to t as the lattice shift
A—-t={xeR": x+te A}. Note that many different shifts t can define the same coset.

g-ary lattices. In this thesis, we mainly consider g-ary lattices A that that satisfy gZ™ € A C 2™,
for some integer modulus g > 2. Specifically, we consider lattices generated by a matrix A € ZZX’"
for some n,m € N. The first lattice consists of all vectors which are perpendicular to the rows of
A, namely

Ayj(A)={xeZ": A-x=0(modq)}.

Note that A; (A) contains gZ™; in particular, it contains the identity 0 € Z™. For any syndrome

Y € Zj in the column span of A, we also consider the lattice coset Az (A) given by

Ay(A)={xeZ": A-x=y (modg)} =A;(A) +u,
where u € Z™ is an arbitrary integer solution to the equation Au =y (mod g).
The second lattice is the lattice generated by AT and is defined by

Ay(A)={yeZ" : y=AT -s (mod g), for somes € Z"}.
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The g-ary lattices A, (A) and A; (A) are dual to each other (up to scaling). Specifically, we have

g ALA) = Ag(A) and g Ag(A) = AL(A).

Whenever A € ZZX’” is full-rank, i.e., the subset-sums of the columns of A generate ZZ, then
det(Aé (A)) = q". We use the following facts due to Gentry, Peikert and Vaikuntanathan [68].

Lemma 8 ([68], Lemma 5.1). Let n € N and let ¢ > 2 be a prime modulus with m > 2nloggq.

Then, for all but a q™" fraction of A € ZZX’", the subset-sums of the columns of A generate Z;. In

other words, a uniformly random matrix A <i Zg™ is full-rank with overwhelming probability.

Gaussians. The Gaussian measure o, with parameter o > 0 is defined as the function
0r (%) = exp(-nllx[*/0?),  VxeR".

A simple calculation shows that the Fourier transform of the Gaussian measure is another Gaussian

with 05 (X) = 0" 01/5(X). The Gaussian mass of A — tis defined as the quantity

0r(A=1)= > 0s(y-1).

yEA

The discrete Gaussian distribution D 5_¢  assigns probability proportional to e™” /o o every

vector X € A — t. In other words, we have

00 (X)

—— VxeA-t.
QO'(A_t)

D A-t,o (X) =

In particular, for any coset AZI (A) withy € Z, the discrete Gaussian D A (Ao (centered around the

origin) assigns probability proportional to e™”" IIi2/0 o every vector X € AZ[ (A), and O otherwise.

The following lemma follows from [106, Lemma 2.11] and [68, Lemma 5.3].

Lemma 9 ([68], Corollary 5.4). Let n € N and q > 2 be a prime with m > 2nlogq. Then,
for all but a 2¢g™" fraction of A € ngm and o = w(\/logm), the distribution of the syndrome
A - e =u (mod q) is within negligible total variation distance of the uniform distribution over Z,

where € ~ Dzm .

Lemma 10. Let n € N and let q be a prime with m > 2nlogq. Let A € szm be a matrix whose
columns generate Zj. Lety € Zy be arbitrary. Then, for any o > w(+/logm), there exists a
negligible function £(m) such that

1+¢
1-¢&
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We make use of the following tail bound for the Gaussian mass of a lattice [20, Lemma 1.5 (ii)].

Lemma 11. For any m-dimensional lattice A and shift t € R™ and for all o > 0, ¢ > (27r)_% it
holds that
0 (A=) \ B"(0,cVma)) < (2rec’)Ee ™ Mo (N),

where B™(0,s) = {x € R™ : ||X|| < s} denotes the m-dimensional ball of radius s > 0.

The following lemma is a consequence of [101, Lemma 4.4] and [68, Lemma 5.3].

Lemma 12. Let n € N and let g > 2 be a prime modulus with m > 2nlogq. Let A € Zy™" be a
matrix whose columns generate Zj. Then, for any o = w(y/logm) and for any syndrome'y € Z;:

Pr [||x|| > x/%a] < negl(n).

PN @A)

Definition 7 (Periodic Gaussian). Letm € N, let g > 2 be a modulus and let o > 0. The g-periodic

Gaussian 0. 4 function is the periodic continuation of the Gaussian measure 9., where

00.q(X) = 05 (x+gZ™), VxeR"™

For any complex-valued function f : Z" — C and integer lattice A € Z™, the well-known Poisson

summation formula relates f(A) to its Fourier transform f over the dual lattice, i.e.,

F(A) = det(A") f(A).
We use the following variant of the formula which applies to Gaussians and g-ary lattices.

Lemma 13 (Poisson summation for Gaussians over g-ary lattices). Let g be a prime modulus and

let A € Z™ be any matrix whose columns generate Zy. Let v,w € Z and o > 0. Then,

~iwx) _ T Ty) . o 2L
Z 0s(X) e 4 :?' ZQq/a’,q(W+A y)-e« .
xeAY(A) YEZj

Proof. Because A € ZZX’" is a full-rank matrix, it holds that det(A;(A)) =q". Let A} (A) be the
lattice coset given by AqL (A) +u, for some arbitrary solution u € Z" with A -u = v (mod ¢). Recall

that the Fourier transform of the Gaussian measure satisfies

0s(X) =0"01/0(x), VxeR".



Therefore, it follows from the Poisson summation formula that

D ee e T = N g (x) e d Y

xeA} (A) xeA;(A)+u

O.m

" det(AL(A

o 221 (y.u)
== Z Qq/O'(W+Y)'eq ’
T yeny(A)

(o

Q9

YEZy
(o 2xi

q

YEZY

D> oe(wig-y) - 2mOW

=— Z 0gjc(W+ATy+q-Z") e 4

m
n Z QCI/U,q(W+ATy) . eT<yvV>_
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]

We use the following lemma due to Brakerski [36] which says that, whenever o is much smaller than

the modulus ¢, the periodic Gaussian g 4 is close to the non-periodic (but truncated) Gaussian.

Lemma 14 ([36]). Let g > 2 be a modulus and x € Z" N (=4, 4]™. Let o > 0. Then,

< 90.4(X) < 142-Gla/e)-m).
00 (X)

A consequence of the tail bound in Lemma 11 is that the Gaussian distribution Dz - is essentially

only supported on the finite set {x € Z™ : ||x|| < ov/m}, which suggests the use of truncation.

Definition 8 (Truncated discrete Gaussian distribution). Let m € N, g > 2 be an integer modulus

and let o > 0 be a parameter. Then, the truncated discrete Gaussian distribution Dz - with finite

support {x € Z" 0 (=%, 41" : ||x|| < oVm} is defined as the density
00 (X)

D esy) '

yeZy llyllsovm

DZZ’,(J' (X) =

We use the following noise smudging property of the discrete Gaussian.

Lemma 15 (Noise smudging, [57]). Let y,o > 0. Then, the total variation distance between the

distribution Dz, and Dz s, is at most y /o

Occasionally, we also use the following variant of noise smudging which allows us to bound the

total variation distance between a truncated discrete Gaussian Dz - and its perturbation by a fixed

vector ey € Z".
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Lemma 16 ([38], Lemma 2.4). Let g > 2 be a modulus, m € N and o > 0. Then, for any ey € Z",

—2nymleg |
||DZgl,o' - (DZ?,O' + eo)”TV < 2 . (1 _ e—o_ ).

We use the following technical lemma on the min-entropy of the truncated discrete Gaussian

distribution, which we prove below.

Lemma 17. Let n € N and let q be a prime with m > 2nlogq. Let A € ZZX’" be a matrix whose

columns generate Zy. Then, for any o > w(+/logm), there exists a negligible £(m) such that

X _ l+e
max max 00 (%) < 2
YEZy xez™, x|l <ovm Z 00 (7) 1-¢
Ax= d
x=y (mod q) 270" |zl <o
Az=y (mod q)

Proof. Suppose that A € Z™ is a matrix whose columns generate Z7, i.e., A is full-rank. Then,

05 (X)
max max 9 g

veZiy xez, x| <oyim > e

Ax= d
x=y (mod ¢) zeZy ||zl <o vm
Az=y (mod q)

IA

max sup D,y Ay, (X)
YEZi xen (A) i

05 (X) 00 (X)
+ max max -
veZixezpIxlsovm | N g, (z) > e
Ax=y (mod ¢) z€Z) |zl| <om zeZ™
Az=y (mod q) Az=y (mod q)
< max sup D,y ,(X)
YEZ§ xeAY (A) a(Ah
0o (X) 00 (Ay(A) \ B™(0, 7vm))
+ max max . v
YEZl xeZ |Ix]|<oyim Z 05 (2) 005 (Ay(A))
Ax=y (mod q) ZEZZ,HZHSU'\/%
Az=y (mod q)
where B"(0,r) = {x € R™ : ||x|| < r}. Using the fact that

D er®

z€Z]) ||zl|<ovm
Az=y (mod q)
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for x € Z/ with Ax =y (mod g), and the fact that

A (A) \ B™(0, 0Vm
VPN ). Qa-(Aq(A))
we get that
00 (X)
max max ]
YEZ{ xeZy, x|l <oim > er®
Ax=y (mod q) 27" |z <oy
Az=y (mod q)
<maxy sup Dy, (X)+ Pr [HV” > 0'\/17_1] )
YeZg (xeAY(a) 1 VDN )0
Because o > w(+/logm), the claim then follows from Lemma 10 and Lemma 12. O

2.7 Cryptography
In this section, we review several definitions in cryptography.
Public-key encryption

Definition 9 (Public-key encryption). A public-key encryption (PKE) scheme ¥~ = (KeyGen, Enc, Dec)
with plaintext space M is a triple of QPT algorithms consisting of a key generation algorithm
KeyGen, an encryption algorithm Enc, and a decryption algorithm Dec.

KeyGen(11) — (pk, sk) : takes as input 1* and outputs a public key pk and secret key sk.
Enc(pk, m) — CT : on input the public key pk and plaintext m € M, outputs a ciphertext CT.
Dec(sk,CT) — m’or L : on input the secret key sk and ciphertext CT, outputs m’ € M or L.

Definition 10 (Correctness of PKE). For any A € N, and for any m € M:

Pr [Dec(sk, CT) # m | T Zenclokm)

(pk,sk)<—KeyGen(l/l)] < negl(A).

Definition 11 (IND-CPA security). Let £ = (KeyGen, Enc, Dec) be a PKE scheme and ‘A be a QPT
ind-cpa

s aq (D) between A and a challenger as follows:

adversary. We define the security experiment Exp

1. The challenger generates a pair (pk, sk) < KeyGen(14), and sends pk to A.
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2. A sends a plaintext pair (mg, my) € M X M to the challenger.
3. The challenger computes CT;, < Enc(pk, my), and sends CTj to A.

4. A outputs a bit b’ € {0, 1}, which is also the output of the experiment.

We say that the scheme Z is IND-CPA-secure if, for any QPT adversary A, it holds that

Advs, 7 (A) = | Pr[Expy 22 (0) = 1] — Pr[Expy & h3(1) = 1]] < negl(A).

The Short Integer Solution problem
The (inhomogenous) SIS problem was introduced by Ajtai [9] in his seminal work on average-case

lattice problems. The problem is defined as follows.

Definition 12 (Inhomogenous SIS problem,[9]). Let n,m € N be integers, let g > 2 be a modulus
and let B > 0 be a parameter. The Inhomogenous Short Integer Solution problem (1SIS) problem
is to find a short solution x € Z™ with ||X||2 < B such that A - x =y (mod q) given as input a tuple
(A & ZZX’”, y & Zy). The Short Integer Solution (SIS) problem is a homogenous variant of 1SIS

with input (A & Zym, 0 € Zy).

Micciancio and Regev [103] showed that the SIS problem is, on the average, as hard as ap-
proximating worst-case lattice problems to within small factors. Subsequently, Gentry, Peikert
and Vaikuntanathan [68] gave an improved reduction showing that, for parameters m = poly(n),
B = poly(n) and prime g > 8 - w(@), the average-case SIS:’Z%B problem is as hard as ap-
proximating the shortest independent vector problem (SIVP) problem in the worst case to within a
factor y = 8- O(«n). We assume that SIS}, form = Q(nlogq), B = 2° and ¢ = 2°, is hard

against quantum adversaries running in time poly(g) with success probability poly(1/g).

The Learning with Errors problem
The Learning with Errors problem was introduced by Regev [112] and serves as the primary basis

of hardness of post-quantum cryptosystems. The problem is defined as follows.

Definition 13 (“Search” LWE, [112]). Let n,m € N, let g > 2 be a modulus and let a € (0, 1) be
a parameter. The Learning with Errors (LWE) problem is to find a secret vector s given as input a
sample (A,sTA +eT (mod q)) from the distribution L\NE}, ., where A & ZZX’" and s & Zy are
uniformly random, and where € ~ Dzm o, is sampled from the discrete Gaussian distribution.

Definition 14 (“Decisional” LWE, [112]). Let n,m € N be integers, let ¢ > 2 be a modulus and let
a € (0, 1) be a parameter. The “decision” Learning with Errors (DLWE) problem is to distinguish
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between
(A& ZPm sTA+e (modg)) and (A & ZP™ u & Zm),

$ . . . . . .
where s « Zj is uniformly random and where € ~ Dzm o4 is a discrete Gaussian noise vector.

As shown in [112], the LWE;' ,, problem with parameter ag > 2+4/n is at least as hard as
approximating the shortest independent vector problem (SIVP) to within a factor of y = O(n/a) in
worst case lattices of dimension n. In this work we assume the subexponential hardness of LWE}, .
which relies on the worst case hardness of approximating short vector problems in lattices to within
a subexponential factor. We assume that the LWE}', ,, problem, for m = Q(nloggq), ¢ = 20(n)
a = 1/2°™_ is hard against quantum adversaries running in time poly(¢). We note that this

parameter regime implies SIS 0. [120].

s

Trapdoors for lattices

We use the following trapdoor property for the LWE problem.

Theorem 2 ([102], Theorem 5.1). Let n,m € N and g € N be a prime with m = Q(nlog q). There

exists a randomized algorithms with the following properties:

e GenTrap(1™,1™, q): on input 1",1™ and q, returns a matrix A € szm and a trapdoor tdp

such that the distribution of A is negligibly (in the parameter n) close to uniform.

o Invert(A,tda, b): oninput A, tds andb =s7-A+eT (mod g), where |le|| < q/(Cr+/nlogq)
and Cr > 0 is a universal constant, returns s and e with overwhelming probability over
(A,tdp) <« GenTrap(1*, 1™, g).
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Chapter 3

REVOKING UNCLONABLE PROGRAMS

In this chapter, we investigate the following question: can we use the no-cloning principle of
quantum mechanics and encode a program in such a way that it can be evaluated, yet it cannot be
pirated? Naturally, we would also like to ensure that, once the program is “returned,” the recipient
loses its ability to evaluate it. Our main result is secure software leasing (SSL) scheme for a large

class of evasive functions known as compute-and-compare programs.

Organization. First, we focus our attention on the notion of quantum copy-protection which was
proposed by Aaronson [2] as a means of software protection. In Section 3.3, we present a formal
definition of what a copy-protection scheme is. Then, in Section 3.4, we construct a quantum copy-
protection scheme for multi-bit point functions. In the second half of the chapter, we consider the
weaker notion of secure software leasing (SSL) which was proposed by Ananth and La Placa [17].
In Section 3.5, we give a formal defintion of what an SSL scheme is. Then, in Section 3.6, we
construct an SSL scheme for single-bit point functions. Finally, in Section 3.6, we prove our main
result; namely, we give an SSL scheme for compute-and-compare programs as a simple extension

of our SSL scheme for single-bit point functions.

3.1 Introduction

Aaronson [2] initiated the formal study of quantum copy-protection schemes, and speculated that
quantum cryptography could offer a solution to software piracy thanks to the no-cloning theorem.
Copy-protection captures the following cryptographic task. A vendor wishes to encode a program
in such a way that a user who receives the encoded program is able to run it on arbitrary inputs.
However, the recipient should not be able to create functionally equivalent “pirated” copies of the
original program. More concretely, no user should be able to process the encoded program so
as to split it into two parts, each of which allows for the evaluation of the function implemented
by the original program. Rigorous copy-protection of any kind is trivially impossible to achieve
classically. This is because any information that the user receives can simply be copied. In the
quantum realm, however, the no-cloning theorem prevents any naive copying strategy from working
unconditionally, and copy-protection seems, at least in principle, possible. The key question then
becomes: Is it possible to encode functionality into a quantum state while at the same time

preserving the no-cloning property?

To be precise, we are not satisfied with preventing an adversary from copying the state that encodes
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the program (this is certainly a necessary condition), but we also require that there is no other way
for a (computationally bounded) user to process the state into two parts (not necessarily a copy of

the original) so as to allow each half to recover the input-output behaviour of the encoded program.

Quantum copy-protection was first formalized by Aaronson [2]. One of the first observations
there is that families of learnable functions cannot be copy-protected: access to a copy-protected
program, and hence its input-output behaviour, allows one to recover a classical description of
the program itself, which can be copied. In [2], Aaronson provides some formal definitions and

constructions of copy-protection schemes. More precisely, Aaronson describes:

* A provably secure scheme to copy-protect any family of efficiently computable functions
which is not quantumly learnable, assuming a quantum oracle implementing a certain family

of unitaries.

* Two candidate schemes to copy-protect point functions in the plain model, although neither

of the two features a proof of security.

In recent work [5], Aaronson et al provide a scheme to copy-protect any family of efficiently
computable functions which is not quantumly learnable, assuming access to a classical oracle,
i.e., an oracle (which can be queried in superposition) that implements a classical function. We
emphasize, however, that this classical function is dependent on the function that one wishes to
copy-protect. In particular, the oracle is impossible to realize in general, as it implies an ideal
obfuscator for the function f that is being copy-protected, and is thus very strong. In particular, the
following questions were left open in [2]: Does there exist a scheme to copy-protect any non-trivial
family of functions (the simplest example being point functions) with provable security in the plain

model using standard assumptions? What about larger classes of programs?

On the negative side, aside from the impossibility of copy protecting families of learnable functions,
it has remained an open question to determine whether a more general impossibility result applies.
In a recent result, Ananth and La Placa [17] prove that a universal copy-protection scheme cannot
exist, assuming the quantum hardness of the learning with errors problem [111] and the existence

of quantum fully homomorphic encryption.

On top of proving the impossibility of a general copy-protection scheme for all unlearnable func-
tions, Ananth and La Placa introduce in [17] a weaker notion of copy-protection, which they call
“secure software leasing” (SSL). The sense in which the latter is weaker than copy-protection is
that one assumes that the freeloaders 8 and C (now a single adversary) are limited to performing

the honest evaluation procedure only. Rather than emphasizing the impossibility of simultaneous
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evaluation on inputs chosen by a challenger, SSL captures the essence of quantum copy-protection
in the following scenario. An authority (the lessor) wishes to lease a copy o of a function f € F,
to a user (the lessee) who is supposed to return back o at a later point in time, as specified by
the lease agreement. Once the program copy is “revoked” and verified by the lessor, the security
property requires that the adversary can no longer compute f. More formally, no adversary should

be able to produce a (possibly entangled) quantum state such that:

* One half of the state is deemed valid by the lessor, once it is returned.

* The other half can be used to honestly evaluate f on every input of the adversary’s choosing.

Surprisingly, Ananth and La Placa were able to show in [17] that a general SSL scheme is also
impossible, despite having weaker security requirements compared to copy-protection. On the pos-
itive side, the authors describe an SSL scheme for general evasive circuits assuming the existence
of subspace-hiding obfuscators [137] and the quantum hardness of the learning with errors prob-
lem [111]. Because subspace-hiding obfuscators are only known to exist under indistinguishability
obfuscation [137, 117], the same applies to the security of the scheme proposed in [17]. A key
question, in particular, which their work left open is the possibility that one can construct SSL for

more primitive classes of programs under standard cryptographic assumptions.

Our contributions

Let us now give an overview of our results.

Quantum copy-protection. We approach the task of quantum copy-protection from the positive
side; specifically, we give a copy-protection scheme for multi-bit point functions and we prove its
security in the so-called quantum random oracle model — a standard cryptographic assumption. Our

construction can be instantiated with any cryptographic hash function, for example using SHA-3.

A desirable feature of our scheme is that the copy-protected program does not involve multi-
qubit entanglement — in fact it only involves BB84 states and computational and Hadamard basis
measurements. This is in contrast to previous candidate schemes for point functions in [2], whose
security is only conjectured, and which employ highly entangled states. The simple structure of
the copy-protected program is advantageous for, e.g., error-corrected storage of the copy-protected
program. We point out, however, that in a practical implementation of our scheme, where the
oracle is replaced by a hash function, evaluation of the copy-protected program on an input requires
coherently computing the hash function in an auxiliary register. This operation requires universal

quantum computation.
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Our scheme is not in the plain model. The (quantum) random oracle model, however, enjoys
widespread acceptance and popularity in (post-quantum/quantum) cryptography, and many schemes
designed for, and deployed in, practical applications enjoy provable security in that model only.
Our security definition is essentially analogous to the original definition in [2] but differs more
significantly from the more recent definition in [5], which is weaker. In Section 3.3, we give a more

detailed comparison of our definition with the ones in [2] and [5].

Our techniques and construction are inspired by recent work on unclonable encryption by Broadbent
and Lord [41]. The main technical ingredient on which their construction relies are monogamy
of entanglement games, introduced and studied extensively in [123], which they combine with an
adaption of the one-way-to-hiding (O2H) lemma of [127] for a security analysis in the quantum
random oracle model. In a nutshell, (a special case of) the latter lemma allows one to upper bound
the probability that an algorithm outputs H(x), where H is a random oracle and x is any string
in the domain, in terms of the probability that the algorithm “queries” at x at some point during
its execution. The adaption of [41] extends the applicability of the O2H lemma to a setting that
involves two players, and upper bounds the probability that the two (possibly entangled) players
simultaneously guess H(x) by the probability that they both query at x at some point during the

execution of their respective strategies.

A sketch of our copy-protection scheme

Our quantum copy-protection scheme allows a software vendor to encode a multi-bit point function
in such a way that it can be evaluated on any input, yet it cannot be pirated. More specifically, we

consider the class of functions of the form P, ,, for some strings y, m € {0, 1}* with

m ifx=y,
P y,m (X) = 1
0" ifx#y.
Multi-bit point functions can potentially serve as password authentication programs, since the
recipient of the program can easily check whether a given input matches a hidden password vy,
and additionally learn a message m if the password is correct. Naturally, we require that both the

password and the message have sufficient amounts of entropy.

Our construction is inspired by recent work on unclonable encryption by Broadbent and Lord
[41] which revisits the cryptographic notion first proposed by Gottesman [75]. In an unclonable
encryption scheme, one encrypts a classical message in a quantum ciphertext, in such a way that
the latter cannot be processed and split into two parts such that each half, together with a classical

secret key, enables decryption. The setting of unclonable encryption is very similar to that of copy-
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protection, the main difference being that there is no “functionality” associated to the quantum

ciphertext, other than it being used for recovering the encrypted message.

Our simple observation is that any unclonable encryption scheme can be generically turned into
a quantum copy-protection scheme for multi-bit point functions as follows. To copy-protect a
function P, ,,,, simply encrypt the message m with the secret key y. Then, provided there exists a
mechanism for wrong-key detection, this already achieves our goal: to evaluate at point x, attempt
to decrypt using x; if decryption succeeds output the decrypted message, if decryption fails, output
0. We observe that any unclonable encryption scheme can be easily upgraded to achieve wrong-
key detection in the QROM, thereby yielding the desired copy-protection scheme. Our notion of
wrong-key detection for quantum encryption schemes is inspired by the work of Canetti et al. [46]

who previously introduced a similar property for classical encryption schemes.

To illustrate how we can construct a copy-protection scheme for multi-bit point functions from
any unclonable encryption, we now consider a concrete example. This follows the unclonable
encryption scheme from Broadbent and Lord [41] which itself is rooted in Wiesner’s conjugate
coding scheme [132]. The basic idea is that it is possible to encrypt a message m € {0, 1}* by
sampling a random string r & {0, 1}* and by making A uniformly random choices of basis (either
computational or Hadamard) which we denote by 6 € {0, 1}’1. Then, one can encode each bit of
the one-time padded message m @ r either in the computational or the Hadamard basis, according
to 6. Formally, letting k = (r,0) denote the secret key, this amounts to preparing the following

quantum ciphertext on A many qubits:
Enci(m) = |(m @ r)*){(m & r)°],

where we use the notation |x%) = H% |x;) ® ... H% |x,;) and |b*) = H*|b), for b,s € {0,1}.
Given the key k = (r, 6) and ciphertext, one can easily “decrypt” and recover the string m by first
measuring each qubit of Encg (m) in the basis specified by 6, and then uncomputing the one-time
pad specified by . We now show how to bootstrap such an encryption scheme into a copy-protection
scheme for multi-bit point functions as follows. The basic idea is the following. To copy-protect
Py, simply hand out Enc,(m) with y = k = (r, 6) together with some classical information that
enables an evaluator to “recognize” an incorrect key. One can take the latter information to be H(y),
for some hash function H (or a uniformly random function H, if one works in the random oracle
model). Then, to evaluate the program on some input x, the evaluator first checks whether H(x)
matches the hash H(y). If not, the evaluator will conclude that the output is 01. Otherwise, if true,
the evaluator can simply “decrypt” Enc,(m) as before. If the output length of the hash function H
is sufficiently large, say 24, the resulting scheme achieves the aforementioned wrong-key detection

property with overwhelming probability by a standard birthday bound.
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Copy-protection security. Before we expand on the technical hurdles we encounter when proving
the security of our copy-protection scheme, let us first formalize the property in a bit more detail.
We say that a quantum copy-protection scheme is secure for a family of functions ¥, (as well as a
distribution D over 7,) if no adversary (A, B, C)—consisting of a triple of quantum polynomial
time algorithms: a “pirate” ‘A, say Alice, and two “freeloaders” B and C, say Bob and Charlie)—can

succeed with sufficiently high (i.e., non-trivial) probability at the following game:

» A receives a copy-protected program o ¢ from the challenger (where the program f € 7)) is
sampled from some distribution D¢, ). Next, A creates a bipartite state on registers B and C,
and sends B to 8 and C to C.

* The challenger samples a pair (x,x2) of inputs to f from a suitable challenge distribution

(which is allowed to depend on f), and sends x; to 8 and x; to C.
* B and C, who are not allowed to communicate, return bits b1 and b,, respectively.

® (&Z{,B,C) winif by = f(xl) and by = f()CQ).

The security of the aforementioned unclonable encryption scheme (and, by implication, the security
of our copy-protection scheme) crucially leverages the following property: it is impossible for any
pirate who has the ciphertext but does not know 6 nor r, to produce a state on two registers BC such
that two “freeloaders,” say Bob and Charlie, with access to registers B and C, respectively, as well
as access to 6 and r, can simultaneously recover m. Note that the latter property crucially holds
even when both Bob and Charlie are simultaneously receiving 6 and r. This property is essentially
a consequence of the monogamy of entanglement and is captured formally in [123, 41] via the study
of monogamy of entanglement games. In particular, a rephrasing of the results of [123] is that, for
any (unbounded) strategy of Alice, Bob and Charlie, the probability that both Bob and Charlie are

able to simultaneously recover m is exponentially small in A.

Unfortunately, our proof of security does not immediately follow from the security of the underlying
unclonable encryption scheme, mainly due to the fact that the encoded program Ency(m) also
consists of the classical hash H(y) which further complicates the matter. To show security of our
scheme, it suffices to argue that the security of the underlying unclonable encryption scheme is
preserved, even if the adversary additionally receives as input a classical hash H(y) which depends
on the key of the quantum ciphertext. To carry out the security reduction, we use a variant of the
so-called one-way-to-hiding (O2H) lemma [127] due to Unruh. This allows us to obtain an upper
bound on the probability that an adversary distinguishes H(y) from a uniformly random string in

the co-domain of H, in terms of the probability that such an adversary queries the oracle at y.
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We prove the following result, which is a consequence of Lemma 18 and Theorem 3.

Theorem (Informal). Assuming unclonable-secure quantum encryption schemes exist, there exists
a quantum copy-protection scheme for multi-point functions which is secure against arbitrary

challenge distributions in the quantum random oracle model.
Next, we consider the notion of secure software leasing.

Secure software leasing

As we mentioned earlier, the original definition of secure software leasing in [17] is a weaker

version of copy-protection in the following two ways:

* The lessor performs a prescribed verification procedure on a register returned by the lessee.

* The lessee is required to perform the honest evaluation procedure with respect to any post-

verification registers in the lessee’s possession.

We revisit the notion of secure software leasing from a similar perspective as in our copy-protection
definition. Our main contributions are the following. First, we introduce a new and intuitive
SSL definition (Section 3.5) by means of a cryptographic security game which does not limit
the adversary to performing the honest evaluation on any post-verification registers.! Informally,
any SSL scheme (SSL.Gen, SSL.Lease, SSL.Eval, SSL.Verify) according to our definition should
satisfy the following property. After receiving a leased copy of f, denoted by oy (and generated
using SSL.Lease), and a circuit for SSL.Eval, no adversary should be able to produce a (possibly

entangled) quantum state o~ on two registers R; and R; such that:
» SSL.Verify deems the contents of register Ry of og,R, to be valid, and
* the adversary can predict the output of circuit f (on challenge inputs chosen by the lessor)
using an arbitrary measurement of the post-verification state in register R,.
Our definition remains faithful to the idea of secure software leasing from [17], while at the same
time offering a stronger security guarantee.

Second, we show that our definition of security is achievable with a standard negligible security

bound in the quantum random oracle model for the class of compute-and-compare programs [131,

'The SSL definition in [17] is not “operational” and cannot be directly phrased as a security game.
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76]. A compute-and-compare program CC| f, y] is specified by an efficiently computable function
f:{0,1}" — {0, 1} and a string y € {0, 1} in its range, where

1 if =y,
celfylm =] =
0 if f(x)#y.

Note that point functions are a special case of compute-and-compare programs where the function
f is the identity map. we show how to lease CC| f, y] in the following simple way: the encoded
program consists of (a description of)) a function f in the clear, together with a quantumly encoded
version of the point function with marked input y. The intuition is that it is enough to protect
the marked input y in order to render CC|[ f, y] unclonable. At first, it might seem surprising that
one can give f in the clear while preserving unclonability, as the encoded program now leaks
significantly more information than its input/output behavior alone. At a second thought, however,
it is in fact quite natural that one can render a functionality “unclonable” by just making some
sufficiently important component of it unclonable. Indeed, it is straightforward to show that the
SSL security of the extended construction reduces to the SSL security of the underlying point

function scheme.

In Section 3.5 we show the following key property about our SSL scheme in Construction 4: once a
leased copy is successfully returned to the lessor, no adversary can distinguish the marked input of
a compute-and-compare program from a random (non-marked) input with probability better than

1/2, except for a negligible advantage. We prove the following in Theorem 5.

Theorem (Informal). There exists an SSL scheme for compute-and-compare programs which is

secure against a natural class of input challenge distributions in the quantum random oracle model.

The result follows from a standard application of the O2H lemma and a particular “uncertainty rela-
tion” variant of the monogamy of entanglement property which appeared in a work of Unruh [127].
The latter appears in similar contexts in the quantum key-distribution literature. Note that the
technical complications arising in the proof of security of our original copy-protection scheme do
not appear in the SSL security proof. Crucially, this is because we can leverage the fact that the

lessor is performing a prescribed verification procedure.

Related work

Unclonable encryption. This cryptographic functionality was formalized recently by Broadbent
and Lord [41], and informally introduced earlier by Gottesman [75]. In an unclonable encryption
scheme, one encrypts a classical message in a quantum ciphertext, in such a way that the latter

cannot be processed and split into two parts, each of which, together with a classical secret key,



30

enables decryption. The setting of unclonable encryption is very similar to that of copy-protection,
the main difference being that there is no “functionality” associated to the quantum ciphertext,
other than it being used for recovering the encrypted message. As we mentioned earlier, our
copy-protection scheme is inspired by the unclonable encryption scheme in [41], and our analysis

extends some of the techniques developed there.

Revocable quantum timed-release encryption. Timed-release encryption (also known as time-
lock puzzles) is an encryption scheme that allows a recipient to decrypt only after a specified
amount time, say 7, has passed. Unruh [127] gave the first quantum timed-release encryption
scheme that is “revocable” in the sense that a user can return the timed-release encryption before
time 7, thereby losing all access to the data. It is easy to see that this notion is impossible to
achieve classically for precisely the same reason copy-protection is impossible: any adversary can
simply generate copies of the classical ciphertext or source code, respectively. From a technical
point of view, revocable quantum timed-release encryption shares many similarities with the notion
of “secure software leasing” in [17]. Besides the fact that the former encodes a plaintext and the
latter encodes a program, the security property essentially remains the same: once a quantum state
is returned and successfully verified, the user is supposed to lose all relevant information. Our
proof of security for the SSL scheme in Construction 3 is inspired by Unruh’s proof for revocable

one-way timed-release quantum encryption in [127].

Open questions
Our work is the first to construct a copy-protection scheme in a standard cryptographic model (the

QROM). It leaves several questions open. The most pressing ones are the following.

* First, is it possible to extend the security of quantum copy-protection schemes towards
multiple copies? In other words, the pirate receives k copy-protected copies of a program,
and we ask k + 1 freeloaders to succeed. We believe that our scheme can achieve such
a notion, but with a security that becomes worse as k grows. Providing a scheme where

security does not depend on k is an interesting open question.

» Second, is it possible to remove the requirement of a random oracle, and to achieve a scheme
with non-trivial security against malicious adversary in the plain model? We think that this

would require fundamentally different techniques.

Subsequent work
We remark that a series of subsequent works have meanwhile improved on some of our results on

copy-protection and secure software leasing. Broadbent et al. [42] showed how to construct an
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information-theoretic SSL scheme for compute-and-compare programs from any quantum message
authentication code. This improves on our SSL scheme in Construction 3 which relies on the
quantum random oracle heuristic. Using subspace coset states rather than BB84 states, Ananth et
al. [18] obtained a quantum copy-protection for single-bit point function which achieves the standard
notion of negligible adversarial security in the QROM. This is significantly more challenging to

achieve and involves advanced techniques.

3.2 Preliminaries

We now review some technical background which is required for our constructions.

Monogamy of entanglement games

For a detailed introduction to monogamy-of-entanglement games, we refer the reader to the seminal
paper on the topic [123], where they were introduced and studied extensively. In this section, we
limit ourselves to introducing a version of a monogamy-of-entanglement game that suffices for
our purpose. Let 4 € N. The game is between a challenger and an adversary, specified by a
triple of interactive quantum machines (A, B, C) (for a formal definition of interactive quantum
machine we refer the reader to [126]). For brevity, we use the notation |x?) = H? |x), where
H =H% ®...® H% and 6, x € {0,1}*. The game takes place as follows:

1. The challenger samples x, 6 < {0, 1}* and sends the state |[x’) to A.
2. A sends a quantum register to 8 and one to C.
3. The challenger sends 6 to both 8 and C.

4. B and C return strings x” and x” to the challenger.

The players A, B and C are not allowed to communicate other than where specified by the game.
Finally, A, B, C win if x = x" = x".

The following lemma, from [123], upper bounds the winning probability of an adversary in the

game. As stated in the form below, this lemma appears in [41].

Lemma 1 ([41], Theorem 1). Let A € N be a parameter. For any Hilbert spaces Hg and Hc, any
families of POVMs on these Hilbert spaces, respectively,

B oo @@ HE cnthicion
x€{0,1}1) 6€{0,1}4 x€{0,1}1) 6€{0,1}1

and any CPTP map ® : D ((Cz)m) — D(Hg @ Hc), we have:

L 11\
EBE{O,I}AEXG{OJ}ATr[(BG ® C5) ® (|x9><x9|)] < (5 + ﬁ) . 3.1)
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The quantum random oracle model

Oracles with quantum access have been studied extensively, for example in [30, 34]. We say that a
quantum algorithm A has oracle access to a classical function H : {0, 1}* — {0, 1}, denoted by
A if A is allowed to use a unitary gate O at unit cost in time. The unitary O acts as follows

on the computational basis states of a Hilbert space Ha ® Hg of A + m qubits:
O": a® g — a®ly®H(X))g,

where the operation @ denotes bit-wise addition modulo 2. In general, we can model the interaction
of a quantum algorithm that makes ¢ queries to an oracle H as (UO™)4, i.e., alternating unitary
computations and queries to the oracle H, where U is some operator acting on Ha ® Hg @ Hc, where
‘Hc is some auxiliary Hilbert space [30, 34, 127]2. We call a (possibly super-polynomial-time)
quantum algorithm A with access to an oracle O query-bounded if A makes at most polynomially
many (in the size of its input) queries to O. The random oracle model refers to a setting in
which the function H : {0,1}* — {0,1}™ is sampled uniformly at random. Random oracles
play an important role in cryptography as models for cryptographic hash functions in the so-called
random oracle model (ROM) [26]. For post-quantum and quantum cryptography, random oracles
modelling hash functions need to be guantum accessible (i.e., accessible as a unitary gate, and
thus in superposition), resulting in what is known as the quantum random oracle model (QROM)
[34]. Despite being uninstantiable in principle [44, 60], modeling hash functions in the (Q)ROM

is considered a standard assumption in cryptography.

Some technical lemmas

Below, we denote by Bool(1, m) the set of functions from {0, 1}* to {0, 1}™.

Lemma 2. Let f : Bool(Ad,m) — R, and x € {0,1}!. For H € Bool(1,m) and y € {0, 1}, let
H, , € Bool(A,m) be such that

H(s) ifs#+x,
Hx,y(s) =
y ifs=x.
Then,
EHf(H) = EHEyf(Hx,y) .
Proof. The proof is straightforward, and can be found in Lemma 19 of [41]. [

2We can chose the algorithm’s unitaries between oracle calls to be all the same by introducing a “clock register”
that keeps track of the number of oracle calls made so far.
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The following is a technical lemma about a quantum adversary not being able to distinguish
between samples from H(U,) and from U,,, even when given oracle access to H, where the

function H : {0, 1}* — {0, 1} is sampled uniformly at random.

Consider the following game between a challenger and a quantum adversary (A, specified by
A,m € N, and a distribution X over {0, 1}*,

* The challenger samples a uniformly random function H : {0, 1}* — {0,1}" and b « {0, 1}.

o If b = 0: the challenger samples x < X, sends H(x) to A.
If b = 1: the challenger samples uniformly z « {0, 1}, sends z to A.

* A additionally gets oracle access to H. A returns a bit b’ to the challenger.

A wins if b = b’. Let Dist(A, A, m, X) be a random variable for the outcome of the game.

Lemma 3. For any adversary A making q oracle queries, any family of distributions {X, : 1 € N}
where for all A, X, is a distribution over {0, 1}4, for any polynomially bounded functionm : N — N,
there exists a negligible function u such that, for any A € N, the following holds:

1
Pr[Dist(A, A, m(),Xy) =1] < 3 + (3g+2)gM + u(1),

where M is a quantity that is negligible in A if 27 Hmin(X0/2 js peoligible in A.

Corollary 1. For any query-bounded adversary A, any € > 0, any family of distributions {X, : 1 €
N}, where X, is a distribution over {0, 1}* with Huyin(Xy) > A€ for every A, for any polynomially
bounded function m : N — N, there exists a negligible function u such that, for any A € N, the
following holds:

Pr[Dist(A, L, m(1), X,) = 1] < = + u(d) .

| =

The key step in the proof of Lemma 3 is captured by the one-way-to-hiding lemma [127, 12]3.
We restate it here following our notation (and provide a proof a for completeness). Informally,
the lemma gives an upper bound on an adversary’s advantage (when given access to a uniformly
random function A : {0, 1}" — {0, 1}'*) at distinguishing between a sample drawn from H(U,)
and a sample drawn from U,,. The upper bound is in terms of the probability that the adversary
queries the oracle at the pre-image of the sample at some point during its execution. Equivalently,

given two oracles that are identical except on a single input (or more generally on a subset of the

3While additional improved variants of the one-way to hiding lemma were developed [31, 93], any of them suffices
for our asymptotic analysis.
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inputs), the advantage of an adversary at distinguishing the two oracles is bounded above in terms
of the probability that the adversary queries at the differing point (or at a point in the subset where

they differ) at some point during its execution.

Lemma 4. Let A,m € N. For any q € N, any unitaries U, any family of states {|Y) }rex, any
complete pair of orthogonal projectors (II°, T1') and any distribution X on {0, 1}4, it holds that:

1 1
EEHEXHxHHO(UOH)" (IH(x)) ® ) II* + EEHEA—{O,I}’"HHI(UOH)q (I ® ) |7

1
< 3 + (3g+2)gM , (3.2)
where O is the oracle unitary for H : {0,1}* — {0, 1}, and M is given by

1
M =7 BnBxxBz o,y Ell x) (x] (VO™ |z) ® ly) |
1

+5 BrBxe x B0y Bell 1) (x| (VO ) @ i) |- (3.3)

Moreover, M is negligible if and only if the second term in M is negligible.

The lemma holds also when the states |i/,) are not necessarily pure (but we write them as pure

states for ease of notation).
Proof. For any x € {0, 1}4, define V¥ = (UO® (I - |x) (x|))? and define WY = UO" — VH. Then,

1 1
EEHE)C&X”HO(UOH)q (IH(x)) ® [ya)) |I* + EEHEze{o,umIIHI(UOH)q (1) ® ) I

1 1
:EEHE)CHXEZF{O,I}’””HO(UOHx’Z)q (I2) ® lw) |1 + SEHE 0.1y I (O™ (2) @ lya)) II?

1 Hee |yt
:EEHE)CHXEZ&{O,I}”'”HO(V)C T+ Wx ' ) (|Z> ® |¢x>) ”2

1
+ BB xBee oy I (VT + W) (12) @ ) I1°
1 H,. 1
SEEHEX(—XEZ%{OJ}'"”HOVX ' (|Z> ® |¢’x>) “2 + EEHE)CHXEZ%{O,I}’"HHIV;I (|Z> ® |¢x>) ”2

1
+5 (34 +2)q EpEre xBee 0.1yl 1) (x| (VO™ |2) @ |y |l

1
+5 3¢ + 2)q EnBxxBeqoymBill x) (x| (WO |z) ® o) |

1 He. 1
=§EHEX<—sz<—{o,1}m||HOVx ()@ ly)) I+ EEHExeXEzH{O,I}”’”HIVE (1) ® ) II?
+(3q+2)qg M (3.4)

where the first equality uses Lemma 2, and the inequality uses Lemma 18 in [41].



35

In order to prove the desired inequality, it is sufficient to show that

1 Hy., 1 1
~EpEre xBre o1y TV (12) @ ) 1> + EEHE)C(—XEH—{O,]}’"HHIVE (Iz) ® [y )) 1> < 5

2
(3.5
Notice that Vf ** = VH since VI projects onto the subspace orthogonal to x before every query to
H. This implies that the LHS simplifies as

1 Hy. 1
EEHE,W—XEH—{OJ}"’”HOVX (@ ) IP + EEHEXHsze{o,l}mllﬂlVf (I2) ® lya)) II?

1 1
=S EnErxBee o VY (12) @ 19)) I + SEnErexBec oy lI'VE (12) @ 0)) |

1

1
=3 BrBeexBeoplIVy () @ ) I < 5 (3.6)
where to get the third line, we used the fact that IT°, IT' are a complete pair of orthogonal projectors,

and to get the last line we exploited properties of the Euclidean norm.
Combining (3.4) and (3.6) gives the desired inequality.

With a little extra work, one can show that M is negligible if and only if

1
EEHEM—XEU—{O,]}’"HHIV;I (|Z> ® |l/’x>) “2

is negligible. We refer the reader to the proof of Theorem 3 in [12] for the full details. U

Proof of Lemma 3. Without loss of generality, let A be specified by a unitary U, the oracle unitary
O™ and a measurement given by projectors Iy and I1; = 1 — Iy, so that the unitary part of A’s
algorithm is (UO™)4, where g the number of oracle queries made by A. Then, A’s winning

probability is precisely given by,

Pr[Dist(A, A, m, Xy) = 1]
1

1
= FBnEeex, MU0 |H () I? + SBuEec I WO 117, (37

where we omit writing ancilla qubits initialized in the zero state that (UO*)? might be acting on.

Then, by Lemma 4, we have

1
Pr[Dist(A, A, m, Xy) = 1] < > +(Bg+2)gM (3.8)
where M is the quantity given by

1

1
+ 5 BBy x,Bec 0.y Bl 1) x| (WO [2) I (3.9)
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Moreover, by Lemma 4, M is negligible if and only if the second term,
EnBxex,Bo o1y Bl 10) (x| (UO™)* |2y |,
is negligible. Hence, it suffices to bound the above term. Notice that for any fixed H, z and k,

Eve x|l 1) (x| (UO™)F |2y ||

< \Eecx |l [¥) {x] (UOHY* [2) |12
< 2~ Humin(X2)/2 , (3.10)

where the first inequality follows from Jensen’s inequality (for concave functions), and the second
inequality uses the fact that the state (UO™)¥ |z) does not depend on x, and hence the quantity
under the square root is bounded above by the optimal probability of correctly predicting a sample
from X, which is, by definition, 27Hmin(X) " Therefore, M is negligible so long as 27 Hmin(X0) jg

negligible. ]

Finally, we define the notion of indistinguishability of ensembles of quantum states in the QROM.

This is similar to Definition 2.

Definition 15 (Indistinguishability of ensembles of quantum states in the QROM). Letrm : N — N
and p : N — N be polynomially bounded functions, and let gfl[ and O'f be p(A)-qubit states, for
H € Bool(1,m(1)). We say that {0} acw HeBool(am()) and {0} yen mepool(am(1)) are quantum
computationally indistinguishable ensembles of quantum states, denoted by Q/lH ~. ol | if for any
QPT distinguisher D with single-bit output, any polynomially bounded q : N — N, any family of
q(A)-qubit auxiliary states {v,}en, and every A € N,

Eu|Pr[D7 (o ® vy) = 1] = Pr[D" (o @ va) = 1] < negl(1) .

3.3 Quantum Copy-Protection
Our definition of a secure copy-protection scheme is essentially identical to the notion in [2]. We

elaborate on the differences in Section 3.3.

Definition 16 (Quantum copy-protection scheme). Let F = (J, e Fa be a class of efficiently
computable functions f : X — Y with domain X and range Y. A quantum copy-protection (QCP)
scheme for the class F is a pair of QPT algorithms QCP = (Protect, Eval) defined as follows:

QCP.Protect(1%, d ) — o : takes as input the security parameter 1 and a classical description

dy of a function f € F,, and outputs a (possibly mixed) quantum state o.
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QCP.Eval(14, 0,x) — 0’ ® |yXy| : takes as input the security parameter 1%, a quantum state o
and an input x € X, and outputs a bipartite state o' ® |yXy| withy € Y.

Slightly abusing notation, we occasionally ignore the post-evaluation state ¢’ and simply identify
the output of the procedure QCP.Eval(1%, g, x) with a classical outcome denoted by y € Y.

We say that a QCP scheme is e-correct if, for any 4 € N, any f € ¥, and any input x € X to f:
Pr |QCP.Eval(14, 0,x) = f(x) : 0 « QCP.Protect(l/l,df) >1-€().

Note that the probability above comes from the procedure QCP.Eval of the QCP scheme. If
€(1) = negl(1), we simply call a copy-protection scheme correct. By the Gentle Measurement
Lemma [134] it is easy to see that a e-correct scheme is reusable in the following sense: after
performing QCP.Eval to g it is possible to rewind the procedure to obtain a state that is within trace

distance /e of the original state o.

Informally, we say that a QCP scheme QCP = (Protect, Eval) is secure if no QPT adversary can
produce two “copies” of a copy-protected program o < QCP.Protect(14, d ) that can both be used
to evaluate f. We formalise the security of copy-protection schemes by means of the following

security experiment.

Definition 17 (Piracy experiment). Let QCP = (Protect, Eval) be a copy-protection scheme for a
class of functions F = \J ey Fa with domain X and range Y. Let Dg = { Dy, } aeny be an ensemble
of distributions over ¥, and let Dx = {Dx(f)} reF, be an ensemble of challenge distributions over
function inputs X. The security game (which we call the piracy experiment) fakes place between a

challenger and an adversary consisting of a triplet of QPT algorithms (A, B, C):

1. The challenger samples f < D¢, and sends the program o <« QCP.Protect(1%, d ) to A.

2. A applies an efficient CPTP map to map o into a bipartite state opc on systems BC, and
sends system B to B and system C to C (who are not allowed to communicate from this step

onward).
3. The challenger samples a pair (xg,xc) «— Dx(f) X Dx(f), and sends xg to B and x¢ to C.

4. B and C output values yg € Y and yc € Y, respectively, and send them to the challenger.
The challenger outputs 1, if yg = f(xp) and yc = f(x¢) (i.e., the adversary has succeeded)

and 0, otherwise (i.e., the adversary has failed).

We let the random variable PiracyExp%C;DX (lﬁ, (A, B, C)) denote the output bit of the challenger.
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Definition 18 (Secure quantum copy-protection). Let QCP = (Protect, Eval) be a QCP scheme for
a class of functions F = |J, ey Fa. Let Dg = { Dy, }aen be an ensemble of distributions over F,
and let Dx = {Dx(f)}rer, be an ensemble of distributions over X. Then, QCP = (Protect, Eval)
is called (Dg, Dx)-secure if, for any triplet of QPT algorithms (A, B, C), it holds that

Pr PiracyExp%F;F:DX(lﬂ, (A, B,C)) = 1] < p%;,z)x + negl(1),

triv
Dy, Dx

forwards the original copy-protected program to one of the parties, say 8 (who then evaluates it to

where p is the trivial winning probability that is always possible due to correctness: A

obtain the correct output), and the other party, say C, has to guess at random.

Finally, we conclude this section a brief discussion regarding prior definitions of security.

Comparison with existing definitions of copy-protection

Our definition is very similar to the original security definition first proposed by Aaronson [2]. The
only difference is the following. In [2], a scheme is d-secure if for any bounded adversary who
tries to create k + 1 programs upon receiving k copy-protected copies the average number of input
challenges answered correctly is k(1 + §). In contrast, in our definition we say that the scheme
is secure if no adversary can succeed with non-negligible advantage beyond the trivial guessing

probability. In our work, we exclusively focus on the case of k = 1.

3.4 Quantum Copy-Protection of Multi-Bit Point Functions

In this section, we make a conceptual connection between unclonable quantum encryption and
quantum copy-protection. Our main result is a quantum copy-protection scheme for multi-bit point
functions which we obtain from any unclonable encryption scheme with a so-called “wrong-key
detection mechanism.” Canetti et al. [46] previously introduced a similar property for classical

encryption in the context of point function obfuscation.

A private-key quantum encryption of classical messages (QECM) scheme is a procedure that takes
as input a key and a plaintext in the form of a classical bit string in a quantum register, and produces

a ciphertext in the form of a quantum state. We formalise this notion in Definition 19.

Definition 19 (Quantum encryption scheme of classical messages). Let 4 € N be the security
parameter. A quantum encryption of classical messages (QECM) scheme with key space K and

plaintext space M is a triplet QECM = (KeyGen, Enc, Dec) consisting of QPT algorithms:

o KeyGen(11) — k: takes as input the security parameter and outputs a key k € K.

e Enc(k,m) — o: takes as input a key k and a message m € M and outputs 0 € D (Hay).
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e Dec(k, o) — o takes as input a key k and a quantum ciphertext o € D(Hy), and outputs
a plaintext in the form of a state o € D(Hyy), where Hy; = span{|m) : m € M}.

We use the notation Ency, for the map m — Enc(k, m), and likewise for Decy. Note that Ency can
naturally be extended to quantum inputs o € D (Hyy) with Hyy = span{|m) : m € M} via

Enci (o) = Z Tr[[m)(m| o] Enck (|m){m]) .

memM

A QECM scheme is called correct if. for all m € M and k € supp KeyGen(14),
Tr|m){m| Decy o Encg(m) > 1 — negl(1).
Note that we typically assume that the key space is given by K = {0, 1}* and that the plaintext space

M and ciphertext space consist of inputs of at most poly(1) many bits and qubits, respectively.

We use the following notion of indistinguishable encryptions for general symmetric-key quantum

encryption schemes introduced by Alagic et al. [10].

Definition 20 (Indistinguishable security). A QECM scheme ¥ = (KeyGen, Enc, Dec) has indis-
tinguishable encryptions (or is IND-secure) if, for every QPT adversary A = (Ma, D) consisting

of an (adversarial) message sampling procedure M # and a distinguisher D,
‘Pr [D((Enck ® 1g)ome) = 1] —Pr[D((Enck ® 1£)(|0)0]y; ® o)) = 1] | < negl(1),

where we assume that k «— KeyGen(11), oyr «— Ma(1Y) with o = try[omE], and where

|0)(0|,; is the all-0 string in the plaintext register M.

Informally, we say that a quantum encryption scheme is unclonable if no QPT adversary can produce
two “copies” of a quantum ciphertext which can each be decrypted with access to the private key.
Before we make the notion of unclonable ciphertexts more precise, let us first introduce the following

definition of a cloning attack due to Broadbent and Lord [41].

Definition 21 (Cloning attack). Let A € N be the security parameter. A cloning attack (A, B, C)
against a QECM scheme X = (KeyGen, Enc, Dec) consists of the following QPT algorithms (which

are parameterised by 1)

e (cloning map) A : D(Hy) — D(Hp @ He)
o (Ist decoder) B : K x D(Hp) = D(Hy)

e (2nd decoder) C : K X D(Hc) — D(Hy)
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where K and Hy are defined by the quantum encryption scheme %, i.e., K is the set of keys and
Hy is the ciphertext system.

We remark that we only consider efficient cloning attacks throughout this work. This is in contrast
with the definition of Broadbent and Lord [41] who consider CPTP maps more generally.

Definition 22 (Cloning experiment). Let ¥ = (KeyGen, Enc, Dec) be a QECM scheme and let
A € N be a parameter. We define the following security game, called the cloning experiment, which

takes place between a challenger and a QPT adversary who executes a cloning attack (A, B, C):

1. The challenger samples k < KeyGen(14) and m & M, and sends o4 <— Ency(m) to A.

2. A maps o4 into a bipartite state o ¢ on systems BC, and sends opc to the challenger together
with descriptions of ensembles of efficient quantum algorithms { B, }cexc and {Cy }cexc.

3. The challenger runs By on system B and Cy on system C of opc, measures the output states
in the computational basis to obtain outcomes mpg and mc, and outputs 1 if m = mp = mc,

and 0 otherwise.
We let the random variable CIoneEpo(lﬂ, (A, B, C)) denote the output bit of the challenger.

Building on the cloning experiment in 22, we then define unclonable security as follows.

Definition 23 (Unclonable Security). Let A € N be the security parameter. We say that a QECM
scheme ¥ = (KeyGen, Enc, Dec) with message space {0, 1}*V is t(1)-unclonable secure if, for all
cloning attacks (A, B, C), it holds that

Pr [CloneExps (1%, (A, B, C)) = 1] < 27" D¥(W 4 negi().

Quantum encryption with wrong-key detection

Let us first formalize the “wrong-key detection mechanism” for quantum encryption schemes.

Definition 24 (Wrong-Key Detection). Let (KeyGen, Enc, Dec) be a SKQES. We say that the
scheme satisfies the wrong-key detection (WKD) property if. for every k' # k < KeyGen(14):

l[Decy: o Ency — (L) (LD lo < negl(2).

Here, (| 1) (L])(-) = | L) (1| Tr[-].

Next, we give a simple transformation that achieves WKD in the QROM.
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Construction 1 (Generic Transformation for WKD in the QROM). Let 1 € N be the security
parameter and I1 = (KeyGen, Enc, Dec) be a QECM scheme. Fix a function H : {0, 1}* — {0, 1}°.
The QECM Iy = (KeyGen', Enc’, Dec’) scheme is defined by the following QPT algorithms:

o KeyGen': on input 14, run KeyGen(14) to output k € K, with K = {0, 1}*.
® Enc’: on input m, run Enc : K X D(Hy) — D(Hc) and output (Ency (|m){m|), H(k)).

e Dec’: on input (o, c), first check whether H(k) = c. Output | L){L|, if false. Otherwise, run
Dec : K X D(Hc) — D(Hy) and output Decy (o).

Lemma 18. Let I1 be any t(A)-unclonable secure QECM and let H : {0,1}* — {0, 1}¢ be a hash
function, for € = 2A. Then, Construction [ yields an t(A)-unclonable secure QECM scheme Ty
with WKD in the QROM.

Proof. Correctness 1is clearly preserved. Let us first verify the WKD property of the scheme
Iy = (KeyGen’, Enc’, Dec’) in the QROM. Let k « KeyGen’(14). It is not hard to see that the
WKD property depends on the collision probability for the event that H(k) = H(k’), for some

k" € {0, 1}*\ {k}. In fact, we can express the quantum channel Dec;, o Enc) as follows:
Dec;, o Enc) = Pr[CoLL]Decy o Ency + (1 — Pr[CoLL])(|L) (L]).
Moreover, by the birthday bound, we have

Pr[CoLL] = 1131r[3k’ € {0, 3\ {k} : H(k) = H(K')]

L2
< > PrlH(k) = H(K)] = =
k’e€{0,1}1\{k}

Hence, we can readily verify the WKD property as follows:

IDec)., o Enc) — (| L) (L)]l»

= max [|(Dec}, o Enc), ® 1y)(ommr) — ({|L) (L) ® L) (omm) i

Omm’
< max |[PrCoLL]Decy: © Ency (o) ~ PrCOLLI(|4) (L]) ® L) (earar);
MM’
a_
< Pr(Cor]max ([leasells +1((11) (1) @ Lar) (@mm) 1) < T = negl(a).

For security, let IT = (KeyGen, Enc, Dec) and recall that Enc) (|m){m|) = (Enci(|m){m|), H(k))
according to Constr. 1. Let (A, B, C) be an adversary against the unclonable security game with

respect to I1y. We give a reduction from the unclonable security of I1. Suppose that A receives
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access to a re-programmed oracle Hy ., where H(k) = z, and that A makes at most ¢ = poly(4)
queries in total. Without loss of generality, we assume that A is specified by (UO)4, for some

unitary U. It suffices to argue that the following global states are negligibly close in trace distance:

ByELE, |H) (H| ® k) (k| © ((Uo”k’z)‘IEnck<|m> ) ® |2) (2] ((UOHW)T)

~EuEAE; |H><H|®|k><k|®((UOH)‘IEnck<|m><m|>®|z><z| ((UoH)q)T) . (3.11)

We use the one-way-to-hiding (Lemma 4) to deduce that the above distance is negligible, so long

as the following quantity is negligible:
EuBE.B, Trlk) (k| (UOM) Ency (Im)(m]) ® 2)(z| (UO™)")" (3.12)

Suppose for the sake of contradiction that the latter is non-negligible. Then, we can construct an
adversary that wins at the unlconable security game against I1. The reduction is straightforward: the
adversary for the unlconable security game runs A (by simulating the random oracle H) to extract k.
The adversary then decrypts the challenge ciphertext using k, and forwards the appropriate message
m to the decoders 8 and C. By the assumption that the adversary succeeds with non-negligible

probability, so does the adversary against the unclonable security of I1, yielding a contradiction.

Using Eq. 3.11, Lemma 6 and that IT is #(1)-unclonable secure it follows that, for all QPT cloning
attacks A = (A, B, C) against [y, there exists a negligible function w(A) such that:

E E Te(jm)(m| ® [m){m|)(Bi ® Ci) © A © Ency (jm){m]) < 27 4 ().

We conclude that ITy is 7(2)-unclonable secure. O O

Quantum copy-protection of multi-bit point functions from unclonable encryption schemes
with wrong-key detection
We are now ready to state our quantum copy-protection scheme for multi-bit point functions which
we obtain from any unclonable encryption scheme with the aforementioned “wrong-key detection
mechanism.” Here, we consider multi-bit point functions P, ,, of the form

m ifx=y,

Py,m(x): .
ot ifx#y,

where y, m € {0, 1}*. Our construction is the following:
Construction 2 (Quantum copy-protection scheme for multi-bit point functions).
To construct a QCP scheme for multi-bit point functions with input and output sizes A, respectively,

let T1 = (KeyGen, Enc, Dec) be a QECM with WKD, with security parameter and message length
equal to A. We define the QCP scheme QCP = (Protect, Eval) as follows:
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e QCP.Protect(14, Py m): Takes as input a security parameter A and a multi-bit point function
Py, succinctly specified by the marked input y (of size 1) and message m (of size 1), and
outputs the quantum ciphertext given by Enc,(m).

e QCP.Eval(1%, 0;x): Takes as input a security parameter A, an alleged copy-protected pro-
gram o, and a string x € {0, 1} (the input on which the program is to be evaluated). Appends
an ancillary qubit in the |0) state. Then, coherently? performs a two-outcome measurement
to check whether Dec, (o) is in the state | L) (1|, or not, and stores the resulting bit in the
ancilla. If true, output 0*. Otherwise, rewind the procedure and measure in the standard

basis to obtain a message m’'.

Before stating our main theorem on the security of Construction 2, we define the following two

classes of distributions with respect to multi-bit point functions P, ,, of the form

m ifx=y,
P y,m (x) =
0t ifx#y.
First, we let D = {D,} be an ensemble of distributions D, over multi-bit point functions P, ,, over
{0, 1}* that sample a marked input y as well an output message m uniformly at random with respect
to {0,1}*. Further, by D’ = {Dy} we denote an arbitrary ensemble of challenge distributions,

where each D, is a distribution of challenge input pairs to the program.

We prove the following theorem on the security of Construction 2:

Theorem 3. Let I1 = (KeyGen, Enc, Dec) be any t(A)-unclonable secure QECM with WKD such
that 1 —t = w(log A). Then, Construction 2 yields a secure quantum copy-protection scheme QCP
for multi-bit point functions with respect to the pair of ensembles (D, D’), against computationally-

bounded adversaries.

Proof. The correctness of the QCP scheme QCP = (Protect, Eval) follows directly from the WKD
property of the QECM. Let Adv = (A, B, C) denote the adversary for PiracyExpngz) . We consider
My

triv

two cases, namely when p D\D, = 1 and when p'v
Ly

DD,
O’ = {Dy}). In the former case, the scheme is trivially secure by definition and we are done.

< 1 (depending on the challenge distribution

Hence, we will assume that ptg: p. < 1 for the remainder of the proof. Note that, in this case, the
My

distribution D has non-zero weight on the marked input y.

“If Dec is not unitary, performing this measurement coherently requires purifying it.
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Let (x1,x2) < D, denote the inputs received by the freeloaders 8 and C during the challenge

phase. We can express the probability that Adv succeeds at PiracyExpngDy as follows:

Pr[Adv wins]
=Pr[Adv wins | x| #y #x2]-Pr[x| £y #x3]+Pr[Adv wins | x; =y #x;3] -Pr[x; =y #x;]
+Pr[Adv wins | x| #y=x2] -Pr[x; #y=x,]+Pr[Adv wins | x; =y=x,]-Pr[x; =y=x3]. (3.13)

Without loss of generality, we assume that Pr[x; = y#x;] < Pr[x; #y = x»]. Hence,

Pr[Adv wins| < Pr[Adv wins | x| #y#x2] - Pr[x; #y#x;]
+ (Pr[Adv wins | x; = y#x2] + Pr[Adv wins | x; #y = x2]) - Pr[x; £y = x2]
+ Pr[Adv wins | x| =y = x3] - Pr[x; =y = x2]. (3.14)

Let us now state the following simple inequality. By first applying the union bound and then using
that 8 and C are non-signalling, we find that:

Pr[Adv wins | x; =y = x2]

= Pr[ B succeeds A C succeeds | x| =y = x3]

> Pr[8B succeeds | x; = y = x2] + Pr[C succeeds | x| =y = x3] — 1

= Pr[B succeeds | x; =y # x2] + Pr[C succeeds | x; # y =x2] — 1

> Pr[Adv wins | x; =y # x3] + Pr[Adv wins | x| # y = x3] — 1. (3.15)

Plugging this into Eq. (3.14), we obtain the following upper bound:

Pr[Adv wins| < Pr[Adv wins | x; #y # x2] - Pr[x; #y # x2]
+ (1 +Pr[Adv wins | x; =y = x2]) - Pr[x; # y = x2]
+ Pr[Adv wins | x; =y = x2] - Pr[x; =y = x2]
< Pr[x; #y # x2] +Pr[x; # y = x3] + 2Pr[Adv wins | x; = y = x3]

triv

=Pp,p, 2Pr[Adv wins | x| =y = x2]. (3.16)

In the last line, we used the assumption that Pr[x; = y # x2] < Pr[x; # y = x;] together with the
following simple identity for the trivial guessing probability:

pt[r)i:’Dy =Pr[x; #y # x3] +max{Pr[x1 zy=x2],Pr[x; =y # xz]}.
We complete the proof by showing that Pr[Adv wins | x; = y = x3] < negl(A1). This implies that

Pr[Adv wins] < pt,;i;Dy +negl(1). (3.17)
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Suppose that Adv = (A, B, C) succeeds with probability p = Pr[Adv wins |x; = y = x;] on the
challenge pair consisting of x; = y and x, = y. We will use Adv to construct an adversary against
the unclonable security of the QECM scheme I1. Consider the QPT adversary Adv’ = (A, B’,C’)

against I1, which we define as follows:

» A’ receives the state o = Enc,(|m)(m|) and runs the pirate A on o. Next, A’ passes the two

registers output by A to the decoders 8’ and C’.

* The decoders B’ and C’ each receive the marked input y and then run the freeloaders B
and C, respectively, on the two registers prepared by A’. Finally, the decoders output the

outcomes obtained from running the freeloaders.

Since I1 is ¢(A)-unclonable secure, there exists a negligible u(A) such that:
EE Tr(lm) (m| ® |m) (m])(8'y ® C}) o A’ o Ency(Im)(ml) < 27 4+ u().
my

Since 4 —t = w(logAd), we conclude that Adv’ succeeds with probability p < negl(1). This
completes the proof of Eq. (3.17), and thus the proof of Thm. 3. [

Finally, when applying the WKD transformation from Construction | to the log,(9)-unclonable
encryption scheme by Broadbent and Lord [41], we obtain the following theorem:

Theorem 4. There exists a 1og,(9)-unclonable secure QECM scheme with WKD for which Con-
struction 2 yields a secure QCP scheme for multi-bit point functions with respect to the pair of

ensembles (D, D’), against query-bounded (computationally bounded) adversaries in the QROM.

3.5 Secure Software Leasing
In this section, consider a weaker notion of quantum copy-protection called “secure software
leasing” (SSL) which was introduced in [17]. The crucial difference between the two notions lies

in the fact that the scheme comes with a prescribed verification routine.

The syntax of a secure software leasing scheme is as follows.

Definition 25 (Secure software leasing). Let F = |, e Fa be a class of efficiently computable
functions f : X — Y with domain X and range Y. A secure software leasing (SSL) scheme for F
consists of QPT algorithms SSL = (Gen, Lease, Eval, Verify) defined as follows:

e SSL.Gen(14) takes as input the security parameter A and outputs a secret key sk.

e SSL.Lease(sk, f) takes as input a secret key sk and a function f € F,, and outputs a

quantum state Of-.
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e SSL.Eval(x, o) takes a string x as input to f together with a state o s, and outputs y" and a

post-evaluation state O .
e SSL.Verify(sk, f, o) takes as input the secret key sk, the function f € ¥, and a state o, and
outputs 1, if o is a valid lease state for f, and 0 otherwise.

There exists a negligible function u such that the scheme satisfies:

e Correctness of evaluation: for all A € N, for all f € F,, and for all x in the domain of f,

Pr [SSL.Eval(x, 0) = f(x) : @ < SSL.Lease(sk, f), sk « SSL.Gen(1")] > 1-u(Q).

e Correctness of verification: for all A € N and for all f € F,,

Pr [SSL.Verify(sk, f,0)=1:0 « SSL.Lease(sk, f), sk « SSL.Gen(l’l)] >1—pu(d).

Security is defined in terms of a security game between a lessor and an adversary A (the lessee).
Informally, any secure software leasing (SSL) scheme should satisfy the following key property.
After receiving a leased copy of f denoted by oy (generated using SSL.Lease), the adversary

should not be able to produce a quantum state o on registers R and R; such that:

» SSL.Verify deems the contents of register Ry of og,R, to be valid, once it is returned.

* The adversary can still compute f (on inputs chosen by the lessor) from the post-measurement
state in register R, given by 0';;2 oc Trpg, [H1 [(SSL.Verify(-)F;1 ® 1g,)oR, Rz] ]

As in the case of quantum copy-protection schemes, we consider a program ensemble distribution
D = {Dg, }aen and an input challenge ensemble of distributions {Dx (f)}res,. To formalize the

security of SSL schemes, we consider the following experiment.

Definition 26 (Piracy experiment for secure software leasing). Let SSL = (Gen, Lease, Eval, Verify)
be a secure software leasing scheme for a class of functions F = | 1oy Fa with domain X and range
Y. Let Dg = {Dg,}acn be an ensemble of distributions over F and let Dx = {Dx(f)}er, be
an ensemble of challenge distributions over function inputs X. The security game (which we call

piracy experiment) takes place as follows between a lessor and a QPT adversary A:

1. The lessor samples a function f < T, and runs sk < SSL.Gen(11). Then, the lessor runs
o « SSL.Lease(sk, f). The lessor sends o to A.
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2. A outputs a (possibly entangled) state o on two registers Ry and Ry, and then sends the first

register Ry to the lessor.

3. For verification, the lessor runs SSL.Verify on input the secret key sk, a function f € ¥, and
the register Ry of the state og,R,. If SSL.Verify accepts, the lessor outputs ok = 1 and lets

the game continue, otherwise, the lessor outputs ok = 0 and A loses.
4. The lessor samples x «— Dy, and sends x to the adversary A.
5. A responds with a bit b. If b = f(x), the lessor outputs 1. Otherwise, the lessor outputs 0.

We let the random variable PiracyExp%s; Di (1”, A) denote the output bit of the challenger.

We now give a formal definition of security.

Definition 27 (Security). Let SSL = (Gen, Lease, Eval, Verify) be an SSL scheme for a class of
functions F = U e Fa. Let Dg = { Dy, }aen be an ensemble of distributions over ¥, and let
Dx = {Dx(f)}rer, be an ensemble of distributions over X. Then, SSLis called (D, Dx)-secure
if, for any QPT algorithm A, it holds that

Pr PiracyExp%S;DX(lﬂ,ﬂ) = 1] < pg;’sg)'; +negl(1),

Here, ptg;’sﬂs)t is the trivial winning probability which corresponds to the guessing probability of

the challenge distribution Dx. In other words,

triv,SSL __ A
Ppg. Dy = Tea)?( Ef‘_D"f/lDf(x)’

where D r(x) is the probability that the correct answer to a challenge sampled from D, is x.

3.6 Secure Software Leasing for Compute-and-Compare Programs
In this section, we show how to obtain an SSL scheme for a general class of compute-and-compare
programs [131, 76]. A compute-and-compare program CC| f, y] is specified by an efficiently
computable function f : {0, 1}" — {0, 1}’ and a string y € {0, 1}"" in its range, where
celfnl =1 W=
0 if f(x)#y.
Note that point functions are a special case of compute-and-compare programs where the function

f is the identity map.

In this section, we show how to lease CC| f, y]| in the following simple way: the encoded program
consists of (a description of) a function f in the clear, together with a quantumly encoded version
of the point function with marked input y. In fact, it is straightforward to show that the SSL security
of the extended construction reduces to the SSL security of the original point function scheme.
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Secure software leasing for single-bit point functions
First, we show how to obtain an SSL scheme for single-bit point functions {Py} (0,132 of the form

1 ifx=y,

P y (x) = ]

0 ifx#y.
Specifically, we will focus on our attention on unpredictable point function distributions consisting
of a distribution D, over point functions on {0, 1}* such that P, « D, satisfies Hpin(y) > A€ for
some € > 0. We will now state our SSL scheme for single-bit point functions. In the following, we

omit the procedure SSL.Gen as we do not require it in our construction.

Construction 3 (SSL scheme for point functions). Let A be the security parameter, and let H :
0,1}V — {0, 1} and G : {0,1}" — {0, 1} be hash functions, where m(1) > A. Consider
the following secure software leasing (SSL) scheme (SSL.Lease, SSL.Eval, SSL.Verify) for point
functions P, with marked input y € {0, 1}":

e SSL.Lease(1%,y): Takes as input a security parameter A and a point function Py, succinctly

specified by the marked input y (of size n)

— Set 0 =G(y).
— Sample v «— {0, 1}V uniformly at random and let z = H(v).

— Output (V%) , 2).

e SSL.Eval(1%, (0, 2);x): Takes as input a security parameter A, a program (0, z), and a string
x € {0, 1}" (the input on which the program is to be evaluated).

— Set 0’ = G(x).

— Apply Hadamards H” = H' @ --- ® H% 1o 0. Append n + 1 ancillary qubits, all in
state |0), and compute the hash function H with input o into the first n of them (possibly
making use of additional ancillary qubits). Then, coherently measure whether the first
n ancilla qubits are in state |z), recording the result in the last ancilla qubit, uncompute
the hash function H and undo the Hadamards H? . Finally, measure the last ancilla

qubit to obtain a bit b as output.

e SSL.Verify(14,y, z,0): Apply HY to the input state o, where 6 = G (y), and measure in the
standard basis. Output 1 if the result is v such that H(v) = z, and 0 otherwise.

The correctness property of Construction 3 according to Definition 25 is immediate to verify.
Before stating our main theorem on the security of Construction 3, we introduce a few classes of

distributions over point functions and input challenges.
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* Dpe-ynp- The class of unpredictable point function distributions Dpg-ynp consists of ensem-
bles D = {D,} where D, is a distribution over point functions on {0, 1}* such that Py «— D,
satisfies Hyin(y) > A€ for some € > 0.

We also define the following class of distributions over input challenges.

* Dpr-chall-ssL. Anensemble D = {D,}, where each D, is a distribution over {0, 1}h, belongs
to the class Dpr-chal-ssi if there exists an efficiently sampleable family {X,} of distributions
over {0, 1}* with Hpin(X,) > A€, for some € > 0, such that D, is the following distribution
(where A = |y|):

— with probability 1/2, output y.

— with probability 1/2, sample x « X, and output x.

We say the ensemble D is specified by the ensemble X).

We finally define two classes of distributions over pairs of programs and challenges.

* DpF-pairs-stat-ssL- This consists of pairs of ensembles (D ={D,},D" = {D’y}) where D €
Dpe-une and D’ € Dpe_chai-ssi satisfying the following. Let D’ be parametrized by the
family {X,} (following the notation introduced above), and denote by Markedlnput(D,) the
distribution over marked points in {0, 1}* induced by D,. Then, the families {X;} and
{MarkedInput(D,)} are statistically indistinguishable.

* DpF-pairs-comp-ssL- This is defined in the same way as Dpr-pairs-stat-ssL, €xcept that we only

require {X, } and {MarkedInput(D,)} to be computationally indistinguishable.

The following is our main result on the security of Construction 3.

Theorem 5. The scheme of Construction 3, with m(1) = poly(Q), is a secure software leasing
scheme for point functions with respect to any pair of ensembles (D, D’) € Dpr-pairs-stat-ssL (€
DPF-pairs-comp-SSL), against query-bounded (computationally bounded) adversaries in the quantum

random oracle model.

Theorem 5 implies that, once a leased copy is successfully returned to the lessor, no adversary can
distinguish the marked input of a point function from a random (non-marked) input with probability

better than 1/2, except for a negligible advantage (in the parameter A).

We give a proof of Theorem 5 in the next section.
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Proof of security

To prove the theorem, we rely on a few technical results.

Lemma 5. Leta € C'and Ay, ..., A, € C"™™ Then, it holds that

n n
Tr[Za,-Ai] < Nl 35 Tl A
1= 1=

Proof. Using the Cauchy-Schwarz inequality, we have

Tr[ Zn: a[Al-] - Zn: o/ Te[Af] < J Zn: ]2 - J i ITe[A] 2.

The claim follows from the norm inequality ||x||» < |[x||, for all x € C". O

Lemma 6. Let O < I1 < 1 and let o and o be states such that TD(p, o) < y. Then,

Tr[Ilo] —y < Tr[Ilo] < Tr[IIp] + .

Proof. By the standard identity TD (o, o) = 0m/.\':lxﬂTr[A(O' — 0)], it follows that:
<A<

Tr[Ilo] = Tr[ITp] + Tr[I1(o — 0)]
< Tr[Ilo] + OrSn[El;(ﬂTr[A(O' -0)]
= Tr[I1po] + TD(o, 0)

< Tr[Ilp] +7.

The other inequality can be shown by reversing the role of o and o. U

Lemma 7 ([127], Lemma 18). Let 6 € {0,1}" and define T} = 3 (o 1ym H [v) (v| H® ®
H? |v) (v| HY (i.e., the projector that checks if two registers yield the same outcome if measured in

the HY basis). Then, the following is true for every t € [m). For any approximate EPR state,

1
9F,) = — v) ® XZP vy,
ab ’_2m VE{OZ;}M

where a, b € {0, 1} have Hamming weight at most t, it follows that:

° ng |¢*,) = |¢7,) holds if and only if for all i € [m]:

a

(0; =0Aa;=0)V(6;=1Ab; =0).

° ng |¢*,) = 0 holds for all other cases.
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We also rely on the next lemma which is based on a result by Unruh [127, Lemma 15]. To state the
lemma, we define the projector onto the subspace spanned by EPR-pairs in registers XY with up to

t € N single-qubit Pauli operators applied to register Y:

1
MEPR = 3 165, (05l i) = 7= 3 mexez ),
a,be{0,1}" 2 ve{0,1}m

w(a),w(b)<t

where w(a), w(b) denote the Hamming weights of the strings a and b. Since { |¢*,) ta,b €
{0, 1}’"} forms an orthogonal basis of XY, any state o such that (HFPR ® ]lR) OXYR = OXYR On
registers X, Y and R can be written as follows (where a, b of weight greater than ¢ have probability

ZEero):

ocvr = 0 Pav (185 Ghlxy ®05). (3.18)

a,be{0,1}"
w(a),w(b)<t

for some arbitrary states o %Y and indices a, b € {0, 1}"*. We show the following lemma:

Lemma 8 (Monogamy uncertainty relation). Fix a parametert € N and string 6 € {0, 1}™. Let o

be a density matrix on registers X, Y and R with

(HFPR ® ]lR) OXYR (HFPR ® ]lR) = OXVYR.

Let {I1,+ },+c(0,1y» be a POVM acting on register R and suppose that a measurement according to

the set {H9 V) (vl H? ® 1y ® Her}v is performed on systems XYR. Then,

re{0,1}m

Pr[v' =v] = Z Tr[(H |v) (vix H' ® 1y ®1,5) oxyr] < 27"(m+ ).
ve{0,1}m

Hence, the min-entropy of the random variable V (with outcome v) given register R is at least
Hyin(VIR)o > m —2tlog(m + 1).
Proof. For brevity, we define a family of projectors {A%}, acting on registers X and Y, where
Al = (H |uy (ulx H? ® 1y).

Let T be the set of all possible indices of weight less or equal than . Now, using decomposition

(3.18), we can bound the success probability of measuring v/ = v using the information in the
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ancilla register R as follows:

Pr[v' =v]
- Z Te | (He V) (vx H' ® 1y ® HVR) OxvR]
ve{0,1}
- Z Tr[ Z Pab (A€|¢2b> (Danlxy A?) ® (Hvoﬁ’b)] (by def.)

ve{0,1}m a,be{0,1}™
w(a),w(b)<t

< (Y ) (D Il 1Tl (Lem. 5)

ve{0,1}  a,be{0,1}™ a,be{0,1}""
w(a),w(b)<t w(a),w(b)<t
= > DL IHW) Gl H @ Ty |gh,) |7 Tr[Mog”] (by def.)

ve{0,1}" a,be{0,1}'™
w(a),w(b)<t

b

= ) 2, W ekHE @XZy16N I Tr[Mog’|
ve{0,1}'* a,be{0,1}"
w(a),w(b)<t

= Y I e XZH (1) (vl @ 1v) 167 1P Te Mot

ve{0,1}"* a,be{0,1}""
w(a),w(b)<t

Tr[og”] Tr[og”] _ ||
ve{0,1}" a,be{0,1}™ 2 a,bef0,1}™ 2 2
w(a),w(b)<t w(a),w(b)<t

where in the second-to-last step we used the completeness property that ;, IT, = 1, and in the last
step we use that the 0% have unit trace, for every a, b € {0, 1}". It now suffices to bound |T, the
number of error indices of weight less or equal to 7. In total we have ¢ indices to assign to m + 1
possible choices (we add an additional degree of freedom to account for when there are no errors

assigned). Since we have two independent indices a, b € {0, 1}, we get:
Pr[v' =v] <27™T| <27 (m + 1)*.

This proves the claim. [

Let us now proceed with the security proof. We consider the following sequence of hybrids of
SSLGame. We will show that the optimal winning probability in each successive hybrid changes
at most negligibly. We will then bound the optimal winning probability in the final hybrid.

Hy: This is the original game SSLGame in Section 3.5:

* Thelessor runs SSL.Lease(14, y € {0, 1}!) tosample v «<— {0, 1} and 6 < G(y) € {0, 1},
and sends (|v?) , H(v)) together with a circuit for SSL.Eval to the adversary A.
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* Having access to the random oracles G and H, the adversary A outputs a (possibly entangled)

state o on two registers Y and R, and sends the register Y to the lessor.

* For verification, the lessor runs SSL.Verify(y,Y): Measure the register Y in the H? basis
according to 8 = G(y). If the outcome is equal to v such that H(v) = z, the lessor outputs

ok =1 and lets the game continue, otherwise, the lessor outputs ok = 0 and ‘A loses.

¢ Conditioning on ok = 1, the lessor sends the adversary a sample x < 9D, to which A
responds with a bit (we refer to this phase of the security game as the “input challenge
phase”). Using the string y given as input, the lessor outputs 1, if the bit is equal to P, (x),

and O otherwise.

Hi: The game is the same as before, except that in the input challenge phase the lessor samples

x < D, and sends G (x) to A, (instead of sending x directly).

H,: The game is the same as before, except for the input challenge phase. The lessor sam-
plesx < D,. Then, if x # y, the lessor chooses " < {0, 1}"" and sends 6’ to A (instead of G (x)).

Hj: The game is the same as before, except that the lessor samples 6 «— {0, 1}" (instead of
6 < G(y)). Then, in the input challenge phase, the lessor samples x < D,. If x =y, the lessor
sends 6 to A.

H,: The game is identical to the game before, except that we replace H(v) with a uniformly

random string z « {0, 1}*.

First, we show that the advantage of any adversary in Hy is negligible. In the rest of the section, we

denote by p(H;) the optimal winning probability in hybrid H;.
Lemma9. p(Hy) < %
Proof. First, the optimal probability of the adversary winning the game can only increase if we

remove the verification portion of the game, and the lessor directly executes the input challenge

phase.

Then, we consider the state received by the adversary in the two distinct cases of the input challenge

phase.
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* The lessor samples the marked point. In this case, the state received by the adversary is the

following, which is completely independent of the oracle H:
Bo. (V%) (71 ® 10) (61) @ B2 [2) (2l -
Notice that the latter state is maximally mixed.

* The lessor samples a point other than the marked point. In this case, the adversary receives

the following state, which is again independent of the oracle:
Boora (V) 0719 16) (6/1) @ E.12) (2] -

The latter state is again maximally mixed.
Thus, an adversary can win the game H4 with probability at most % U

We will now show that the optimal success probabilities in successive hybrids do not deviate by

more than a negligible amount.

Lemma 10. |p(H;) — p(Hy)| = negl(4).

Proof. The proof follows immediately from the fact that G is a random oracle, and hence the

pre-image x does not help the adversary and can be simulated. 0

Lemma 11. |p(H,) — p(H;)| = negl(Q).

Proof. This follows immediately from the following observation: Any adversary that wins with
non-negligible difference in H> and H; immediately yields a distinguisher for G (X,) and U,,(y).
This violates Corollary 1. 0

Lemma 12. |p(H3) — p(H3)| = negl(Q).

Proof. The proof is analogous as in the previous lemma, where an adversary that wins with
probabilities that differ non-negligibly in H3 and H, yields a distinguisher for G (X,) and U,,(1). O

The crux of the security proof is showing that p(H3) and p(H,4) are negligibly close.

Lemma 13. |p(Hy) — p(H3)| = negl(1) .

The rest of the section is devoted to proving this lemma. At a high level, the proof has two parts:
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* For any adversary making ¢ queries to the oracle, we bound the difference between the
winning probability in H3 and in H4 by poly(g) - M, where M is a quantity related to the
probability that the adversary queries the oracle at the encoded string v.

* Then, we show that the quantity M is negligible.

Lemma 14. Let A be an adversary for Hy and H4, making poly(A) oracle queries (pre and post
verification). Suppose that A passes the verification step with probability at least % —negl(1) in
Hs. Let A be specified by the unitary U (i.e. A alternates oracles calls with applications of U).
Let pyg.nu € [0,1], and let QE’Q’Z’H be density matrices, for all v, 0, z, H. Let

oir =By oz procn ((H) (H ® [v) (v] ®16) (0] ® |2) (z]). ® 0"

be the post-verification state of the lessor and ‘A in Hy conditioned on A passing the verification
step. Let tg = 3 |0) (0] + 3Eq/ |6") (¢'|. Then,

| Pr[A wins in H3] — Pr[A wins in Hy]| < poly(2) - M + negl(1),
where

1 ) ¥
M = 3 BB BB pracn V) (V| (U0 (0" @ 70 (UOM)f )

1 ; T
+ 5 BB BB procn i) (0 (VO™ (0" @ 7y) (VO™

Proof. As we have done in several earlier proofs, we can recast H3 as follows: A receives a
uniformly random z, and gets access to a the reprogrammed oracle H, .. Let |[v¥) denote the
encoding of string v using basis 6. Let g; and g, denote the number of queries made by the

adversary, respectively, before and after the verification phase.

First notice that the global states of the lessor and adversary right before the verification is executed

are negligibly close in trace distance in H3 and Hy.

EHE/EoE: |H) (H| ® |v) (v ® 1) (6] ® ((UO”m)ql V) (vl @ l2) (zl ((UOHM'W')T)

~EnEyEgE: |H) (H| ® [v) (v| © |0) (0] ® ((UOHW V) (1@ 12) (2l ((UO”)(N)T) . (319

Here we have stored the complete function H in an additional register, the quantum way of

formulating indistinguishability of the joint distribution of H and the adversary’s state.

Equation (3.19) follows from the one-way-to-hiding lemma (Lemma 4), and the fact that A only
queries at v with negligible probability (otherwise A would straightforwardly imply an adversary

that wins the monogamy game (more precisely the variant of Lemma 1).
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It follows that:
* The probabilities of A passing the verification step in H3 and in Hy are negligibly close.

* The post-verification states, conditioned on passing verification must be negligibly close (this
uses (3.19) together with the fact that, by hypothesis, A passes verification with probability
at least % —negl(1)).

By definition, the joint state of lessor and adversary post-verification state in H4 conditioned on A

passing verification is

OwR = By o on Puoon ((H) (H @ [v) (v ®160) (0] ® |2) (z]) ® o7

Let the analogous state in H3 be

R = By oon Puoon ((H) (H @ [v) (v ®160) (0] ® |2) (z]) ® o177

Then o g ~ _g. Now, denote by {I1°, IT'} the projective measurement performed by A to guess

the answer to the input challenge phase. Then,
Pr[A wins in Hy|verification is passed]

1 v T
= Buoen Do | 5T (U0 205" o |0) (6] (UO™)”)

1 o i
+ 5By T (W02 0" @167 (¢ ((UOH)‘“) ] . (3.20)
And, similarly,
Pr[A wins in H3|verification is passed]

1 _ T
= Byoen Pracn | 5T (U025 o [0) (6] (UO™)%)

1 T
+ 5By I (U020 @ 1) (¢ ((Uoﬂvvz)qz)

1 T
~ Byocn Pracn| T (U0 205 & [0) (6] (UO™)”)

T

1
+ 5B T (VO™ )01 9 0') (¢ ((UOvaz)qz) . 3.21)




57

Using equations (3.20) and (3.21), and applying the O2H lemma twice (once to bound the distance
between the first terms in expressions (3.20) and (3.21), and once to bound the distance between
the second terms in (3.20) and (3.21)), we obtain:

|Pr[A wins in Hy|verification is passed] — Pr[.A wins in H3|verification is passed]|
1 ’ t
< Poly (1) - 5Bvct ProTilv) (0| (VO™ (01" ®16) (61) (VO™

1 T
+POly(1) - 5Bt ProcnTilV) (v (UOM) (05 & 10) (61) (UOH)*)

l / 4 -{‘
+Poly(A) - SEvacn ProcTiV) V| (VO™ (05" @ 16/) (9'1) (UO™))

! N f

+POly(A) - 3Byt ProcTlv) (V| (UO™)F (05" @ 16) (9']) (VO™)F) +negl()
1 , l

= pOly (D) - 3Evct ProcarTrV) (0] (VO™ (0" @ 70) (UO™))

1 , T
+Poly(4) - 5Bt ProcnTelV) (v (VM) (05 @ ) (UO™) )+ negl(d)

= poly(4) - M +negl(4), (3.22)

where to get two equalities we used the definition of 7y and M. This is the desired bound. 0

In the rest of the section, we show that the quantity M from Lemma 14 is negligible. First of all,

notice that M is negligible if and only if the second term in M is negligible, i.e., if and only if,
T
BBy BB By py o Trlv) (v (VO (05 M @ 1) (VO] = negl()).  (3.23)

where we are using the same notation as in Lemma 14. Thus, what we wish to show is equivalent
to showing that, for any adversary A in H; who passes verification with probability at least
% — negl(1), the probability of querying the oracle at the encoded string v at any point after a

successful verification is negligible.

Thus, we will show that (3.23) is negligible. First, notice that an adversary ‘A which passes
verification in H4 with probability at least % — negl(1) and violates (3.23) immediately implies an

adversary which succeeds at the following game H, with non-negligible probability.

Hy: This is identical to H, except we ask the adversary to return a guess
v’ for the encoded string v, instead of a bit. A wins if v/ = v.
The reduction crucially uses the hypothesis that A passes verification with probability at least

% —negl(1). We will show through another sequence of hybrids (which we denote using tildes) that
the optimal winning probability in Hy is negligible. This will complete the proof that the quantity
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in (3.23), and thus M is negligible, for any adversary (A who passes verification with probability
at least % —negl(1). Since the optimal winning probability in H3 and Hy is at least % (the honest
strategy followed by random guessing achieves %), this concludes the proof of Lemma 13, and
hence that the optimal winning probability in Hy is at most % + negl(1). The following are the
hybrids.

H;: Instead of sampling v « {0, 1} and 6 « {0, 1} at the beginning of the game, the lessor now
prepares an EPR pair on two registers X and Y, and sends the registers YZ of the state [¢p*)yy ® |2)7
to A. Rather than running SSL.Verify for verification and measuring the register Y, the lessor now
measures both registers X and Y in the H? basis for a random 6 « {0, 1}™, and checks if the

outcomes result in the same string, which we denote by v.

H,: This game is identical to the one before, except that we change the verification procedure as
follows. Instead of measuring each of the registers X and Y in the H? basis, the lessor now measures
a bipartite projector ng in order to check if the registers XY yield the same outcome if measured

in the HY basis. We define the projector as follows:

e = Z H v) (vlx H® @ H? |v) (v|y HE.
ve{0,1}m

Afterwards, the lessor measures register X in the H basis to determine v.
We will denote these hybrids using a tilde to distinguish them from the original sequence of hybrids.
Lemma 15. p(H,) = p(Hp).

Proof. The argument is fairly standard. We consider the following two statements:

* sample v «— {0, 1}, let 6 € {0, 1}, and output X)’", |vf")Y.

» create an m-qubit EPR pair |¢*)yy, measure X in the HY basis, and output register Y.

It is evident that the equivalence of the two statements implies that p(H)) and p(H,) are identical.
Note that we omit the register |z) in the proof, since it is independent of the EPR registers and thus

does not affect the argument. Consider the following family of projectors given by

{(H [v) (0| H ® 1y) hveqo,1ym-
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Let us now analyze the post-measurement state |,,) /+/{¥,, | ¥, ) with respect to the state given by
) = (He V) (vl H? ® Ly) |¢*). We have,

[ ) xy = (Ho [v) (v] H® ]l) 16 )%y
(H ®1)(Iv) (v © 1) (H @ 1)) |6)xv
(H®1)(v) (v|®1)(1® He)) 16" )y (ricochet property)

2 {;}m (H o 1)(1) (vl & 1) (1@ H)) 1v)x & 1V)y

=272 N H ) (v [VY @ HY |V)y
v/e{0,1}m

=27"2H )y ® HY |v)y .

This proves the claim, since the Y register of [,) /+/(¢, | ¥, is identical to )7, |vf"). U

Lemma 16. p(H,) = p(H,)

Proof. The lemma is immediate as the measurement in H; is a coarse-graining of the measurement

in A, with the acceptance condition remaining the same. [

In the remaining part of the proof, we will show that p(H,) is negligible. The following is an

important technical lemma, which is inspired by Lemma 16 and Lemma 19 in [127].

Lemma 17. p(ﬁz) =negl(1) .

Proof. Let A be an adversary for H>. Denote by v’ the final guess returned by the adversary, and
by v the encoded string. Let ok be a random variable for whether the verification passes. Then, the

winning probability of A in H, is given by:
Pr[v =v Aok=1].
We show that, for any ¢ € [m],
Pr[v/=v Aok=1] < 27"(m+1)¥+277, (3.24)
Picking ¢ ~ 4/m then gives the desired result, as the RHS becomes negligible in A.
Fix a basis choice 8 € {0, 1}". Let oy be the state on registers X, Y and R in ﬁz after the verification,

where R is the leftover register held onto by (A that also includes the challenge 79 (Wwhere 7y was

defined in Lemma 14) sent by the lessor after verification.
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In the analysis that follows, it is convenient to approximate og by an ideal state that is diagonal in a
basis for the image of [1I5°R @ 1, where I1FPR is as defined in Lemma 8. Recall that [IEPR projects
onto the subspace spanned by EPR pairs with up to ¢ Pauli errors, i.e., onto the space spanned by
the orthogonal basis states { l¢*,) :a,b € {0, 1}’"}, where

1
lpF,) = — vy ® X9Z° |v). (3.25)
\/2_111 ve{o;}m

We can use Lemma 3 to argue that there exists such an ideal state Qigd, and that the trace distance

between the two states satisfies:

lloo — O Il < \/1 ~ Tr[ (7R @ 1g) 06] -

We can represent the adversary’s strategy in guessing v, after verification, by a projective measure-
ment {IT,},.

We are now ready to bound the probability Pr [v’ =v A ok = 1]. Let ® be a random variable for

the basis choice made by the lessor. Then, by marginalizing over ®, we get:

Pr[v/=v Aok=1]= Z 27" Pr[v =vjok=1A ©=0] Prlok=1|® = 6]

6e{0,1}m
< > 2"ePr[v =vjok=1A©=0]
0e{0,1}m
= EyPr[v' =v|ok=1A ©=0]. (3.26)

Fix any 0. Using Lemma 6 and Lemma 8 we obtain:

Pr[v =v|ok=1A0®=6] <27 (m+1)*+TD(0s, 0

<27 (m+ 1) + 1 - Tr[(EPR © 1) 4] - (3.27)

Now, averaging over 6 in the above inequality gives:

EgPr[v =v|ok=1A0®=0] <27 (m+1)* +]E9\/1 — Tr[(IEPR ® 1R) 04|

<2M(m+ 1) + \/EgTr[((]l ~IEPR) © 1R) 99] . (328
where the last inequality follows from Jensen’s inequality. We will proceed to bound the above
term EoTr[ (1 — TIFPR) ® 1g) 09| by 277!, Let us first show that for any a, b € {0, 1}™:

def

par S Y 2TR[(1 - TEPR)TIE (67,0 (05, ey ] < 277 (3.29)
0€{0,1}m

This follows from considering the following two cases:
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* w(a),w(b) < t: Using Lemma 7 we find that one of the following is true. Depending on
0, either IT;? |¢*, ) = 0 or Tl |67, ) = |¢F,). We also get that (1 — TIFR) [¢F,) = 0, since
IIEPR ¢, ) = |¢F, ), and thus it follows that p,;, = 0.

e max (w(a),w(b)) > t+ 1: Here, Lemma 7 implies that there are at most 2" /2"*! many
values of 6 for which it holds that IT3 |¢*, ) # 0, and thus pgp < 277 - 27 /21 = 27071,

Observe now that ITEPR and |¢7,) (#7, | are diagonal in the Bell basis, hence they commute. Lemma
7 implies that the same is also true for the projector ng. For any fixed 6 € {0, 1}", we express 0g
as a generic density operator on registers X, Y and R such that, for a finite index set I1?, coefficients

gij and an orthogonal basis {|y"?) : i € 19} the registers X and Y:

O\ 77750 i,7,0
00= " ai W)Wy & o’ (3.30)
i,jel?
where o-/% are matrices for indices i, j € I°. Since we assumed that gy is the state conditioned on

the verification being successful for some 6, we have the property that
(5% ® 1r) 0o (5 ® 1R) = 0o, Ve € {0,1}™. (3.31)
In other words, oy on is invariant under the action of the projector qu ® 1R. Then,

]EgTr[(]l ~TEPR) ® 1g gg]

- Z 27"Te[(1 - TI777) ® 1R 04

0€{0,1}m
= >, 27"Te[(1 - TPR) @ 1a (115 @ 1r) 06 (11" © 15)] (Eq. 3.31))
0e{0,1}m
= Y 2| (( -1 @ 1a) oo
0e{0,1}m
= 22| D) 18l () ) (1 - T © 1a o
0e{0,1}m a,be{0,1}m

IR [OATOATCE S ALY

0€{0,1} a,be{0,1}™

= > > 2| (1 - TE)I @ N (16%,)(65, © Tr)oo(163,)(@2,| @ 1a) |
0€{0,1} a,be{0,1}™

In the third to last line, we inserted the complete set 3., , |¢7,)(¢", | = 1. Then, using the definition

a
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of o in Eq.(3.30), we can continue to expand the expression above as follows:

SN I (1- I @ 1 (167,465, © 1) ea(163,) (6%, @ 15|

0€{0,1}" a,be{0,1}™

= >3 Y e[ ( IR gt a0t ) (o @ o

0€{0,1}™ a,be{0,1}™ i,jel?
. . " "0
= > D P i @l Wi gr,) Tr[on] (by def.)
a,be{0,1}" j jel®
<27 Y ay Y, Ol wle,) Tr[og] (Eq. (3.29))
i,jel? a,be{0,1}m
- i i 7,0 - -
=277 N gy T WO ey | Te[o] = 27 T[] = 27
i,jel®

In the last line, we used that { l¢*,) a,b € {0, 1}’"} is an orthogonal basis for XY. Thus, we get
EgTr[(]l ~IIE°R) @ 15 99] < 21,
Plugging this bound in (3.28) and then into (3.26) gives
Pr[v/=v Aok=1] <2 (m+1)¥+277 (3.32)
Choosing ¢ ~ y/m makes the RHS negligible. 0

Corollary 1. p(Hp) = negl(Q).
As we argued earlier, this concludes the proof of Lemma (13), and thus of Theorem 5.

Extension to compute-and-compare programs
In this section, we show that an SSL scheme for point functions, which is secure with respect to the
appropriate program and challenge ensembles, implies an SSL scheme for compute-and-compare

programs with the same level of security.

The idea is simple: to lease the compute-and-compare program CC| f, y], we lease a a program
for the point function Py, and hand out f in the clear. By leasing P, we are protecting the portion
of the compute-and-compare program which checks equality with y. The intuition is that this is
sufficient to make the functionality unclonable since its output is not already determined by f. More
generally, one might conjecture that, to obtain an SSL scheme for the function F = fj o f... o f,

it is sufficient to lease any of the functions f; that is sufficiently non-constant within its context.

Let (SSL-PF.Gen, SSL-PF.Lease, SSL-PF.Eval, SSL-PF.Verify) be any SSL scheme for point func-

tions. The compute-and-compare program scheme is defined as follows:
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Construction 4 (SSL scheme for compute-and-compare programs). Let A € N be the security
parameter. The secure software leasing scheme SSL-CC = (Gen, Lease, Eval, Verify) for compute-
and-compare programs is defined by the following QPT algorithms:

e SSL-CC.Gen(14): Takes as input the security parameter A. Then,
— Let sk < SSL-PF.Gen(1%). Output sk.

e SSL-CC.Lease(1%,sk, (f,y)): Takes as input a security parameter A, a secret key sk, and a
compute-and-compare program CC[ f, y|, specified succinctly by f and y. Then,

— Let o = SSL-PF.Lease(14, sk, y)). OQutput (£, 0).

e SSL-CC.Eval(1%, (£, 0);x): Takes as input a security parameter A, an alleged program copy
(f,0), and a string x € {0, 1}" (where n is the size of the inputs to f). Then,

— Compute y' = f(x).
— Let b < SSL-PF.Eval(p;y’). Output b.

e SSL-CC.Verify(1%, sk, (f, 0); 0):

— Let b’ « SSL-PF.Verify(14, sk, y; o). Output b’.

Before we state the theorem, we first introduce several classes of distributions over compute-and-

compare programs and input challenges. First, we define the distribution Dcc-ynp as follows.

* Dcc-une. Werefer to this class as the class of unpredictable compute-and-compare programs.
This consists of ensembles D = {D,} where D, is a distribution over compute-and-compare
programs such that CC[ f, y] < D, satisfies Hpyin (y|f) = A€ for some € > 0, and where the
input length of f is A and the output length is bounded by some polynomial #(1).

We also define the following class of distributions over input challenges:

* Dcc-chal-ssL- An ensemble D = {Dy ,}, where each D, is a distribution over the domain
of f, belongs to the class Dcc-chai-ssi if there exists an efficiently sampleable family { X, } of
distributions over {0, 1}* with Hpi, (X;) > A€, for some € > 0, and an efficiently sampleable
family {Z;  }, where Zy , is a distribution over the set f ~1(y), such that D .y 1s the following

distribution (where A is the size of inputs to f):

— with probability 1/2, sample z < Zy , and output z.
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— with probability 1/2, sample x « X, and output x.

We say the ensemble D is specified by the families {X,} and {Z ,}.
We also define two classes of distributions over pairs of programs and challenges.

* Dcc-pairs-stat-ssL- This consists of pairs of ensembles (D ={D,},D’ = {D},y}) where D €
Decc-une and D’ € Dce-char-sst satisfying the following. Let D’ be specified by the
families {X;} and {Z;,}, and denote by Markedinput (D,,{Z;,}) the distribution over
{0, 1}* induced by D, and {Z;,}, i.e.:

— Sample (f,y) < D,, then output z < Zy ,.

For any fixed f, with domain {0, 1}* such that ( fi, y.) is in the support of D, for some y.,

denote by MarkedInput(D,, {Z ,})| ., the distribution MarkedInput(D,, {Z , }) conditioned

on D, sampling f.. Then, we require that, for any sequence { f*(’l)} (where, forall A, ( f*u), Vi)

is in the support of D, for some y.) the families {X,} and {MarkedInput(D,, {Zf,y})lf(/l)}

are statistically indistinguishable.

* Dcc-pairs-comp-ssL- This is defined in the same way as Dcc-pairs-stat-ssL, €xcept that we only
require {X,} and {MarkedInput(D,,{Z¢,})| f“)} to be computationally indistinguishable.

Theorem 6. Let (SSL-PF.Gen, SSL-PF.Lease, SSL-PF.Eval, SSL-PF.Verify) be an SSL scheme for
point functions that is secure with respect to all pairs (D, D’) € Dpr-pairs-stat-ssL (€ DPF-pairs-comp-SSL)-
Then, the scheme of Construction 4 is a secure SSL scheme for compute-and-compare programs
with respect to all pairs (D, D’) € Dcc-pairs-stat-ssL (€ Dcc-pairs-comp-ssL)-  The same conclusion
holds relative to any oracle, i.e., when all algorithms have access to the same oracle, with respect

to query-bounded (computationally bounded) adversaries.
We now give a proof of Theorem 6 via a reduction to the point function security experiment.

Proof of Theorem 6. We prove the claim for ({D 15{D f,y}) € Dce-pairs-stat-ssLonly, since the
case of ({D,},{Dyy}) € Dcc-pairs-comp-ssi 18 virtually identical. Let 7(1) be the length of strings
in the range of f’s sampled from D, and let the ensemble {D; ,} be specified by {X;} and {Z; , }

(using the notation introduced above for ensembles in Dcc-chal-ssL)-

Let A be an adversary for the compute-and-compare SSL scheme of Construction 4 with respect
to ensembles {D,} and {D,} who wins at the SSL security game with probability p(1) > 0. It
then follows that for each A there exists f*u) such that ( f*(/l), y) is in the support of D, for some
v, and such that the probability that ‘A wins is at least p(4), conditioned on f*w being sampled.
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We will construct an adversary A’ that wins with probability p(1) — negl(1) in the point function

security game with respect to the distributions {D’ ( /1)} and {D7}, defined as follows:

* D] W sample x < X, and output the point function P D ()

o« N/ - (D
D’ sample x < D y and output £, (x).

A
Y,

The adversary A’ against the point function SSL game acts as follows:

» A’ receives a state o from the lessor, and then forwards ( f*(’l), o) to adversary A.

A returns a supposed program copy o for the point function to A’ who then sends it back to

the lessor for verification.

Conditioning on the verification being successful, the lessor replies with a challenge input

x < D}. A’ then samples x” < Zy ., and runs A with input challenge x’.

Let b be the bit returned by A. The adversary A’ replies with the same b to the lessor.

It is straightforward to check that the game “simulated” by A’ for A is statistically indistinguishable
from a security game with respect to {D,} and {D ,}, conditioned on f*(/l). Thus, we deduce,
by hypothesis, that A passes verification and returns the correct bit with probability at least
p(A) —negl(1), and thus A" wins with probability at least p(1) — negl(1). Crucially, note that
({D;( /1)}, {D’y}) € DpF-pairs-stat-ssL. 1t follows that if the SSL is secure, then the compute-and-

compare scheme must also be secure.

We remark that the proof of the theorem statement relative to any oracle is analogous. [
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Chapter 4

REVOKING ENCRYPTED DATA: PUBLICLY-VERIFIABLE DELETION

Quantum information has the property that measurement is an inherently destructive process. This
feature is most apparent in the principle of complementarity, which states that mutually incompatible
observables cannot be measured at the same time. Broadbent and Islam [40] recently built on this
aspect of quantum mechanics to realize a cryptographic notion called certified deletion. While this
remarkable notion enables a classical verifier to be convinced that a quantum ciphertext has been

deleted by an untrusted party, it offers no additional layer of functionality.

In this chapter, we use Gaussian superpositions over lattices to construct the first fully homomorphic
encryption scheme with certified deletion—a protocol that enables an untrusted quantum server to

compute on encrypted data and to also prove data deletion to a client.

Organization. First, we prove some basic facts about Gaussian superpositions in Section 4.2.
Next, in Section 4.3, we generalize the notion of collapsing hashes and prove the strong Gaussian-
collapsing property of the Ajtai hash function; this marks the main technical result of this chapter.
In Section 4.4 we define the syntax and security of public-key encryption schemes with publicly-
verifiable deletion. Then, in Section 4.5, we construct a Dual-Regev public-key encryption scheme
with publicly-verifiable deletion and prove its security. In Section 4.6, we define the syntax and
security of homomorphic encryption schemes with publicly-verifiable deletion, which is analogous
as in the public-key setting. In Section 4.7, we give the main construction of this chapter; namely,
our Dual-Regev (leveled) fully homomorphic encryption scheme with publicly-verifiable deletion.
We prove that it achieves certified deletion security using a similar proof as for our public-key
scheme. Finally, in Section 4.8, we describe a four-message protocol for FHE with simultaneous
data deletion, which allows an untrusted quantum server to compute on encrypted data and to

simultaneously prove data deletion to a client — all in a single interactive protocol.

4.1 Introduction

Data protection has become a major challenge in the age of cloud computing and artificial intel-
ligence. The European Union, Argentina, and California recently introduced new data privacy
regulations which grant individuals the right to request the deletion of their personal data by media
companies and other data collectors—a legal concept that is commonly referred to as the right
to be forgotten [63]. While new data privacy regulations have been put into practice in several

jurisdictions, formalizing data deletion remains a fundamental challenge for classical cryptography.



67

A key question, in particular, prevails:

How can we certify that user data stored on a remote cloud server has been deleted?

Without any further assumptions, the task is clearly impossible to realize in conventional cloud
computing. This is due to the fact that there is no way of preventing the data collector from
generating and distributing additional copies of the user data. Although it impossible to achieve
in general, proofs-of-secure-erasure [108, 59] can achieve a limited notion of data deletion under
bounded memory assumptions. Recently, Garg, Goldwasser and Vasudevan [63] proposed rigorous
definitions that attempt to formalize the right to be forgotten from the perspective of classical
cryptography. However, a fundamental challenge in the work of Garg et al. [63] lies in the fact that

the data collector is always assumed to be honest, which clearly limits the scope of the formalism.

A recent exciting idea is to use quantum information in the context of data privacy [51, 41].
Contrary to classical data, it is fundamentally impossible to create copies of an unknown quan-
tum state thanks to the quantum no-cloning theorem [135]. Broadbent and Islam [41] proposed
a quantum encryption scheme which enables a user to certify the deletion of a quantum cipher-
text. Unlike classical proofs-of-secure-erasure, this cryptographic notion of certified deletion is
achievable unconditionally in a fully malicious adversarial setting [41]. All prior protocols for
certified deletion enable a client to delegate data in the form of plaintexts and ciphertexts with no

additional layer of functionality. A key question raised by Broadbent and Islam [41] is the following:

Can we enable a remote cloud server to compute on encrypted data, while simultaneously al-

lowing the server to prove data deletion to a client?

This cryptographic notion can be seen as an extension of homomorphic encryption schemes [113,
66, 37] which allow for arbitrary computations over encrypted data. Prior work on certified deletion
makes use of very specific encryption schemes that seem incompatible with such a functionality;
for example, the private-key encryption scheme of Broadbent and Islam [41] requires a classical
one-time pad, whereas the authors in [83] use a particular hybrid encryption scheme in the context
of public-key cryptography. While homomorphic encryption enables a wide range of applica-
tions including private queries to a search engine and machine learning classification on encrypted
data [35], a fundamental limitation remains: once the protocol is complete, the cloud server is still
in possession of the client’s encrypted data. This may allow a malicious adversary to break the
encryption scheme retrospectively — long after the execution of the protocol. Long-term security
is especially relevant for data which is required to remain confidential for many years; for example,

such as private medical records or sensitive government secrets.
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Fully homomorphic encryption with certified deletion seeks to address this limitation as it allows
a quantum cloud server to compute on encrypted data while also enabling the server to prove data

deletion to a client, thus effectively achieving a form of everlasting security [104, 82].

Technical overview

How can we certify that sensitive information has been deleted by an untrusted party? Quantum
information allows us to achieve a cryptographic notion called certified deletion [51, 61, 41]. The
main idea behind this concept is the principle of complementarity. This feature allows us to encode

information in mutually incompatible bases—a notion that has no counterpart in a classical world.

Broadbent and Islam [41] construct a private-key quantum encryption scheme with certified deletion
using a BB84-type protocol that closely resembles the standard quantum key distribution (QKD)
protocol [29, 122]. The crucial idea behind the scheme is that the information which is necessary to
decrypt is encoded in the computational basis, whereas certifying deletion requires a measurement
in the incompatible Hadamard basis. The scheme in [41] achieves a rigorous notion of certified
deletion security: once the ciphertext is successfully deleted, the plaintext m remains hidden even
if the private key is later revealed. Using a standard hybrid encryption scheme, Hiroka, Morimae,
Nishimaki and Yamakawa [83] extended the scheme in [41] to both public-key and attribute-based
encryption with certified deletion via the notion of receiver non-committing (RNC) encryption [87,
45]. The security proof in[83] relies heavily on the fact that the classical public-key encryption is
non-committing, i.e., it comes with the ability to equivocate ciphertexts to encryptions of arbitrary
plaintexts. As a complementary result, the authors also gave a public-key encryption scheme with
certified deletion which is publicly verifiable assuming the existence of one-shot signatures and
extractable witness encryption. This property enables anyone to verify a deletion certificate using

a publicly available verification key.

All prior protocols for certified deletion enable a client to delegate data in the form of ciphertexts
with no additional layer of functionality. In this chapter, we answer a question raised by Broadbent
and Islam [41] affirmatively, namely whether it is possible to construct a homomorphic quantum
encryption scheme with certified deletion. This cryptographic notion is remarkably powerful as it
would allow a quantum cloud server to compute on encrypted data, while simultaneously enabling
the server to prove data deletion to a client. So far, however, none of the encryption schemes
with certified deletion can enable such a functionality. Worse yet, the hybrid encryption paradigm
appears insufficient in order to construct homomorphic encryption with publicly-verifiable deletion,

and thus an entirely new approach is necessary.

Our techniques deviate from the hybrid encryption paradigm of previous works [41, 82] and allow

us to construct the first homomorphic quantum encryption scheme with certified deletion which
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has the desirable feature of being publicly verifiable. The main technical ingredient of our scheme
is a protocol by which a quantum prover can convince a classical verifier that a sample from the

Learning with Errors [112] distribution in the form of a quantum state was deleted.

Quantum superpositions of LWE samples. The Learning with Errors (LWE) problem was
introduced by Regev [112] and has given rise to numerous cryptographic applications, including

public-key encryption [68], homomorphic encryption [37, 69] and attribute-based encryption [33].

The problem is described as follows. Let n,m € N and g > 2 be a prime modulus, and « € (0, 1)

m

be a noise ratio parameter. In its decisional formulation, the LWE}' .

problem asks to distinguish
between a sample (A & ngm ,STA+eT (mod ¢)) from the LWE distribution and a uniformly random

$ $ $ . . .
sample (A « ZZX’", u «— ZZ]”). Here, s «— ZZ is a uniformly random vector and € ~ Dzm o, is a
vector which is sampled according to the discrete Gaussian distribution Dzm . The latter assigns

probability proportional to o,(x) = e¢™" 2/ o every lattice point x € Z", for r = ag > 0.

How can we certify whether a malicious party has deleted a sample from the LWE distribution?
Our main technical insight is that one can encode LWE samples as quantum superpositions for the
purpose of certified deletion while simultaneously preserving their full cryptographic functionality.
Superpositions of LWE samples have been considered by Grilo, Kerenidis, and Zijlstra [77] in the
context of quantum learning theory and by Alagic, Jeffery, Ozols, and Poremba [11], as well as by
Chen, Liu, and Zhandry [48], in the context of quantum cryptanalysis of LWE-based cryptosystems.

Let us now describe the main idea behind our constructions. Consider the Gaussian superposition, !

Wxy = D 00 (x) [X)x ® |A - x (mod q))y .

m
XEZY

Here, we let o = 1/a and use Zj to represent Z" N (-4,%]™. By measuring system Y in the

computational basis with outcome y € Z, the state |/) collapses into the quantum superposition

= D e x). (4.1)

XEZY:
Ax=y (mod ¢)
Note that the state |lﬁy) is now a superposition of short Gaussian-weighted solutions x € Z}
subject to the constraint A - x =y (mod ¢). In other words, by measuring the above state in the
computational basis, we obtain a solution to the so-called (inhomogenous) short integer solution
(ISIS) problem specified by (A, y) (see Definition 12). The quantum state |¢A/y) in Eq. (4.1) has the

'A tail bound shows that Dzm_ is essentially only supported on {x € Z™ : ||x|| < oy/m}. We choose o < q/~+m
and consider the domain Z™ N ( —%, %]m instead. For simplicity, we also ignore that |/') is not normalized.
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following duality property; namely, by applying the (inverse) g-ary quantum Fourier transform, we

obtain the state

) = >, D 0a(e)w;® |sTA+eT (mod g)), 4.2)

n m
SEZy e€Zy

where w, = 714 is the primitive g-th root of unity. We make this statement more precise in
Lemma 20. Throughout this work, we will refer to [¢y) and |af/y) as the primal and dual Gaussian
state, respectively. Notice that the resulting state |yy) is now a quantum superposition of samples
from the LWE distribution. This relationship was first observed in the work of Stehlé et al. [120]
who gave quantum reduction from SIS to LWE based on Regev’s reduction [112], and was later
implicitly used by Roberts [115] and Kitagawa et al. [90] to construct quantum money and secure

software leasing schemes.

Our quantum encryption schemes with certified deletion exploit the fact that a measurement of [i/y)
in the Fourier basis yields a short solution to the ISIS problem specified by (A, y), whereas ciphertext

information which is necessary to decrypt is encoded using LWE samples in the computational basis.

Dual-Regev public-key encryption with publicly-verifiable deletion. The key ingredient of our
homomorphic encryption scheme with certified deletion is the Dual-Regev public-key encryption
scheme introduced by Gentry, Peikert, and Vaikuntanathan [68]. Using Gaussian states, we can
encode Dual-Regev ciphertexts for the purpose of certified deletion while simultaneously preserving

their full cryptographic functionality. Our scheme consists of the following efficient algorithms:

* To generate a pair of keys (sk, pk), sample a random A € ZZX("”D together with a particular
short trapdoor vector t € Z*! such that A - t = 0 (mod ¢). Let pk = A and sk = t.

* To encrypt b € {0, 1} using pk = A, generate the following for a randomy € Zg:

ke Ay CD e 30 D oge(@w " sTA+eT +b-(0.....0. 171,

SEZy eezgwl
where vk is a public verification key and |CT) is the quantum ciphertext for o > 0.

* To decrypt |CT) using sk, measure in the computational basis to obtain ¢ € Zg”l, and output
0,if ¢ - sk € Z, is closer to O than to L%J, and output 1, otherwise. Here sk = t is chosen

such that ¢7 - sk yields an approximation of b - L%J from which we can recover b.
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To delete the ciphertext |CT), we simply perform measurement in the Fourier basis. In Corollary 2,

we show that the Fourier transform of the ciphertext |CT) results in the dual quantum state

o ,b-(0,...,0, 2
CHh= Y eem@ay Y ). (4.3)

XEZmH .
a
Ax=y (mod q)

Notice that a Fourier basis measurement of |CT) necessarily erases all information about the
plaintext b € {0, 1} and results in a short vector 7 € ZZ’“ such that A - 7 =y (mod ¢). In other
words, to verify a deletion certificate we can simply check whether it is a solution to the ISIS
problem specified by the verification key vk = (A,y). Our scheme has the desirable property that
verification of a certificate 7 is public; meaning anyone in possession of (A, y) can verify that |CT)
has been successfully deleted. Moreover, due to the tight connection between worst-case lattice
problems and the average-case ISIS problem [103, 68], it is computationally difficult to produce a

valid deletion certificate from (A, y) alone.

To formalize security, we consider the notion of (everlasting) certified deletion security (i.e., EV-CD
security) which was proposed by Bartusek and Khurana [23] as a strengthening of the original notion
by Broadbent and Islam [40]. Roughly speaking, EV-CD security guarantees that, once deletion
of the ciphertext is successful, the plaintext remains hidden even if the adversary is subsequently
allowed to run in unbounded time (see Definition 34). We prove the security of our schemes by
exploiting a strong collapsing-type property of the Ajtai hash function which we show under the

quantum hardness of LWE and SIS. This is our main technical result in this chapter.

Gaussian-collapsing hash functions. Unruh [125] introduced the notion of collapsing hash
functions in his seminal work on computationally binding quantum commitments. Informally,
a hash function #% is called collapsing if it is computationally difficult to distinguish between a
superposition of pre-images, i.€., 2.y. 4(x)=y @x [X), and a single measured pre-image |xo) such that
h(xp) =y. Motivated by the properties of the dual Gaussian state in Eq. (4.1), we consider a special
class of hash functions which are collapsing with respect to Gaussian superpositions. We say that
a hash function 4 is o-Gaussian-collapsing (formally defined in Definition 30), for some o > 0, if
the following states are computationally indistinguishable:
> eI x Ixo), st h(xo) =Y.
x: h(x)=y

Here, xg is the result of a computational basis measurement of the the Gaussian superposition (on
the left). Notice that any collapsing hash function 4 is necessarily also Gaussian-collapsing, since
a superposition of Gaussian-weighted vectors constitutes a special class of inputs to 4. Liu and
Zhandry [97] implicitly showed that the Ajtai hash function ha(x) = A - x (mod g) is collapsing—

and thus Gaussian-collapsing—via the notion of lossy functions and (decisional) LWE. As a first
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> ee®) %) ~ %) X0~ Dy a) 2
xeZM
Ax=y (mod g) (Thm. 8)
FT, | (Lem.20) T,
‘ (Thm. 9) '
Z Z Q(q_r(e) w;<s’y> ISTA + eT) ~, Z w;(‘LXO) u)
SE€ZyecZy ueZgy

Figure 4.1: Technical overview of Gaussian superposition states and their properties used through-
out this work. The computational indistinguishability property holds under the (subexponential)
hardness of the LWE assumption (Definition 14). Here, Afl (A)={xeZ":A-x=y (mod q)}
denotes a coset of the lattice A,j (A)={xe€2Z™: A-x=0(mod g)} defined in Section 2.6.

preliminary result, we give a simple and direct proof (Theorem 8) of the Gaussian-collapsing

property assuming the hardness of decisional LWE, which might be of independent interest.

The fact Ajtai’s hash function is Gaussian-collapsing has several implications for the security of
our schemes. Because our Dual-Regev ciphertext corresponds to the Fourier transform of the state
in Eq. (4.3), the Gaussian-collapsing property immediately implies the semantic (i.e., IND-CPA)
security under decisional LWE (see Theorem 9). We refer to Figure 4.1 for an overview of our

Gaussian states and their properties.

To prove the stronger notion of EV-CD security of our Dual-Regev scheme with publicly-verifiable
deletion, we have to show that, once deletion has taken place, the plaintext remains information-
theoretically hidden from the view of the adversary. We observe that it is sufficient to show that
Ajtai’s hash function satisfies a particular strong Gaussian-collapsing property; namely, once an
adversary A produces a valid short certificate 7 with the property that A - 7 =y (mod ¢), then A
cannot tell whether the input at the beginning of the experiment it received a Gaussian superposition
of pre-images or a single (measured) pre-image, even if A is now allowed to run in unbounded
time. Here, it is crucial that A is unbounded only after ‘A provides a valid pre-image witness
n, otherwise A could trivially distinguish the two states by applying the Fourier transform and
distinguishing between a superposition of LWE samples and a uniform superposition. We prove

the strong Gaussian-collapsing property in Theorem 10, assuming the hardness of LWE and SIS.
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We then go on to prove the following result in Theorem 12:

Theorem (Informal). Our Dual-Regev encryption scheme with publicly-verifiable deletion (see

Construction 5) is EV-CD-secure, assuming the quantum subexponential hardness of LWE and SIS.

To gain some intuition for why the strong Gaussian-collapsing property holds, consider the following
natural attack. Given as input either a Gaussian superposition of pre-images or a single (measured)
pre-image, we perform the quantum Fourier transform, reversibly shift the outcome by a fresh LWE
sample? and store the result in an auxiliary register. If the input corresponds to a superposition, we
obtain a separate LWE sample which is re-randomized, whereas if the input is a single (measured)
pre-image, the outcome remains random. Hence, if the aforementioned procedure succeeded
without disturbing the initial quantum state, we could potentially provide a valid certificate &
and also distinguish the auxiliary system once we are allowed to be computationally unbounded.
However, by shifting the state by another LWE sample, we have necessarily entangled the two
systems in a way that prevents us from finding a valid certificate via a Fourier basis measurement.

We give a formal proof of the strong Gaussian-collapsing property in Theorem 10.

Next, we extend our Dual-Regev scheme towards a (leveled) FHE scheme with certified deletion.

Dual-Regev fully homomorphic encryption with publicly-verifiable deletion. Our (leveled)
FHE scheme with certified deletion is based on the (classical) Dual-Regev leveled FHE scheme
used by Mahadev [99]—a variant of the scheme due to Gentry, Sahai and Waters [69]. Let
n,m € N, let ¢ > 2 be a prime modulus, and let @ € (0, 1) be the noise ratio with o = 1/a. Let
N =(m+1)[logg] and let G € ZémH)XN denote the so-called power-of-2 gadget matrix (defined

in Section 4.7). The scheme consists of the following efficient algorithms:

» To generate a pair of keys (sk, pk), sample A € ngﬂ)xn together with a particular short
trapdoor vector t € Z"*! such that t- A = 0 (mod ¢), and let pk = A and sk = t.

* To encrypt a bit x € {0, 1} using the public key A € Zémﬂ)xn, generate the following pair
consisting of a classical verification key and quantum ciphertext for arandom Y € ZZXN with

columns yy,...,yn € Zg:

e (AY), Che > Y 0ye®o," A S+E+x-G),
SGZZXN EeZ(qm+1)><N

(m+1)xXN
Z61

where G € denotes the gadget matrix and where o = 1/a.

>To smudge the Gaussian error of the initial superposition, we can choose an error from a discrete Gaussian
distribution which has a significantly larger standard deviation.
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* To decrypt a quantum ciphertext |CT) using the secret key sk, measure in the computational

basis to obtain an outcome C € Zﬁ,’"*”XN

and compute ¢ = skl - ¢y € Zg, where ¢y € ZZ’”
is the N-th column of C, and then output 0, if ¢ is closer to O than to L%J, and output 1,

otherwise.

Deletion and verification take place exactly as in our Dual-Regev scheme with certified deletion.

In Theorem 15, we prove that our scheme satisfies the same notion of certified deletion security

which we previously considered in the context of (regular) public-key encryption.

Theorem. Our Dual-Regev (leveled) FHE scheme with publicly-verifiable deletion (Construction 7)

is EV-CD-secure, assuming the quantum subexponential hardness of LWE and SIS.

Our FHE scheme supports the evaluation of polynomial-sized Boolean circuits consisting entirely of
NAND gates, which are universal for classical computation. Inspired by the classical homomorphic
NAND operation of the Dual-Regev scheme [69, 99], we define an analogous quantum operation
Unanp 1n Definition 38 which allows us to apply a NAND gate directly onto Gaussian states. When
applying homomorphic operations, the new ciphertext maintains the form of an LWE sample with
respect to the same public key pk, albeit for a new LWE secret and a new (non-necessarily Gaussian)
noise term of bounded magnitude. Notice, however, that the resulting ciphertext is now a highly
entangled state since the unitary operation Unanp induces entanglement between the LWE secrets
and Gaussian error terms of the superposition. This raises the following question: How can a server
perform homomorphic computations and, if requested, to also prove data deletion to a client? In
some sense, applying a single homomorphic NAND gates breaks the structure of the Gaussian states
in a way that prevents us from obtaining a valid deletion certificate via a Fourier basis measurement.
At first sight, it seems as if applying homomorphic operations and proving data deletion are two
mutually exclusive properties. Indeed, our basic Dual-Regev encryption scheme in Construction 7

only supports homomorphic operations and publicly-verifiable deletion as separate properties.

It is natural to ask whether it is possible to achieve both tasks simultaneously, say in a protocol
between a client and an untrusted server. Remarkably, such a protocol would allow an untrusted
server to compute on private data and, if requested, to simultaneously prove data deletion to a
client. We show that such a protocol is indeed possible, albeit with a few important caveats which
we explain in Section 4.8. In Protocol 1, we describe a four-message protocol for FHE with
simultaneous data deletion which is based on our Dual-Regev FHE scheme in Construction 7. To
resolve the aforementioned technical issue, we introduce additional interaction between the server
and the client (which is not required for a conventional homomorphic encryption scheme). After

performing a Boolean circuit C via a sequence of Unanp gates starting from the ciphertext |CT) =
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ICT) ® --- ® |CTy) in system Cj, corresponding to an encryption of x = (x1,...,x7) € {0, 1}¢,
the server simply sends the quantum system C,y; containing an encryption of C(x) to the client.
Then, using the secret key sk (i.e., a trapdoor for the public matrix pk), it is possible for the
client to extract the outcome C(x) from the system Co,; with overwhelming probability without
significantly damaging the state. We show that it is possible to rewind the procedure in a way that
results in a state which is negligibly close to the original state in system Coy:. At this step of the
protocol, the client has learned the outcome of the homomorphic application of the circuit C while
the server is still in possession of a large number of auxiliary systems (denoted by Caux) Which
mark intermediate applications of the gate Unyanp. We remark that this is where the standard FHE
protocol ends. In order to enable certified deletion, the client must now return the system Cy to the
server. Having access to all three systems CinCauxCout, the server is then able to undo the sequence
of homomorphic NAND gates in order to return to the original product state in system Cj, (up to
negligible trace distance). Since the ciphertext in the server’s possession is now approximately a
simple product of Gaussian states, the server can perform a Fourier basis measurement of systems
Cin, as required. Once the protocol is complete, it is therefore possible for the client to know
C(x) and to be convinced that data deletion has taken place. In Section 4.8, we show that our
four-message protocol indeed achieves certified deletion, provided that the server is honest during

the homomorphic evaluation phase of the protocol.

Related work

The first work to formalize a notion resembling certified deletion is due to Unruh [127] who
proposed a quantum timed-release encryption scheme that is revocable. The protocol allows
a user to return the ciphertext of a quantum timed-release encryption scheme, thereby losing
all access to the data. Unruh’s security proof exploits the monogamy of entanglement in order
to guarantee that the quantum revocation process necessarily erases all information about the
plaintext. Fu and Miller [61] gave the first quantum protocol that proves deletion of a single bit
using classical interaction alone. Subsequently, Coiteux-Roy and Wolf [51] proposed a QKD-like
conjugate coding protocol that enables certified deletion of a classical plaintext, albeit without a
complete security proof. Independently of [51], Broadbent and Islam [41] construct a private-key
quantum encryption scheme with a rigorous definition of certified deletion using a BB84-type
protocol that closely resembles the standard quantum key distribution protocol [29, 122]. There,
the ciphertext (without the optional quantum error correction part) consists of random BB84
states [x) = H |x;) ® --- ® H% |x,) together with a one-time pad encryption of the form
f(xj6,=0) ® m ® u, where u is a random string (i.e., a one-time pad key), f is a two-universal hash
function and xg,—¢ is the substring of x to which no Hadamard gate is applied. The main idea behind

the scheme is that the information which is necessary to decrypt is encoded in the computational
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basis, whereas certifying deletion requires a Hadamard basis measurement. Therefore, if the
verification of a deletion certificate is successful, xjg,—o must have high entropy, and thus f (x|g,=0)
is statistically close to uniform (i.e., f serves as an extractor). The private-key quantum encryption
scheme of Broadbent and Islam [41] achieves the notion of certified deletion security: once the
ciphertext is successfully deleted, the plaintext m remains hidden even if the private key (6, f, u)
is later revealed. Using a standard hybrid encryption scheme, Hiroka, Morimae, Nishimaki and
Yamakawa [83] extended the scheme in [41] to both public-key and attribute-based encryption
with certified deletion via the notion of receiver non-committing (RNC) encryption [87, 45]; for
example, to obtain a public-key encryption scheme with certified deletion, one simply outputs
a quantum ciphertext of the [41] scheme together with a classical (non-committing) public-key
encryption of its private key. Given access to the RNC secret key, it is therefore possible to
decrypt the quantum ciphertext. Crucially, the hybrid encryption scheme also inherits the certified
deletion property of the [41] scheme; namely, once deletion has taken place, the plaintext remains
hidden even if the RNC secret key is later revealed. The security proof in [83] relies heavily
on the fact that the classical public-key encryption is non-committing, i.e. it comes with the
ability to equivocate ciphertexts to encryptions of arbitrary plaintexts. To obtain a homomorphic
encryption scheme with certified deletion, one would have to instantiate the hybrid encryption
scheme with a classical (non-committing) homomorphic encryption scheme which is not known to
exist. While generic transformations for non-committing encryption have been studied [91], they
tend to be incompatible with basic homomorphic computations. Moreover, it is unclear whether
the candidate hybrid approach for homomorphic encryption is even secure: for all we know, a
malicious adversary could use homomorphic evaluation to decouple the quantum part from the
classical part of the ciphertext in order to obtain a classical encryption of the plaintext, thereby

violating certified deletion security.

Hiroka, Morimae, Nishimaki and Yamakawa [82] studied certified everlasting zero-knowledge
proofs for QMA via the notion of everlasting security which was first formalized by Miiller-Quade
and Unruh [104]. A recent paper by Coladangelo, Liu, Liu, and Zhandry [53] introduces subspace
coset states in the context of unclonable crytography in a way that loosely resembles our use
of primal and dual Gaussian states. In concurrent work, Bartusek and Khurana [23] consider
generic transformations for encryption schemes with certified deletion. Similar to Broadbent and
Islam [41], they use a hybrid approach via BB84 states to construct public-key, attribute-based and
homomorphic encryption schemes with certified everlasting security: once deletion is successful,
the security notion guarantees that the plaintext remains hidden even if the adversary is henceforth
computationally unbounded. However, in contrast with our results, their notion only considers
deletion certificates which are privately verifiable. Finally, we remark that subsequent follow-up

work by Bartusek et al. [25] has since constructed encryption schemes with public verification
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(assuming the existence of post-quantum indistinguishability obfuscation) as well as maliciously
secure bind delegation protocol with certified deletion via succinct non-interactive arguments

(SNARGS) for polynomial-time computation, which can be constructed from LWE.

4.2 Primal and Dual Gaussian States

Gaussian superpositions first appeared in Regev’s quantum reduction from worst-case lattice prob-
lems to LWE, and have also been used by Stehl€ et al. [120] who gave a quantum reduction from
the SIS problem to the LWE problem. Given ¢ € N, m € N and V8m < o < ¢/V8m, a Gaussian
superposition over Z" N (—%, 4]™ is a pure state of the form

W)= > 0c(x)x).
X€ZF
Note that the state |i/) is not normalized for convenience and ease of notation. The tail bound
in Lemma 11 implies that (the normalized variant of) |y) is within negligible trace distance of a

truncated discrete Gaussian superposition |{/) with support {x € Z" : ||x|| < o/3}, where

)=, Pmpe@=| )  oz® D ™).

xeZg 27 ||z]| <o A2 x€Z:|Ix||<o/Z

(Sl

In this section, we consider Gaussian superpositions with parameter o = Q(+/m) which can be
efficiently implemented using standard quantum state preparation techniques; for example using

quantum rejection sampling and the Grover-Rudolph algorithm [78, 112, 36, 38].

Our Dual-Regev-type encryption schemes with certified deletion in Section 4.5 and Section 4.7
rely on two types of Gaussian superpositions, which we call primal and dual Gaussian states. The
former (i.e., primal) state corresponds to a quantum superposition of LWE samples with respect
to a matrix A € Z*™, and (up to a phase) can be thought of as a superposition of Gaussian balls
around random lattice vectors in A,(A). The latter (i.e., dual) state corresponds to a Gaussian

superposition over a particular coset,
AJ(A)={x€Z":A-x=y (mod q)},

of the g-ary lattice A; (A)={xe€2™: A-x=0(mod g)} defined in Section 2.6.

Our terminology regarding which state is primal and which state is dual is completely arbitrary. In

fact, the g-ary lattices A,(A) and Aql(A) are both dual to each other (up to scaling), and satisfy

q-AHA) = A(A) and g A (A) = AL(A).
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We choose to refer to the superposition of LWE samples as the primal Gaussian state because it
corresponds directly to the ciphertexts of our encryption scheme, whereas the dual Fourier mode

is only used in order to prove deletion.

We define primal and dual Gaussian states as follows.

Definition 28 (Gaussian states). Let m € N, g > 2 be an integer modulus and o > 0. Then,

e (primal Gaussian state:) for all A € Z’le’” andy € Z", we let

Way) = >0 > 0qir(€) 0,V [sTA + €T (mod g)) ;

SEZy e€Zy!
® (dual Gaussian state:) for all A € ngm andy € Z", we let

Way) = D, er®Ix).

XeZy
Ax=y (mod q)

For simplicity, we oftentimes drop the subscript on A and write |yry) and |1/A/y>, respectively.

Duality lemma

In this section, we prove a lemma which states that, up to negligible trace distance, the primal and

dual Gaussian states in Definition 28 are related via the g-ary quantum Fourier transform.

First, we show the following technical result.

Lemma 19. Letm € N, g > 2 a modulus and let o > 0. Consider the quantum states,

Y= ) 0e®Ix)  and  1g)= D 05 g(¥)[X),

m m
XEZq XEZq

where 0y 4 is the periodic Gaussian from Definition 7. Then, the normalized variants of the

Gaussian superpositions |§) and |¢) above satisfy

1 > -1
Il Xe| = 1oX oMl < \/1_ (1+2—(§(q/<f) —m)) .

Proof. We consider the following two distributions over Z" N (-4, £]™ given by

Qo.q (x)
ZyeZZ’ QOo.q (y)

00 (X)

Do(x) = ZyeZi? 05(y)

and  Dg4(x) = (4.4)



We first bound the Hellinger distance,

HZ(DO" Do-,q) =1- \/Za_'l : Zo_',lq Z \/QO’(X) : QO',q(X)’

m
X€E€Zy

where we define the two normalization factors

o= Z QO'(Y) and ZO',q = Z Q(T,q(y)-

YEZF YEZF

From Lemma 14, it follows for any x € Z" N (-4, 2]™ that

(1 2_
0%y - (142706 ) T < o (x) - gy (x).

Plugging in Eq. (4.7), we can bound the Hellinger distance as follows:

HX (D, Dog) =1= 3 \[De(X) - Do g(x)

X€Zy
=17 22, 3 Jer(®) - 00g(x)
X€Zy
<1- o,q\X
\/1+2 (3 (q/rr)2 —m) Z 0rq(X)

<1- (1 +2—(§(¢I/0')2—m)) 1/2.

Therefore, it holds that

I X0] = 18Xbllly < 1= (1= HA(Dy. D))

< \/1 _ (1 N 2—(%(q/cr>2—m>)‘1_

We are now ready to prove the so-called duality lemma.
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4.5)

(4.6)

4.7)

Lemma 20 (Duality lemma). Letm € N and g > 2 be a prime modulus and let g/N8m > o > V8m.

Let A € Z™™ be a matrix whose columns generate Z;, and let y € Zj; be an arbitrary vector. Then,

up to negligible trace distance, the (normalized variants of the) primal and dual Gaussian states

are related via the quantum Fourier transform:

Flglyy) =~ W= D er(®x);
XeZy
Ax=y (mod q)

FTi Wy~ Wy = ) D 0g/e(@) " sTA+eT (mod g)),

n m
seZq eeZq

where & : N — R* is a negligible function in the parameter m € N,
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Proof. Lety € Z; be an arbitrary vector and recall that the dual Gaussian coset |xf/y> is given by

iy = > e Ix). (4.8)

XEZy'
Ax=y (mod q)

We denote by Acy] (A) ={x€Z": Ax =y (mod g)} be the associated coset of the lattice A; (A).

Consider now the Gaussian superposition over the entire lattice coset AZ (A) formally defined by

By = D0 0s(x)[x). (4.9)

XeAY (A)

Since o < ¢/V8m, it follows from the tail bound in Lemma 12 that the state in (4.8) is within

negligible trace distance of the state in Eq. (4.9). Applying the (inverse) Fourier transform, we get

90 CFTIG = > (D) ee® @, 1n). (4.10)

2€Zg  xeAY(A)

From the Poisson summation formula (Lemma 13) and a subsequent change of variables, we get

9= 2 (D Catea@+ATS) - 0f?) )

m n
ZEZq SEZq

=" 0gjog(®) - w; Y sTA+eT (mod g)). (4.11)

n m
seZq eeZq

Because o > V8m it follows from Lemma 19 that there exists

k(m) = \/1 - (1 +2‘3m)_1 >0
such that

6y) 2 D D 0gro(€) -V sTA + €T (mod q)). (4.12)

n m
seZq eeZq

Putting everything together, it follows from the triangle inequality that

FTI Wy~ Wy = Y > oge(@ w " sTA+eT),

n m
seZq eeZq

where £(m) = negl(m) + x(m). Using that 4/1 — 1/(1 +x) < +/x for all x > 0, we have

&(m) = negl(m) + \/1 — (14+273m)7!

< negl(m) + 277

Thus, we have that £(m) < negl(m). This proves the claim. O
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Corollary 2. Letm € N and q > 2 be a prime modulus and let g/N8m > o > V8m. Let A € ZZX’"

be a matrix whose columns generate Z;, and lety € Zj be an arbitrary vector. Then, there exists a

negligible function € : N — R* such that

FT XY Wy) = Zy Ihy), Vv ez

Proof. From Lemma 6 it follows that FTqXZI = ZZIFTq, for all v € Z’;. Moreover, Lemma 20

implies that FT, |yy) is within negligible trace distance of |ffy). This proves the claim. ]

Efficient state preparation

In this section, we give two algorithms that prepare the primal and dual Gaussian states from
Definition 28. We remark that Gaussian superpositions over Z; with parameter o = Q(+/m) can
be efficiently implemented using standard quantum state preparation techniques, for example using

rejection sampling and the Grover-Rudolph algorithm. We refer to [78, 112, 36, 38]) for a reference.

Our first algorithm (see Algorithm 1 in Figure 4.2) prepares the dual Gaussian state from Defini-
tion 28 with respect to an input matrix A € Z7*" and parameter o = Q(y/m), and is defined as
follows.

Our second algorithm (see Algorithm 2 in Figure 4.3) prepares the primal Gaussian state with
respect to an input matrix A € Z*" and parameter o = Q(+/m). Here, in order for Lemma 20 to

apply, it is crucial that the columns of A generate Z;. Fortunately, it follows from Lemma 8 that a

uniformly random matrix A & ZZX’” satisfies this property with overwhelming probability.

Invariance under Pauli-Z dephasing
In this section, we prove a surprising property about the dual Gaussian state from Definition 28.
We prove Theorem 7, which says that the Pauli-Z dephasing channel with respect to the LWE

distribution leaves the dual Gaussian state approximately invariant.

Theorem 7. Let n,m € N and q > 2 be a prime modulus, each parameterized by the security
parameter A € N. Let o be a parameter with q/N8m > o > \8m. Let'y € Z be arbitrary and

A€ szm be any matrix whose columns generate 7, and let |1/A/y) be the dual Gaussian state,

Wy = > ee®)Ix).

XeZg
Ax=y (mod ¢)

Let ZLWE%M be the Pauli-Z dephasing channel with respect to the L\WE,' . distribution for

A€ ZZX’” and a noise ratio a € (0, 1) with relative noise magnitude 1/a = o - 2°", i.e.,

- A STA+eT —(STA+€T
Ziweg, 0 (0) = D0 D G D ag @ LA 02, SV vg e L((C)®™).

n.q,aq
& n a m
seZq eeZq
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Algorithm 1: GenDual(A, o)

Input: Matrix A € Z*" and parameter o = Q(~/m).
Output: Gaussian state |gﬁy) andy € Zj.

1 Prepare a Gaussian superposition in system X with parameter oo > 0:

Wxy = D 0 (X) [X)x ®10)y .

X€ZY
2 Apply the unitary Uy : |x) [0) — |X) |A - x (mod ¢)) on systems X and Y:
Wxy = D) 0o (®) [X)x ® A - x (mod g))y .

m
XEZy

3 Measure system Y in the computational basis, resulting in the state

Wy gy = D 0e(X) Xy @ ¥y

XGZZ“:
Ax=y

4 Output the state |tﬁy) in system X and the outcome y € Zj in system Y.

Figure 4.2: Quantum algorithm which takes as input a matrix A € ZZX’" and a width parameter
o = Q(+/m), and outputs the dual Gaussian state in Definition 28.

Then, there exists a negligible function () such that

Ziwen (|lﬁy><l/7y|) N |$Y><l/}3’|

n.q,aq

In other words, the Pauli-Z. dephasing channel with respect to the LWE distribution leaves the dual

Gaussian state approximately invariant.

Proof. Lety € Zj be an arbitrary vector and recall that the dual Gaussian state |¢/7y> is given by

Wy = D ee®Ix). (4.13)

XeZg
Ax=y (mod q)
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Algorithm 2: GenPrimal(A, o)

Input: Matrix A € Z’;X’" whose columns generate Z”, and a parameter o = Q(+/m).
Output: Gaussian state [y) and y € Z.
Run GenDual(A, o), resulting in the state

Wy)xy = D 0e(®) Xy @ ¥y

XEZG:
Ax=y

Apply the quantum Fourier transform FT, to system X.

Output the state in system X, denoted by [fy), and the outcome y € Zy in system Y.

Figure 4.3: Quantum algorithm which takes as input a matrix A € Z7”" and a real parameter
o = Q(+/m), and outputs the primal Gaussian state in Definition 28.

Consider a sample b = §TA + &7 (mod g)) ~ LWE}!, ,, with 8 & Zy and € ~ Dzm 4. Because

g/N8m > o > V8m and 1/a = o - 2°" there exist negligible (1) and «(1) such that

ZA gy = FT XS AT FT [idy) (Lemma 6)
~, FT, XfITA+éT lry) (Lemma 20)
Ry wé&y) FT, [Yy) (Lemma 15)
Xy wﬁf’w |¢,@y> . (Lemma 20)

Here, |/y) is the primal Gaussian state given by
Wy = > D 0qer(@) w* sTA+ €T (mod g)).
SEZy ecZy
In other words, |¢ﬁy) in Eq. (4.13) is an approximate eigenvector of the generalized Pauli operator

STA+RT
Z,

because it serves as a global phase. Hence, there exists a negligible function £(A) such that

Zuneg (BN = 3 ) 47 Drgaa @ 5 i 2,7

3 n a m
SezZ; eezZy

(zq) 3 Dapa® | X

3 n a m
Sezy eczZy

with respect to the same matrix A € ngm. Note that we can simply discard wf’w eC

= |J/Y><'7Z;Y|
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4.3 Gaussian-Collapsing Hash Functions
Unruh [125] introduced the notion of collapsing hash functions in his seminal work on computa-

tionally binding quantum commitments. This property is captured by the following definition.

Definition 29 (Collapsing hash function, [125]). Let A € N be the security parameter. A hash
function family H = {H } 1en is called collapsing if, for every QPT adversary A,

| Pr[CollapseExpg; 4 ,(0) = 1] — Pr[CollapseExpg; 4,(1) = 1]| < negl(1).

Here, the experiment CollapseExpyy 4 (D) is defined as follows:

1. The challenger samples a random hash function h i H,, and sends a description of h to A.

2. A responds with a (classical) string y € {0, 1}"D and an m(Q)-qubit quantum state in
system X.

3. The challenger coherently computes h (into an auxiliary system Y ) given the state in system
X, and then performs a two-outcome measurement on Y indicating whether the output of h

equals y. If h does not equal y the challenger aborts and outputs L.

4. If b = 0, the challenger does nothing. Else, if b = 1, the challenge measures the m(A)-qubit

system X in the computational basis. Finally, the challenger returns the system X to A.

5. A returns a bit b’, which we define as the output of the experiment.

Motivated by the properties of the dual Gaussian state from Definition 28, we consider a special
class of hash functions which are collapsing with respect to Gaussian superpositions. Informally,
we say that a hash function % is Gaussian-collapsing if it is computationally difficult to distinguish
between a Gaussian superposition of pre-images and a single (measured) Gaussian pre-image (of

h). We formalize this below.

Definition 30 (Gaussian-collapsing hash function). Let A € N be the security parameter, m(1),n(A) €
N and let g(A1) > 2 be a modulus. Let o > 0. A hash function family H = {H} ,en with domain
X =7y and range Y =7, is called o-Gaussian-collapsing if, for every QPT adversary A,

| Pr[GaussCollapseExpg; 4 ,(0) = 1] — Pr[GaussCollapseExpy; # ,(1) = 1]| < negl(4).

Here, the experiment GaussCollapseExpy, 4 ,(b) is defined as follows:

1. The challenger samples a random hash function h & H, and prepares the quantum state

Wxy = ) 00(X) [X)x @ [R(X)y .

m
X€EZy
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2. The challenger measures system Y in the computational basis, resulting in the state

Wydxy = . 00(X) [X)x @)y

XEZ:
h(x)=y
3. If b = 0, the challenger does nothing. Else, if b = 1, the challenger measures system X of
the quantum state |gﬁy) in the computational basis. Finally, the challenger sends the outcome
state in systems X to A, together with the string'y € Zy and a classical description of the
hash function h.

4. A returns a bit b’, which we define as the output of the experiment.

Ajtai’s hash function
In this section, we give a simple and direct proof that the Ajtai hash function is Gaussian-collapsing

assuming (decisional) LWE.

Theorem 8. Let n € N and g > 2 be a prime with m > 2nlog q, each parameterized by A € N. Let
o be a such that q/N8m > o > V8m. Then, the Ajtai hash function family H = {H )} ex with

H) = {hA 1 Zy > Zy st ha(x) =A-x(mod g); A € szm}

m

is o-Gaussian-collapsing assuming the quantum hardness of the decisional LWE}' .

problem, for

any parameter « € (0, 1) with relative noise magnitude 1/a = o - 2°.

Proof. Let A denote the QPT adversary in the experiment GaussCollapseExpg, # ,(b) for some

b € {0, 1}. To prove the claim, we give a reduction from the decisional LWE} . assumption. We

are given as input a sample (A, b) with A & Zy™", where b = §TA +&7) is either a sample from the

T oA b ~ . . . $
LWE distribution with § < Z and € ~ Dzm o4, or where b is a uniformly random string u « ZJ'.

Consider the distinguisher D that acts as follows on input 11 and (A, b):

1. O prepares a bipartite quantum state on systems X and ¥ with

0xy = D) 00(®) [X)x ® |A - x (mod g))y .

X€Zy
2. D measures system Y in the computational basis, resulting in the state

Wy xy = D 0e(®) [X)x @ ly)y .

er?:
Ax=y



86

3. O applies the generalized Pauli-Z operator Zg on system X, resulting in the state

(Zb o 1y) liyyy = ) 00(®) (22 1x)x) @ Iy)y -

XEZy:
Ax=y
4. D runs the adversary A on input system X and classical descriptions of A € ngm and
n
y € Z.

5. D outputs whatever bit b” € {0, 1} the adversary ‘A outputs.

Suppose that, for every A € N, there exists a polynomial p (A1) such that

| Pr[GaussCollapseExpg 4 ,(0) = 1] — Pr[GaussCollapseExpy # (1) = 1]| > W
T o p

" experiment with

n.q,aq
advantage at least 1/p(1) — negl(1). We distinguish between the following two cases.

We now show that this implies that O succeeds at the decisional LWE

If (A, b) is a sample from the LWE distribution with b = 8§TA + &7 (mod ¢)), then the adversary ‘A
receives as input the following quantum state in system X:

Zuweg,, (Xl = 3 D a7 Damag (@ Z5 A [y )idy, 2,4,

n,q,aq
Sezy éezm

From Theorem 7 it follows that there exists a negligible function &(1) such that

Ziwer ('f’y)(‘/;y|x) Ne ¢A’Y><¢A’Y|X'

n.q,aq
In other words, A receives as input a state in system X which is within negligible trace distance of the

dual Gaussian state |:ﬁy), which corresponds precisely to the input in GaussCollapseExpg, 4 ,(0).

If (A, b) is a uniformly random sample, where b is a random string u & Z", then the adversary A
receives as input the following quantum state in system X:
Z(dsKdslo) = a7 2, 25 WXl 25"
ueZy

Because Z corresponds to the uniform Pauli-Z dephasing channel, it follows from Lemma 7 that

Z(dy Xiyly) = D" [xldiy)[* 1xxxy

m
X€E€Zg

In other words, A receives as input a mixed state which is the result of a computational basis
measurement of the Gaussian state |gﬁy). Note that this corresponds precisely to the input in

GaussCollapseExpg; 4 ,(1).

By assumption, A succeeds with advantage at least 1/p(1). Therefore, the distinguisher D

succeeds at the decisional LWE}/, . experiment with probability at least 1/p(4) — negl(4). 0
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Theorem 9. Let n € N and q > 2 be a prime modulus with m > 2nlog q, each parameterized

by A € N. Let o be a such that g/N8m > o > V8m and let A i ZZX’” be a matrix. Then,
the following states are computationally indistinguishable assuming the quantum hardness of

decisional LWE™

n.q.aq JOr any parameter a € (0, 1) with relative noise magnitude 1/a = o - 20

e For any (|1ﬁy> ,Y) < GenDual(A, o) in Algorithm 1:

b= D @D xe Ix) i X~ Dy e
XGZZ]"
Ax=y (mod q)

e Forany (|¢y) ,y) < GenPrimal(A, o) in Algorithm 2:

=D D es@w; "V IsTA+eT) e D w0 ) 1 xg~ Dy e

V2
n m m
seZq eeZq ueZq

Moreover, the distribution of y € Zy is negligibly close to the uniform distribution over Z. Here,
Ag (A) ={x€Z™: Ax =y (mod g)} denotes the lattice coset of A; (A).

Proof. Let A & Z’;X’" be a random matrix. From Lemma 8 it follows that the columns of A
generate Z; with overwhelming probability. Let us also recall the following simple facts about the
discrete Gaussian. According to Lemma 9, the distribution of the syndrome A - x =y (mod ¢) is
statistically close to the uniform distribution over Z], whenever X ~ Dzn , and o = w(\/@).
Moreover, the conditional distribution of x ~ Dzn , given the syndrome y € Zg is a discrete

Gaussian distribution D AL (A).o

Let us now show the first statement. Recall that in Theorem 8 we show that the Ajtai hash function
ha(x) = A - x (mod g) is o-Gaussian-collapsing assuming the decisional LWE,;’, ,, assumption
and a noise ratio 1/ = o - 2°W. Therefore, for y € Zg, the (normalized variant of the) dual
Gaussian state,

= > es(x) [x)

XEZy:
Ax=y (mod q)

is computationally indistinguishable from the (normalized) classical mixture,
-1
A2
DU I =] > e, D 0p () XXX,

X€Zy z€Zy": XEZY:
Az=y (mod q) Ax=y (mod q)
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which is the result of a computational basis measurement of |1/7y).3 Since g/V8m > o > V8m,

Lemma 12 implies that the above mixture is statistically close to the discrete Gaussian D A (A). 2
V2

The second statement follows immediately by applying the (inverse) Fourier transform to both of

the states above. Note that in Lemma 20 we showed that the primal Gaussian state

)= > > 0a(@w; Y |sTA+eT)

n m
seZq eeZq

is within negligible trace distance of FTj] |:ﬁy). This proves the claim.

Strong Gaussian-collapsing property of the Ajtai hash function

In this section, we show our main technical result of this chapter. Specifically, we show that Ajtai’s
hash function satisfies a particular strong Gaussian-collapsing property; namely, once an adversary
A produces a valid short certificate 7 with the property that A - 7 =y (mod ¢), then A cannot
tell whether the input at the beginning of the experiment it received a Gaussian superposition of

pre-images or a single (measured) pre-image, even if A is now allowed to run in unbounded time.

Theorem 10 (Strong (everlasting) Gaussian collapsing property of the Ajtai hash). Letn € N and g
be a prime modulus with g = 2° and m > 2nlog q, each parameterized by the security parameter
A € N. Let o be a such that g/\N8m > o > V8m and let a € (0,1) be a noise ratio such that
1/a =2°" .o, Let H = {H,} e be the Ajtai hash function family with

H) = {hA 1 Zy — Zy st ha(x) =A-x(mod g); A € Z’;X’"} .

. m m
Then, assuming the hardness of the LWEn,q,aq and SISn’q,U N

A = (Ao, Ay) consisting of a QPT algorithm Ay and an unbounded algorithm A, :

, it holds for any pair of adversaries

| Pr[StrongGaussCollapseExpg, # 1(0) = 1]-Pr[StrongGaussCollapseExpg; #.,(1) = 1] < negl(1)

Here, the experiment StrongGaussCollapseExpyy 4 ,(b) is defined as follows:

1. The challenger first chooses a random hash function ha g H, by sampling A i szm and

then generates a Gaussian superposition state (|yy),y € Zj) < GenGauss(A, o), with

Wy = D er(x) [x).

X€Zy
Ax=y

3Here, the additional factor 1/?2 arises from the normalization of the dual Gaussian state IIﬁy).
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2. If b =0, the challenger does nothing. Else, if b = 1, the challenger measures the state in the

computational basis. Next, the challenger sends the resulting state together with A,y to Ay.

3. Ay sends a classical certificate 1 € Zj to the challenger and initializes Ay with its residual

(internal) state.

4. The challenger checks if m satisfies A -t =y (mod q) and ||x|| < ov/m/2. If true, Ay is run
until it outputs a bit b’. Otherwise, b’ «— {0, 1} is sampled uniformly at random. The output

of the experiment is b’.

Proof. Let A = (Ay, A;) be an adversary consisting of a QPT algorithm Ay and an unbounded

algorithm A;. To prove the statement, we consider the following hybrids.

Hyb,(b): This is the original experiment StrongGaussCollapseExpg; # ,(b):

1.

. $ .
The challenger samples a random matrix A « ZZX’" and then generates a Gaussian

superposition state (|y),y € Zj) < GenGauss(A, o), with

Wy = D 0r(x) Ix).

XeZy
Ax=y

. If b = 0, the challenger does nothing. Else, if b = 1, the challenger measures the state

in the computational basis. Next, the challenger sends the resulting state together with
A and y to the adversary Aj.

. Ap sends a classical certificate 7 € Z to the challenger and initializes A; with its

residual (internal) state.

. The challenger checks if 7 satisfies A - 7 =y (mod ¢) and ||z|| < ooym/2. If true, A;

is run until it outputs a bit »’. Otherwise, b’ < {0, 1} is sampled uniformly at random.

The output of the experiment is b’.

Hyb, (b): This is the following experiment.

1.

. $ .
The challenger samples a random matrix A « Z7*" and then generates a Gaussian

superposition state (|yy) ,y € Z;) < GenGauss(A, o), with

Wy = D 0r(x) [x).
ot



Hyb, (b):
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. $ .
. The challenger samples a random string, z < Z7/, prepares a |+) state in system C and

applies a controlled-Z7 operation, resulting in the state

1 .
D e ® LG Iy

OB E
ce{0,1}

and sends system X together with A,y to the adversary Aj.

. Ay replies with a certificate &, and initializes A; with its residual (internal) state.

The challenger checks if & satisfies A - & =y (mod ¢) and ||| < o4/m/2. Then, the
challenger measures system C to obtain ¢’ € {0, 1} and checks that ¢’ = b. If both
checks are true, A, is run until it outputs a bit b’. Otherwise, b’ « {0, 1} is sampled

uniformly at random. The output of the experiment is b’.

This is the following experiment.

. $ .
. The challenger samples a random matrix A « Z™" and then generates a Gaussian

superposition state (|yy) ,y € Z;) < GenGauss(A, o), with

Wy = > 0o (%) Ix).

XeZy
Ax=y

. $ .
. The challenger samples a random string, z < Z', prepares a [+) state in system C and

applies a controlled-Z7 operation, resulting in the state

)
— lc)e ® Zg" [Wy)
\/ice{o,l}

and sends system X together with A,y to the adversary Aj.

[y ca =

. Ay replies with a certificate &, and initializes A with its residual (internal) state.

. The challenger checks if 7 satisfies A - 7 =y (mod ¢) and ||z|| < o4/m/2. Then, the

challenger applies the projective measurement
1
V2

and checks that the first outcome is observed. Finally, the challenger measures system
C to obtain ¢’ € {0, 1} and checks that ¢’ = b. If all three checks are true, A; is run

fwn e -whwa ) wih 2 = —(10) + 0 1)

until it outputs a bit »’. Otherwise, b’ « {0, 1} is sampled uniformly at random. The

output of the experiment is b’.
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Finally, we also use the following hybrid which is convenient for the sake of the proof.
Hyb’, (b): This is the following experiment.

. $ .
1. The challenger samples a random matrix A « Z2" and Gaussian vector Xo ~ DZQ",%

and letsy = A - xg (mod g).

2. The challenger samples a random string, z & Zy , prepares a |+) state in system C and

applies a controlled-Z7 operation, resulting in the state

1 Z )
— lc)e ® Z," [x0) x
\/E ce{0,1}

and sends system X together with A,y to the adversary Aj.

[ZOP

3. Ay replies with a certificate &, and initializes A with its residual (internal) state.

4. The challenger checks if 7 satisfies A - 7 =y (mod ¢) and ||z|| < o'\/m_/2. Then, the
challenger applies the projective measurement
1
V2
and checks that the first outcome is observed. Finally, the challenger measures system
C to obtain ¢’ € {0, 1} and checks that ¢’ = b. If all three checks are true, A; is run

D we - wnwi ) with s = —=(10) + 0f™ 1))

until it outputs a bit »’. Otherwise, b’ « {0, 1} is sampled uniformly at random. The

output of the experiment is b’.

Before we analyze the probability of distinguishing between the consecutive hybrids, we first show
that the following statements hold for the final experiment Hyb’:

Claim 1. The following statement holds assuming the quantum hardness of the SIS™ Vo problem:

n,q,o

With overwhelming probability, the certificate  returned by the adversary in Step 3 in Hybs is

identical to the pre-image X produced by the challenger. In other words,

A=y (mod q) s.t. ||x]|<oc\m/2 X0 ~Dym o
9°;
Pr A y=Axp (mod ¢) | < negl(4),

- r—Ao(A,y,|XoXXo0lx)

where |Xg)(Xo| in system X is the reduced state with respect to the bipartite state

5 >
\/ice{o,l}

lc)e ® GJ;'(XO’Z) 1X0) x -

W ey =

Proof. Suppose for the sake of contradiction that the probability is at least 1/poly(1). We show

. $ .
that we can use A to break SIS . Oninput A « ZZX”’, our reduction proceeds as follows:
n.gq,

oVN2m
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1. Sample xy ~ ngx% andlety = A - xg (mod g).

n

2. Run Ay on input (A, y, [Xo){Xo|) to obtain a vector 7 € Zj.

3. Output the vector (Xo — ) € Zj.

By assumption, Ay outputs a valid certificate 7 # xo with ||7|| < o+/m /2 suchthat A-7 =y (mod g)
with probability at least 1/poly(1). Because xg ~ DZZ”% is sampled from the truncated discrete

Gaussian, we have ||xg|| < o+/m/2, and thus it holds that
A-(xo—7m)=0(mod g) with [|xo— 7| <o V2m.

Hence, our reduction succeeds at breaking SIS™ with probability at least 1/poly(1). O
n,q,a'm

Claim 2. The probability that the challenger accepts the certificate nt in Step 4 of Hyb, (b) and the

subsequent projective measurement on system C fails (returns the second outcome) is negligible.

Proof. This follows directly from Claim 1, which implies that except with negligible probability,

the register C is in the state
1

V2

at the time the challenger applies the projective measurement.

%) = —(|0) + 0 1))

For any experiment Hyb; (»), we define the advantage
Adv(Hyb;) := | Pr [Hyb,;(0) = 1] — Pr [Hyb,;(1) = 1] |.

Claim 3.
Adv(Hyb,) = 0.

Proof. We now consider the following case analysis. First, note that in the case that the challenger
rejects because either the certificate is invalid or their projection fails, the experiment does not
involve b, and thus the advantage of the adversary is 0. Second, in the case that the challenger’s
projection succeeds, the register C is either in the state
1 1
V2 V2

for some z & Zg , and thereby completely unentangled from the rest of the system. Notice that the

(10) + @7 1)) or (10y — ™ [1y)

challenger’s measurement of system C with outcome ¢’ results in a uniformly random bit, which
completely masks b. Therefore, the experiment is also independent of b in this case, and thus the

adversary’s overall advantage in Hyb, is 0. 0
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Next, we invoke the Gaussian-collapsing property from Theorem 8 to argue the following.

Claim 4.
|Adv(Exp,) — Adv(Exp;)| < negl(4).

Proof. Recall that Claim 2 shows that the projective measurement performed by the challenger in
Step 4 of Hyb, succeeds with overwhelming probability. We now argue that the same is also true
in Hyb,. Suppose for the sake of contradiction that there is a non-negligible difference between
the success probabilities of the measurement. We now show that this implies the existence of an
efficient distinguisher A’ that breaks the Gaussian-collapsing property of the Ajtai hash function

family H = {H,},en Which we showed in Theorem 8. Our reduction proceeds as follows:

A’ receives (A,y) and a state on register X from its challenger. Next, it samples a random string
Z & Zy , prepares a |+) state in system C, applies a controlled-Z{, operation from C to X. Then,
it runs Ay on (A, y, X), which outputs a certificate 7. Finally, A’ applies the following projective

measurement to system C:
1
V2

and outputs 1 if the measurement succeeds and O otherwise. If there is a non-negligible difference

{wnwan-wnwi}  with 2 = —(10)+ o™ |1)).

in success probabilities of this measurement between Hyb’,(b) and Hyb,(b) (for any b € {0, 1}),
then A’ breaks the Gaussian-collapsing property of the Ajtai hash function.

Now, recall that Hyb, (b) is identical to Hyb, (b), except that the challenger applies an additional
a measurement in Step 4. Because the measurement succeeds with overwhelming probability, it
follows from the “Almost As Good As New Lemma” (Lemma 1) that the advantage of the adversary

must remain the same up to a negligible amount. This proves the claim. [
Claim S.
Adv(Hyb,) = Adv(Hyb,)/2.

Proof. First note that in Hyb, (o), we can imagine measuring register C to obtain ¢’ and aborting if
¢’ # b before the challenger sends any information to the adversary. This follows because register
C is disjoint from the adversary’s registers. Next, by the Pauli-Z twirl property in Lemma 7, we

have the following guarantees about the state on system X given to the adversary in Hyb, (b).

* In the case ¢’ = b = 0, the reduced state on register X is [/y).

* In the case that ¢’ = b = 1, the reduced state on register X is a mixture over Xy ~ ng", o

Sl

withy = A - xo (mod ¢), where x( results from measuring X in the computational basis.
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Thus, this experiment is identical to Hyb, (), except that we decide to abort and output a uniformly

random bit »” with probability 1/2 at the beginning of the experiment. [
Putting everything together, we have that Adv(Hyb,) < negl(4), which completes the proof. O

4.4 Public-Key Encryption with Publicly-Verifiable Deletion
In this section, we formalize the cryptographic notion of public-key encryption with publicly-

verifiable deletion (PVD). Let us first introduce some relevant definitions.

Definition
We consider public-key encryption schemes with certified deletion for which verification of a
deletion certificate is public; meaning anyone with access to the verification key can verify that

deletion has taken place. The syntax is as follows.

Definition 31 (Public-key encryption with publicly-verifiable deletion). A public-key encryption
scheme with publicly-verifiable deletion (PKEpyp) X = (KeyGen, Enc, Dec, Del, Vrfy) with plaintext
space M consists of the following tuple of QPT algorithms:

KeyGen(11) — (pk, sk) : takes as input 1* and outputs a public key pk and secret key sk.

Enc(pk, m) — (vk, CT) : takes as input the public key pk and a plaintext m € M, and outputs a

classical (public) verification key vk together with a quantum ciphertext CT.
Dec(sk,CT) — m’ or L : takes as input the key sk and ciphertext CT, and outputs m" € M or L.
Del(CT) — 7 : takes as input a ciphertext CT and outputs a classical certificate n.
Vriy(vk, 1) — T or L : takes as input the key vk and certificate n, and outputs T or L.

Definition 32 (Correctness of PKEpyp). We require two separate kinds of correctness properties,

one for decryption and one for verification.

(Decryption correctness:) For any A € N, and for any m € M:

Pr [Dec(sk, CT)#m

(pk,sk) —KeyGen(11)
CTe—Enc(pk.m) ] < negl(4).

(Verification correctness:) For any A € N, and for any m € M:

(pk,sk) «—KeyGen(11)
(vk,CT)«Enc(pk,m)
n<Del(CT)

Pr [Vrfy(vk, m)=1 < negl().
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(Everlasting) certified deletion security

In terms of security, we adopt the following definition introduced in [23, 24].

Definition 33 ((Everlasting certified deletion security). Let 1 € N be the security parameter and
let . = (KeyGen, Enc, Dec, Del, Vrfy) be a PKEpyp scheme. Let A = (Ay, A1) be an adversary.
We define the security experiment EVEXpy, 4 ,(b) between A and a challenger as follows:

1. The challenger generates a pair (pk, sk) < KeyGen(14), and sends pk to A.

2. A sends a plaintext pair (mg, my) € M X M to the challenger.

3. The challenger computes (Vk, CTj) «— Enc(pk, mp), and sends CTp, to A.

4. At some point in time, A sends the certificate t to the challenger, and initializes the algorithm

Ay with its internal state.

5. The challenger computes Nrfy(vk, ). If the output is T, A is run until it outputs b’ which is

also the output of the experiment. Otherwise, the challenger aborts and A loses.

We say that the scheme X is EV-CD-secure if, for any adversary A = (Ay, Ay ) consisting of a QPT
algorithm Ay and a computationally unbounded algorithm A, it holds that

Advz’ﬂ(/l) = |Pl‘[EVEXpZ’ﬂ’A(0) = 1] - PI‘[EVEsz,ﬂJ(l) = 1]| S negl(/l).

4.5 Dual-Regev Public-Key Encryption with Publicly-Verifiable Deletion

In this section, we consider the Dual-Regev PKE scheme due to Gentry, Peikert and Vaikuntanathan
[68]. Unlike Regev’s original PKE scheme in [112], the Dual-Regev PKE scheme has the useful
property that the ciphertext takes the form of a regular sample from the LWE distribution together
with an additive shift which depends on the plaintext.

Construction
Parameters. Let A € N be the security parameter. We choose the following set of parameters for

our Dual-Regev PKE scheme with certified deletion (each parameterized by A).

* an integer n € N.
* aprime modulus g > 2.
* aninteger m > 2nloggq.

* anoise ratio @ € (0, 1) such that 4/8(m + 1) < é < S(q =
V8(m+
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Construction 5 (Dual-Regev PKE with Publicly-Verifiable Deletion). Let A € N. The Dual-Regev
PKE scheme DualPKEpyp = (KeyGen, Enc, Dec, Del, Vriy) with PVD is defined as follows:

KeyGen(11) — (pk,sk) : sample A <i Zg" and a vector X g {0, 1}" and choose A =
[A|A - % (mod q)]. Output (pk, sk), where pk = A € ng(mﬂ) and sk = (=%, 1)T € Z*1,

Enc(pk,x) — (Vk, |CT)): parse A « pkand run (|y) ,y) < GenPrimal(A, 1/a) in Algorithm 2,
where'y € Zj. To encrypt a single bit b € {0, 1}, output the pair

NEA
(Vk —(Ae ng(nﬁl)’y c ZZ), ICT) — X;O ..... 0,b-1%31) |lﬁy>) ,

where VK is the public verification key and |CT) is an (m + 1)-qudit quantum ciphertext.

Dec(sk, |CT)) — {0, 1} : to decrypt, measure the ciphertext |CT) in the computational basis with
outcome ¢ € Zy. Compute €7 - sk € Z, and output 0, if it is closer to O than to L%J, and

output 1, otherwise.
Del(|CT)) — & : Measure |CT) in the Fourier basis and output the outcome nt € ZZ’“.
Vriy(vk, ) — {T, L} : to verify a deletion certificate & € Z;””, parse (A,y) < vk and output T,

ifA-m =y (modq) and ||r|| < Vm + 1/N2a, and output L, otherwise.

Proof of correctness. Let us now establish the correctness of decryption and verification of the

scheme DualPKEpyp in Construction 5.

Lemma 21 (Correctness of decryption). Let n € N and g > 2 be a prime with m > 2nlog q, each
. . M < l < q

parameterized by A € N. Let a be a ratio with /8(m +1) < - < —\/m. Then, for b € {0, 1},

the scheme DualPKEpyp = (KeyGen, Enc, Dec, Del, Vrfy) in Construction 5 satisfies:

Pr|Dec(sk, [CT)) = b | (' cTy)Enc(pkb)

(pk,sk)HKeyGen(lﬂ)] > 1- negl(/l)-

Proof. By the Leftover Hash Lemma (Lemma 4), the distribution of A = [A|A - X (mod ¢)] is
within negligible total variation distance of the uniform distribution over ZZX("’H). Moreover, from
Lemma 8 it follows that the columns of A generate Z; with overwhelming probability. Since the
noise ratio a € (0, 1) satisfies /8(m +1) < — < Voo it then follows from Corollary 2 that the

ciphertext |CT) is within negligible trace distance of the state

S oagl@) |sTA+eT+(0,...,O,b-L%J)).

SEZy eeZZ”l
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A measurement in computational basis yields an outcome ¢ such that

cT :§TA+éT+(0,...,O,b-L%J) ez,

. $ ~ . . )
where § « Zg and where € ~ Dy aq is a sample from the (truncated) discrete Gaussian such
q > \ﬁ

that |8]] < ag+/"3L < | Z]. Since Dec(sk, |CT)) computes ¢7 - sk € Z N (~%, Z] and outputs 0, if

it is closer to 0 than to L%J over , and 1 otherwise, it succeeds with overwhelming probability.

]

Let us now prove the following property.

Lemma 22 (Correctness of verification). Let n € N and g > 2 be prime with m > 2nlog g, each
] ; i <1l o __4a

parameterized by A € N. Let a be a ratio with \/8(m +1) < — < by ey Then, for b € {0, 1},

the scheme DualPKEpyp = (KeyGen, Enc, Dec, Del, Vrfy) in Construction 5 satisfies:

(pk,sk)«—KeyGen(11)
(vk,|CT))«—Enc(pk,b)
7Del(|CT))

Pr [Verify(vk, =T > 1 —negl(Q).

Proof. By the Leftover Hash Lemma (Lemma 4), the distribution of A = [A|A - X (mod g)] is
within negligible total variation distance of the uniform distribution over ZZX(’"H). From Lemma 8
it follows that the columns of A generate Zy with overwhelming probability. Since a € (0,1) is a

ratio parameter with /8(m + 1) < 1 < \/ﬁ, Corollary 2 implies that the Fourier transform of
the ciphertext |CT) is within negligible trace distance of the dual state

= (x,(0,...,0,b-1 £ ))
ChH= > oe®o, 2 1x).
XEZZ”':
Ax=y (mod q)

From Lemma 12, it follows that the distribution of computational basis measurement outcomes is

within negligible total variation distance of 1 ~ D Ay (&) with ||| < Vm + 1/V2a. ]
"2«

Proof of security
Let us now prove the everlasting certified deletion security of our Dual-Regev PKE scheme with
PVD in Construction 5.

IND-CPA security of DualPKEpyp. We first prove that our public-key encryption scheme DualPKEpyp
in Construction 5 satisfies the notion IND-CPA security according to Definition 11. The proof fol-
lows from Theorem 9 and assumes the hardness of (decisional) LWE (Definition 14). We add it for

completeness.
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Theorem 11. Let n € N and g > 2 be prime with m > 2nlog q, each parameterized by A1 € N.

. . . < l < L.
Let a € (0,1) be a noise ratio parameter with \/8(m+1) < - < by ey
DualPKEpyp in Construction 5 is IND-CPA-secure assuming the quantum hardness of the decisional

LWEZ”;’IM problem, for any B8 € (0, 1) with a/B = 2°™.

Then, the scheme

Proof. Let X = DualPKEpyp. We need to show that, for any QPT adversary (A, it holds that

Advs.a(A) := | Pr[Expy 2 (0) = 1] — Pr[Expy & h3(1) = 1]] < negl(A).

ind-cpa

Consider the experiment Expy, "

(b) between A and a challenger taking place as follows:

1. The challenger generates a pair (pk, sk) < KeyGen(14), and sends pk to A.
2. A sends a distinct plaintext pair (mg, m;) € {0, 1} x {0, 1} to the challenger.
3. The challenger computes (vk, CT,) < Enc(pk, m), and sends |CTj) to A.
4. A outputs a guess b’ € {0, 1}, which is also the output of the experiment.

nx(m+1)
q

verification key and where the ciphertext |CT) is within negligible trace distance of

Recall that Enc(pk, m;) outputs a pair (vk,|CTj)), where (A € Z .Y € Zj) « vk is the

DD 0ag(@) W, sTA+eT +(0,...,0,mp - [g/2]) (mod g)) . (4.14)

sezn m+1
q EEZq

Let 8 € (0, 1) be such that @/ = 2°™. From Theorem 9 it follows that, under the LWE}, 5,

assumption, the quantum ciphertext |CT,) is computationally indistinguishable from the state

Z w;<uaxo> |u> , XO ~ DAZ(A)yﬁ. (4.15)

m+1
ueZy

Because the state in Eq. (4.17) is completely independent of b € {0, 1}, it follows that

Advs, 7 (A) = | Pr[Expy 2 (0) = 1] — Pr[Expy & R3(1) = 1]] < negl(A).

This proves the claim. [

EV-CD security of DualPKEpyp. In this section, we prove that our public-key encryption scheme
DualPKEpyp in Construction 5 satisfies the notion of everlasting certified deletion security assuming
the quantum hardness of LWE and SIS. Our proof makes use of the strengthening of the Gaussian-

collapsing property which we proved in Theorem 10.
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Theorem 12. Letn € Nand g > 2 be a prime with m > 2nlog q, each parameterized by A € N. Let
a be aratiowith/8(m + 1) < é < —L_—. Then, DualPKEpyp in Construction 5 is EV-CD-secure

T A/8(m+1)
assuming the hardness of LWEZ:,IBq and SISn’"’:m/w, forany B € (0,1) with a/B = 2°".

Proof. Let ¥ = DualPKEpyp = (KeyGen, Enc, Dec, Del, Vrfy). We need to show that, for any
A = (Ao, Ay) consisting of a QPT algorithm A( and an unbounded algorithm Ay, it holds that

Advz’ﬂ(/l) = |Pr[EVEXpZ’ﬂ’/1(0) = 1] — Pr[EVEsz,ﬂJ(l) = 1]| < negl(/l)

Without loss of generality, it suffices to show that the scheme 3= (KeyGen, Enc, Dec, Del, Vrfy)
is EV-CD-secure. Here, Enc is the same as Enc, except that it additionally applies the Fourier
transform to the ciphertext which is output by Enc. We consider the following sequence of hybrids:

Hy : This is the experiment EVExpg 5 ,(0) between A and a challenger:

1. The challenger samples a random matrix A & Z’;X’" and a vector X <i {0, 1} and
chooses A = [A|A - X (mod ¢)]. Then, the challenger assigns sk « (—%, 1) € Z/"*! as

nx(m+1)

the secret key and pk «— A € Z, as the public key.

2. Ay sends a distinct plaintext pair (mg, m;) € {0, 1} x {0, 1} to the challenger. (Note:

Without loss of generality, we can just assume that mg = 0 and m| = 1).

3. The challenger runs (|iy),y) < GenPrimal(A, 1/a) in Algorithm 2, and outputs
(k= (A ezy ™Dy ez, [CTo)  FT,lpy)).

4. At some point in time, Ay returns a certificate  to the challenger, and initializes A

with its internal state.

5. The challenger verifies 7 and outputs T, if A - 7 =y (mod ¢) and ||| < Vm + 1/V2a.
If the output is T, A, is run until it outputs " which is also the output of the experiment.

Otherwise, the challenger aborts and ‘A loses.

H; : This is same experiment as in Hy, except that (in Step 3) the challenger also measures the

ciphertext |CTy) in the computational basis before it is send to A.

H, : This is the experiment EVExps 4 1(1) between A and a challenger:

1. The challenger samples a random matrix A & Zy™ and a vector X & {0, 1} and

chooses A = [A|A - X (mod ¢)]. Then, the challenger assigns sk « (=%, 1) € ZZ”I as

nx(m+1)

the secret key and pk < A € Z, as the public key.
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2. Ay sends a distinct plaintext pair (mg, m;) € {0, 1} x {0, 1} to the challenger. (Note:

Without loss of generality, we can just assume that my = 0 and m; = 1).

3. The challenger runs (|/y),y) < GenPrimal(A, 1/a) in Algorithm 2, and outputs
q
(k= aezy ™ yezn, 1cT) « FTx " ).

4. At some point in time, Ay returns a certificate n to the challenger, and initializes ‘A

with its internal state.

5. The challenger verifies 7 and outputs T, if A - 7 =y (mod ¢) and ||7z|| < Vm + 1/V2a.
If the output is T, A, is run until it outputs »” which is also the output of the experiment.
Otherwise, the challenger aborts and ‘A loses.

We now show that the hybrids are indistinguishable.

Claim 6.
| Pr[EVEXps, 54 ,(0) = 1] — Pr[H;y = 1] < negl(4).

Proof. By the Leftover Hash Lemma (Lemma 4), the distribution of A = [A|A - X (mod g)] is
within negligible total variation distance of the uniform distribution over ZZX("H]). From Lemma 8
it follows that the columns of A generate Z with overwhelming probability. Since a € (0,1) is a
ratio parameter with y/8(m + 1) < 1 < \/q_ Corollary 2 implies that the Fourier transform of

8(m+1)’
FT, lgy) with (Jgy) ,y) < GenPrimal(A, 1 /) is within negligible trace distance of the dual state

= D ere®Ix).
erq’"“:
Ax=y (mod g)

Therefore, the claim follows immediately from the (everlasting) strong Gaussian-collapsing property

in Theorem 10, which implies that the measurement in the computational basis is undetectable. [

Next, we show the following.

Claim 7.
| Pr[Hy = 1] — Pr[EVExpg 4 ,(1) = 1]| < negl(4).

Proof. First, recall from Lemma 6 that FTqX; = ZZ; FT,, forallv e Z?. Therefore, the proof is the
same as in Claim 6, except that the ciphertext output by the challenger in EVExpg 5 (1) is within

negligible trace distance of the quantum state

x,(0,....0,LZ 1) | » (x,(0,....,0,L 1))
2, iy = Y ra®eg R %)

XEZm+1'
a
Ax=y (mod q)
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Therefore, the claim follows from the (everlasting) strong Gaussian-collapsing property in Theo-

(0,...0,L4))
q

measurement outcome in the computational basis. [

rem 10, since applying the phase operator Z before the measurement does not affect the
Because the hybrids Hy and Hj are indistinguishable, this implies that

Advg 4(1) < negl(4).
This proves the claim. 0

Next, we show how to extend our Dual-Regev PKE scheme with certified deletion in Construction 5

to a fully homomorphic encryption scheme of the same type.

4.6 Fully Homomorphic Encryption with Publicly-Verifiable Deletion
In this section, we formalize the notion of homomorphic encryption with publicly-verifiable deletion
which enables an untrusted quantum server to compute on encrypted data and to also prove data

deletion to a client. Let us first introduce some relevant definitions.
Definition
We begin with the following definition.

Definition 34 (Homomorphic encryption with publicly-verifiable deletion). Let 4 € N be the
security parameter. A homomorphic encryption scheme with publicly-verifiable deletion is a tuple
HEpyp = (KeyGen, Enc, Dec, Eval, Del, Vrfy) of QPT algorithms:

KeyGen(11) — (pk, sk) : takes as input 1* and outputs a public key pk and secret key sk.

Enc(pk,x) — (vk, CT) : takes as input the public key pk and a plaintext x € {0, 1}, and outputs
a public verification key vk together with a quantum ciphertext CT.

Dec(sk,CT) — x’or L : takes as input a key sk and ciphertext CT, and outputs x’ € {0, 1} or L.

Eval(C, CT, pk) — CT: takes as input a key pk and applies a circuit C : {0,1} — {0,1} to a
product of quantum ciphertexts CT = CT ® - - - ® CTy resulting in a state CT.

Del(CT) — = : takes as input a ciphertext CT and outputs a classical certificate .

Vrfy(vk, 1) — T or L : takes as input a key vk and certificate , and outputs T or L.

We remark that we frequently overload the functionality of the encryption and decryption procedures
by allowing both procedures to take multi-bit messages as input, and to generate or decrypt a
sequence of quantum ciphertexts bit-by-bit.
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Definition 35 (Compactness and full homomorphism). Let A € N be the security parameter.
A homomorphic encryption scheme HEpyp = (KeyGen, Enc, Dec, Eval, Del, Vrfy) with publicly-
verifiable deletion is fully homomorphic if, for any efficienty (in A € N) computable circuit C :
{0,1}¢ — {0, 1} and any set of inputs x = (x1, . ..,x¢) € {0,1}¢, it holds that

(pk,sk) —KeyGen(11)

(vk,CT)«—Enc(pk,x)

Pr Dec(sk,fﬁ') # C(x1,...,x7) | (v
CT«Eval(C,CT,pk)

< negl(1).

We say that a fully homomorphic encryption scheme with certified deletion (FHEpyp) is compact
if its decryption circuit is independent of the circuit C. The scheme is leveled fully homomorphic
if it takes 1* as an additional input for its key generation procedure and can only evaluate depth L

Boolean circuits.

Definition 36 (Correctness of verification). A homomorphic encryption scheme with certified
deletion HEpyp = (KeyGen, Enc, Dec, Eval, Del, Vrfy) has correctness of verification if the following
property holds for any integer A € N and any set of inputs x = (x1, ..., x¢) € {0, 1}¢

(pk.sk) «<KeyGen(11)
(vk,CT)«—Enc(pk,x)
n—Del(CT)

Pr [Vrfy(vk, m)=1 < negl(4).

(Everlasting) certified deletion security
Our notion of certified deletion security for homomorphic encryption (HE) schemes is identical to

the notion of EV-CD security for public-key encryption schemes in Definition 33.

Definition 37 ((Everlasting certified deletion security). Let A € N be the security parameter and
let ¥ = (KeyGen, Enc, Dec, Eval, Del, Vry) be a homomorphic encryption scheme with publicly-
verifiable deletion. Let A = (Ay, A1) be an adversary. We define the security experiment
EVEXpy, #.,(b) between A and a challenger as follows:

1. The challenger generates a pair (pk, sk) < KeyGen(14), and sends pk to A.
2. A sends a plaintext pair (mg, my) € M X M to the challenger.
3. The challenger computes (Vk, CTj) < Enc(pk, mp), and sends CTp, to A.

4. At some point in time, A sends the certificate t to the challenger, and initializes the algorithm

Ay with its internal state.

5. The challenger computes Nrfy (vk, r). If the output is T, A is run until it outputs b’ which is

also the output of the experiment. Otherwise, the challenger aborts and A loses.
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We say that the scheme X is EV-CD-secure if, for any adversary ‘A = (Ay, Ay) consisting of a QPT
algorithm Ay and a computationally unbounded algorithm Ay, it holds that

Advy, 7 (A) := | Pr[EVEXpy, #,(0) = 1] — Pr[EVExpg #,(1) = 1]| < negl(4).

4.7 Dual-Regev Fully Homomorphic Encryption with Publicly-Verifiable Deletion
In this section, we describe a protocol that allows an untrusted quantum server to perform homo-

morphic operations on encrypted data and to also prove data deletion to a client.

Our FHE scheme with certified deletion supports the evaluation of polynomial-sized Boolean
circuits composed entirely of NAND gates (see Figure 4.4) — an assumption we can make without
loss of generality, since the NAND operation is universal for classical computation. Note that, for
a,b € {0, 1}, the logical NOT-AND (NAND) operation is defined by

NAND(a,b) =aAb=1—-a-b.

Recall also that a Boolean circuit with input x € {0, 1}" is a directed acyclic graph G = (V, E) in

a b

Figure 4.4: NAND gate.

which each node in V is either an input node (corresponding to an input bit x;), an AND (A) gate,
an OR (V) gate, or a NOT (—) gate. We can naturally identify a Boolean circuit with a function
f :{0,1}" — {0, 1} which it computes. Due to the universality of the NAND operation, we can
represent every Boolean circuit (and the function it computes) with an equivalent circuit consisting
entirely of NAND gates. In Figure 4.5, we give an example of a Boolean circuit composed of three
NAND gates that takes as input a string x € {0, 1}*.

Construction

In this section, we describe our fully homomorphic encryption scheme with certified deletion. In
order to define our construction, we require a so-called flattening operation first introduced by
Gentry, Sahai and Waters [69] in the context of homomorphic encryption and is also featured in the
Dual-Regev FHE scheme of Mahadev [99]. Letn € N, g > 2 be a prime modulus and m > 2nlogq.
Then, for N = (m+ 1) - [logg], we let 1 be the (m + 1) X (m + 1) identity matrix and

G=[1]21] ... zﬂogfﬂ—lﬂ] c ZEImH)xN
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C(x)

\ \ \ \
X1 X2 X3 X4

Figure 4.5: A Boolean circuit C made up of three NAND gates which takes as input a binary string
of the form x € {0,1}*. The top-most NAND gate is the designated output node with outcome
C(x) €{0,1}.

denote the so-called gadget matrix which converts a binary representation of a vector back to
its original vector representation over the field Z,. Note that the associated (non-linear) inverse
operation G~! converts vectors in Z’;” to their binary representation in {0, 1}". In other words,

we have that G o G™! acts as the identity operator.

Our (leveled) FHE scheme with certified deletion is based on the (leveled) Dual-Regev FHE scheme
introduced by Mahadev [99] which is a variant of the LWE-based FHE scheme proposed by Gentry,

Sahai and Waters [69]. We base our choice of parameters on the aforementioned two works.

Let us first recall the Dual-Regev FHE scheme below.

Construction 6 (Dual-Regev leveled FHE). Let A € N be the security parameter and let L be an
upper bound on the NAND depth of the circuit which is to be evaluated. The Dual-Regev leveled
FHE scheme DualFHE = (KeyGen, Enc, Dec, Eval) consists of the following PPT algorithms:

KeyGen(14, 11) — (pk, sk) : sample A & Z" andx & {0, 1} and let A = [AJA-X (mod g)].
Output (pk, sk), where pk = A € Z,(]mH)X" and sk = (X, 1) € Zg“.

Enc(pk, x) : to encrypt x € {0, 1}, parse A € ngﬂ)xn «— pk, sample S & Z’;XN and an error
“aq and output CT = A-S+E+x -G (mod g) € Z,(ij)XN, where G is the
power-of-two gadget matrix in Eq. (4.7).

E ~ D 7(m+1yxn

Eval(C, CT) : apply the circuit C composed of NAND gates on a ciphertext tuple CT as follows:

® parse the ciphertext tuple as (CTy,...,CT,) « CT.
e repeat for every NAND gate in C: to apply a NAND gate on a ciphertext pair (CT;, CT}),

parse matrices C; < CT; and C; < CT; with C;,C; € ZémH)XN and generate

Cij=G-C;-G'(C)) (mod q).



105

Let CT;; < C;; denote the outcome ciphertext.

Dec(sk,CT) : parse C € Z;mH)XN «— CT and compute ¢ = sk™ - ey € ZN (—%,%], where
cy € Z;”“ is the N-th column of C, and then output 0, if c is closer to O than to L%J, and

output 1, otherwise.

The Dual-Regev FHE scheme supports the homomorphic evaluation of a NAND gate in the following
sense. If CTg and CT are ciphertexts that encrypt two bits xo and x1, respectively, then the resulting
outcome CT = G—CTy-G~'(CT}) (mod g) is an encryption of NAND(xq, x1) = 1—xg-x1, where G is
the gadget matrix that converts a binary representation of a vector back to its original representation
over the ring Z,. Moreover, the new ciphertext CT maintains the form of an LWE sample with
respect to the same public key pk, albeit for a new LWE secret and a new (non-necessarily Gaussian)
noise term of bounded magnitude. This property is crucial, as knowledge of the secret key sk (i.e.,
a short trapdoor vector) still allows for the decryption of the ciphertext CT once a NAND gate has
been applied.

The following result is implicit in the work of Mahadev [99, Theorem 5.1].

Theorem 13 ([99]). Let A € N be the security parameter. Let n € N, let g > 2 be a prime modulus
and m > 2nlog q, each parameterized by A. Let N = (m + 1) - [log g be an integer and let L be
an upper bound on the depth of the polynomial-sized Boolean circuit which is to be evaluated. Let

a € (0, 1) be a ratio such that

q

Wnsed S Ty A D

Then, the scheme in Construction 6 is an IND-CPA-secure leveled fully homomorphic encryption
scheme under the LWEZZ}M assumption.

Note that the Dual-Regev FHE scheme is leveled in the sense that an apriori upper bound L on the
NAND-depth of the circuit is required to set the parameters appropriately. We remark that a proper

(non-leveled) FHE scheme can be obtained under an additional circular security assumption [37].

The leveled Dual-Regev FHE scheme inherits a crucial property from its public-key counterpart.
Namely, in contrast to the FHE scheme in [69], the ciphertext takes the form of a regular sample from
the LWE distribution together with an additive shift x - G that depends on the plaintext x € {0, 1}.
In particular, if a Boolean circuit C of polynomial NAND-depth L is applied to the ciphertext
corresponding to a plaintext x € {0, 1}¢ in Construction 6, then the resulting final ciphertext is of
the form A - S + E + C(x)G, where S € Z’;XN, E e ZEI"”I)XN and ||E|| < a/q\/m- (N +1)E

(see [69] for details). Choosing 1/a to be sub-exponential in N as in [69], we can therefore allow
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for homomorphic computations of arbitrary polynomial-sized Boolean circuits of NAND-depth at

most L. It is easy to see that the decryption procedure of the leveled Dual-Regev FHE scheme is

successful as long as the cumulative error E satisfies the condition ||E|| < ﬁ.

m+
This property is essential as it allows us to extend Dual-Regev PKE scheme with certified deletion
towards a leveled FHE scheme, which we denote by FHEpyp. Using Gaussian coset states, we can
again encode Dual-Regev ciphertexts for the purpose of certified deletion while simultaneously

preserving their cryptographic functionality.

Dual-Regev leveled FHE with certified deletion. Let us now describe our (leveled) FHE scheme
with certified deletion. We base our choice of parameters on the Dual-Regev FHE scheme of
Mahadev [99] which is a variant of the scheme due to Gentry, Sahai and Waters [69].

Parameters. Let A € N be the security parameter and let n € N. Let L be an upper bound on the
depth of the polynomial-sized Boolean circuit which is to be evaluated. We choose the following

set of parameters for the Dual-Regev leveled FHE scheme (each parameterized by A).

* a prime modulus g > 2.

* an integer m > 2nloggq.

aninteger N = (m+ 1) - [logq].

* anoise ratio @ € (0, 1) such that

V8(m+1) <ag < 1

V8(m+1)- (N+ 1)L
Construction 7 (Dual-Regev leveled FHE scheme with publicly-verifiable deletion). Let A € N be

a parameter and DualFHE = (KeyGen, Enc, Dec, Eval) be the scheme in Construction 6. The Dual-
Regev (leveled) FHE scheme DualFHEpyp = (KeyGen, Enc, Dec, Eval, Del, Vry) with publicly-
verifiable deletion is defined by the following QPT algorithms:

KeyGen(11) — (pk, sk) : generate (pk, sk) < DualFHE.KeyGen(1%) and output (pk, sk).

Enc(pk,x) — (Vk, |CT)) : to encrypt a bit x € {0, 1}, parse A € ng+1)><n «— pk and, fori € [N],
run (|¢ry,),yi) < GenPrimal(AT, 1/a) in Algorithm 2, where'y; € Zy, and output the pair

(vk — A eZ!"" (yil...lyw) €ZPN), [CT) « X ¥ gy ® - @ X B |wyN>) :

where (g1, . ..,8N) are the columns of the gadget matrix G € ijm+1)XN in Eq. (4.7).
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Eval(C,|CT)) — |6'I/' ): apply the Boolean circuit C composed of NAND gates to the ciphertext
|CT) in system Cin = C - - - C¢ as follows: For every gate NAND;; in the circuit C between a

ciphertext pair in systems C; and C;, repeat the following two steps:

e apply Unanp from Definition 38 to systems C;C; of the ciphertext CT by appending
an auxiliary system C;;. This results in a new ciphertext state CT which contains the

additional system C;;.
Output |6:I' ), where |6'T' ) is the final post-evaluation state in systems CinCayxCout and

® Ci, = Cy - - - Cy denotes the initial ciphertext systems of |[CT{) ® - - - ® |CTy).
o Cqux denotes all intermediate auxiliary ciphertext systems.
e Coyt denotes the final ciphertext system corresponding to the output of the circuit C.

Dec(sk, |CT)) — {0, 1}* or L : measure the ciphertext |CT) in the computational basis to obtain
an outcome C and output x’ < DualFHE.Dec(sk, C).

Del(|CT)) — n : measure |CT) in the Fourier basis with outcomes m = (ny|...|nN) € ZémH)XN.
Vriy(vk, pk, 7) — {0, 1} : to verify the deletion certificate 1 = (my|...|nN) € ZémH)XN, parse

(A € ng”)xn, (yil...lyn) € ZPN) « vk and output T, if both AT - n; = y; (mod q) and
7]l < Vm + 1/V2a for every i € [N], and output L, otherwise.

Let us now define how to perform the homomorphic NAND gate in Construction 7 in more detail.

Definition 38 (Homomorphic NAND gate). Let g > 2 be a modulus, and let m, N € N. Let
X, Y,Z e ZémH)XN be arbitrary matrices. We define the homomorphic NAND gate as the unitary

Unano: X)x®[Y)y®1|Z), — [X)x®[Y)y®|Z+G-X- G '(Y) (mod q))z,

where G € Z,(]mH)XN is the gadget matrix in Eq. (4.7).
To illustrate the action of our homomorphic NAND gate, we consider a simple example.

Example. Consider a pair of ciphertexts |CT;) ® |CT ;) which encrypt two bits x;, x; € {0, 1} asin
Construction 7. Let Unanp;; denote the homomorphic NAND gate applied to systems C;C;. Then,

UNANDij : |CTi>C; ® |CTj>Cj ® |0>Cij — |CTif>CiCjCij .
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Here, |CT;;) is the resulting ciphertext in systems C;C;C;;. Note that UNaND;; is reversible in the

sense that

U,’QANDU: CTidece, — ICTde ®ICT ), ® 10, -

Let us now analyze how Unanp acts on the basis states of a pair of ciphertexts |CT;) ® |CT;)

that encode LWE samples as in Construction 7. In the following, E;, E; ~ DZ(m+1)><N aq have a
q ’\2
(truncated) discrete Gaussian distribution as part of the superposition. Then,

UNANDU : |ASZ +E; +X1'G>Ci ® |AS] + Ej +ij>Cj ® |0>Cij
— |AS, +E,‘ +X1'G>Ci ® |AS] +Ej +ij>Cj ® |ASl-j + Eij + (1 —x,-xj)G>Cl_J_ ,
where introduced the following matrices
Sij :==Si- G (AS; +E; +x;G) - x;S; (mod q)
El']' =-E;- G_l(ASj +Ej +XjG) —xiEj (mod q)
Because the initial error terms have the property that ||E;||, [|[E;|| < ag+/(m + 1)/2, it follows that
the resulting error after a single NAND gate is at most (see also [69, 99] for more details)

(m+1)
>

In other words, the cumulative error term remains short relative to the modulus ¢ after every appli-

IEi|l < aq

cation of a homomorphic NAND gate, exactly as in the Dual-Regev FHE scheme of Mahadev [99].

Proof of correctness. Let us now verify the correctness of decryption and verification of Con-

struction 7.

Lemma 23 (Compactness and full homomorphism of DualFHEpyp). Let A € N be the security
parameter. Let n € N, let ¢ > 2 be a prime and m > 2nloggq, each parameterized by A. Let
N =(m+1)-[loggq] and let L be an upper bound on the depth of the polynomial-sized Boolean
circuit which is to be evaluated. Let a € (0, 1) be a ratio with
q
V8(m+1)N < ag < .
V8(m+1)- (N+ 1L

Then, the scheme DualFHEp\p = (KeyGen, Enc, Dec, Eval, Del, Vrfy) in Construction 7 is a compact

and fully homomorphic encryption scheme with publicly-verifiable deletion. In other words, for any
efficienty computable circuit C : {0,1}¢ — {0, 1} and any set of inputs x = (x1, . ..,x¢) € {0, 1},
it holds that:

— (pk,sk) «DualFHEpyp.KeyGen(14,1%)
Pr [DualFHEpyp.Dec(sk, |CT)) # C(x1,...,x7)| (vk|CT))«<DualFHEpyp.Enc(pk.x) | < negl(A).
|CT)«—DualFHEpyp.Eval(C,|CT),pk)
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|CT12’34>C1 C2C3C4C12C34C 12,34 Cout = Cr2,34

Unanp

ICT12) ¢, e ICT34) ;05 Caux = C12C34

Cin = C1C2CG3C
ICTi)¢, ICT2)q, ICT3)¢e, [CTa)c, in 102C3C4

Figure 4.6: Homomorphic evaluation of a Boolean circuit C composed entirely of three NAND gates.
Here, the input is the quantum ciphertext |CT;) ® |CT;) ® |CT3) ® |CT4) which corresponds to an
encryption of the plaintext x = (x1,...,x4) € {0, 1}* asin Construction 7. The resulting ciphertext
|CT1234) lives on a system C;CrC3C4C12C34C1234 of which the last system Cj34 contains an
encryption of C(x) € {0, 1}.

Proof. Let |CT) be the ciphertext output by DualFHEpyp.Enc(pk, x), where x € {0, 1}¢ denotes
the plaintext, and let (|67I' ),tc) < DualFHEpyp.Eval(C,|CT)) be the output of the evaluation
procedure. Let us first consider the case when tc = 0, i.e., not a single NAND gate has been
applied to the ciphertext. In this case, the claim follows from the fact that the truncated discrete
Gaussian Dy og is supported on {X € Zém”)XN : IX]| < ag+/(m+1)/2}. Recall that

V2
DualFHEpyp.Dec(sk, |CT)) measures the ciphertext |CT) in the computational basis with outcome

C=(Cy,...,Cp), where C; € ZémH)XN is a matrix, and outputs x” < DualFHE.Dec(sk, C). By

our choice of parameters, each error term satisfies

(m+1) - q
N D)

Hence, decryption correctness is preserved if tc = (). Let us now consider the case when t¢c # 0,

IE:|l < aq Vi e [£].
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1.e. the Boolean circuit C consists of at least one NAND gate which has been applied to the

ciphertext |CT). In this case, the cumulative error in system Coy after L applications of Unanp

in Definition 38 is at most ag+/(m + 1)/2(N + 1)X, which is less than —Z— by our choice
44/(m+1)

of parameters. Therefore, the procedure DualFHE.Decg, decrypts a computational basis state in

system Co; Of the state ICT) correctly with probability at least 1 —negl(1). Furthermore, because the
procedure DualFHEpyp.Dec is independent of the circuit C and its depth L, the scheme DualFHEpyp

is compact. This proves the claim. [

Let us now verify the correctness of verification of the scheme DualFHEpyp in Construction 7

according to Definition 36. We show the following.

Lemma 24 (Correctness of verification). Let A € N be the security parameter. Letn € N, let g > 2
be a prime modulus and m > 2nlogq. Let N = (m + 1) - [logq] be an integer and let L be an
upper bound on the depth of the polynomial-sized Boolean circuit which is to be evaluated. Let
a € (0, 1) be a ratio with
q
V8(m+1) <agq < BmaD (NeDL
Then, the Dual-Regev FHE scheme DualFHEpyp = (KeyGen, Enc, Dec, Eval, Del, Vrfy) with certified

deletion in Construction 7 satisfies verification correctness. In other words, for any 1 € N, any

plaintext x € {0,1}¢ and any polynomial-sized Boolean circuit C entirely composed of NAND

gates:

(pk,sk) «—KeyGen(11)

(vk,|CT)) «—Enc(pk,x)
n<Del(|CT))

Pr [Verify(vk, =1 > 1 —negl(Q).

Proof. Consider a bit x € {0, 1} and a public key pk given by A = [A|A - X (mod ¢)] € ngﬂ)xn,
for x & {0,1}™. By the Leftover Hash Lemma (Lemma 4), the distribution of A is within
negligible total variation distance of the uniform distribution over ng+1)><n. Lemma 8 implies that
the columns of A generate Z; with overwhelming probability. We consider the ciphertext |CT)

output by Enc(pk, x), where

ICT) «— X3 % y,) ® - @ X2V [y, )

(m+1)XN .

and where (g1, . .., gy) are the columns of the gadget matrix G € Z, in Eq. (4.7). Given our

V8(m+1) <ag < 9

V8(m+1) - (N+ 1L
Corollary 2 implies that the Fourier transform of |CT) is within negligible trace distance of the state

|6?|-> _ Z Q%(Xl) wqx1,x-g1> X)) ® - ® Z QLQ(XN) wéXN,ng) IXy) .

XIEZZ’H: XNEZ;"HZ
Ax;=y; (mod q) Axy=yy (mod g)

choice,




111

From Lemma 12, it follows that the distribution of computational basis measurement outcomes is

within negligible total variation distance of the sample
n= (71'1,...,7'[1\/) NDAzl(A)vﬁ X'..XDAzN(A)vﬁ,
where ||7;]| < Vim + 1/V2a for every i € [N]. This proves the claim. H

Proof of security
Let us now analyze the security of our FHE scheme with publicly-verifiable deletion in Construc-
tion 7. Note that the results in this section all essentially carry over from Section 4.5, where we

analyzed the security of our Dual-Regev PKE scheme with publicly-verifiable deletion.

IND-CPA security of DualFHEpyp. We first prove that our scheme FHEpyp in Construction 7
satisfies the notion IND-CPA security according to Definition 11. The proof is identical to the proof
of IND-CPA-security of our DualPKE scheme in Theorem 11. We add it for completeness.

Theorem 14. Letn € N, let g > 2 be a modulus, let m > 2nlog q and let N = (m+ 1)[log q], each
parameterized by the security parameter A € N. Let a € (0, 1) be a noise ratio parameter such that

< l < q . “ ] . . _
V8(m+1) < - < —m. Then, the scheme DualFHEp\p in Construction 7 is IND-CPA-secure
assuming the quantum hardness of LWEZf;r’lﬂ ” forany B € (0,1) with a/B = 2°".

Proof. Let X = DualFHEpyp. We need to show that, for any QPT adversary (A, it holds that

Advs,a(A) := | Pr[Expy 2 (0) = 1] = Pr[Expy & h3(1) = 1]] < negl(A).

ind-cpa

Consider the experiment Expy, "

(b) between the adversary A and a challenger taking place as

follows:

1. The challenger generates a pair (pk, sk) < KeyGen(14), and sends pk to A.
2. A sends a distinct plaintext pair (mg, m1) € {0, 1}¢ x {0, 1} to the challenger.
3. The challenger computes (vk, CT,) < DualFHEpyp.Enc(pk, m;), and sends |[CT) to (A.

4. A outputs a guess b’ € {0, 1}, which is also the output of the experiment.

Recall that the procedure Enc(pk, mj) outputs a pair (vk, |CTp)), where

(A e ZUmDX (yi| . lyw) € zng) — vk
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is the verification key and where the ciphertext |CT) is within negligible trace distance of

DY oug(E) w; "V A S+ E+m, - G (mod g)) . (4.16)

N 1)xN
SEZ;X EeZ‘({m+ )X

Here, Y € ZZXN is the matrix composed of the columns y;,...,yy. Let 8 € (0,1) be any

parameter with /8 = 2°("). Then, it follows from Theorem 9 that, under the (decisional) LWEn’",;,lﬁ q

assumption, |CT,) is computationally indistinguishable from the state

Tr[UTX] o _ (= N o
D, @M, X =R &) ~ Dy (W X XD gy e (417)
UEZ‘(IMH)XN
Here (X1, ...,Xy) refer to the columns of the matrix X e ZEIWI)XN. Finally, because the state in

Eq. (4.17) is completely independent of the bit b € {0, 1}, it follows that

Advs, 7 (A) = | Pr[Expy 2 (0) = 1] — Pr[Expy % h3(1) = 1]] < negl(A).

This proves the claim. ]

EV-CD security of DualFHEpyp. Letus now analyze the security of our Dual-Regev homomorphic
encryption scheme DualFHEpyp in Construction 7. The proof is similar to the proof of Theorem 12.

We add it for completeness.

Theorem 15. Let 1 € N be the security parameter. Let n € N, let ¢ > 2 be a prime and

m > 2nlogq. Let N = (m+ 1) - [logq]| and let L be an upper bound on the depth of the

poly(A)-sized Boolean circuit which is to be evaluated. Let @ € (0, 1) be a noise ratio such that

V8(m+1)N < ag < 1

V8(m+1) - (N+ 1L

Then, the Dual-Regev homomorphic encryption scheme DualFHEpyp in Construction 7 is EV-CD-
. m+1 m+1 : — no(n)
secure assuming the hardness of LWE," 5, and SISM’ N forany B € (0, 1) with a/B = 2°".
Proof. Let X = DualFHEpyp = (KeyGen, Enc, Dec, Eval, Del, Vrfy). We need to show that, for any
A = (Ap, Ay) consisting of a QPT algorithm Ay and an unbounded algorithm Ay, it holds that

Advs, 7 (A) := | Pr[EVExXpy #,(0) = 1] — Pr[EVExpg #,(1) = 1]| < negl(4).

Without loss of generality, it suffices to show that the scheme 3= (KeyGen, Eﬁc, Dec, Del, Vrfy)
is EV-CD-secure. Here, Enc is the same as Enc, except that it additionally applies the Fourier
transform to the ciphertext which is output by Enc. We consider the following sequence of hybrids:
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Hy : This is the experiment EVExpg 4 ,(0) between A and a challenger:

1.

The challenger samples a random matrix A & Z™ and a vector X & {0, 1} and

chooses A = [A|A - x (mod ¢)] 7. The challenger then assigns sk « (=X, 1) € Zg’“ as

(m+1)xn
Zq

the secret key and pk «— A € as the public key.

. A sends a distinct plaintext pair (mg,m;) € {0,1} x {0, 1} to the challenger. (Note:

Without loss of generality, we can just assume that mg = 0 and m; = 1).

. The challenger generates a sequence of pairs (|yy,),y;) < GenPrimal(AT,1/a) in

Algorithm 2, for each i € [N], and sends the following to the adversary Ajy:

vk — (A € ZU" (yi]. .. lyw) € ZPN
ICTo)  FTy ly,) ® -~ @ FTy |yy ) -

. At some point in time, A returns a certificate 7 = (7y, ..., y) to the challenger, and

initializes A with its internal state.

. The challenger checks if AT - 7; = y; (mod ¢) and ||7;]| < Vm + 1/V2a fori € [N]. If

the output is T for each i € [N], A; is run until it outputs b” which is also the output

of the experiment. Otherwise, the challenger aborts and (A loses.

H; : This is same experiment as in Hy, except that (in Step 3) the challenger also measures the

ciphertext |CTy) in the computational basis before it is send to Ay.

Hj : This is the experiment EVExpg 4 ,(1) between A and a challenger:

1.

The challenger samples a random matrix A & Z™ and a vector X & {0, 1} and
chooses A = [A|A - X (mod ¢)]7. The challenger then assigns sk « (-X, 1) € ZZ'“ as
the secret key and pk < A € Z(qm“)xn as the public key.

. A sends a distinct plaintext pair (mg, m;) € {0,1} x {0, 1} to the challenger. (Note:

Without loss of generality, we can just assume that my = 0 and m = 1).

. The challenger generates a sequence of pairs (|yy,),y;) < GenPrimal(AT,1/a) in

Algorithm 2, for each i € [N], and sends the following pair to the adversary Ajy:

vk — (A € Z{"™ (yil. .. lyw) € ZDN
ICT1) — FT X5 [Wy,) ® -+ @ FT, X5 [yhy,)

. At some point in time, A returns a certificate 7 = (7y,...,7y) to the challenger, and

initializes A with its internal state.
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5. The challenger checks if AT - 1; =y; (mod ¢) and ||7;|| < Vm + 1/V2a fori € [N]. If
the output is T for each i € [N], A, is run until it outputs b’ which is also the output
of the experiment. Otherwise, the challenger aborts and (A loses.

We now show that the hybrids are indistinguishable.

Claim 8.
| Pr[EVEXpg, 4 ,(0) = 1] = Pr[H;y = 1] < negl(4).

Proof. By the Leftover Hash Lemma (Lemma 4), the distribution of A = [A]A - X (mod ¢)]T is

ng+1)><n. From Lemma 8

within negligible total variation distance of the uniform distribution over
it follows that the columns of A generate Z with overwhelming probability. Since a € (0,1) is a
noise ratio parameter with

V8(m+ 1)N < aq < 1

V8(m+1)- (N+ 1)L

Corollary 2 implies that the Fourier transform of (|yry,) , y;) < GenPrimal(AT, 1/a) in Algorithm 2,
for each i € [N], is within negligible trace distance of the dual state

D, eikpe--e > oi(w)lx).

XIEZ;"”: XNEZZH'IZ
Ax;=y; (mod q) Axy=yy (mod g)

Therefore, the claim follows immediately from the (everlasting) strong Gaussian-collapsing property

in Theorem 10, which implies that the measurement in the computational basis is undetectable. [

Next, we show the following.

Claim 9.
| Pr[Hy = 1] — Pr[EVExpg 4 ,(1) = 1]| < negl(d).

Proof. First, recall from Lemma 6 that FTqu] = Z; FT,, forallv e ZZ? Therefore, the proof is the
same as in Claim 8, except that the ciphertext output by the challenger in EVExpg 4 (1) is within

negligible trace distance of the quantum state

2, el xne-e 3 ot wg Y xy).

X1€ZZ’+1Z XN EZZH'IZ
Ax;=y; (mod g) Axy=yn (mod q)
Therefore, the claim follows from the (everlasting) strong Gaussian-collapsing property in Theo-
rem 10, since applying the phase operators Zii, fori € [N], before the measurement does not affect

the measurement outcome in the computational basis. 0



115

Because the hybrids Hy and Hj are indistinguishable, this implies that
Advg 4(1) < negl(4).

This proves the claim. [

4.8 Four-Message Protocol for FHE with Simultaneous Data Deletion

Our Dual-Regev encryption scheme in Construction 7 separately supports both homomorphic
operations as well as publicly-verifiable deletion. It is therefore natural to ask whether it is possible
to achieve both tasks simultaneously, say in a protocol between a client and an untrusted server.
Remarkably, such a protocol would allow an untrusted server to compute on private data and, if
requested, to simultaneously also prove data deletion to a client. We now show that such a protocol

is indeed possible, albeit with a few important caveats which we explain below.

Recall that Construction 7 has the property that when applying homomorphic operations, the
resulting ciphertext maintains the form of an LWE sample with respect to the same public key
pk, albeit for a new LWE secret and a new (non-necessarily Gaussian) noise term of bounded
magnitude. Unfortunately, the resulting ciphertext is now a highly entangled state since the unitary
operation Unanp induces entanglement between the LWE secrets and Gaussian error terms of the
superposition. This raises the following question: How can a server perform both homomorphic
computations and, if requested, to later prove data deletion to a client? In some sense, applying a
single homomorphic NAND gates breaks the structure of the Gaussian states in a way that prevents
us from obtaining a valid deletion certificate via a Fourier basis measurement. Our solution to
the problem involves one additional round of interaction (as compared to a regular homomorphic

encryption protocol) between the quantum server and the client in order to certify deletion.

In Protocol 1, we describe a four-message protocol for FHE with simultaneous data deletion which
is based on our Dual-Regev (leveled) fully homomorphic encryption scheme in Construction 7.
This is a four-message interactive protocol which enables an untrusted quantum server to compute
on encrypted data and, if requested, to simultaneously prove data deletion to a client. The basic
idea behind our approach for certified deletion is the following: After performing a Boolean circuit
C via a sequence of Unanp gates starting from the ciphertext |CT) in system Cj, corresponding
to an encryption of x € {0, 1}/, the server simply sends the quantum system Coy; containing an
encryption of C(x) to the client. Then, using the secret key sk (i.e., a trapdoor for the public matrix
pk), it is possible for the client to extract the outcome C(x) from the system Co; with overwhelming
probability without significantly damaging the state. In Lemma 25, we show that it is possible to
rewind the procedure in a way that it results in a state which is negligibly close to the original state
in system Coy. At this step of the protocol, the client has learned the outcome of the homomorphic

application of the circuit C while the server is still in possession of a large number of auxiliary
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systems (denoted by Cayx) which mark intermediate applications of the gate Unanp. In order to
enable certified deletion, the client must now return the system Co; to the server. Having access to
all three systems CinCauxCout, the server is then able to undo the sequence of homomorphic NAND
gates in order to return to the original product state in system Ci, (up to negligible trace distance).
Since the ciphertext in the server’s possession is now approximately a simple product of Gaussian
states, the server can perform a Fourier basis measurement of systems Cj,, as required. Once the
protcol is complete, it is therefore possible for the client to know C(x) and to be convinced that
data deletion has taken place. Crucially, this requires that the server is honest during the evaluation
phase of the protocol. We further elaborate on this important caveat of our protocol towards the
end of this section.

Let us now describe our four-message protocol for FHE with simultaneous data deletion, which is

based on our Dual-Regev homomorphic encryption scheme in Construction 7.

Protocol 1 (Four-Message Protocol for FHE with Simultaneous Data Deletion).

Let 2 € N be the security parameter and let DualFHEpyp = (KeyGen, Enc, Dec, Eval, Del, Vrfy)
be the Dual-Regev (leveled) FHE scheme with publicly-verifiable deletion in Construction 7.
Consider the following quantum interactive protocol I1 = (C(14,x), S(14)) between a quantum

client C with data x € {0,1} and a quantum server S:

Setup phase:

1. C runs (pk, sk) « DualFHEpyp.KeyGen(14, 11) to generate a pair of keys, where L

is an upper bound on the depth of the Boolean circuit which is to be evaluated.

Encryption phase:

1. C runs the procedure (|CT),vk) <« DualFHEpyp.Enc(pk,x) fo obtain a quantum
ciphertext |CT) and a public verification key vk.

2. C sends the public key pk and ciphertext |CT) to the quantum server S.

Evaluation phase:

1. S runs the evaluation procedure ICT) — DualFHEpyp.Eval(C, |CT)), for some clas-

sical Boolean circuit C, which results in a quantum ciphertext |61' ) in systems
CinCauxCout-

2. S sends the register Coy to C.
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3. Cappends an ancilla register |0) ,; and then runs the procedure DualFHEpyp.Dec(sk, -)
coherently on register Coy. Then, C measures system M to obtain a bit y € {0, 1}

(the supposed output of the Boolean circuit C).
4. C returns the post-measurement register Coyt 10 S.
5. S applies the previous evaluation procedure DualFHEpyp.Eval(C, -) in reverse on

input the registers C;nCauxa,:t. Let CT denote the resulting ciphertext.

Deletion phase:

o S runs the procedure m «— DuaIFHEpVD.DeI(dT).
e C runs flag < DualFHEpyp.Vrfy(vk, ) and outputs flag € {T, L}.

Correctness

Recall that the procedure DualFHEpyp.Eval in Construction 7 produces a highly entangled state
since the unitary operation Unanp induces entanglement between the Gaussian noise terms. In the
next lemma, we show that it is possible to rewind the evaluation procedure in order to allow the

server to subsequently prove data deletion to a client.

Lemma 25 (Rewinding lemma). Let A € N. Let n € N, let ¢ > 2 be a prime modulus and
m > 2nlogq. Let N = (m+ 1) - [log q| be an integer and let L be an upper bound on the depth of
the polynomial-sized Boolean circuit which is to be evaluated. Let a € (0, 1) be a ratio such that
V8(m+1)N < aq < q )
V8(m+1)- (N +1)E
Let DualFHEpyp = (KeyGen, Enc, Dec, Eval, Del, Vrfy) be the Dual-Regev (leveled) FHE scheme

with publicly-verifiable deletion in Construction 7 and let I1 be the interactive protocol in Protocol 1.

Then, the following holds for any parameter A € N, plaintext x € {0, 1} and any polynomial-sized
Boolean circuit C: After the evaluation phase of the protocol T1 = (C(1%,x), S(11)) is complete,

the server S is in possession of a quantum state CT in system Cy, that satisfies
ICT = ICT){(CT! [l < negl(a),

where |CT) « DualFHEpyp.Enc(pk, x) is the initial quantum ciphertext in systems CinCauxCout fOr
the pair of keys (pk, sk) < DualFHEpyp.KeyGen(14, 11).

Proof. Let 1 € N, x € {0,1}’ be a plaintext and C be any Boolean circuit of NAND-depth
L = poly(1). Let |6'T') < DualFHEpyp.Eval(C, |CT)) be the post-evaluation state |6:I') in
systems CinCauxCout and let CT be the state at the end of the evaluation phase of the protocol
IT = (C(1%,x),S8(1")). Recall that, in Lemma 23, we established that there exists a negligible
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£(A) such that DualFHE.Decg decrypts system Coyt of |67I' ) with probability at least 1 — £. By the

“Almost As Good As New Lemma” (Lemma 1), performing the operation UpyalFHE.Dec,» M€asuring
the ancillary register M and rewinding the computation, results in a mixed state o that is within
trace distance /& of the post-evaluation state |Eﬁ' ). Let U, be sequence of homomorphic NAND
gates which are applied according to the circuit C. Notice that, by reversing the sequence of NAND
gates which are applied to |6T ), we recover the initial ciphertext |CT)(CT| = U;(C |6:F )(Eﬁ' | Ui in
system Ci,. By definition, we also have that CT = U,TC o U;.. Therefore,

ICT = [CTYCTI |l = 1T} 0 Uy = U} ICTHCT| Ul = 12 = ICTHCT| Il < ve(),

since the trace distance is unitarily invariant. Thus, £(1) = negl(4d) which proves the claim. O

Security. Our four-message protocol for FHE with simultaneous data deletion in Protocol 1
immediately inherits the following security guarantees from the underlying Dual-Regev homorphic

encryption scheme Construction 7:

* Privacy: This ensures that the data is computationally hidden from the view of the server,
once the encryption phase ends. In other words, for any pair of messages xg,x; € {0, 1}

(selectively chosen by the server), the following are computationally indistinguishable,
DualFHEpyp.Enc(pk, xg) ~. DualFHEpyp.Enc(pk, x1),

where pk is the public key output by KeyGen (14, 1%). This follows from the semantic security

of our Dual-Regev scheme which we proved in Theorem 14.

* Certified deletion: This ensures the following: Once the evaluation phase is completed and
deletion phase is successful, the data x € {0, 1}¢ is information-theoretically deleted from the
view of the server once a valid certificate is presented — provided the server is honest during the
evaluation phase. This is essentially a consequence of Lemma 25 which guarantees that, once
the evaluation phase is completed (and the server has performed the prescribed evaluation
procedure), the leftover state is negligibly close to the original ciphertext. Therefore, the

EV-CD security of our Dual-Regev scheme from Theorem 15 applies.

Therefore, our protocol only achieves a meaningful security guarantee in the so-called semi-honest
setting [81], which requires that the adversary is honest during the evaluation phase of the protocol,
but may later choose to maliciously analyze any leftover information which was collected throughout
the protocol. A quantum analogue of the semi-honest adversarial model was also studied in [58]
who consider so-called specious adversaries more generally. We leave the task of improving

Protocol 1 as to allow for a possibly malicious server as an interesting open problem.
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Chapter 5

REVOKING CRYPTOGRAPHIC KEYS

In this chapter, we build on the no-cloning principle of quantum mechanics and design cryptographic
schemes with key-revocation capabilities. We consider several primitives with the guarantee that,
once the secret key (represented as a quantum state) is successfully revoked from a user, they no
longer have the ability to perform the same functionality as before. We define and construct several
key-revocable cryptographic primitives; namely, pseudorandom functions, secret-key and public-
key encryption, and even fully homomorphic encryption, assuming the quantum subexponential
hardness of the learning with errors problem. Central to all of the constructions in this chapter is

our key-revocable Dual-Regev public-key encryption scheme.

Organization. In Section 5.2, we show how to obtain a quantum discrete Gaussian sampler. This
is a crucial subroutine which allows us to efficiently verify whether a given state corresponds to
a particular Gaussian superposition. In Section 5.3 we prove the first quantum Goldreich-Levin
theorem for large fields. Here, we rely on recent results on post-quantum reductions and guantum
rewinding, which we also review in this section. Next, in Section 5.4, we describe the syntax of
what a key-revocable public-key (as well as homomorphic) encryption scheme is. In Section 5.5,
we introduce our key-revocable Dual-Regev scheme, which is the main section of this chapter.
Our main technical result is a simultaneous search-to-decision reduction with quantum auxiliary
input. In the subsequent section, we describe how to extend key-revocation capabilities towards
homomorphic encryption schemes. Finally, in Section 5.7, we construct revocable pseudorandom

functions by means of our key-revocable Dual-Regev scheme.

5.1 Introduction

Delegation and recovation of privilege are problems of great importance in cryptography. The
problem of revocation in the context of digital signatures and certificates in the classical world is an
especially thorny problem [121, 114]. As a motivating example, consider the setting of an employee
at a company who takes a vacation and wishes to authorize a colleague to perform certain tasks on
her behalf, tasks that involve handling sensitive data. Since the sensitive data is (required to be)
encrypted, the employee must necessarily share her decryption keys with her colleague. When she
returns from vacation, she would like to have her decryption key back; naturally, one would like
to ensure that her colleague should not be able to decrypt future ciphertexts (which are encrypted

under the same public key) once the key is “returned.” Evidently, if the decryption key is a classical
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object, this is impossible to achieve.

In key-revocable cryptography, we associate a cryptographic functionality, such as decryption using
a secret key, with a quantum state in such a way that a user can compute this functionality if and
only if they are in possession of the quantum state. We then design a revocation algorithm which
enables the user to certifiably return the quantum state to the owner. Security requires that once the
user returns the state (via our revocation algorithm), they should not have the ability to evaluate the
functionality (e.g., decrypt ciphertexts) anymore. We refer to this new security notion as revocation

Security.

Another, possibly non-obvious, application is to detecting malware attacks. Consider a malicious
party who hacks into an electronic device and manages to steal a user’s decryption keys. If
cryptographic keys are represented by classical bits, it is inherently challenging to detect phishing
attacks that compromise user keys. For all we know, the intruder could have stolen the user’s
decryption keys without leaving a trace. Indeed, a few years ago, decryption keys which were
used to protect cell-phone communications [85] were successfully stolen by spies without being
detected. With revocable cryptography, a malicious user successfully stealing a user key would

invariably revoke the decryption capability from the user. This latter event can be detected.

Our Results in a Nutshell. We construct revocable cryptographic objects under standard cryp-
tographic assumptions. This chapter features two main results. Our first main result constructs a
key-revocable public-key encryption scheme, and our second main result constructs a key-revocable
pseudorandom function. We obtain several corollaries and extensions, including key-revocable
secret-key encryption and key-revocable fully homomorphic encryption. In all these primitives,
secret keys are represented as quantum states that retain the functionality of the original secret
keys. We design revocation procedures and guarantee that once a user successfully passes the pro-
cedure, they cannot compute the functionality any more. All our constructions are secure under the
quantum subexponential hardness of learning with errors [112]—provided that revocation succeeds
with high probability. At the heart of all of our contributions lies our result which shows that the
Dual-Regev public-key encryption scheme of [68] satisfies revocation security.

Related Notions. There are several recent notions in quantum cryptography that are related
to revocability. Of particular relevance is the stronger notion of copy-protection introduced by
Aaronson [2]. Breaking the revocable security of a task gives the adversary a way to make two copies
of a (possibly different) state both of which are capable of computing the same functionality. Thus,
uncloneability is a stronger notion. However, the only known constructions of copy-protection [54,
96] rely on the heavy hammer of post-quantum secure indistinguishability obfuscation for which

there are no known constructions based on well-studied assumptions. Our constructions, in contrast,
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rely on the post-quantum hardness of the standard learning with errors problem. Another related
notion is the significantly weaker definition of secure software leasing [17] which guarantees that
once the quantum state computing a functionality is returned, the honest evaluation algorithm
cannot compute the original functionality. Yet another orthogonal notion is that of certifiably
deleting ciphertexts, originating from the works of Unruh [127] and Broadbent and Islam [40]. In
contrast, our goal is to delegate and revoke cryptographic capabilities enabled by private keys. For
detailed comparisons, we refer the reader to Section 5.1.

Our Contributions in More Detail

We present our results in more detail below. First, we introduce the notion of key-revocable public-
key encryption. Our main result is that dual-Regev public-key encryption scheme [68] satisfies
revocation security. After that, we study revocation security in the context of fully homomorphic

encryption and pseudorandom functions.

Key-Revocable Public-Key Encryption. We consider public-key encryption schemes where the
decryption key, modeled as a quantum state, can be delegated to a third party and can later be

revoked [70]. The syntax of a key-revocable public-key scheme (Definition 39) is as follows:

» KeyGen(1%): this is a setup procedure which outputs a public key pk, a master secret key
msk and a decryption key og. While the master secret key is typically a classical string, the
decryption key is modeled as a quantum state. (The use cases of msk and pg are different,

as will be evident below.)
* Enc(pk, x): this is the regular classical encryption algorithm which outputs a ciphertext CT.

* Dec(psk, CT): this is a quantum algorithm which takes as input the quantum decryption key
sk and a classical ciphertext, and produces a plaintext.

» Revoke(pk, msk, o): this is the revocation procedure that outputs Valid or Invalid. If o equals

the decryption key sk, then Revoke is expected to output Valid with high probability.

After the decryption key is returned, we require that the sender loses its ability to decrypt ciphertexts.
This is formalized as follows (see Definition 40): conditioned on revocation being successful, the
adversary should not be able to distinguish whether it is given an encryption of a message versus
uniform distribution over the ciphertext space with more than negligible advantage. Moreover, we

require that revocation succeeds with a probability negligibly close to 1 (more on this later).

We prove the following in Theorem 24.
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Theorem (Informal). Assuming that the LWE and SIS problems with subexponential modulus are
hard against quantum adversaries running in subexponential time (see Section 2.6), there exists a

key-revocable public-key encryption scheme.

Due to the quantum reduction from SIS to LWE [120], the two assumptions are, in some sense,

equivalent. Therefore, we can in principle rely on the subexponential hardness of LWE alone.

Our results improve upon prior works, which either use post-quantum secure indistinguishability

obfuscation [70, 54] or consider the weaker private-key setting [88].

Key-Revocable Fully Homomorphic Encryption. We go beyond the traditional public-key set-
ting and design the first fully homomorphic encryption (FHE) scheme [67, 37] with key-revocation
capabilities. Our construction is based on a variant of the (leveled) FHE scheme of Gentry, Sahai
and Waters [69], which we extend to a key-revocable encryption scheme using Gaussian superpo-
sitions. The syntax of a key-revocable FHE scheme is the same as in the key-revocable public-key
setting from before (Definition 39), except for the additional algorithm Eval which is the same as

in a regular FHE scheme. We prove the following in Theorem 33.

Theorem (Informal). Assuming that the LWE and SIS problems with subexponential modulus are
hard against quantum adversaries running in subexponential time (see Section 2.6), there exists a

key-revocable (leveled) fully homomorphic encryption scheme.

We prove the theorem by invoking the security of our key-revocable Dual-Regev public-key en-

cryption scheme in Section 5.5.

(Key-)Revocable Pseudorandom Functions. We consider other cryptographic primitives with
key-revocation capabilities that go beyond decryption functionalities; specifically, we introduce the

notion of key-revocable pseudorandom functions (PRFs) with the following syntax:

Gen(1%): outputs a PRF key k, a quantum key ox and a master secret key msk.

PRF(k;x): on key k and input x, output a value y. This is a deterministic algorithm.

Eval(og, x): on input a state o and an input x, output a value y.

Revoke(msk, o7): on input verification msk and state o-, outputs Valid or Invalid.

After the quantum key oy is successfully returned, we require that the sender loses its ability to

evaluate the PRF. This is formalized as follows (see Definition 44): any efficient adversary can
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simultaneously pass the revocation phase and succeed in predicting the output of a pseudorandom
function on a challenge input x* versus uniform with advantage at most negl(1). In fact, we consider
a more general definition where the adversary receives many challenge inputs instead of just one

challenge input.

We give the first construction of key-revocable pseudorandom functions (PRFs) from standard
assumptions. Previous schemes implicit in [54] either require indistinguishability obfuscation, or
considered weaker notions of revocable PRFs in the form of secure software leasing [17, 89], which
merely prevents the possiblity of honestly evaluating the PRF once the key is revoked.

Since in the context of pseudorandom functions, it is clear what is being revoked, we instead simply

call the notion revocable pseudorandom functions. We prove the following:

Theorem (Informal). Assuming that the LWE and SIS problems with subexponential modulus are
hard against quantum adversaries running in subexponential time (see Section 2.6), there exist

key-revocable pseudorandom functions.

Revocable pseudorandom functions immediately give us key-revocable (many time secure) secret-

key encrypton schemes.

Inverse polynomial revocation based on SDRE conjectures. In all the results above, we assume
that the probability of revocation is negligibly close to 1. Even in this restrictive setting, our proofs
turn out to be highly non-trivial and require careful use of a diverse set of techniques! Moreover,
to date, no constructions of key-revocable PRFs or FHE were known based on assumptions weaker

than post-quantum iO.

A natural question to explore is whether we can achieve the following stronger security notion of
revocable public-key encryption: if the adversary successfully revokes with inverse polynomial
probability then semantic security of revocable PKE still holds. If we can achieve this stronger
notion of revocable PKE then we would also achieve the corresponding stronger notions of revocable

PRFs and FHE based on the same computational assumptions.

We show how to achieve all of our results based on a conjecture, that we call Simultaneous Dual-
Regev Extraction (SDRE) conjecture. Informally, the conjecture states that if Dual-Regev PKE is
not key-revocable then there exists a QPT adversary who given a Gaussian superposition [i/y) of
short preimages mapping a random matrix A to a vector y can simultaneously produce |/y) and a

short vector in the support of [yy) with non-negligible probability.
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In more detail, the SDRE conjecture states the following: suppose the Dual-Regev PKE is not
key-revocable (according to the above stronger definition) then there exists a QPT adversary A =
(A1, Ay) such that the following holds:

* A is given (A,y, [y)), where A & Zy™ and |y) is a Gaussian superposition of all the
short vectors mapping A to y. It produces a bipartite state on two registers R and AUX.

* A projective measurement on R is applied that projects onto the state |lﬁy><lﬁy|, and A, is
run on AUX. We require that the (simultaneous) probability that the projective measurement

succeeds and A, outputs a short preimage mapping A to y should be inverse polynomial.

The difficulty in proving the conjecture lies in the fact that one needs to invoke the LWE assumption
with respect to A who holds AUX, while at the same time guaranteeing that an inefficient projective
measurement succeeds on a separate register R. We leave proving (or refuting) the above conjecture

to future works.

Discussion: Unclonable Cryptography from LWE. Over the years, the existence of many
fundamental cryptographic primitives such as pseudorandom functions [21], fully homomorphic
encryption [37], attribute-based encryption [33] and succinct argument systems [50] have been
based on the existence of learning with errors. In fact, as far as we know, there are only a few
foundational primitives remaining (indistinguishability obfuscation is one such example) whose

existence is not (yet) known to be based on learning with errors.

This situation is quite different in the world of unclonable cryptography. Most of the prominent
results have information-theoretic guarantees but restricted functionalities [40, 41] or are based on
the existence of post-quantum indistinguishability obfuscation [137, 54]. While there are works [90]
that do propose lattice-based constructions of unclonable primitives, there are still many primitives,
such as quantum money and quantum copy-protection, whose feasibility we would like to establish
based on the existence of learning with errors. We hope that our work presents new toolkits towards

building more unclonable primitives from LWE.

Independent and Concurrent Work. Independently and concurrently, Agrawal et al. [8] ex-
plored the notion of public-key encryption with secure leasing which is related to key-revocable
public-key encryption. They achieve a generic construction based on any post-quantum secure
public-key encryption whereas our notion is based on the post-quantum hardness of learning with
errors. They also explore other notions of advanced encryption with secure leasing including

attribute-based encryption and functional encryption, which are not explored in our work.
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On the other hand, their construction of revocable public-key encryption involves many abstractions
whereas our construction is based on the versatile Dual-Regev public-key encryption scheme. Addi-
tionally, we obtain key-revocable fully homomorphic encryption and key-revocable pseudorandom

functions which are unique to our work.

* Advanced notions: We obtain key-revocable fully homomorphic encryption and key-revocable
pseudorandom functions which are unique to our work. They explore other notions of
advanced encryption with secure leasing including attribute-based encryption and functional

encryption, which are not explored in our work.

* Public-key encryption: They achieve a generic construction based on any post-quantum
secure public-key encryption! whereas our notion is based on the post-quantum hardness of
the learning with errors problem or the SDRE conjecture. Their construction of revocable
public-key encryption involves many complex abstractions whereas our construction is based

on the versatile Dual-Regev public-key encryption scheme.

Overview

We now give a technical overview of our constructions and their high level proof ideas. We begin
with the key-revocable public-key encryption construction. A natural idea would be to start with
Regev’s public-key encryption scheme [112] and to then upgrade the construction in order to make it
revocable. However, natural attempts to associate an unclonable quantum state with the decryption
key fail and thus, we instead consider the Dual-Regev public-key encryption scheme and make it

key-revocable. We describe the scheme below.

Key-Revocable Dual-Regev Public-Key Encryption. Our first construction is based on the Dual-
Regev public-key encryption scheme [68] and makes use of Gaussian superpositions which serve

as a quantum decryption key. We give an overview of Construction 8 below.

* KeyGen(1"): sample a matrix A € Z" along with a short trapdoor basis tda. To generate
the decryption key, we employ the following procedure?: Using the matrix A as input, first

create a Gaussian superposition of short vectors in Z" N (—%, %]’”, denoted by?

W)= > 0r(x) ) ® A -x (mod g))

m
X€EZy

ITheir construction achieves the stronger definition where the revocation only needs to succeed with inverse
polynomial probability.

2In Section 5.2, this is formalized as the procedure GenGauss (see Algorithm 3).

3Note that the state is not normalized for convenience.
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where o, (x) = exp(—n||x||>/o?) is the Gaussian measure, for some o > 0. Next, measure

the second register which partially collapses the superposition and results in the coset state

= D er(®X)

XEZY':
Ax=y (mod gq)
for some outcome y € Zj. Finally, we let [/y) be the decryption key [sk), (A, y) be the public

key pk, and we let the trapdoor tda serve as the master secret key msk.

* Enc(pk, u): toencryptabit u € {0, 1}, sample a random string s & Zy together with discrete

Gaussian errors e € Z™ and e’ € Z, and output the (classical) ciphertext CT given by

CT=(s"TA+e",sTy+e' +pu- L%J) € Zy XZy.

 Dec(|sk),CT): to decrypt a ciphertext CT using the decryption key sk = |¢y), first apply
the unitary U : [x) [0) — [x) |CT - (—=x, 1)T) on input |/y) |0), and then measure the second
register in the computational basis. Because |yry) is a superposition of short vectors x subject

to A - x =y (mod g), we obtain an approximation of g - L%J from which we can recover u.*

* Revoke(pk, msk, 0): to verify the returned state o given as input the public key (A,y) and
master secret key tda, apply the projective measurement {|/y)(¢ry|, 1 — |¢ry){(Yy|} onto o.
Output Valid, if the measurement succeeds, and output Invalid, otherwise.

Implementing revocation, efficiently. Note that performing a projective measurement onto a
fixed Gaussian state |i/y) is, in general, computationally infeasible. In fact, if it were to be possible
to efficiently perform this projection using (A, y) alone, then one could easily use such a procedure
to solve the short integer solution (SIS) problem. Fortunately, we additionally have the trapdoor

for A at our disposal in order to perform such a projection.

One of our contributions is to design a quantum discrete Gaussian sampler for g-ary lattices>
which, given as input (A,y,tda, o), implements a unitary that efficiently prepares the Gaussian
superposition [¢y) from scratch with access to the trapdoor tds. At a high level, our Gaussian
sampler can be alternately thought of as an explicit quantum reduction from the inhomogenous SIS

problem [9] to the search variant of the LWE problem (see Section 5.2).

“4For approriate choices of parameters, decryption via rounding succeeds at outputting x4 with overwhelming
probability and hence we can invoke the “Almost as Good as New Lemma” [3] to recover the original state |y).
3In Section 5.2, this is formalized as the procedure QSampGauss (see Algorithm 4).
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Insight: Reduction to SIS. Our goal is to use the state returned by the adversary and to leverage
the indistinguishability guarantee in order to break some computational problem. It should seem
suspicious whether such a reduction is even possible: after all the adversary is returning the state
we gave them! How could this possibly help? Our main insight lies in the following observation:
while the adversary does eventually return the state we give them, the only way it can later succeed
in breaking the semantic security of dual Regev PKE is if it retains useful information about the
state. If we could somehow extract this information from the adversary, then using the extracted
information alongside the returned state, we could hope to break some computational assumption.
For instance, suppose we can extract a short vector x such that A - x =y (mod ¢g). By measuring
the state returned by the adversary, we could then hope to get a second short vector x’ such that

A - X' =y (mod g), and from this, we can recover a short solution in the kernel of A € Z’ijm.

Even if, for a moment, we disregard the issue of being able to extract x from the adversary, there

are still some important missing steps in the above proof template:

* Firstly, measuring the returned state should give a vector different from x with non-negligible
probability. In order to prove this, we need to argue that the squared ampltidue of every term

is bounded away from 1. We prove this statement (Lemma 17) holds as long as A is full rank.

* Secondly, the reduction to SIS would only get as input A and not a trapdoor for A. This
means that it will no longer be possible for the reduction to actually check whether the state
returned by the adversary is valid. We observe that, instead of first verifying whether the
returned state is valid and then measuring in the computational basis, we can in fact skip
verification and immediately go ahead and measure the state in the computational basis; this

1s implicit in the analysis in the proof of Lemma 29.

* Finally, the adversary could have entangled the returned state with its residual state in such
a way that measuring the returned state always yields the same vector x as the one extracted
from the adversary. In the same analysis in the proof of Lemma 29, we prove that, even if the
adversary entangles its state with the returned state, with non-negligible probability we get

two distinct short vectors mapping A to'y.

All that is left is to argue that one can extract x from the adversary while simultaneously verifying
whether the returned state is correct or not. To show that we can indeed extract another short pre-
image from the adversary’s quantum side information, we make use of what we call a simultaneous

search-to-decision reduction with quantum auxiliary input for the Dual-Regev scheme.

Main contribution: Simultaneous search-to-decision reduction with quantum advice. In-

formally, our theorem says the following: any successful Dual-Regev distinguisher with access to
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quantum side information Aux (which depends on the decryption key) can be converted into a
successful extractor that finds a key on input Aux—even conditioned on Revoke succeeding on a

seperate register R. We now present some intuition behind our proof.

Suppose there exists a successful Dual-Regev distinguisher 9 (as part of the adversary A) that,
given quantum auxiliary information Aux, can distinguish between (sTA+eT,sTy+¢’) and uniform

(u,r) € Z7 X Z, with advantage €.

Ignoring register R: For now, let us ignore the fact that Revoke is simultaneously applied on
system R. Inspired by techniques from the leakage resilience literature [57], we now make the
following observation. Lettingy = A - X¢ (mod ¢), for some Gaussian vector Xy with distribution
proportional to o, (Xg), the former sample can be written as (STA +eT, (sTA+eT) -xy+e¢’). Here,
we assume a noise flooding regime in which the noise magnitude of ¢’ is significantly larger than
that of eT - xo. Because the distributions are statistically close, the distinguisher 9 must succeed at
distinguishing the sample from uniform with probability negligibly close to €. Finally, we invoke
the LWE assumption and claim that the same distinguishing advantage persists, even if we replace
(sTA +eT) with a random string u € Z'. Here, we rely on the fact that the underlying LWE sample
is, in some sense, independent of the auxiliary input Aux handed to the distinguisher . To show
that this is the case, we need to argue that the reduction can generate the appropriate inputs to O
on input A; in particular it should be able to generate the auxiliary input Aux (which depends on
a state |yy)), while simultaneously producing a Gaussian vector Xq such that A - xp = y (mod g).
Note that this seems to violate the SIS assumption, since the ability to produce both a superposition

lyry) of pre-images and a single pre-image Xy would allow one to obtain a collision for y.

Invoking Gaussian-collapsing: To overcome this issue, we ask the reduction to generate the quan-
tum auxiliary input in a different way; rather than computing Aux as a function of |¢y), we compute
it as a function of |Xo), where Xxq results from collapsing the state |y) via a measurement in the
computational basis. By invoking the Gaussian collapsing property [109], we can show that the
auxiliary information computed using |¢y) is computationally indistinguishable from the auxiliary
information computed using |xo). Once we invoke the collapsed version of |)y), we can carry out
the reduction and conclude that D can distinguish between the samples (u, uTxg) and (u, r), where
u and r are random and Xq is Gaussian, with advantage negligibly close to €. Notice that 9 now

resembles a so-called Goldreich-Levin distinguisher [71].

6Technically, D can distinguish between (u,uTxg + ¢”) and (u, r) for a Gaussian error ¢’. However, by defining a
distinguisher D that first shifts u by a Gaussian vector ¢’ and then runs 9, we obtain the desired distinguisher.
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Reduction to Goldreich-Levin: Assuming the existence of a quantum Goldreich-Levin theorem for
the field Z,, one could then convert D into an extractor that extracts xo with high probability. Prior
to our work, a quantum Goldreich-Levin theorem was only known for Z, [7, 54]. In particular, it
is unclear how to extend prior work towards higher order fields Z, because the interference pattern
in the analysis of the quantum extractor does not seem to generalize beyond the case when g = 2.
Fortunately, we can rely on the classical Goldreich-Levin theorem for finite fields due to Dodis et
al. [57], as well as recent work by Bitansky, Brakerski and Kalai. [32] which shows that a large class
of classical reductions can be generically converted into a quantum reductions. This allows us to
obtain the first quantum Goldreich-Levin theorem for large fields, which we prove in Section 5.3.
Specifically, we can show that a distinguisher O that, given auxiliary input AUX, can distinguish
between (u,uTxp) and (u, r) with advantage € can be converted into a quantum extractor that can

extract Xo given AUX in time poly(1/&, g) with probability poly(e, 1/g).

Incorporating the revoked register R: To complete the security proof behind our key-revocable
Dual-Regev scheme, we need to show something stronger; namely, we need to argue that the
Goldreich-Levin extractor succeeds on input AUX — even conditioned on the fact that Revoke
outputs Valid when applied on a separate register R (which may be entangled with Aux). We can
consider two cases based on the security definition.

* Revocation succeeds with probability negligibly close to 1: in this case, applying the revoca-
tion or not does not make a difference since the state before applying revocation is negligibly
close (in trace distance) to the state after applying revocation. Thus, the analysis is essentially

the same as the setting where we ignore the register R.

* Revocation is only required to succeed with probability 1/poly(1): in this case, we do not
know how to formally prove that the extractor and Revoke simultaneously succeed with
probability 1/poly(A1). Thus, we state this as a conjecture (see Construction 1) and leave the

investigation of this conjecture to future works.

Applications
We leverage our result of key-revocable Dual-Regev encryption to get key-revocable fully homo-

morphic encryption and revocable pseudorandom functions.

Key-Revocable Dual-Regev Fully Homomorphic Encryption. Our first application of our key-
revocable public-key encryption concerns fully homomorphic encryption schemes. We extend our
key-revocable Dual-Regev scheme towards a (leveled) FHE scheme in Construction 9 by using the
DualGSW variant of the FHE scheme by Gentry, Sahai, and Waters [69, 99].



130
To encrypt a bit u € {0, 1} with respect to the public-key (A,y), sample a matrix S & ZZXN
together with a Gaussian error matrix E € Z™ and row vector e € Z", and output the ciphertext

ATS+E
yTS+e

_ (m+1)xXN
cT=| Z{m DN

]+,u~G(m0dq) €
Here, G is the gadget matrix which converts a binary vector in into its field representation over Z,.

As before, the decryption key consists of a Gaussian superposition |y) of pre-images of y.

Note that the DualGSW ciphertext can be thought of as a column-wise concatenation of N-many
independent Dual-Regev ciphertexts. In Theorem 33, we prove the security of our construction by

invoking the security of our key-revocable Dual-Regev scheme.

Revocable Pseudorandom Functions. Our next focus is on leveraging the techniques behind
key-revocable public-key encryption to obtain revocable pseudorandom functions. Recall that the
revocation security of pseudorandom functions stipulates the following: any efficient adversary
(after successfully revoking the state that enables it to evaluate pseudorandom functions) cannot
distinguish whether it receives pseudorandom outputs on many challenge inputs versus strings
picked uniformly at random with more than negl(1) advantage. An astute reader might notice that
revocation security does not even imply the traditional pseudorandomness guarantee! Hence, we
need to additionally impose the requirement that a revocable pseudorandom function should also

satisfy the traditional pseudorandomness guarantee.

Towards realizing a construction satisfying our definitions, we consider the following template:

1. First show that there exists a u-revocable pseudorandom function for ¢ = 1. Here, u-

revocation security means the adversary receives y-many random inputs after revocation.

2. Next, we show that any 1-revocable pseudorandom function also satisfies the stronger notion
of revocation security where there is no a priori bound on the number of challenge inputs

received by the adversary.

3. Finally, we show that we can generically upgrade any revocable PRF in such a way that it

also satisfies the traditional pseudorandomness property.

The second bullet is proven using a hybrid argument. The third bullet is realized by combining a

revocable PRF with a post-quantum secure PRF (not necessarily satisfying revocation security).

Hence, we focus the rest of our attention on proving the first bullet.
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1-revocation security. We start with the following warmup construction. The secret key k comprises
. $

of matrices A, {S; 0, S;.1}ie[e],pef0,1}, Where A ngm, Sip € ZZX" such that all S; j are sampled

from some error distribution and the output of the pseudorandom function on x is denoted to be

[ Xierey Six;Alp, where g > p and [ -], refers to a particular rounding operation modulo p.

In addition to handing out a regular PRF key k, we also need to generate a quantum key o such
that, given o4 and any input x, we can efficiently compute PRF(k, x). Moreover, o, can be revoked
such that any efficient adversary after revocation loses the ability to evaluate the pseudorandom
function. To enable the generation of oy, we first modify the above construction. We generate
Y € Z; and include this as part of the key. The modified pseudorandom function, on input x,
outputs | Yicre) Six;¥1p. We denote 3 e Six; by Sy and, with this new notation, the output of the

pseudorandom function can be written as |S,y],.

With this modified construction, we now describe the elements as part of the quantum key oy:

e For every i € [£], include S; ,A + E;}, in gx, where i € [{] and b € {0,1}. We sample S;;,

and E; ;, from a discrete Gaussian distribution with appropriate standard deviation o > 0.

¢ Include |¢/y> which, as defined in the key-revocable Dual-Regev construction, is a Gaussian

superposition of short solutions mapping A toy.

To evaluate on an input x using o, compute »; S; ;A +E; , and then using the state |yy), map this

to >.; Six,y + E;,. Finally, perform the rounding operation to get the desired result.

Our goal is to show that after the adversary revokes |¢y), on input a challenge input x* picked
uniformly at random, it cannot predict whether it has received | X;e[y] Six:¥1p or a uniformly

random vector in ZZ.

Challenges in proving security: We would like to argue that when the state |y/y) is revoked, the
adversary loses its ability to evaluate the pseudorandom function. Unfortunately, this is not com-
pletely true. For all we know, the adversary could have computed the pseudorandom function
on many inputs of its choice before the revocation phase and it could leverage this to break the
security after revocation. For instance, suppose say the input is of length O (log 1) then in this case,
the adversary could evaluate the pseudorandom function on all possible inputs before revocation.
After revocation, on any challenge input x*, the adversary can then successfully predict whether it
receives a pseudorandom output or a uniformly chosen random output. Indeed, a pseudorandom
function with O (log 1)-length input is learnable and hence, there should be no hope of proving it

to be key-revocable. This suggests that, at the very least, we need to explicitly incorporate the fact
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that x* is of length w(log 1), and more importantly, should have enough entropy, in order to prove

security.

Our insight: Our insight is to reduce the security of revocable pseudorandom function to the
security of key-revocable Dual-Regev public-key encryption. At a high level, our goal is to set up

the parameters in such a way that the following holds:

* (A,y), defined above, is set to be the public key corresponding to the Dual-Regev public-key

encryption scheme,

* [¢y), which is part of the pseudorandom function key, is set to be the decryption key of the

Dual Regev scheme,

* Suppose that the challenge ciphertext, denoted by CT*, comprises of two parts: CT} € Z*"
and CT; € ZZ. Note that if CT} ~ sTA and CT; =~ sTy, for some LWE secret vector s, then
CT] can be mapped onto CT; using the state |y/y). We use CT] to set the challenge input x*
in such a way that CT7 is the output of the pseudorandom function on x*. This implicitly
resolves the entropy issue we discussed above; by the semantic security of Dual-Regev, there

should be enough entropy in CT| which translates to the entropy of x*.

It turns our goal is quite ambitious: in particular, it is unclear how to set up the parameters in such
that the output of the pseudorandom function on x is exactly CT;. Fortunately, this will not be a
deterrant, we can set up the parameters such that the output is  CT; + u, where u is a vector that

is known to reduction.

Once we set up the parameters, we can then reduce the security of revocable pseudorandom func-

tions to revocable Dual Regev.

Implementation details: So far we established the proof template should work but the implementa-
tion details of the proof need to be fleshed out. Firstly, we set up the parameters in such a way that
¢ = nm[log q]|. This means that there is a bijective function mapping [n] X [m] X [[log¢]] to [£].

As a result, the quantum key oy can be alternately viewed as follows:

» Foreveryi € [n],j € [m],7 € [[logq]],b € {0, 1}, include S,(j’j’T)A + E;}i’j’T) in or. We

sample Sg’j ™ and Eg’j’ﬂ from a discrete Gaussian with appropriate parameter o > 0.
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The output of the pseudorandom function on input x can now be interpreted as

PRE(k.x)=| > S0y
i€[n] jelm)
re[flogq]] ,

Next, we modify o, as follows: instead of generating, Sl(f’j DA+ El(f’j ’T), we instead generate
Sl(?”f DA+ El(j’j 4 Ml(;’j ) for any set of matrices {Ml(j’j I}, The change should be undetectable to

a computationally bounded adversary, thanks to the quantum hardness of learning with errors. In the

(i.j.7)
x*

corresponds to CT}, where CT] is part of the key-revocable Dual-Regev challenge ciphertexlt as

security proof, we set up the challenge input x* in such a way that summing up the matrices M

discussed above. With this modification, when o is evaluated on x*, we get an output that is close to
CT; +u, where W = Yic[n] je[m],re[[log(q)]] ¥ 1 known to the reduction (discussed above)—thereby

violating the security of key-revocable Dual-Regev scheme.

Related Work

Let us now briefly mention related work.

Copy-Protection. Of particular relevance to our work is the foundational notion of copy-protection
introduced by Aaronson [2]. Informally speaking, a copy-protection scheme is a compiler that trans-
forms programs into quantum states in such a way that using the resulting states, one can run the
original program. Yet, the security guarantee stipulates that any adversary given one copy of the

state cannot produce a bipartite state wherein both parts compute the original program.

While copy-protection is known to be impossible for arbitrary unlearnable functions [17, 13], iden-
tifying interesting functionalities for which copy-protection is feasible has been an active research
direction [52, 18, 16]. Of particular significance is the problem of copy-protecting cryptographic
functionalities, such as decryption and signing functionalities. Coladangelo et al. [54] took the first
step in this direction and showed that it is feasible to copy-protect decryption functionalities and
pseudorandom functions assuming the existence of post-quantum indistinguishability obfuscation.
While a very significant first step, the assumption of post-quantum iO is unsatisfactory: there have
been numerous post-quantum iO candidate proposals [19, 49, 39, 55, 65, 130], but not one of them

have been based on well-studied assumptions’.

Our work can be viewed as copy-protecting cryptographic functionalities based on learning with

errors under a weaker yet meaningful security guarantee.

"We remark that, there do exist post-quantum-insecure iO schemes based on well-founded assumptions [86].
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Secure Software Leasing. Another primitive relavent to revocable cryptography is secure soft-
ware leasing [17]. The notion of secure software leasing states that any program can be compiled
into a functionally equivalent program, represented as a quantum state, in such a way that once the
compiled program is returned back?, the honest evaluation algorithm on the residual state cannot
compute the original functionality. Key-revocable encryption can be viewed as secure software
leasing for decryption algorithms. However, unlike secure software leasing, key-revocable encryp-
tion satisfies a much stronger security guarantee, where there is no restriction on the adversary to
run honestly after returning back the software. Secure leasing for different functionalities, namely,
point functions [52, 43], evasive functions [17, 90] and pseudorandom functions [6] have been

studied by recent works.

Encryption Schemes with Revocable Ciphertexts. Unruh [127] proposed a (private-key) quan-
tum timed-release encryption scheme that is revocable, i.e., it allows a user to return the ciphertext
of a quantum timed-release encryption scheme, thereby losing all access to the data. Unruh’s
scheme uses conjugate coding [132, 29] and relies on the monogamy of entanglement in order
to guarantee that revocation necessarily erases information about the plaintext. Broadbent and
Islam [40] introduced the notion of certified deletion® and constructed a private-key quantum en-
cryption scheme with the aforementioned feature which is inspired by the quantum key distribution
protocol [29, 122]. In contrast with Unruh’s [127] notion of revocable quantum ciphertexts which
are eventually returned and verified, Broadbent and Islam [40] consider certificates which are en-
tirely classical. Moreover, the security definition requires that, once the certificate is successfully

verified, the plaintext remains hidden even if the secret key is later revealed.

Using a hybrid encryption scheme, Hiroka, Morimae, Nishimaki, and Yamakawa [83] extended
the scheme in [41] to both public-key and attribute-based encryption with certified deletion via
receiver non-committing encryption [87, 45]. As a complementary result, the authors also gave
a public-key encryption scheme with certified deletion which is publicly verifiable assuming the
existence of one-shot signatures and extractable witness encryption. Bartusek and Khurana [23]
revisited the notion of certified deletion and presented a unified approach for how to generically
convert any public-key, attribute-based, fully-homomorphic, timed-release or witness encryption
scheme into an equivalent quantum encryption scheme with certified deletion. In particular, they
considered a stronger notion called certified everlasting security which allows the adversary to be

computationally unbounded once a valid deletion certificate is submitted.

8 According to the terminology of [17], this refers to finite term secure software leasing.

9This notion is incomparable with another related notion called unclonable encryption [41, 15, 18], which
informally guarantees that it should be infeasible to clone quantum ciphertexts without losing information about the
encrypted message.
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5.2 Quantum Discrete Gaussian Sampling for g-ary Lattices
In this section, we review some basic facts about Gaussian superpositions and present our guantum

discrete Gaussian sampler which is used to revoke the decryption keys for our schemes.

Gaussian Superpositions
In this section, we review some basic facts about Gaussian superpositions. Given ¢ € N, m € N

and V8m < o < g/V8m, we consider Gaussian superpositions over Z™ N (—%, %]’” of the form

Y= ) 0r(®)1x).
X€Zy
Note that the state |i/) is not normalized for convenience and ease of notation. The tail bound
in Lemma 11 implies that (the normalized variant of) |) is within negligible trace distance of a

truncated discrete Gaussian superposition | with support {x € Zg - |Ix|| < 0'\/? }, where

NI—

)= >, Pz =| D o=@ D ™).

XeZy! 2eZ7 ||zl| <o\ % xeZp:||x||<o\%

In this work, we consider Gaussian superpositions with parameter oo = Q(+/m) which can be
efficiently implemented using standard quantum state preparation techniques; for example using

quantum rejection sampling and the Grover-Rudolph algorithm [78, 112, 36, 38].

Gaussian coset states. Our key-revocable encryption schemes in Section 5.5 and Section 5.6 rely
on Gaussian superpositions over X € Z;' subject to a constraint of the form A - x =y (mod g), for
some matrix A € ZZX'” and image y € Z;. In Algorithm 3, we give a procedure called GenGauss

that, on input A and o > 0, generates a Gaussian superposition state of the form

Wy = > 0s(x)[x),
XEZy":

Ax=y

for some y € Z; which is statistically close to uniform whenever m > 2nlog g and o > w(+/logm).

Because |/y) corresponds to a (truncated) Gaussian superposition over a particular lattice coset,
AJ(A)={xeZ":A-x=y (mod q)},

of the g-ary lattice A; (A)={xe€Z": A-x=0(mod g)}, we refer to it as a Gaussian coset state.

Finally, we recall an important property of Gaussian coset states.



136

Gaussian-collapsing hash functions. We recall the following variant of the Gaussian-collapsing

property of the Ajtai hash function which we previously showed in Theorem 9.

Corollary 3 (Gaussian-collapsing property). Let n € N and q be a prime with m > 2nloggq,
each parameterized by A € N. Let V8m < o < q/N8m. Then, the following samples are

computationally indistinguishable assuming the quantum hardness of decisional L\WE}! ., for any

noise ratio a € (0, 1) with relative noise magnitude 1/a = o - 2°0

S nxm " S nxcm .
A<_qu ’ |lﬁy>: Z QO-(X) |X>’ yEZ‘]) Fe A(_qu > |X0>» A‘XO EZq

XEZg
Ax=y

where (|¢ry) ,y) < GenGauss(A, o) and where xo ~ DZ;?,% is a discrete Gaussian error.
2

Algorithm: GenGauss

The state preparation procedure GenGauss(A, o) is defined as follows.

Algorithm 3: GenGauss(A, o)

Input: Matrix A € Z*" and parameter o = Q(~/m).
Output: Gaussian state [/y) and 'y € Z.

1 Prepare a Gaussian superposition in system X with parameter oo > 0:

Wxy = D 0 (X) [X)x ®0)y .

m
X€Zg

2 Apply the unitary Uy : |x) [0) — |X) |A - x (mod ¢)) on systems X and Y:

Wxy = D 00 (x) [x)x ® A - x (mod q))y .

m
XEZy

3 Measure system Y in the computational basis, resulting in the state

Wydxy = D, 0o(X) X)x @)y
ey

4 Output the state |yy) in system X and the outcome y € Zy in system Y.
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Algorithm: QSampGauss

Recall that, in Algorithm 3, we gave a procedure called GenGauss(A, o) that prepares a Gaussian
coset state |yy), for a randomly generated y € Z. In general, however, generating a specific
Gaussian coset state on input (A, y) requires a short trapdoor basis tda for the matrix A. This task
can be thought of as a quantum analogue of the discrete Gaussian sampling problem [68], where
the goal is to output a sample X ~ Dzm , such that A - x =y (mod ¢) on input (A,y) and o > 0.

In Algorithm 4, we give a procedure called QSampGauss which, on input (A, tda, y, o) generates

a specific Gaussian coset state [y) of the form

Wy = D er(x) [X).

X€ZY
Ax=y

Our procedure QSampGauss in Algorithm 4 can be thought of as an explicit quantum reduction

f [SIS™ to LWE™
rom n,q,0\m/2 ° n,q,q/\/fa'

which reduces SIS to LWE. To obtain the aforementioned reduction, one simply needs to replace

which is inspired by the quantum reduction of Stehlé et al. [120]

the procedure Invert(A, tda, -) in Step 4 in Algorithm 4 with a solver for the LWE" i problem.
n,q.,q g

In Theorem 16, we prove the correctness of Algorithm 4. As a technical ingredient, we rely on a
duality lemma from Lemma 20 that characterizes the Fourier transform of a Gaussian coset state in

terms of its dual state. Note that |i/y) corresponds to a Gaussian superposition over a lattice coset,
AJ(A)={x€Z":A-x=y (mod q)},

of the g-ary lattice A;(A) = {x € Z" : A-x =0 (mod q)}. Here, the dual of A;(A) satisfies
q- Ajl' (A)* = Ay(A), where A, (A) corresponds to the lattice generated by AT, i.e.,

Ay(A)={z€Z": z=AT -s (mod g), for some s € Z"}.

The procedure QSampGauss(A, tda, y, o) is defined as follows.
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Algorithm 4: QSampGauss(A, tda, Yy, 0)

Input: Matrix A € Z{™", a trapdoor tda, an image y € Zj and parameter o = O(%).
Output: Gaussian state [(ry).

Prepare the following superposition with parameter g/o > 0:

D 1)@ ) oge(e)]e) @ [0)

n m
seZq eeZq

Apply the generalized Pauli operator Z;y on the first register, resulting in the state

D MM @ ) og0(e) €)@ 0)

n m
SE€Zy ecZy

Apply the unitary U, : [s) |e) |[0) — |s) |e) |[STA + eT (mod g)), resulting in the state

DD Cae(@w; ™Y Is)le) [sTA +eT (mod g))

n m
SEZy €€y

Coherently run Invert(A, tda, -) on the third register in order to uncompute the first and the

second register, resulting in a state that is close in trace distance to the following state:

DT g () w5 [0)[0) [sTA +eT (mod g))

n m
seZq eeZq

Discard the first two registers. Apply the (inverse) quantum Fourier transform and output the

resulting state.

Let us now prove the correctness of Algorithm 4.

Theorem 16 (Quantum Discrete Gaussian Sampler). Let n € N, g be a prime with m > 2nlogq
and NV8m < o < q/V8m. Let (A,tdy) «— GenTrap(1”,1™, q) be sampled as in Theorem 2 and
let'y € Zj be arbitrary. Then, with overwhelming probability, QSampGauss(A,tda,y, o) in
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Algorithm 4 outputs a state which is within negligible trace distance of the (normalized variant of

the) state,
U= D e [x).
XeZy
Ax=y (mod q)

Proof. From Lemma 8 and Theorem 2, it follows that (A,tdy) « GenTrap(1”,17, q) yields
a matrix A € ZZX”’ be a matrix whose columns generate Z; with overwhelming probability.
Moreover, since V8m < o < q/V8m, the inversion procedure Invert(A,tda, -) from Theorem 2 in
Step 4 in Algorithm 4 succeeds with overwhelming probability at generating the Gaussian state

Wy = > D" 0gr(@) wg* sTA+ €T (mod g)).

n m
seZq eeZq

Applying the (inverse) quantum Fourier transform FT!, the claim then follows from Lemma 20. [J

5.3 Quantum Goldreich-Levin Theorem for Large Fields

In this section, we give a proof of the first quantum Goldreich-Levin theorem for large fields Z,,.

Post-Quantum Reductions and Quantum Rewinding
We first review some recent work by Bitansky, Brakerski and Kalai [32] that enables us to convert a
wide range of classical reductions into post-quantum reductions (which allow for quantum auxiliary

input) in a constructive manner. We first review some basic terminology from [32].

Let 4 € N be a parameter. A non-interactive assumption P = (G, V, c¢) with respect to a set of
polynomials d(1), n(A) and m(Q) is characterized as follows:

* The generator G takes as input 1* and r € {0, 1}¢, and returns x € {0, 1}".
« The verifier V takes as input 1* and (r, y) € {0, 1} x {0, 1}™*, and returns a single bit output.

* ¢(A) is the threshold associated with the assumption.

Given a (possibly randomized) solver, we characterize the advantage in solving an assumption P in
terms of the absolute distance between the solving probability (or, value) and the threshold c; for
example, for a decision assumption P (with m = 1) we characterize the value in solving P in terms
of % + &, where the threshold is given by c(1) = % and € > 0 is corresponds to the advantage. We
say that a reduction is black-box if it is oblivious to the representation and inner workings of the
solver that is being used. Moreover, we say that a reduction is non-adaptive if all queries to the

solver are known ahead of time.

We use the following theorem.
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Theorem 17 ([32], adapted from Theorem 7.1). Let ¢ € R. Suppose that there exists a classical
reduction from solving a non-interactive assumption Q to solving a non-interactive assumption P
such that the following holds: ifthe P-solver has advantage € > 0 then the Q-solver has advantage
¢ (independent of €) with running time poly(1/e, c, A).

Then, there exists a quantum reduction from solving Q to quantumly solving P such that the
following holds: if the quantum P-solver (with non-uniform quantum advice) has an advantage
given by € > 0, then the Q-solver has advantage c (the same as the classical reduction) with

running time poly(1/g, c, A).

Remark 18. We note that [32] consider a more general theorem where the advantage of the
classical Q-solver can depend on the advantage of the P-solver. But in the case when the classical
Q-solver’s advantage is independent of the P-solver’s advantage then, as reflected in the above

theorem, it turns out the advantage of the quantum Q-solver is the same as the classical Q-solver.

Goldreich-Levin Theorems for Large Fields

The following result is implicit in the work of Dodis et al. [57].

Theorem 19 (Classical Goldreich-Levin Theorem for Finite Fields, [57], Theorem 1). Let g be a
prime and m € N. Let H = {x € ZJ] : ||x|| < o«m} be a subset of Z}, for some o > 0. Let
f + H — {0, 1}* be any (possibly randomized) function. Suppose there exists a distinguisher D
that runs in time T (D) and has the property that

nm
q
D(u,ux,aux) =1 : x~Dgm.

aux«— f(x)

Pr —Pr|D(u,r,aux) =1 : x~Dzm,

aux«— f(x)

. o =E&.

$ $
u<—ZfI", r<—Zq]

Then, there exists a (classical) non-adaptive black-box extractor & whose running time is given by
T(E)=T(D) - poly(m, o, 1/e) and succeeds with probability at least

g3

Pr [S(aux) =X ! aux < f(X)] > S

Using the constructive post-quantum reduction from Theorem 17, we can convert Theorem 19 into

a quantum Goldreich-Levin Theorem for finite fields, and obtain the following.

Theorem 20 (Quantum Goldreich-Levin Theorem for Large Fields). Let g be a prime and m € N.
Let H = {x € Z} : |[x|| < ovm} be a subset of Zi}, for some o > 0. Let @ : L(H") — L(Havx)
be any CPTP map with auxiliary system Hayy. Suppose there exists a quantum distinguisher D
that runs in time T (D) and has the property that

udzm wlzm rdz,
Pr{D(w,u™x,aux) =1 : x~Dzm , | = Pr D(u,r,aux) =1 : x-Dzm , || = €.
aux«—®(|xXx]) aux«—®(|xXx])
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Then, there exists a quantum extractor & whose running time is given by T(E) = T(D) -

poly(m, o, 1/&) and that succeeds with probability at least

Pr [a(aux) —x : aux — q>(|x><x|)] > poly(e, 1/m, /o, 1/q).
Proof. The proof follows immediately by combining Theorem 19 and Theorem 17. 0

5.4 Definition: Key-Revocable Public-Key Encryption

Let us now give a formal definition of key-revocable public-key encryption schemes.

Definition 39 (Key-Revocable Public-Key Encryption). A key-revocable public-key encryption
scheme consists efficient algorithms (KeyGen, Enc, Dec, Revoke), where Enc is a PPT algorithm
and KeyGen, Dec and Revoke are QPT algorithms defined as follows:

o KeyGen(14): given as input a security parameter A, output a public key pk, a master secret

key msk and a quantum decryption key Os.
e Enc(pk, x): given a public key pk and plaintext x € {0, 1}¢, output a ciphertext CT.
® Dec(osk, CT): given a decryption key o<k and ciphertext CT, output a message y.

e Revoke (pk, msk, o) given as input a master secret key msk, a public key pk and quantum
state o, output Valid or Invalid.

Correctness of Decryption. For every x € {0, 1}/, the following holds:

(pk,msk, osk) «—KeyGen(17)

Prilx « Dec(st, CT) : CT«—Enc(pk,x)

>1-v(2),

where v(-) is a negligible function.

Correctness of Revocation. The following holds:
Pr [Valid «— Revoke (pk, msk, osk) : (pk, msk, osk) < KeyGen(l”)] >1-v(),
where v(-) is a negligible function.

Remark 21. Using the “Almost As Good As New” Lemma (Lemma 1), the procedure Dec can
easily be purified to obtain another quantum circuit Dec such that Dec(osx, CT) yields (x, 0y) With
probability at least 1 — v(A) and, moreover, CT is an encryption of x and |0}, — oskllx < V' (),

where v'(Q) is another negligible function.
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Expty 4 (11, b):

Initialization Phase:

* The challenger runs (pk, msk, osk) <« KeyGen(1%) and sends (pk, osk) to A.
Revocation Phase:

* The challenger sends the message REVOKE to ‘A.

* The adversary ‘A returns a state o.

 The challenger aborts if Revoke(pk, msk, o) outputs Invalid.
Guessing Phase:

+ A submits a plaintext x € {0, 1}¢ to the challenger.

e If b = 0: The challenger sends CT « Enc(pk,x) to A. Else, if b = 1, the

challenger sends CT & C, where C is the ciphertext space of ¢ bit messages.

* Qutput b 4 if the output of A is b 4.

Figure 5.1: Security Experiment.

Security Definition

Our security definition for key-revocable public-key encryption is as follows.

Definition 40. A key-revocable public-key encryption scheme ¥ = (KeyGen, Enc, Dec, Revoke) is
(€, 8)-secure if, for every QPT adversary A with

Pr[Invalid < Expty 4 (1%, b)] < (1)
for b € {0, 1}, it holds that
[Pr[1 « Expty #(11,0)] = Pr[1 « Expty 4 (1", 1)]| < &(1),

where Exptz,ﬂ(l’l, b) is as defined in Figure 5.1. If 5(1) = 1 — 1/poly(2) and (1) = negl(2), we

simply say the key-revocable public-key encryption scheme is secure.

Remark 22. Our security definition is similar to the one proposed by Agrawal et al. [8] in the

context of public-key encryption with secure leasing.
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Key-Revocable Public-Key Fully Homomorphic Encryption
A key-revocable public-key fully homomorphic encryption scheme defined for a class of functions

¥, in addition to (KeyGen, Enc, Dec, Revoke), consists of the following PPT algorithm:

* Eval(pk, f,CT): on input a public key pk, function f € ¥, ciphertext CT, outputs another
ciphertext CT'.

Remark 23. Sometimes we allow KeyGen to additionally take as input different parameters asso-
ciated with the implementations of the functions in F. For example, we allow KeyGen to take as
input a parameter L in such a way that all the parameters in the system depend on L and moreover,

the homomorphic evaluation is only supported on circuits (in F ) of depth at most L.

Correctness of Evaluation and Decryption. Forevery f € ¥ with £-bitinputs, every x € {0, 1}¢,
the following holds:
(pk,msk,sk) —KeyGen(11)

Pr|f(x) « Dec(os,CT') : CT—Enc(pk.x) >1-v(1),
CT’«Eval(pk, f,CT)

where v(-) is a negligible function.
Correctness of Revocation. Defined as before.

Security. Defined as before (Definition 40).

5.5 Key-Revocable Dual-Regev Encryption
In this section, we present the first construction of key-revocable public-key encryption from
standard assumptions. Our construction involves making the Dual Regev public-key encryption of

Gentry, Peikert and Vaikuntanathan [68] key revocable.

Construction

We define our Dual-Regev construction below.

Construction 8 (Key-Revocable Dual-Regev Encryption). Let n € N be the security parameter
and m € N. Let g > 2 be a prime and let a, 3, 0 > 0 be parameters. The key-revocable public-key
scheme RevDual = (KeyGen, Enc, Dec, Revoke) consists of the following QPT algorithms:
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e KeyGen(1) — (pk, sk, msk) : sample (A € Zy™,tda) < GenTrap(1",1™, q) and generate
a Gaussian superposition (|¢ry) ,y) < GenGauss(A, o) with

Wy = ) er(®) X,

b A
Ax=y

Jor some'y € Zj. Output pk = (A, y), [sk) = [fy) and msk = tda.

e Enc(pk, u) — CT : to encrypt a bit u € {0, 1}, sample a random vector s & Zy and errors
e~ Dzm o4 and e’ ~ Dz, g,, and output the ciphertext pair

CT = (sTA+eT (mod q),sTy + ¢ + - L%J (mod q)) € ZI X Z,.

e Dec(|sk),CT) — {0, 1} : to decrypt CT, apply the unitary U : |x) |0) — |x) |CT - (-x, 1)T)
on input |yry) |0), where |sk) = |yry), and measure the second register in the computational
basis. Output 0, if the measurement outcome is closer to 0 than to L%J, and output 1,

otherwise.

e Revoke(msk, pk, 0) — {T, L}: on input tdy < msk and (A,y) < pk, apply the measure-
ment {|1,//y ><gby| ,1 —|¢’y ><1,//y|} onto the state o using the procedure QSampGauss(A, tda,y, o)

in Algorithm 4. Output T, if the measurement is successful, and output L otherwise.
Correctness of Decryption. Follows from the correctness of Dual-Regev public-key encryption.
Correctness of Revocation.

Correctness of Revocation. This follows from Theorem 16.

Let us now prove the security of our key-revocable Dual-Regev scheme in Construction 8. Our
first result concerns (negl(1), negl(1))-security, i.e., we assume that revocation succeeds with

overwhelming probability.

Theorem 24. Letn € N and q be a prime modulus with g = 2°™ andm > 2nlog g, each parameter-

ized by the security parameter 1 € N. Let V8m < o < q/\8m and let a, B € (0, 1) be noise ratios

chosen such that B/a = 2°™ and 1/a = 2°" . 0. Then, assuming the subexponential hardness
n.q.aq

Construction 8 is a (negl(A), negl(1))-secure key-revocable public-key encryption scheme accord-

ing to Definition 40.

of the LWE!"  and SIS™ problems, the scheme RevDual = (KeyGen, Enc, Dec, Revoke) in
n,q,am
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To prove the stronger variant of (negl(1), 1 — 1/poly(1))-security, i.e., where we do not make any

requirements about the success probability of revocation, we need to invoke Conjecture 1.

Theorem 25. Let n € N and g be a prime modulus with ¢ = 2° and m > 2nloggq, each
parameterized by the security parameter A € N. Let V8m < o < q/\8m and let a, B € (0,1)
be noise ratios chosen such that Bja = 2°" and 1/a = 2°" . o. Assuming Construction 1, the
scheme RevDual = (KeyGen, Enc, Dec, Revoke) in Construction 8 is a (negl(41),1 — 1/poly(Q))-

secure key-revocable public-key encryption scheme according to Definition 40.
Guide for proving Theorem 24 and Theorem 25.

* First, we prove a technical lemma (Lemma 28) that helps us remove the condition that revo-
cation succeeds when analyzing the advantage of a distinguisher. Our proof uses projective

implementations which allow us to estimate the success probability of quantum programs.

* The next step towards proving Theorem 24 is a search-to-decision reduction with quantum
auxiliary input for the Dual-Regev scheme (Theorem 30). Here, we show how to extract a
short vector mapping A to y from an efficient adversary who has a non-negligible distin-

guishing advantage at distinguishing Dual-Regev ciphertexts from uniform.

* Next, we state the Simultaneous Dual-Regev Extraction conjecture in Conjecture 1, which
is a strengthening of our search-to-decision reduction in Theorem 30. Informally, it says
that extraction of a short vector mapping A to y succeeds, even if we apply revocation on a
separate register. We prove that Conjecture 1 holds assuming LWE/SIS in the special case

when revocation succeeds with overwhelming probability. This is captured by Theorem 31.

» Next, we prove technical lemma which exploits the search-to-reduction to extract two distinct

short vectors mapping A to y. This is proven in Section 5.5.

* Finally, we put all the pieces together in Section 5.5 and show how to use the result from Sec-

tion 5.5 in order to break the SIS assumption.

Threshold Implementations
In this section, we prove Lemma 28. This is a key ingredient in the proof of our main theorem, i.e.,

our simultaneous search-to-decision reduction with quantum auxiliary information in Conjecture 1.

First, we review some recent techniques that allow us to measure the success probability of quantum
programs. In the classical setting, this task is fairly straightforward: simply execute a given

program on samples from a test distribution, and check how many times the program succeeds.
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Using standard concentration inequalities, one can then estimate the success probability to inverse
polymonial precision. In the quantum realm, however, this task is non-trivial if the quantum

program is run with respect to quantum auxiliary inputs.

Inspired by the work of Marriott and Watrous [100], Zhandry [138] introduced the notion of
projective implementations which allow us to accomplish this task efficiently. Below, we introduce
some relevant definitions and results from the original work of Zhandry [138], as well as subsequent
follow-up works [6, 54, 18]. First, we discuss inefficient measurement techniques for measuring the
success probability of a quantum program. Next, we move onto efficient measurement techniques

that allow us to obtain such estimates approximately.

Inefficient measurements. Suppose we we have quantum program, say consisting of a quantum
circuit and some quantum auxiliary input, and we wish to estimate its success probability. A
natural starting point is to consider a two-outcome POVM ¥ = (P, Q) over the two outcomes
0 (success) and 1 (failure). Zhandry [138] showed that for any such %, there exists a natural
projective measurement (called a projective implementation) such that the post-measurement state
corresponds precisely to an eigenvector of P. Moreover, there exists a projective measurement &

that measures the success probability with respect to # on some auxiliary input state; specifically,
» & outputs a probability p € [0, 1] (i.e., a real number) from the set of eigenvalues of P.
* The post-measurement state after obtaining outcome p corresponds to an eigenvector of P

with eigenvalue p; similarly, it is an eigenvector of Q = 1 — P with eigenvalue 1 — p.

The measurement & is projective in the following sense: whenever we apply the same measurement
& on the post-measurement state, we obtain precisely the same outcome. The following theorem is

implicit in [138, Lemma 1], but we rely on the presentation from [18, Theorem 2.5].

Theorem 26 (Projective implementation). Let # = (P, Q) be a two-outcome POVM and let
D be the distribution over the eigenvalues of P. Then, there exists a projective measurement
& = {E,}pep with index set D such that: for every quantum state o, where we let 0, = E,0E),

denote the sub-normalized post-measurement state after measuring o via E,, it holds that

® For every p € D, the state o, is an eigenvector of P with eigenvaue p, and
e the probability of 0 when measured with respect to P is equal to Tr[Po] = . ,ep Tr[Po,].

Remark 27. Suppose that P = (P, Q) is a two-outcome POVM and that P has an eigenbasis {|y;)}

with associated eigenvalues {A;}. Because P and Q commute, they share a common eigenbasis. In
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this case, there exists a natural measurement & that corresponds to a projective implementation of
the POVM P; namely, for any input |y), which can express as ) = X; a; |;), the measurement
& = {E,, } will result in outcome A; and a leftover eigenstate |y;) with probabiliy |a;|*.

Next, we use a generalization of projective implementations introduced in [6]. Rather than estimat-
ing the success probability directly, we can instead measure whether it is above or below a certain

threshold. This gives rise to the following notion of threshold implementations.

Theorem 28 (Threshold implementation). Let y € (0, 1) be a parameter and let P = (P, Q) be
a two-outcome POVM, where P has an eigenbasis {|y;)} with associated eigenvalues {A;}. Then,

there exists a projective threshold implementation (T, (P), 1 — Tl,(P)) such that

e Tl (P) projects a quantum state into the subspace spanned by {|;)} whose eigenvalues A,

satisfy the property 1; < .

e 1 —TI,(P) projects a quantum state into the subspace spanned by {|;)} whose eigenvalues

A; satisfy the property ; > .

The proof of the theorem above follows directly from Theorem 26 by considering the projective
measurements Tl (P) = X, <y Ex, and T =T (P) =1 = X054 Ey,-

Finally, we also use the following symmetric variant of threshold implementations which were
considered in [18, Theorem 2.6]. Here, the projective measurement determines whether the

success probability is either close to 1/2 or far from 1/2.

Theorem 29 (Symmetric threshold implementation). Let v € (0,1/2) be a parameter and let
P = (P, Q) be atwo-outcome POVM, where P has an eigenbasis {|¥;) } with associated eigenvalues
{Ai}. Then, there exists a projective threshold implementation (STI,(P), 1 — STL,(P)) such that

e STl,(P) projects a quantum state into the subspace spanned by {|y;)} whose eigenvalues A,
satisfy the property |A; — %l <.

e 1-STI,(P) projects a quantum state into the subspace spanned by {|y;) } whose eigenvalues

A; satisfy the property |A; — 1| > .

The proof of the theorem above follows directly from Theorem 26 by considering the projective

measurements STl, () = Zi:l/li—%ISy Ey and 1 - ST (P) =1 - Zi:l/li—%lw E,,.
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Efficient measurements. The quantum measurements we described above can, in general, not
be implemented efficiently. However, Zhandry [138] showed that there exist so-called efficient
approximate implementations which allow one to obtain approximate estimates of the success
probability of a quantum program. In this section, we review some basic definitions and results

that allow us to perform such measurmenents efficiently.

Definition 41 (Mixture of projective measurements). Let P = {P;}ier be a collection of binary
outcome projective measurements P; = (P;, Q;) over the same Hilbert space H, and suppose that
P; corresponds to outcome 1 and Q; corresponds to outcome 0. Let D be a distribution over the

the index set I. Then, Pp = (Pp,Qp) is the following mixture of pojective measurements:

Py :ZPr[i<—D] P,  and  Op :ZPr[i<—D] 0..

iel iel
The following result is adapted from [138, Theorem 6.2] and [6, Corollary 1].

Lemma 26 (Approximate threshold implementation). Let Pp = (Pp,Qp) be a binary outcome

POVM over Hilbert space H that is a mixture of projective measurements over some distribution D.
€,0
P.D,y’
interpreted as the POVM element corresponding to outcome 1, such that the following holds:

Let £,0,y € (0,1). Then, there exists an efficient binary-outcome quantum algorithm SATI

e For all quantum states o, Tr[SATISED’dD e ol > Tr[Tl,(¥p) o] — 6.

e For all quantum states g, it holds that Tr[Tly,_»-(Pp) 0'] > 1 — 26, where o’ is the post-

. . €,0
measurement state which results from applying the measurement SATIR Dy 100

o The expected running time to implement SATI;;éD ) is proportional to poly(1/e,log(1/9)),

the time it takes to implement Pp, and the time it takes to sample from D.

Finally, we use the following symmetric version of the approximate threshold implementation

Lemma 26 which is a variant of [18, Theorem 2.8].

Lemma 27 (Symmetric approximate threshold implementation). Let Pp = (Pp,Qp) be a binary
outcome POVM over Hilbert space H that is a mixture of projective measurements over some
distribution D. Lety € (0,1/2) and € € (0,v/2), and let 5 € (0, 1). Let D be a distribution. Then,
there exists an efficient binary-outcome quantum algorithm SATI;;‘,SDJ, interpreted as the POVM
element corresponding to outcome 1, such that the following holds:

e For all quantum states o, Tr[SATI;;‘SD e 01 > Tr[SThL (Pp) o] - 6.
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e For all quantum states o, it holds that Tr[STl,_»-(Pp) 0'] > 1 — 26, where o is the post-

. . €,0
measurement state which results from applying the measurement STIP, Dy 00

® The expected running time to implement SATI;’(SD ) is proportional to poly(1/e,log(1/9)),

the time it takes to implement Pp, and the time it takes to sample from D.

Proof of Lemma 28. We are now ready to prove the main result of this subsection.

Lemma 28. Let A € N be a parameter and let o ayx be a quantum state on systems R and Aux of
at most poly (1) many qubits. Let Dg, D be two efficiently samplable distributions with support X.
Let D be a QPT algorithm. Suppose that the following two properties hold:

e A (possibly inefficient) two-outcome POVM M = {M,, My} succeeds on system R with
probability at least

Tr[(M; ® Lapx) 0] = )

for some polynomial p(Q).

o the algorithm D succeeds at distinguishing D from D with advantage

$
b<{0,1} 1 1
Pr|D((x,Aux)=b : +.p ] - = > —.
[ 1wl 217 g

for some polynomial q(A) conditioned on the measurement M succeeding on register R.

Then, there exists a QPT algorithm D and a polynomial () such that D succeeds at distinguishing
Dg and D with advantage at least 1/u(Q) on the reduced system alone, i.e.,

~ $ 1
=p : be{01}| = =
Pr [Z)(X,AUX) b : x~{D,,}] 5

R
u()’

where system AUX corresponds to the reduced state oayx = Trr|[ Or Avx]-

=

Proof. Consider the binary outcome POVM P = (P(p, p,)» Q(pe.0,)) With Qp,p,) = 1= P(py.p))
which is the following mixture of projective measurents such that

H()+H1
2

Ppo.py) =

where Iy, I1; are mixtures of two-outcome POVMs {#, } that correspond to running 9 on samples

x from Dy, D and system AuX, and then measuring whether the outputis O or 1, i.e.,

o = Z):(Pr[x «DolPy and I = ZYPY[X = Dil P
Xe X€
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Let  have an eigenbasis {|i;)} with eigenvalues {4;}. Without loss of generality we can assume

that og aux 1S @ pure state ) = 3, @; |) in systems R and Aux. Moreover, we can write [y) as

wy=" > ailuy+ DL ailys).

i |/l,'—%|2$ i |/l,'—%|<$

Lete = 1/8p, 6 =2 "% and y = 1/2p be parameters. Consider the following distinguisher D:

€,0

P.(Do.D1).y from Lemma 27 on

* Run the efficient approximate threshold implementation SATI

system Aux for the binary-outcome POVM given by P.

e If the outcome of SATI;;‘S( Do.D1)y is 1, then run D on the post-measurement system Aux, and

output whatever O outputs. Otherwise, output a random bit.

Let us now analyze the success probability of D. Because the two-outcome POVM M succeeds on
system R with probability at least 111 and because D succeeds with advantage at least é on system
Aux conditioned on M outputting 1, we have that |¢) has weight at least % on eigenvectors with

eigenvalues A; such that |A; — %l > é In other words,

Therefore, the probability that SATI;’&( Do.D1)y outputs 1 on system AUX is at least

1
€,0 —
Tr SATISD,(DO,D.),y(AUX)] > ; -26=0(1/p).

Moreover, the post-measurement state in system AUX after getting outcome 1 has weight 1 — 26
on eigenvectors {|¥;)} such that |1; — %| > y — 2e. Therefore, with probability at least 1 — 26,
D has an advantage of at least y — 2e at outputting the correct bit when run on the collapsed
post-measurement system AUKX.

€,0
P,(Do,D1),y

with probability 1/2. Therefore, with overwhelming probability, D has advantage at least

However, if the measurement SATI on system AUX fails and outputs 0, then D succeeds

~ 1
Pr [D(x,AUX) =b: bi{Oyl}] - =

x~Djp 2
— SN — b - b . €0
_‘Pr [Z)(x,AUX) —b bxi());,”] Tr [SATIP’(DO’DIM(AUX)]
1 €,0 1
+> (1 ~Tr [SATIP’(DO’DIM(AUX)]) -3
= €0 : Ux) = -bio,l]_l
Tr [SATIE ), ) (AUX) | - [Pr | D, ADX) = b 2 b 01| = 2

> (1/p—=26)-(y—2¢&) > 1/poly(Q).
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Finally, we remark that the running time of the distinguisher O is proportional to the running time
of D and poly(1/e,log(1/6)), and hence it is efficient. O

Simultaneous Search-to-Decision Reduction with Quantum Auxiliary Input

Our first result concerns distinguishers with quantum auxiliary input that can distinguish between
Dual-Regev samples and uniformly random samples with high probability. In Theorem 30, we give
a search-to-decision reduction: we show that such distinguishers can be converted into a quantum
extractor that can obtain a Dual-Regev secret key with overwhelming probability. We then state a
strenghtening of this extraction property (which we call Simultaneous Dual-Regev Extraction) in
Conjecture 1. Informally, this property states that extraction is possible even if additionally require

that a revocation procedure succeeds on a separate register.

While we do not know how to prove Construction 1 under standard assumptions, we prove that
Simultaneous Dual-Regev Extraction holds assuming LWE/SIS in the special case when revocation

succeeds with overwhelming probability. This is captured by Theorem 31.

We first show the following result.

Theorem 30 (Search-to-Decision Reduction with Quantum Auxiliary Input). Letn € N and q be a
prime modulus with g = 2°" and let m > 2nlog q, each parameterized by the security parameter
A eN. Let V8m < o < q/N8m and let a,B € (0,1) be noise ratios with B/a = 2°™ and
1/a=2°" .0, Let A = {(ArAy, va) }aen be any non-uniform quantum algorithm consisting of

a family of polynomial-sized quantum circuits

{mA,y L L(H" ® Hp,) — L(Hg, ® Hux, )}

A€Zy ™, yeZy

and polynomial-sized advice states vy € D(Hp,) which are independent of A. Then, assuming the
quantum hardness of the L\WE}' |, assumption, the following holds for every QPT distinguisher

D. Suppose that there exists a function (1) = 1/poly(A) such that

|Pr [1 « SearchToDecisionExpt™? (11,0)] - Pr [1 « SearchToDecisionExpt™? (1%, 1)]| = &().

Then, there exists a quantum extractor & that takes as input A, y and system AUX of the state og avx

and outputs a short vector in the coset AZ (A) in time poly(A,m, o, q, 1/ &) such that

S(AvY»QAUX)zx Aizgxm
A >1- negl(/l) > (lgy).y)—GenGauss(A,o) 2 l/pO|Y(/l)~
x € A7 (A) N 8" (0.0\5) O Aux Aoy (0y Xiryl®2)

Pr | Pr
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SearchToDecisionExpt™? (14, b):

« If b = 0: output lwe.Dist”™? (14) defined in Figure 5.3.

« If b = 1: output uni f.Dist™® (11) defined in Figure 5.4.

Figure 5.2: The experiment SearchToDecisionExpt™? (14, b).

Proof. Let A € N be the security parameter and let A = {(Aiay, V2)} Az be a non-uniform

quantum algorithm. Suppose that D is a QPT distinguisher with advantage £ = 1/poly(A).

To prove the claim, we consider the following sequence of hybrid distributions.

Ho: This is the distribution Iwe.Dist™® (1) in Figure 5.3.

lwe.Dist?P (1/1):

1. Sample A & 7/,

2. Generate (|yry),y) < GenGauss(A, o).

3. Generate o, avx < Aray([y) Yyl ® v2).
4. Sample s i Z7,e ~ Dzm o4 and e’ ~ Dz p,.

5. Generate or Aux < ﬂd,A,y(l‘/’y)Oﬁyl ® va).
6. Run b’ «— D(A,y,sTA+eT,sTy +¢’, oaux) on the reduced state. Output b’.

Figure 5.3: The distribution lwe.Dist™? (14).

H;: This is the following distribution:

. $
1. Sample a random matrix A « Z7".

2. Sample s g ZZ, e~ Dzmgoqand e’ ~ Dzg,.
3. Sample a Gaussian vector Xy ~ DZZ’,% andlety = A - X9 (mod q).

4. Run Ay A y([x0) (x| ® v,) to generate a state PR aux in systems R and AUX.



153

5. Run the distinguisher D(A,y,sTA +eT,sTy + €', 0,ux) on the reduced state 0,yx.

H, : This is the following distribution:

1.

2
3
4.
5

Sample a uniformly random matrix A & zZym.

$
. Sample s < Z7,e ~ Dzm oq and e’ ~ Dz g,. Letu =ATs +e.

. Sample a Gaussian vector Xo ~ Dz» < and lety = A - Xo (mod q).

V2
Run A A y([X0)(Xo| ® va) to generate a state o aux in systems R and AUX.

. Run the distinguisher D (A,y, u,uTxg + ¢’, 0,ux) on the reduced state o ux-

Hs : This is the following distribution:

1.

2.
3.
4.
5.

. . $
Sample a uniformly random matrix A « szm.
$
Sample u « Zj/ and ¢’ ~ Dz, ;.
Sample a Gaussian vector Xy ~ DZ;",% andlety = A - X9 (mod gq).
Run A A y(X0)(Xo| ® va) to generate a state o aux in systems R and AUX.

Run the distinguisher D (A, y,u,uTxg + €', 0,ux) on the reduced state p,ux.

Ha: This is the following distribution:

1.

2.
3.
4.
5.

Sample a uniformly random matrix A & ZZX’”.
Sample u & Zg and r & Zyg.
Sample a Gaussian vector Xg ~ DZ?\% andlety = A - X9 (mod gq).

Run A A y([X0)(Xo| ® va) to generate a state o aux in Systems R and AUX.

Run the distinguisher D (A, y, u, 7, 0aux) on the reduced state o,ux.

Hs: This is the distribution uni f.Dist™® (11) in Figure 5.4.

We now show the following:

Claim 10. Assuming LWE the hybrids Hy and Hy are computationally indistinguishable,

n,q,aq’

Ho ~. Hi.
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uni f.Dist™P (14):

1. Sample A & g,
Sample u & Zg and r & Zyg.
Run (|¢ry) ,y) < GenGauss(A, o).

Generate 0g aux < Ay ([Uy) Yyl ® va).
Run b’ «— D(A,y,u,r, oauvx) on the reduced state. Output b’.

AR

Figure 5.4: The distribution uni f.Dist™? (14).

Proof. Here, we invoke the Gaussian-collapsing property in Corollary 3 which states that the

m

following samples are indistinguishable under LWE) .

$ nxXm n $ nxXm n
(A&qu = Y e () [x). yeZq) ~, (A<—qu L xo), A-xo eZq)

XeZy
Ax=y

where (|¢y) ,y) < GenGauss(A, o) and where xo ~ ngz,% is a sample from the discrete Gaussian

distribution. Because A, 4y is a family efficient quantum algorithms, this implies that

Faay(lgy)dyl®@va) = Apay([xo)(Xol ® vy),
for any polynomial-sized advice state v, € D(Hp,) which is independent of A. ]

Claim 11. Hybrids Hy and H, are statistically indistinguishable. In other words,

Hi ~ Ho.

Proof. Here, we invoke the noise flooding property in Lemma 15 to argue that eTxy < ¢’ holds
with overwhelming probability for our choice of parameters. Therefore, the distributions in H; and

H, are computationally indistinguishable. [

Claim 12. Assuming L\WE}' .., the hybrids Hy and Hz are computationally indistinguishable,

Hy ~. Hs.

Proof. This follows from the LWE}, . assumption since the reduction can sample Xo ~ Dzmn

itself and generate og aux < A Ay(|X0)(Xo| ® v2) oninput A € ngm and v,. O
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Finally, we show the following:

Claim 13. Assuming L\WE}' .., the hybrids Hy and Hs are computationally indistinguishable,

H4 e H5.

Proof. Here, we invoke the Gaussian-collapsing property in Corollary 3 again. 0

Recall that Hy and Hs can be distinguished with probability € = 1/poly(1). We proved that the
hybrids Hyp and H3 are computationally indistinguishable and moreover, hybrids Hs and Hs are
computationally indistinguishable. As a consequence, it holds that hybrids Hz and Hs can be

distinguished with probability at least £ — negl(1).

We leverage this to obtain a Goldreich-Levin reduction. Consider the following distinguisher.

D(A,y,u,v,0):

Input: A € Z*", y € Zj, u € Zj, v € Zy and 0 € L(Haux).
Output: A bit b’ € {0, 1}.

Procedure:
1. Sample ¢’ ~ Dz g,.

2. Output b’ — D(A,y,u,v+¢’, o).

Figure 5.5: The distinguisher D (A, y, u, v, o).

. . $ .
Note that 7 + ¢’ (mod ¢) is uniform whenever r < Z, and ¢’ ~ Dz g,. Therefore, our previous

argument shows that there exists a negligible function 7 such that:

Adzmm ylam
Pr D(A, y,u,u’xop, QAUX) =1: XO"’DZg!’%,SN—A'XO (mod q)
QRAUXEﬂ/l,A,y(|X0><XO|®V/l)

Aiznxm
q

~Pr|DA,y,ur y=1: uezy, ez, > g —n(A)
s g WUy ’QAUX . = TI .

XONDz;]n,%a y—A-xq (mod q)

OR aux ‘_ﬂ/l,A,y (IxoXx0|®va)
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From Theorem 20, it follows that there exists a Goldreich-Levin extractor & running in time

T(&E) = poly(A,n,m, o, g, 1/e) that outputs a short vector in AZ, (A) with probability at least

A . 4°\2
v . = y—A-xg (mod g)
X e Aq (A) ns (0’0- V2 ) QR,AUXFﬂ/I,A,y(|X0><X0|®V/1)

E(A.y.0nvx)=x Aiz;xm, Xo~Dgym o

Pr > poly(e, 1/q).

Assuming the LWE;", ,, assumption, we can invoke the Gaussian-collapsing property in Corollary 3

once again which implies that the quantum extractor & satisfies

S(Aay,QAUX)ZX Agzgxm
Pr . A © (lgy)y)—GenGauss(A,0) | = poly(e, 1/q).
X € Ay (A)NB"(0.05VE)  gr aoxeAray Wy Xibyl@va)

This proves the claim. 0

Next, we give a strengthening of our result in Theorem 30 and state a simultaneous search-to-
decision reduction with quantum auxiliary input which holds even if additionally require that a

revocation procedure succeeds on a separate register.

To formalize the notion that revocation is applied on a separate register, we introduce the following

procedure called IneffRevoke which is defined below.

We use the following conjecture. We refer the reader to the introduction for an informal explanation

of the conjecture below.

Conjecture 1 (Simultaneous Dual-Regev Extraction (SDRE)). Let n € N be the security parameter.
There exist parameters (each parameterized by 1), where q is a prime modulus with g = 2°™,
m > 2nlogq, V8m < o < q/N8m, a, B € (0,1) with B/a = 2°™ and 1/a = 2°" . o, such that
the following holds: Let A = {(Aa Ay, Va) }aen be any non-uniform quantum algorithm consisting

of a family of polynomial-sized quantum circuits
{ﬂ/l,A,y . L(W(T ® 7—13/1) - L(WRJ ® 7—(AUX/z)}
AE€Zy ™, yeZy

and polynomial-sized advice states v, € D(Hp,) which are independent of A. Then, the following
holds for every QPT distinguisher D. Suppose there exists a function £(Ad) = 1/poly(QA) such that

|Pr[1 « SimultSearchToDecisionExpt™? (11,0)] -
Pr[1 « SimultSearchToDecisionExpt™* (14, 1)]| = ().
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IneffRevoke(A,y, o, or):

Input: A € Z;*™,y € Z} and ¢ € L(HR).
Output: Accept (T) or reject (L).

Procedure:

1. Apply the (inefficient) projective measurement

{ )yl I = Tyl }

where |yy) is the Gaussian coset state

U= D es(X)[x).

XEZy:
Ax=y (mod q)

2. If the measurement succeeds, output T. Else, output L.

Figure 5.6: The procedure IneffRevoke(A,y, o, or).

SimultSearchToDecisionExpt™? (14, b):

* If b = 0: output simult.lwe.Dist™? (14) defined in Figure 5.8.

« If b = 1: output simult.uni f.Dist™ (11) defined in Figure 5.9.

Figure 5.7: The experiment SimultSearchToDecisionExpt™? (1”, b).

Then, there exists a quantum extractor & that takes as input A, y and system AUX of the state Or avx
and outputs a short vector in the coset AZ] (A) in time poly(A, m, o, q, 1/ &) such that

IneffRevoke(A,y,o,R)=T A gnxm
q

Pr A D (Jgy).y)—GenGauss(A,o) | = poly(e, 1/q).
E(AYAX) € Ny (A)N B (0.5V/F) QR,ij*ﬂ,l,A,y(|‘/’y><lﬂy|®v/1)

Towards a proof of the conjecture. We now give a proof of Simultaneous Dual-Regev Extraction

(Construction 1) in the special case when revocation succeeds with overwhelming probability.
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simult.lwe.Dist"t? (1/1):

1. Sample A & 7/,
2. Generate (|yry),y) < GenGauss(A, o).

3. Generate OR,Aux € ﬂﬂ,A,y(l‘/’y)(‘ﬁyl ®Vy).

4. Sample s <i ZZ,e ~ Dzm oq and e’ ~ Dz p,.
5. Generate or avx < Apay([Wy) Yyl ® vy).

6. Run IneffRevoke(A,y, o, -) on system R. If it outputs T, continue. Otherwise,
output Invalid.

7. Run b’ «— D(A,y,sTA+eT,sTy +¢’,-) on system Aux. Output b’.

Figure 5.8: The distribution simult.lwe.Dist™? (14).

simult.uni f .Dist”™? (1’1)

1. Sample A & Z/m,

2. Generate (|yry),y) < GenGauss(A, o).

3. Sample u & Zg and r & Zyg.

4. Generate og Aux < ﬂxl,A,y("ﬁy)(Wyl ® va).

5. Run IneffRevoke(A,y, o, -) on system R. If it outputs T, continue. Otherwise,
output Invalid.

6. Run b’ «— D(A,y,u,r,-) on system Aux. Output b’.

Figure 5.9: The distribution simult.uni f.Dist™? (14).

Theorem 31. Let n € N. Let g be a prime with ¢ = 2°Y, m > 2nlogq, V8m < o < q/V8m,
and let ., 8 € (0,1) with B/a = 2°™ with 1/a = 2°™ . o. Let A = {(AiAy, V) }aenw be any
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non-uniform quantum algorithm consisting of a family of polynomial-sized quantum circuits
{ﬂ/l,A,y : L(H(’]n ® 7_{3,1) - L(HR,I ® 7_{AUX,1)}

A€Zp ™, yeZy
and polynomial-sized advice states vy € D(Hpg,) which are independent of A such that

$
A(_anln
IneffRevoke(A,y, 0, 0r) = T & (jyy).y)—GenGauss(A.cr) } =1-v(1),
QR,AUxFﬂA,A,y(|‘//y><lﬁy|®vxl)

Pr

for some negligle function v(A). Then, assuming the quantum hardness of the LWE}! q.aq ASSUmMpLion,
the following holds for every QPT distinguisher D. Suppose that there exists a function (1) =

1/poly(A) such that

|Pr[1 « SimultSearchToDecisionExpt™? (11,0)] -
Pr [1 « SimultSearchToDecisionExpt™* (14, 1)]| = ().

Then, there exists a quantum extractor & that takes as input A, y and system AUX of the state og avx

and outputs a short vector in the coset AZ (A) in time poly(A,m, o, q, 1/ &) such that

IneffRevoke(A,y,o,R)=T AﬁZZX”‘

Fr A D (Jgy).y)—GenGauss(A,o) | = poly(e, 1/q).
B(AYAUY) € Ag(A) mBm(O’o—@) QR,AZ#—?‘A,A,y(WyXl//y|®V,1)

Proof. By assumption, there exists an adversary (A, D) such that Adv(A, D) = (1), where

IneffRevoke(A,y,o,R)=T AiZZX’", siZZ

Adv(A, D) =|Pr A . e~Dam gg¢~Dzpg | —

D(A,y,sTA+eT sTy+e’, Aux)=1 ([¢5).y)~GenGauss(A.c)
L ¥ STyres - QR,AUX‘_ﬂA,A,y(|Wy><lpy|®v/l)

r $
IneffRevoke(A,y,o",R)=T Aezy ™
$ $
Pr A : u«—ZZ’,N—Zq
D(Ayu,r,Aux)=1 (lgry).y) GenGauss(A.0)

QR,AUXPﬂ/l,A,y ( |wy><l//y | ®V/1)

We can now invoke Lemma 28 to argue that there exists a QPT distinguisher D (that internally runs

D) and succeeds on the reduced system Aux alone, i.e.

Adzmm (&g
Pr|D(A,y,sTA+eT,sTy+¢’ —1: eDmmegpe~Dzps |_
( ok Sy ,QAUX) (I¢y),y)<—GenGauss(A,0)
QR,AUXHﬂA,A,y(|‘/’y><wy|®vxl)

A& zpxm
q

Pr DN(A’ ya ua r9 QAUX) = 1 : uizg"’rizq = é(A)’
(|¢y).y) «—GenGauss(A,o)
OR, Avx A Ay ([YyXiby|®Va)
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for some & = 1/poly(2). In other words, the QPT algorithm D can successfully predict whether it
has received a Dual-Regev sample or a uniformly random sample. Therefore, we can now invoke
Theorem 30 to argue there exists an extractor & that takes as input A, y and system Aux of the state

OR Aux and outputs a short vector in the coset AZI (A) in time poly(A, m, o, g, 1/&) such that

‘S(A’Y7QAUX):X Aizgxm
Pr A I (Jgy).y)—GenGauss(A.c) | = POly(&, 1/q).
x € Ay(A) mBm(O’U@) OR, Aux A Ay [y Xy |®V2)

Recall also that, by assumption, revocation succeeds with overwhelming probability, i.e.,

$
A& zmm
Pr | IneffRevoke(A,y, 0, 0R) = T ' (jyy).y)—GenGauss(A.) | = 1 — negl(A).
QR,AUX‘_ﬂA,A,y(|waWy|®V/l)
Using Bonferroni’s inequality, we can argue that
IneffRevoke(A,y,o,R)=T Aiznxm
Pr A O (lw ),y)<—Gen[é5auss(A,a-)
E(AYAUX) € A (M) NB"O5VE) g iy (19 Xy &72)
Adzmm
> Pr | IneffRevoke(A,y,o, or) = T : (try).y) —GenGauss(A,o)
OR. Aux A Ay ([UyXiby|®Va)
Aiznxm
+Pr|E(A,y, oavx) € AZ (A) N Bm(oa o\ym/2) : (Iwy),y)hGen[éauss(A,o-) -1
QR,AUX&\SZ[/I,A,y(|Wy><l/’y|®y/l)
adzpm
> Pr [E(A, y. QAUX) € Az(A) N Bm((),o-\,m/2) : (Iwy),y)&Gen{éauss(A,a-) - negl(4)
OR. Aux A Ay ([YyXiby|®Vva)

> poly(g, 1/q).

This proves the claim.

Distinct Pair Extraction
The following lemma allows us to analyze the probability of simultaneously extracting two distinct
preimages in terms of the success probability of revocation and the success probability of extracting

a preimage from the adversary’s state.

Lemma 29 (Distinct pair extraction). Let o € D(Hx @ Hy) be an any density matrix, for some
Hilbert spaces Hyx and Hy. Let ) = Y cs @y |x) € Hx be any state supported on a subset
S C X, and let I1 = |y Xyr| denote its associated projection. Let Ils be the projector onto S with

Ms =) ol

xeS
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Let & : L(Hy) — L(Hyx') be any CPTP map of the form

Eyx (o) =Trg [VY—>X’E GVJ—»X'E] , Yo € D(Hy),
for some isometry Vy_xg. Consider the measurement specified by

T= > [Xxlx® Vi (WX p ® Te)Vyoxp.

x,x'€S:x#x!

Let ox = Try|oxy] denote the reduced state. Then, it holds that
Tr[Fe] > (1 —gleegqaxﬂ) (Tr(Mgy] - Tr [ls Ey—x (o)),
where o = Tr[(IT® 1)p] ™' - Trx [(II ® 1) 0] is a reduced state in system Y.
Proof. Because the order in which we apply I" and (I1 ® 1) does not matter, we have the inequality
TrTo] >Tr (ML) To] =Tr[(I@ 1) To(MI@1)]=Tr [T 1)o(II®1)]. 5.1
Notice also that (IT® 1)o(IT ® 1) lies in the image of (II ® 1) with IT = | Xy, and thus

(e De(Mel) =Tr[(IIe1)e] - (¥ X¢|© o), (5.2)

for some o~ € D(Hy). Putting everything together, we get that

Tr[Co] > TrTMe1)o(M®1)] (using inequality (5.1))
= Tr[((MI®1)o] -Tr[I (JyXy|® o)] (using equation (5.2))
= Trlllox]-Tr| > eXelx @ Vi vy (WXx' Tk © 1) Ve (WX © 0)
x,x'€S:x#x’

= TT[HQX]'Z( > |<x|w>|2)Tr Vi (X Ly ® 1) Vs |

x’eS \xeS:x#x’!

= Te(lox] - Y (1= lawl) Tr |(WXXly © L)Vyoxr o Vi

x’'eS

Te[Mox] - (1= max o] - 3" T | (W) L @ L) Vroxr Vi |
xe$S

x’'eS

\%

= Tr[Mox] - |1 - max]|a,|?]- Z Tr [lx’)(x’lx, Trg VYﬁX/EGV;_)X,E”
xeS v

= Tr[Mox] - 1—mag<|ax|2 - Tr [Ms Syx (0)] -
XE.

This proves the claim. U
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EXptﬂ(l/I, b)
1. The challenger samples (A € ZZX'", tda) < GenTrap(1”, 1™, g) and generates

vy = D ee® N,
XEZ

Ax=y (mod q)

for some y € Z, by running (|¢y),y) < GenGauss(A, o). The challenger
lets msk «— tds and pk < (A,y) and sends sk < [y) to the adversary A.

2. A generates a (possibly entangled) bipartite state o g sux in systems Hr @ Hayx
with Hg = H", returns system R and holds onto the auxiliary system AUX.

3. The challenger runs Revoke(pk, msk, og), where og is the reduced state in
system R. If the outcome is T, the game continues. Otherwise, output Invalid.

4. A submits a plaintext bit u € {0, 1}.

5. The challenger does the following depending on b € {0, 1}:

* if b = 0: the challenger samples a vector s & Zy and errors € ~ Dzm o4
and ¢’ ~ Dz, g4, and sends a Dual-Regev encryption of u € {0, 1} to A:

CT= (sTA+eT,sTy+e/+,u- L%J) € Zy XZy.

e if b = 1: the challenger samples u ﬁ Zg and r & Z4 uniformly at
random and sends the following pair to A:

(u,r) € Zy) X Z.

6. A returns a bit b” € {0, 1}.

Figure 5.10: The key-revocable security experiment according to Definition 40.

Proof of Theorem 24
Proof. Let A be a QPT adversary and suppose that

[Pr[1 « Expt(1%,0)] = Pr[1 « Expt(1*, 1)]| = &(1),

for some &(1) with respect to Expt4 (1%, b) in Figure 5.10. We show that £(1) is negligible.

Suppose for the sake of contradiction that €(A1) is non-negligible. Using the equivalence between
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prediction advantage and distinguishing advantage, we can write

Pr [b — Exptﬂ(lﬂ,b) : b & {0, 1}] - %' =&(A).

2.

We show that we can use A to break the SISn’”q — problem. Without loss of generality, we

oV2m
assume that A submits the plaintext x = 0. By the assumption that revocation succeeds with
overwhelming probability and since €(4) > 1/poly(1), we can use Theorem 31 to argue that there
exists a quantum Goldreich-Levin extractor & that takes as input A, y and system Aux of the state

Or.Aux and outputs a short vector in the coset AZ(A) in time poly(4, m, o, g, 1/€) such that
IneffRevoke(A,y,o,R)=T A& znxm
Pr A : (0y).y)—GenGauss(A.or) | = poly(e, 1/q).
E(AYAUX) € AYA)NB"OTVE) o s e Ty ay 0y X))

Here, we rely on the correctness of GenTrap in Theorem 2 and QSampGauss in Theorem 16.

Consider the following procedure in Algorithm 5.

Algorithm 5: SIS_Solver(A)

Input: Matrix A € Z*".
Output: Vector x € Z™.

Generate a Gaussian state (|yry) ,y) < GenGauss(A, o) with

Uy = D> e Ix)

XeZg
Ax=y (mod g)

n

for some vectory € Z.
Run A to generate a bipartite state o aux in systems Hr ® Hyux with Hg = H;".
Measure system R in the computational basis, and let xo € Z; denote the outcome.

Run the quantum Goldreich-Levin extractor &(A, Yy, oaux) from Conjecture 1, where pauyx is

the reduced state in system Huyx, and let x| € ZZ denote the outcome.

Output the vector X = X| — Xg.

To conclude the proof, we show that SIS_Solver(A) in Algorithm 5 breaks the SISqu o problem

whenever £(1) = 1/poly(4). In order to guarantee that SIS_Solver(A) is successful, we use the
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distinct pair extraction result of Lemma 29. This allows us to analyze the probability of simultane-
ously extracting two distinct short pre-images Xy # X; such that Axy = y = Ax; (mod ¢) — both in
terms of the success probability of revocation and the success probability of extracting a pre-image
from the adversary’s state payx in system Hayx. Assuming that xg, X; are distinct short pre-images
such that ||xg|| < U\/? and ||x{|| < o4/7, it then follows that the vector x = x| — X¢ output by

SIS_Solver(A) has norm at most o-V2m, and thus yields a solution to SIS” .
n,q,a\/ﬂ

We remark that the state [y) prepared by Algorithm 5 is not normalized for ease of notation. Note
that the tail bound in Lemma 11 implies that (the normalized variant of) [¢ry) is within negligible
trace distance of the state with support {x € Z7' : [|x| < 0'\/?}. Therefore, for the sake of
Lemma 29, we can assume that |yry) is a normalized state of the form

=

o =| D, =@ > ee®Ix).
zeZZ",HzIISO'\/? XEZZ",HXIISO'\/?
Az=y (mod q) Ax=y (mod q)

Before we analyze Algorithm 5, we first make two technical remarks. First, since oo > w(+/logm),

it follows from Lemma 17 that, for any full-rank A € ZZX”’ and for any y € Z, we have

0= (x)
max ] v < 2790
xeZp, x|l <o T Z 0 (2)
Ax=y (mod
v( 7 zeZZ’,HzHSO'\/?
Az=y (mod ¢q)

Second, we can replace the procedure Revoke(A,tda,y, og) by an (inefficient) projective mea-
surement { |y )Yyl , 1 — [y){Yyl}, since they produce statistically close outcomes. This follows
from the fact that Revoke(A,tda,y, or) applies the procedure QSampGauss in Algorithm 4 as a
subroutine, which is correct with overwhelming probability acccording to Theorem 16.
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Let us now analyze the success probability of Algorithm 5. Putting everything together, we get

[ x—SIS_Solver(A) $
Pr A DAz
| x#0 s.t. |[x|[<oV2m

0= (X)
1- max d
Xz, x| <oyE Z 0z (2)
A —
x=y (mod ¢) 2e7 |zl <o\Z
Az=y (mod q)

\%

AiZZX"’ s.t. A is full-rank
- Pr | IneffRevoke(A,y, og) = T : (Iy).y) —GenGauss(A.o)
QR,AU)(‘_ﬂ/l,A,y”WyXWyD

A&z 1 Ais full-rank

-Pr S(A, y, QAUX) € Az(A) NB"(0,0ym/2) : (Wy)y)GenGauss(A,0)
QR,AUX<—~7{A,A,y(|'ﬁy><¢/y|)
T« IneffRevoke(A,y,or)

IneffRevoke(A.y,o,R)=T AiZZX’" s.t. A is full-rank

A .
© (IYy).y)«<—GenGauss(A,o)
EAYAUX) € A A NB"OTVE) o oAy ()i )

> (1-27%) - (poly(e. 1/g) = ¢™") > poly(z.1/q).

> (1 —2—90")) . Pr

In the last line, we applied the simultaneous search-to-decision reduction from Theorem 31
and Lemma 8. Therefore, SIS_Solver(A) in Algorithm 5 runs in time poly(gq, 1/€) and solves

SIS whenever &€ = 1/poly(1). Therefore, we conclude that £(1) must be negligible. O

m
n,q,o’\/ﬁ
Proof of Theorem 25

Proof. The proof is the same as in Theorem 24, except that we invoke Conjecture 1 instead of

Theorem 31 to argue that simultaneous extraction succeeds with sufficiently high probability. [

5.6 Key-Revocable Fully Homomorphic Encryption
In this section, we describe our key-revocable (leveled) fully homomorphic encryption scheme
from LWE which is based on the so-called DualGSW scheme used by Mahadev [99] which itself is

a variant of the homomorphic encryption scheme by Gentry, Sahai, and Waters [69].

Let A € N be the security parameter. Suppose we would like to evaluate L-depth circuits consisting
of NAND gates. We choose n(1, L) > L and a prime ¢ = 2°”. Then, for integer parameters
m > 2nlogg and N = (m+ 1) - [logg], we let 1 be the (m + 1) X (m + 1) identity matrix and
let G =[1][21] ... 2Med-11] ¢ ngH)XN denote the so-called gadget matrix which converts

a binary representation of a vector back to its original vector representation over the field Z,.
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Note that the associated (non-linear) inverse operation G~! converts vectors in Z’Z;” to their binary

representation in {0, 1}V. In other words, we have that G o G™! acts as the identity operator.

Construction

Let us now describe our key-revocable fully homomorphic encryption scheme.

Expt4 (14, b):
1. The challenger samples (A € Z7™™",tda) < GenTrap(1”,1™, q) and generates

vy = D er(®) ),
XEZZ’

Ax=y (mod q)

for some y € Z, by running (|¢y),y) < GenGauss(A, o). The challenger
lets msk < tda and pk < (A, y) and sends [sk) < [¢y) to the adversary A.

2. A generates a (possibly entangled) bipartite state o g ux in systems Hr @ Haux
with Hg = H", returns system R and holds onto the auxiliary system AUX.

3. The challenger runs Revoke(msk, pk, og), where og is the reduced state in
system R. If the outcome is T, the game continues. Otherwise, output Invalid.

4. A submits a plaintext bit u € {0, 1}.

5. The challenger does the following depending on b € {0, 1}:

* if b = 0: The challenger samples a random matrix S <i Z’;XN and errors

E ~ Dgmxn o, and row vector € ~ Dzn g, and outputs the ciphertext
_ [ATS+E (m+1)xN
CT_[yTS+e]+,u G €2, .

e if b = 1: the challenger samples a matrix U i Z’;XN and row vector

r & Zﬁzv uniformly at random, and sends the following to A:

[E] c Zém+1)><N.
r

6. A returns a bit b € {0, 1}.

Figure 5.11: The key-revocable security experiment according to Definition 40.
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Construction 9 (Key-Revocable DualGSW encryption). Let A € N be a parameter. The scheme
RevDualGSW = (KeyGen, Enc, Dec, Eval, Revoke) consists of the following QPT algorithms:

KeyGen(14, 1%) — (pk, sk) : sample a pair (A € Zy",tda) < GenTrap(1”, 1™, q) and generate
a Gaussian superposition ([y) ,y) < GenGauss(A, o) with

Wy = D er(®) X,

X€ZY
Ax=y

Jor some'y € Zj. Output pk = (A, y), [sk) = [fy) and msk = tda.

Enc(pk, ) : to encrypt u € {0, 1}, parse (A,y) « pk, sample a random matrix S i ZZXN and

E ~ Dgmxn o, and row vector € ~ Dzn _g,, and output the ciphertext

ATS+E
yTS+e

CT = [ ] +u-G (modgq) € ng“)XN.

Eval(CTy, CTy) : to apply a NAND gate on a ciphertext pair CTg and CT, output the matrix

G - CTy-G™'(CT)) (mod g) € ZU"V.

Dec(|sk),CT) — {0, 1} : to decrypt CT, apply the unitary U : |x)|0) — |x) |(-x,1) - CTy) on
input [y) < sk, where CTy € Zg“l is the N-th column of CT, and measure the second
register in the computational basis. Output 0, if the measurement outcome is closer to 0 than

to L%J, and output 1, otherwise.

Revoke(msk, pk, 0) — {T,L}: on input tda < msk and (A,y) < pk, apply the projective

measurement {|yry sy

4. Output T if the measurement is successful, and output L otherwise.

, 1 - |z//y><wy|} onto o using SampGauss(A, tda,y, o) in Algorithm

Proof of security
Our first result on the security of Construction 9 concerns (negl(4), negl(1))-security, i.e., we

assume that revocation succeeds with overwhelming probability.

Theorem 32. Let L be an upper bound on the NAND-depth of the circuit which is to be evaluated.
Let n € N and q be a prime modulus with n = n(A,L) > L, g = 2°™ and m > 2nloggq, each
parameterized by the security parameter 1 € N. Let N = (m + 1) - [logq] be an integer. Let
q/N8m > o > V8m and let a, B € (0, 1) be parameters such that B]a = 2°" and 1/ = 2°M - o
Then, assuming the subexponential hardness of the \WE;} . and SISnm,q,(T Vo problems, the scheme

RevDualGSW = (KeyGen, Enc, Dec, Eval, Revoke) in Construction 9 is a (negl(1), negl(1))-secure

key-revocable (leveled) fully homomorphic encryption scheme according to Definition 40.
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Expt (14, b):
1. The challenger samples (A € Z7™™",tda) < GenTrap(1”,1™, q) and generates

Wy = D> e Ix),
XEZZ’
Ax=y (mod q)

for some y € Z7, by running (|¢y),y) < GenGauss(A, o). The challenger
lets msk « tds and pk < (A,y) and sends sk < [y) to the adversary A.

2. A generates a (possibly entangled) bipartite state og ux in systems Hr @ Haux
with Hg = H", returns system R and holds onto the auxiliary system AUX.

3. The challenger runs Revoke(msk, pk, og), where op is the reduced state in
system R. If the outcome is T, the game continues. Otherwise, output Invalid.

4. A submits a plaintext bit u € {0, 1}.

5. The challenger does the following depending on b € {0, 1}:

. . $
e if b = 0: The challenger samples a random matrix S « ZZXN and errors
E ~ Dgnxn o, and row vector € ~ Dzn g, and outputs the ciphertext

ATS+E
yTS+e

CT:[ ]+,u~G eZ((Zm”)XN.

e if b = 1: the challenger samples a matrix U & ZZ”(N and row vector

r & quv uniformly at random, and sends the following to A:

[E] c Z((]m+1)XN.

r

6. A returns a bit b” € {0, 1}.

Figure 5.12: The key-revocable security experiment according to Definition 40.

Proof. Let A be a QPT adversary and suppose that
Pr[1 < Expt4(1%,0)] - Pr[1 « Expty (1%, 1)]|=€(2),

for some £(2) with respect to Expt4 (14, b) in Figure 5.12. Note that the RevDualGSW ciphertext
can (up to an additive shift) be thought of as a column-wise concatenation of N-many independent
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ciphertexts of our key-revocable Dual-Regev scheme in Construction 8. Therefore, we can invoke

Theorem 24 in order to argue that £(1) is at most negligible.

]

Our second result concerns (negl(4), 1 —1/poly(21))-security, i.e., we do not make any requirements

on the success probability of revocation. Here, we need to invoke Conjecture 1.

Theorem 33. Let L be an upper bound on the NAND-depth of the circuit which is to be evaluated.
Let n € N and q be a prime modulus with n = n(A,L) > L, g = 2°™ and m > 2nloggq, each
parameterized by the security parameter A € N. Let N = (m+1)-[log ¢ be an integer. Let q/N8m >
o > V8m and let a, B € (0,1) be parameters such that B/a = 2°" and 1/a = 2°" . o. Then,
assuming assuming Conjecture 1, the scheme RevDualGSW = (KeyGen, Enc, Dec, Eval, Revoke)
in Construction 9 is a (negl(1), 1 — 1/poly(Q))-secure key-revocable (leveled) fully homomorphic

encryption scheme according to Definition 40.

Proof. The proof is the same as in the theorem before, except that we invoke Theorem 25 instead

of Theorem 24 in order to argue security. [

5.7 Revocable Pseudorandom Functions

In this section, we introduce the notion of key-revocable pseudorandom functions (or simply, called

revocable) and present the first construction from (quantum hardness of) learning with errors.

Definition

Let us first recall the traditional notion of PRF security [73], defined as follows.

Definition 42 (Pseudorandom Function). Let A € N and «k(2), () and €'(Q) be polynomials. A
(post-quantum) pseudorandom function (pqPRF) is a pair (Gen, PRF) of PPT algorithms given by

e Gen(1Y) : On input 1%, it outputs a key k € {0, 1}~

e PRF(k,x) : On input k € {0, 1} and x € {0, 1}¢, it outputs a value y € {0, 1}*".
with the property that, for any QPT distinguisher D, we have

< negl(1),

Pr [DPRF("")(I’I) =1] : k « Gen(l’l)] ~Pr [@F(')(lﬂ) 1] F& ¢f,€']

where FEU is the set of all functions with domain {0, 1}¢ and range {0, 1}*".

We now present a formal definition of revocable pseudorandom functions below.
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Definition 43 (Revocable Pseudorandom Function). Let A € N be the security parameter and let
k(A),€(A) and €'(A) be polynomials. A revocable pseudorandom function (rPRF) is a scheme
(Gen, PRF, Eval, Revoke) consisting of the following efficient algorithms:

o Gen(14): on input the security parameter 1 € N, it outputs a PRF key k € {0, 1}*, a quantum
state oy and a master secret key msk.

e PRF(k,x): on input a key k € {0,1}* and an input string x € {0,1}¢, it outputs a value
y € {0, 1} This is a deterministic algorithm.

e Eval( o, x): on input a state oy and an input x € {0, 1}¢, it outputs a value y € {0, 1}*".

e Revoke(msk, o). on input key msk and a state o, it outputs Valid or Invalid.

We additionally require that the following holds:
Correctness. For each (k, ox, msk) in the support of Gen(14) and for every x € {0, 1}:

¢ (Correctness of evaluation:)

Pr [PRF(k,x) = Eval(og,x)] = 1 —negl(2).

¢ (Correctness of revocation:)

Pr [Valid « Revoke(msk, ox)] = 1 — negl().

Security

We define revocable PRF security below.

Definition 44 (Revocable PRF Security). A revocable pseudorandom function (rPRF) consisting
of a tuple of QPT algorithms (Gen, PRF, Eval, Revoke) has (&, 6, u) revocable PRF security if, for
every QPT adversary A with

Pr[Invalid « Exptﬂﬂ(ll, b)] <6(Q)
for b € {0, 1}, it holds that
[Pr[1 « Exptg ,(11,0)] = Pr[1 « Expty (1, D]| < (1),

where Exptyg , is as defined in Figure 5.13. If 6(1) =1 —1/poly(4), £(1) = negl(1) we oftentimes
drop (0, €) and simply refer to it as rPRF satisfies u-revocable PRF security.
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Exptﬂ#(lﬂ, b):

Initialization Phase:

» The challenger computes (k, o, msk) < Gen(1%) and sends o to A.
Revocation Phase:

* The challenger sends the message REVOKE to ‘A.

* The adversary A sends a state o to the challenger.

* The challenger aborts if Revoke (msk, o-) outputs Invalid.
Guessing Phase:

* The challenger samples bit b «— {0, 1}.

* The challenger samples random inputs xi, ..., x, <i {0, 1}‘7 and then sends
the values (x1,...,x,) and (y1,...,y,) to A, where:

- If b =0, set y; = PRF(k,x1), ..., yu = PRF(k,x,) and,
CIfb=1,setyy,...y o {0, 1)

* A outputs a bit b’ and wins if b’ = b.

Figure 5.13: Revocable PRF security

From one-query to multi-query security. We show that proving security with respect to u = 1
is sufficient. That is, we show the following.

Claim 14. Supoose an rPRF scheme (Gen, PRF, Eval, Revoke) satisfies 1-revocable PRF security.
Then, rPRF also satisfies the stronger notion of (multi-query) revocable PRF security.

Proof. Let A be a QPT adversary that participating in the revocable PRF security experiment
defined in Figure 5.13 and let (x1,y1),..., (x4, yu) denote the challenge input-output pairs, for
some polynomial ¢ = u(A). In the following, we denote by k the PRF key sampled using Gen by

the challenger in Figure 5.13. We consider a sequence of hybrids defined as follows.

H;, for i € [ + 1]: In this hybrid, y, ..., yi_1 are sampled uniformly at random from {0, 1}¢" and
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Yi»- ..,y are generated as follows: y; = PRF(k,x;) for j > i.

We claim that A cannot distinguish between hybrids H; and H;,{, for all i € [u], with more than
negligible advantage. Suppose for the sake of contradiction that the claim is not true, and that A
can distinguish H; and H;,, for some index i € [u], with advantage at least £(1) = 1/poly(1). We

will now show that we can use the adversary A to break the 1-revocation security of rPRF.

Consider a reduction B that does the following:

1. Receive the state o; from the challenger.

2. Sample x;41, . . ., X, uniformly at random from {0, 1}¢. Denote Q;(Hl) = 0. Do the following
forj=i+1,...,u Eval(gl(cj),xj) to obtain y;. Using the “Almost As Good As New” [3],

recover Q,(Cj +1), where Ql({j s negligibly© close to gy in trace distance.

3. Forward the state Q,(C'“ o A.
4. When the challenger submits the message REVOKE, forward the same message to ‘A.
5. If A sends o, then forward the same state o to the challenger.

6. If the revocation did not fail, the guessing phase begins. The challenger sends (x*, y*). Then,
sample x1, . . ., x;_; uniformly at random from {0, 1} and yy, ..., y;_; uniformly at random
from {0, 1}¥". Setx; = x* and y; = y*. Send (x1, y1), ..., (Xu> yu) to A.

7. Output b, where b is the output of A.

From the quantum union bound (Lemma 2), the “Almost As Good As New” lemma (Lemma 1)

and the correctness of rPRF, it follows that TD( o, Q]({“ +l)) < negl(1) and thus, the advantage of

(u+1)
k

follows that the success probability of B in breaking 1-revocation security of rPRF is exactly the

A when given o instead of oy is now at least & — negl(4d). Moreover, by the design of B, it

same as the success probability of A in breaking revocation security of rPRF. This contradicts the

fact that rPRF satisfies 1-revocation security.
[

Remark 34. Our notion of revocable PRF security from Definition 44 does not directly imply
traditional notion of pqPRF security ! from Definition 42. The reason is that the definition does not

10Technically, this depends on the correctness error and we start with a rPRF that is correct with probability
negligibly close to 1.

1 Although any revocable PRF is a weak PRF. Recall that a weak PRF is one where the adversary receives as input
(x1,¥1), ..., (X, yu), where x;s are picked uniformly at random. The goal of the adversary is to distinguish the two
cases: all y;s are pseudorandom or all y;s are picked uniformly at random.
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preclude the possibility of there being an input x (say an all zeroes string) on which, PRF outputs
x itself (or the first bit of x if the output of PRF is a single bit).

Motivated by Theorem 34, we now introduce the following notion of a strong rPRF.
Definition 45 (Strong rPRF). We say that a scheme (Gen, PRF, Eval, Revoke) is a strong revocable
pseudorandom function (or, strong rPRF) if the following two properties hold:

1. (Gen, PRF, Eval, Revoke) satisfy revocable PRF security according to Definition 44, and

2. (Gen, PRF) satisfy pqPRF security according to Definition 42.

Remark 35. When instantiating pseudorandom functions in the textbook construction of private-
key encryption [72] from revocable pseudorandom functions, we immediately obtain a revocable

private-key encryption scheme.
We show that the issue raised in Theorem 34 is not inherent. In fact, we give a simple generic
transformation that allows us to obtain strong rPRFs by making use of traditional pgPRFs.

Claim 15 (Generic Transformation for Strong rPRFs). Let (Gen, PRF, Eval, Revoke) be an rPRF
scheme which satisfies revocable PRF security, and let (Gen, PRF) be a pgPRF. Then, the scheme

(é;n, PRF, Eval, Revoke) is a strong rPRF which consists of the following algorithms:
° é‘e?1(1ﬁ).' on input the security parameter 1%, first run (k, ox, msk) < Gen(1%) and then
output ((K, k), (K, ox), msk), where K «— Gen(1%) is a pqPRF key.
° F;FfF((K, k), x): oninput a key (K, k) and string x € {0, 1}, output PRF(K, x) ® PRF(k, x).
° Igval((l(, 0x),x): oninput (K, or) and x € {0, 1}¢, output PRF(K, x) ® Eval(o, x).

e Revoke(msk, (K, 0)): on input a master secret key msk and a pair (K, oy), first discard the
key K and then run Revoke(msk, o).

Proof. Let us first show that the scheme (é;n, FTI?{T:, E\EI, Revoke) maintains revocable PRF secu-

rity. Suppose there exists a QPT adversary A and a polynomial p = ¢(4) € N such that
|Pr[1 — Expty ,(11,0)] = Pr[1 « Expty (11, 1)]| = €(2),

for some function €(4) = 1/poly(4), and where Expty , is the experiment from Figure 5.13 with
respect to the scheme (é;n, ISI?{T:, E\EI, Revoke). We show that this implies the existence of a QPT
distinguisher D that breaks the revocable PRF security of the scheme (Gen, PRF, Eval, Revoke).

The distinguisher D proceeds as follows:
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1. D receives as input a quantum state oy, where (k, ox, msk) < Gen(1%) is generated by the
challenger. Then, D generates a pgPRF key K « Gen(14) and sends (K, ox) to A.

2. When A returns a state o, O forwards it to the challenger as part of the revocation phase.

3. When O receives the challenge input (x1,...,x,) and (y1,...,y,) from the challenger, D
sends (xi,...,x,) and (PRF(K,x1) ® y1,...,PRF(K,x,) ®y,) to A.

4. When A outputs b’, so does the distinguisher D.
Note that the simulated challenge distribution above precisely matches the challenge distribution

from the experiment Expt5 , from Figure 5.13. Therefore, if A succeeds with inverse polynomial

advantage €(1) = 1/poly(1), so does D — thereby breaking the revocable PRF security of the

scheme (Gen, PRF, Eval, Revoke). Consequently, (é&, ISI?{T:, ET;I, Revoke) satisfies revocable
PRF security.

To see why (éTeﬁ, I5F{T:) satisfy pqPRF security according to Definition 42, we can follow a similar
argument as above to break the pgPRF security of (Gen, PRF). Here, we rely on the fact that the
keys (k, ox, msk) « Gen(11) and K « Gen(1%) are sampled independently from another.

]

Remark 36. Previous works [54, 90] do not explicitly require in their definitions that either
secure software leasing or copy-protection of pseudorandom functions must necessarily preserve
the pseudorandomness property (although their constructions could still satisfy such a traditional

pseudorandomness property).

Construction

We construct a PRF satisfying 1-revocation security (Definition 44).

Shift-Hiding Construction. We construct a shift-hiding function which is loosely inspired by
shift-hiding shiftable functions introduced by Peikert and Shiehian [107].

Let n,m € N, g € N be a modulus and let { = nm[logg]. In the following, we consider

matrix-valued functions F : {0, 1} — ZZX’", where F is one of the following functions:

« Z {0, 1}5 — Z’;X’" which, on input x € {0, 1}, outputs an all zeroes matrix 0 € Z’Z]x’”, or:

« H : {0, 1} - ZZX’” which, on input x € {0, 1}¢, outputs M € ZZX’”, where r € {0, 1}¢
and x = r ® bindecomp(M), where M € Z*" and bindecomp(-) takes as input a matrix and
outputs a binary string that is obtained by concatenating the binary decompositions of all the

elements in the matrix (in some order).
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We show that there exist PPT algorithms (KG, &) (formally defined in Construction 10) with the

following properties:

s KG(1',1",q,A, F): oninput 1”7, 1™, a modulus ¢ € N, a matrix A € ZZX’“ and a function
F e {Z}U{H, : r € {0,1}}, it outputs a pair of keys (pkr, skF).

* E(pkp,x): on input pkp, x € {0, 1}5, it outputs S, A + E, + F(x), where S, € Z’ZIX” and
E, € ZZX’", where ||E,|| < nm?c[log(q)]. Moreover, there is an efficient algorithm that

recovers S, given skr and x.

We show that (K G, &) satisfies a shift-hiding property; namely, for any r € {0, 1}¢,
{pkz} ~c {pkn,},

for any pkp with (pkg, skp) «— KG(1",1™,q, A, F), where A i Z’;X’”, and F € {Z,H,}.
In the construction below, we consider a bijective function ¢ : [n] X [m] X [[log(g)]] — [£].
Construction 10. Consider the PPT algorithms (K G, &) defined as follows:
s KG(1',1",q,A,F): on input 1",1™, a modulus q € N, a matrix A € ZZX'” and function
F € {ZYU{H, : r € {0,1}%}, it outputs a pair of keys kr = (pkr, skr) generated as follows:

1. Foreveryi,j € [n],7 € [[log(q)]], define {Ml(j’j’T)} as follows:
— If F = Z, then for everyi € [n],j € [m],t € [[log(q)]], let

(1) _
M, =0c ZZX”,
— If F = H,, then for everyi € [n],j € [m], T € [[log(q)]], let
Ml(j,j,T) = (b ® r¢(i,j,T)) : Inxn~
2. Foreveryi € [n],j € [m],T € [[log(g)]], b € {0, 1}, compute:
pkl(jvj’T) — Sl(;v]vT)A + E(bi’jvT) + Ml(j’jv‘r),
(i.j.1) _ (i.j.7) g (ij.7)
97« (57597
where for everyi € [n],j € [m], 7 € [[log(q)]], b € {0, 1}:

(i,j,7) nxn
=S, D7

(i’j’T) nxm
- E, — DZq,U.
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3. Output pkr = | A, {pkg’j’T)}

i€[n].je[m],

e[nl.jelm]. :
Tog(4)1],b relMlog(q)11.b€{0.1}

7€[[log(q)1].b€{0,1}

) and skp = {skg’j’T)}
o &(pkp,x): oninput pkr and x € {0,1}¢, proceed as follows:

1. Parse pkp =

(i,j.7)
A{PkleT } ie[n],je[m], )
7€[[log(¢)1].b€{0,1}
2. Output Yje[n],je[m], Pk)(ci;f{,?,)-
€[ [log()1]
Claim 16 (Correctness). Let (KG, &) be the pair of PPT algorithms in Construction 10. Let
(pkp, skp) «— KG(1", 1", q, A, F) with F € {Z} U {H, : r € {0,1}¢}. Then, the output of
E(pkp,x) is of the form:
E(pkp,x) =S, A+E, + F(x),

where Sy € ZZX” and E, € Z’;X’" with ||Ex|| < nm?c[log(q)]. Moreover, there is an efficient

algorithm that recovers S, given (pkp, skr).

Proof. Let (pkp,skrp) «— KG(1",1™",q,A, F). Parse pkp =

A, {pk;(,l’]’T)} i€[n],je[m], ) and
7€[[log(¢q)1].0€{0,1}

SkF = {Skl(jJ,T)} iE[n],jE[m], N WheI‘CI

7€([[log(g)1].0€{0.1}
pkéi’j"r) — Sl(;’.]’T)A + Eéi9j’T) + Ml()i’jvT)’
(i.,j,7) _ (i.j,1) g(i.j.7)
sk = ({8477, BT

There are two cases to consider here:

Case 1. F = Z: in this case, M,(j’j’T) =0, for every i € [n],j € [m], 7 € [[log(g)]].b € {0, 1}.
Thus, the following holds:

(i,j,7) _ (i,j.7) (i,j,7) (i,j,7)
Z pkx:b(i,j,r) - Z SX¢<i,j,r> A+ Z Exd’(i,j,T) + Z szb(i,j,r)
i€[n],je[m], i€[n],je[m], i€[n],je[m], i€[n],je[m],
7€[[log(g)1] 7€[[log(q)1] 7€[[log(q)1] 7€[[log(q)1]
S« E,
= S,A+E,+Z(x).

Moreover, we have that ||E[(j’j’7)|| < mo and thus, ||E,|| < nm?o[log(q)].
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Case2. F = H,:
(ij7n  _ (@.7.7)
per»(i,_z:r) = S;A+E + Z MX¢<i,./,r)
i€[n),je[m], i€[n].je[m],
7€[[log(q)1] 7€[[log(q)1]
= S;A+E; + H.(x),

(i,j,7)
Mx¢<i,j,r>
has the value (b @ ry4(; j 7)) - 27 in the (i, j )" position and zero, everywhere else. Thus, summing

where S, and E, are as defined above. The second equality holds because of the fact that

up all the M,(C’;;{;:,)T) matrices results in the matrix M, where x @ r is the binary decomposition of M.

Finally, it is clear that S, can be efficiently recovered from sk and x. [

Claim 17 (Shift-hiding property). Assuming the quantum hardness of learning with errors, the
pair (KG, &) in Construction 10 has the property that

{pkz} ~c {pkn,},

for any pkp with (pkp, skp) «— KG(1", 1", q, A, F), where A i ngm, r e {0,1}¢ and for any
Fe{Z H}

Proof. Foreveryi € [n],j € [m],r € [[log(g)]], b € {0, 1}, let M,(j’j’T) = (b ®ry(ijr) * Lixn:
Then from the quantum hardness of learning with errors, the following holds for every (i, j, T) and
be{0,1}:

{Sg’l"T)A N El()i,j,'r)} ~ {S[(j’j’T)A N El(;',j,T) N Ml()i,j,r)}_
Since {Szi’j ™) } and {E(bi’j ’T)} are sampled independently for every (i, j, 7) and b € {0, 1}, the proof
of the claim follows. O

Remark 37. When consider the all-zeroes function Z, we drop the notation from the parameters.

For instance, we denote pk 7 to be simply pk.

Construction. We consider the following parameters which are relevant to our PRF construction.
Let n,m € N and let ¢ € N be a modulus with ¢ = 2°"”, and let £ = nm[logg]. Let o be a
parameter with V8m < o < ¢/V8m and let p < ¢ be a sufficiently large rounding parameter with

n-m’c?[logql = (q/p) - 27°™.

We describe our construction below.
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Construction 11 (Revocable PRF scheme). Let n € N be the security parameter and m € N. Let
q = 2 be a prime and let o > 0 be a parameter. Let (KG, E) be the procedure in Construction 10.

Our revocable PRF scheme is defined as follows:

o Gen(14): This is the following key generation procedure:

1. Sample (A,tdp) <« GenTrap(1”, 1™, q).

2. Compute k7 «— KG(1",1™,q, A, Z), where Z : {0, 1} — Zy™ is the such that Z (x)
outputs an all zero matrix for every x € {0, 1}¢. Parse k7 as (pk, sk).

3. Generate a Gaussian superposition (|yy) ,y € Zy) < GenGauss(A, o) with

Wy = D 00 (x) [x).
XEZY
Ax=y
Output k = (pk, sk,y), ox = (pk, |¢y)) and msk = tda.
e PRF(k,x): this is the following procedure:
1. Parse the key k as a tuple (pk, sk),y).

2. Output |S,yl,. Here, S, € ZZX” is a matrix that can be efficiently recovered from sk
as stated in Claim 16.

e Eval(oy,x): this is the following evaluation algorithm:

1. Parse oy as (pk, o).
2. Compute M, «— E(pk,x).

3. Measure the register Aux of the state U (0 ®|0)(0|a,)U". Denote the resulting outcome

to be z, where U is defined as follows:
Ult) 100 aux = 1) [[My - 1) 5 -
4. Output z.

e Revoke(msk, 0): given as input the trapdoor tdas < msk, apply the projective measurement
{|¢y><wy| - |wy><wy|} onto the state o using the procedure QSampGauss(A,tda,y, o) in

Algorithm 4. Output Valid if the measurement is successful, and Invalid otherwise.

Lemma 30. The above scheme satisfies correctness for our choice of parameters.
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Proof. The correctness of revocation follows immediately from the correctness of QSampGauss
in Algorithm 4, which we showed in Theorem 16. Next, we show the correctness of evaluation.
Let kz «— KG(1",1™, q, A, Z) with k7 = (pk, SK). From Claim 16, we have for any x € {0, 1}*:

E(pk,x) = S;A + E, (mod g),

where S, € Z2*" and E, € Z*" with ||E|| < nm?c[log(¢q)]. Recall that GenGauss(A, o)
outputs a state [y that is overwhelmingly supported on vectors t € Z' such that [|t[| < 0'\/? with
A -t =y (mod ¢). Therefore, we have for any input x € {0, 1}¢:

LE(pk, x) 't-lp =[S;A-t+E, - t-lp =[Sy y+E;- t-lp =[Sk - y-lp )
where the last equality follows from the fact that

1Ex - tll2 < Exlz - It < Vim - [[Ec]| - [Itll2 < nvmm?a[log(g)] - oym/2.

and n - m>c2[log ¢ = (¢/p) - 27°™ for our choice of parameters. O

Proof of security. Our first result on the security of Construction 11 concerns (negl(4), negl(1), 1)-

security, i.e., we assume that revocation succeeds with overwhelming probability.

Theorem 38. Let n € N and g be a prime modulus with g = 2°™ and m > 2nloggq, each
parameterized by A € N. Let { = nm[logq]|. Let V8m < o < q/N8m and a € (0, 1) be any noise

ratio with 1/a = o - 2°™ and let p < q be a sufficiently large rounding parameter with

n-m*c?flogql = (q/p) - 27°™.

Then, assuming the quantum subexponential hardness of LWE]! , ., and SIS™ , our revocable
4-aq n,q,(rm

PRF scheme (Gen, PRF, Eval, Revoke) defined in Construction 11 satisfies (negl(4), negl(d), 1)-

revocation security according to Definition 44.

Proof. Let A be a QPT adversary and suppose that
Pr[1 — Expt™(11,0) | = Pr[1 « Expt? (11, 1) || = (),

for some function (1) with respect to security experiment Expt”™ (14, b) from Figure 5.14. To

complete the proof, it suffices to show that £(1) is negligible.

Suppose for the sake of contradition that e(1) = 1/poly(1). Let us now introduce a sequence of

hybrid experiments which will be relevant for the remainder of the proof.



Expt™ (14, b):
Initialization Phase:
* The challenger runs the procedure Gen(14):
1. Sample (A,tds) < GenTrap(1”,1™, q).

2. Generate Ay € Zg’”m)xm with Ay S Z™ and Ay = A.

3. Compute kz «— KG(1",1",19, Ay, Z), where K@ is as defined
in Construction 10 and Z : {0, 1}f — Zg™ is such that Z(x)
outputs an all zero matrix for every x € {0,1}{. Parse k7 as
(pk, sk).

4. Generate (|fy),y € Zy) <« GenGauss(A, o) with

Wy = > e Ix).

XeZy
Ax=y (mod q)

5. Letk = (pk,sk,y), ox = (pk, |¥y)) and msk = tdy.
* The challenger sends ox = (pk, |¢y)) to A.
Revocation Phase:
* The challenger sends the message REVOKE to A.

* A generates a (possibly entangled) bipartite quantum state or ux 1N
systems Hr ® Haux with Hg = H,, returns system R and holds onto
the auxiliary system AUX.

* The challenger runs Revoke(msk, og), where o is the reduced state in
system R. If the outcome is Invalid, the challenger aborts.

Guessing Phase:
* The challenger samples x « {0, 1}¢ and sends (x, y) to A, where

— If b = 0: compute S, from sk as in Claim 16. Set y = [S,y],.
— If b = 1: sample y « {0, 1}".

* A outputs a string " and wins if b" = b.

Figure 5.14: The revocable PRF experiment Expt”™ (14, b) for Construction 11,
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Let RevDual = (KeyGen, Enc, Dec, Revoke) be the n-bit key-revocable Dual-Regev scheme from
Construction 8. Fix u = 0", where u is the challenge message in the dual-Regev encryption security.

Ho: This is Expt™ (14, 0) in Figure 5.14.

Hi: This is the same experiment as Expt™ (14, 0), except for the following changes:

Sample a random string r « {0, 1}¢.

Run the procedure RevDual.KeyGen(14) instead of GenTrap(17, 1™, g) and GenGauss(A, o)
to obtain (A € ng’”, y € Z", msk, sk).

Compute (CTy,CT,) « RevDual.Enc(A,y, u), where CT; € ngm and CT, € ZZ.

Set x = r @ bindecomp(CT).

The rest of the hybrid is the same as before.

Note that Hybrids Hyp and H; are identically distributed.

H,: This is the same experiment as before, except that the challenger now uses an alternative

key-generation algorithm:

« Asbefore, run the procedure RevDual.KeyGen(11) instead of GenTrap(1”, 1", g) and GenGauss(A, o)
to obtain (A € Z™",y € Zj, msk, sk). Sample r « {0, 1}¢.

e LetH, : {0,1}f - Z™ be as defined in the beginning of Section 5.7.
* Runthe alternate algorithm k< KG (1", 1", 19, A, H,) instead of k7 < KG(1",1",1,A, 2).

 Compute the ciphertext (CTy, CT;) « RevDual.Enc(A,y, u), where CT] € ZZX’”. Then, set

x* = r @ bindecomp(CT}). Send x™ to the adversary in the guessing phase.

H3: This is the same hybrid as before, except that we choose CT; & ZZX’" and CT} & Zy.

Ha: This is the Expt”™ (14, 1) in Figure 5.14.

Note that hybrids Hz and Hy are identically distributed.

We now show the following.
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Claim 18. By the shift-hiding property of (KG, E) in Claim 17, we have that the two hybrids H;

and Hy are computationally indistinguishable, i.e.,

Hi =~ Ha.

Proof. Suppose for the sake of contradiction that there exists a non-negligble difference in the

advantage of the adversary A in the two hybrids H; and H,.

We now design a reduction B that violates the shift-hiding property as follows.

. Sample r & {0,1}¢. Send (Z, H,) to the challenger.

—

2. The challenger responds with pk =

(ivj’T)
A, {CTb } ie[n]. je[m] )
re[Tlog(q)11.b<{0.1}

3. Compute (|¢yy),y € Zj) < GenGauss(A, o) from the challenger.

4. Set or = (pk, 0).

5. Compute (CTy,CT,) < RevDual.Enc(A,y, i), where CT| € ZZX’" and CT, € ZZ. Then, set
x* = r @ bindecomp(CT)).

6. Compute Eval(og, x*) to obtain y* while recovering o; (using the “Almost as Good As New”
Lemma, Lemma 1) such that TD (9}, 0x) < negl(4).

%
7. Send o to A.
8. A computes a state on two registers R and AUX. It returns the state on the register R.
9. A, on input the register AUX and (x*, y*), outputs a bit b’.

10. Output »’.

If pk is generated using KG(1", 1™, q, A, Z) then we are precisely in H; (except that Revoke is
not performed). Moreover, if pk is generated using KG (1", 1™, g, A, H,), then we are in hybrid H;
(except that Revoke is not performed). Therefore, the reduction B has a non-negligible advantage at
distinguishing H; and H, whenever Revoke outputs T on system R. By Lemma 28, this implies that
we can use B to break the shift-hiding property with non-negligible advantage — thereby yielding

a contradiction. This proves the claim. 0

Next, we invoke the security of the n-bit variant of our key-revocable Dual-Regev scheme (which
is implied by Theorem 24) to show the following.
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Claim 19. By the security of our n-bit key-revocable Dual-Regev encryption scheme, we have that
the two hybrids Hy and Hz are computationally indistinguishable, i.e.,

Hy ~. Hs.

Proof. Suppose for the sake of contradiction that there exists a non-negligble difference in the
advantage of A in Hy and H;. Using A, we can now design a reduction $ that violates the

revocation security of our n-bit revocable Dual-Regev scheme which is implicit in Theorem 25.

The reduction 8B proceeds as follows.

1. First, it receives as input A,y and a quantum state

Wy = > er(x)[x).

XeZy
Ax=y

2. The reduction generates a quantum state oy as follows:

e Sample a random string r & {0, 1}¢.

Let H, : {0,1}f — Z’;X’" be as defined in the beginning of Section 5.7.
* Run the algorithm kg «— KG(1",1™,19, A, H,) and parse kg as (pk, sk).
* Set o = (pk, yry)).

Send oy to A.

3. A outputs a state on two registers R and AuX. The register R is returned. The reduction

forwards the register R to the challenger.

4. The reduction then gets the challenge ciphertext CT = [CT;,CT,]T € Z’;X’" X Zy. The
reduction then sets
x* = r & bindecomp(CT))

and sends x* to A in the guessing phase, together with y = |S,«y +CT,], which is computed
using the secret key SK (c.f. Claim 16).

5. A outputs a bit ’. B outputs b’.
There are two cases to consider here. In the first case, we have CT = [CT,CT,]T € sz’” X Zy,

is a Dual-Regev ciphertext. Here, y = [S,+y + CT2], precisely corresponds to the output of the

pseudorandom function on o; and x. In the second case, we have CT = [CT,CT,]7, where
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CTy & Zy" and CT, & Zy . Therefore, the resulting string y = [Sy+y + CT2]), is negligibly close

(in total variation distance) to a uniform distribution on Z;.

Putting everything together, we find that the first case corresponds precisely to H,, whereas the
second case corresponds to H3. As aresult, 8 violates the revocation security of our n-bit revocable

Dual-Regev scheme which is implicit in Theorem 24.This completes the proof. [

Putting everything together, we have shown that

Pr[1 < Expt™(14,0) | - Pr[1 « Expt™(1%,1) || < negl().
O

Finally, we prove that Construction 11 achieves the stronger notion of (negl(1), 1 — 1/poly(2), 1)-

security assuming Conjecture 1.

Theorem 39. Let n € N and g be a prime modulus with ¢ = 2°Y and m > 2nloggq, each
parameterized by A € N. Let € = nm[log q]. Let V8m < o < q/N8m and a € (0, 1) be any noise

ratio with 1/a = o - 2° and let p < q be a sufficiently large rounding parameter with

n-m*c?[logql = (q/p) - 27°™.

Then, assuming Conjecture 1, our revocable PRF scheme (Gen, PRF, Eval, Revoke) defined in

Construction 11 has (negl(1), 1 — 1/poly(Q), 1)-revocation security according to Definition 44.

Proof. The proof is the same as in Theorem 38, except that we invoke Theorem 25 instead of

Theorem 24 for Dual-Regev security. 0
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