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ABSTRACT

This dissertation studies the use of coding techniques to improve the reliability and
security of distributed systems. The first three parts focus on distributed storage
systems, and study schemes that encode a message into n shares, assigned to n
nodes, such that any n — r nodes can decode the message (reliability) and any
colluding z nodes cannot infer any information about the message (security). The
objective is to optimize the computational, implementation, communication and
access complexity of the schemes during the process of encoding, decoding and
repair. These are the key metrics of the schemes so that when they are applied in
practical distributed storage systems, the systems are not only reliable and secure,

but also fast and cost-effective.

Schemes with highly efficient computation and implementation are studied in Part
L. For the practical high rate case of » < 3 and z < 3, we construct schemes that
require only  + z XORs to encode and z XORs to decode each message bit, based
on practical erasure codes including the B, EVENODD and STAR codes. This
encoding and decoding complexity is shown to be optimal. For general r and z,
we design schemes over a special ring from Cauchy matrices and Vandermonde
matrices. Both schemes can be efficiently encoded and decoded due to the structure

of the ring. We also discuss methods to shorten the proposed schemes.

Part II studies schemes that are efficient in terms of communication and access
complexity. We derive a lower bound on the decoding bandwidth, and design
schemes achieving the optimal decoding bandwidth and access. We then design
schemes that achieve the optimal bandwidth and access not only for decoding,
but also for repair. Furthermore, we present a family of Shamir’s schemes with

asymptotically optimal decoding bandwidth.

Part III studies the problem of secure repair, i.e., reconstructing the share of a (failed)
node without leaking any information about the message. We present generic secure
repair protocols that can securely repair any linear schemes. We derive alower bound
on the secure repair bandwidth and show that the proposed protocols are essentially

optimal in terms of bandwidth.

In the final part of the dissertation, we study the use of coding techniques to improve

the reliability and security of network communication.

Specifically, in Part IV we draw connections between several important problems



vi

in network coding. We present reductions that map an arbitrary multiple-unicast
network coding instance to a unicast secure network coding instance in which at
most one link is eavesdropped, or a unicast network error correction instance in
which at most one link is erroneous, such that a rate tuple is achievable in the
multiple-unicast network coding instance if and only if a corresponding rate is
achievable in the unicast secure network coding instance, or in the unicast network
error correction instance. Conversely, we show that an arbitrary unicast secure
network coding instance in which at most one link is eavesdropped can be reduced
back to a multiple-unicast network coding instance. Additionally, we show that the
capacity of a unicast network error correction instance in general is not (exactly)
achievable. We derive upper bounds on the secrecy capacity for the secure network
coding problem, based on cut-sets and the connectivity of links. Finally, we study
optimal coding schemes for the network error correction problem, in the setting that

the network and adversary parameters are not known a priori.
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Chapter 1

INTRODUCTION

Distributed systems are the foundation of today’s information infrastructure. For a
system to accommodate more users or loads, one of the most common solutions is
to scale out by adding more nodes (e.g., servers) to the system, which then becomes
“more distributed”. For example, in 2015 Amazon operated more than 30 data
centers around the world, and each data center housed between 50,000 and 80,000
nodes [1]. Data centers like these serve most of our daily “online” activities, ranging
from browsing web pages and sharing files to booking a hotel room and hailing a

ride.

The first three parts of this thesis focus on designing better distributed storage
systems. Today’s storage systems face many challenges, reliability being a critical
one. While a data center should never lose data, node failures occur on a daily basis
as confirmed by the industry statistics [2]. Extensive studies on erasure coding have
established a rich theory addressing this challenge, with immense impact in practice.
Coding techniques, from early Reed-Solomon codes and MDS array codes to recent
regenerating and locally repairable codes, lie at the heart of distributed disk arrays
such as RAID [3], [4], and many large scale distributed storage systems such as
Facebook Analytics Hadoop [2], Microsoft Azure [5] and Google Colossus [6].

Security, namely protecting the privacy of the data!, is another challenge with
increasing importance for distributed storage systems. While the challenge of
reliability can be solved by using more redundancy and better erasure codes?, the
challenge of security is more complex and difficult to address. In 2016 alone, more
than 2.2 billion data records were reported stolen [7], and this number will likely
further increase: not until 2016 did Yahoo discover and disclose that 1.5 billion of
their user records were stolen in 2013 and 2014 [8], [9].

In this thesis we investigate the use of coding to strengthen the security (in addition
to reliability) of distributed storage systems. Specifically, we study the problem of

encoding a message into n shares, assigned to n nodes, such that any n —r nodes can

!Security has different meanings in different contexts. In coding theory, security usually refers
to the secrecy and privacy of information. We follow this convention in this thesis.
2Google cloud storage, for example, guarantees 99.999999999% durability of its data.
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Figure 1.1: A simple scheme withn = 4, r = 1 and z = 1. All symbols are bits
and all operations are XORs. (m;,m2) is the message and u is a random bit. The
scheme can tolerate one eavesdropping node as the bit stored by any single node is
independent of the message. The scheme can tolerate one node failure as Node 4
stores a parity bit.

decode the message but any colluding z nodes cannot infer any information about
the message. Refer to Figure 1.1 for a simple example withn = 4,r = 1 and z = 1.
These schemes can find a wide array of applications including, for example, securing
disk arrays [10] (where nodes are disks), securing cloud storage [11] (where nodes
are different availability zones of a cloud provider or different cloud providers) and

securing wireless networks [12] (where nodes are wireless devices).

From a broader perspective, we remark that security is a complex multi-faceted
goal that oftentimes requires multiple mechanisms to achieve. Access control and
encryption are two parallel approaches to achieve security. Namely, for an adversary
to mount a successful attack, it needs both the encryption key (if the message is
encrypted) and the access to the nodes storing the message. In this respect, schemes
like the one in Figure 1.1 improve security by strengthening the effect of access
control. Namely, they enable “fault-tolerant” access control in the sense that no
information will be leaked even if access control enforcement fails on any z nodes.
Therefore, the schemes allow security to be achieved in a distributed system even
if access control enforcement on individual nodes is not perfect, e.g., due to theft,

node retirement, hacking, malicious node owner/administrator and so on.

While access control and encryption are most often used together to provide security,
there are situations that one of them is more preferable to the other. Encryption
is the only choice when access control is not practical, e.g., sending an email
over the Internet. However, for most distributed storage systems, access control is
enforced and is often advantageous to encryption in terms of performance, cost,
flexibility and security [13], [14]. Additionally, most storage systems have already
implemented certain kinds of codes for reliability. Therefore, the proposed “secure
coding schemes” find natural applications in distributed storage systems, where they
fit naturally into the current architectures and improve the effectiveness of access

control.

In the first three parts of this thesis, we study how to design such secure coding



schemes with optimal efficiency, summarized in three central questions:

* How to design schemes with optimal computational complexity and low im-
plementation complexity? The scheme in Figure 1.1 is extremely simple and
efficient in computation and implementation, using only two XORs to encode
and one XOR to decode each message bit. But how to design schemes with
similar simplicity and efficiency for flexible parameters, e.g., for larger n, r

and z? We study this problem in Part I.

* How to design schemes with optimal communication and access complexity?
We can decode the two message bits in Figure 1.1 by accessing and com-
municating three bits stored by any three nodes. Is it possible to access and
communicate fewer bits? Surprisingly, we show that the answer is yes, if the
scheme is designed more carefully. In Part II, we study lower bounds on the
amount of bits that need to be accessed and communicated during decoding,
and how to design schemes achieving these bounds. Furthermore, we study
schemes that achieve optimal access and communication complexity not only
for decoding, but also for repair, which is the process of reconstructing the

information stored by a node in the event of a node failure.

* How to securely repair a node failure? Suppose that a node in Figure 1.1 has
failed and lost its bit. To recover from this failure, we can ask a trusted dealer
to receive the three bits from the remaining nodes, reconstruct the lost bit, and
reassign it to the failed node or a replacement node. The dealer needs to be
trusted because it will receive enough information to decode the message. If
a trusted dealer is not available, is it possible to repair the failure securely so
that no information about the message will be leaked? We study methods to

achieve secure repair and their communication complexity in Part III.

So far we have discussed how to achieve security and reliability in distributed storage
systems by the means of coding, under the assumption that nodes are connected in a
perfect network with secure and reliable channels (e.g., when a user sends/receives
a bit to/from a node). In reality, nodes in distributed systems are connected by
networks that are subject to errors, eavesdropping and connectivity constraints. In
part IV, we study how to achieve secure and reliable communication in general
networks by the technique of coding, namely, network coding. We remark that the

communication problem is a generalization of the storage problem, as storage can
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be modeled as communication over time. For network coding, we are interested in

the following questions.

» What is the optimal rate, i.e., throughput, of a network under different connec-
tion requirements? What if some of the links are subject to adversarial errors
and/or eavesdropping? How to design network codes that achieve the optimal
rate? We remark that, depending on the specific setting, many embodiments
of the above questions are central long-standing open problems. For this
case, we study the connections between these intriguing open problems using
the technique of reduction: can we reduce an open problem into other open

problems?

Below we briefly summarize the contributions of the four parts.

1.1 Secure RAID Scheme

Codes that can tolerate both node failures and node eavesdropping are initially
studied under the context of secret sharing schemes. While the literature on secret
sharing schemes is very rich and schemes with optimal space efficiency are well
known, such as Shamir’s scheme [15] and its generalizations [16], [17], application
of secret sharing schemes in practical distributed storage systems is rather limited.
An important reason is their relatively high computational and implementation
complexity. Particularly, no existing secret sharing schemes can achieve an encoding
and decoding complexity that is constant with respect to n, even for the first non-

trivial case of r = 2 or z = 2.

In Part I, we present multiple new constructions of schemes with optimal compu-
tation and simple implementation. We call these schemes secure RAID schemes,
because many of them are constructed from efficient erasure codes suitable for
practical distributed storage systems, particularly for RAID (Redundant Array of
Independent Disks), including the B [18], EVENODD [19] and STAR codes [20].
For r < 3, z < 3, the proposed secure RAID schemes require only 7 4+ 2 XORs
to encode and z XORs to decode each message bit. This encoding and decoding
complexity is shown to be optimal, in the sense that the generator matrices of the
schemes are the sparest possible. We remark that the case of r, 2 < 3 corresponds to
the high rate regime, which is the most relevant configuration for many distributed
storage systems. Indeed, all standard RAID levels and most non-standard RAID

levels can tolerate no more than three failures.
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Furthermore, for general r and z, we construct two secure RAID schemes over a
special ring from Vandermonde matrices and Cauchy matrices. The structure of
the ring and the structure of the Vandermonde/Cauchy matrix allow the schemes to
be efficiently encoded and decoded with low implementation complexity. To the
best of our knowledge, the proposed schemes have significantly better encoding and
decoding complexity than existing XOR-based secret sharing schemes of general

parameters.

Finally, we discuss the shortening of secure RAID schemes. Shortening is a tech-
nique of modifying codes in order to obtain flexible code lengths (i.e., n). It plays an
important role in the practical deployment of codes, because it allows a specific code
to adapt to different configurations when the number of nodes varies. We show that
shortening of secret sharing schemes faces new challenges compared to shortening
of erasure codes. We show that two of the proposed secure RAID schemes have the

desirable property that they can be flexibly shortened to any length.

1.2 Communication Efficient Secret Sharing

Consider the scenario that a user wishes to decode the message by receiving infor-
mation from the nodes. Referring to the amount of information received by the user
as the decoding bandwidth, a natural and important question is to determine and

achieve the minimum decoding bandwidth.

In most existing secret sharing schemes, a common practice in decoding is that
the user will communicate with a minimum set of nodes, i.e., exactly n — r nodes
(even if more nodes are available) and receive all information stored by these nodes.
However, this paradigm is not optimal in terms of decoding bandwidth. We show
that by receiving information from more than n — r nodes, and by communicat-
ing only part of information stored by these nodes, the decoding bandwidth can
be reduced. We show a tight lower bound on the decoding bandwidth, which de-
creases strictly in the number of nodes that participate in decoding. We design
two schemes that achieve the optimal decoding bandwidth. One of them is optimal
universally, namely, the scheme achieves the optimal decoding bandwidth when d

nodes participate in decoding, universally for alln — r < d < n.

While we have designed schemes with optimal decoding bandwidth, it remains
an important question whether it is possible to improve the decoding bandwidth
of existing schemes, particularly the widely used Shamir’s scheme. We answer

this question affirmatively by constructing a family of Shamir’s schemes that is



asymptotically optimal in the decoding bandwidth.

In addition to the decoding bandwidth, another important aspect of communication
efficiency in distributed storage is the repair bandwidth, which is the amount of
information communicated during the process of repairing an erasure. We design
two schemes that not only achieve the optimal decoding bandwidth, but also achieve

the optimal repair bandwidth.

Finally, the decoding and repair bandwidth are naturally related to the access com-
plexity, i.e., the amount of information that needs to be accessed and read from disks,
during decoding and repair. The lower bound on the bandwidth is naturally a lower
bound on the access complexity. For most of the schemes above, the amount of in-
formation accessed is equal to the amount of information communicated. Therefore

these schemes are optimal in terms of both bandwidth and access.

1.3 Secure Repair

In the event of a node failure, the system needs to reconstruct the information
originally stored by the failed node. With the help of a trusted dealer, this can
be achieved easily. The dealer will receive information from the available helper
nodes, reconstruct the lost information and then forward it to the failed node. The
bandwidth optimal schemes from the previous part assume such a dealer. The
challenge in this part is how to repair without such a dealer while maintaining the

security guarantee that any colluding 2z nodes cannot infer the message.

This problem is studied in the literature on secure regenerating codes, e.g., [21]-
[24]. The idea there is to design the code carefully and introduce more randomness
to scramble the message and protect it from the dealer, so that even the dealer cannot
infer the message. This removes the need of a trusted dealer and the failed node can
act as the dealer itself. However, achieving secure repair in this way comes at a high

cost in rate and other aspects of efficiency.

We address the problem of secure repair from a different perspective, without
needing to take the penalty in efficiency as in the case of secure regenerating codes.
The key is to utilize ideas from secure multi-party computation and allow a more
flexible repair protocol: secure regenerating codes implicitly assume a simple “one-
round” repair protocol, in which the helper nodes transmit information to the failed
nodes, but they themselves do not receive information from other nodes. We show
that, just by slightly relaxing this assumption and allowing a “two-round” protocol,

it becomes possible to securely repair any secret sharing scheme in a black-box
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manner, in the sense that the proposed repair protocol is generic and there is no
need to design or modify the secret sharing scheme. We prove a lower bound on the
secure repair bandwidth, and propose generic secure repair schemes with essentially
optimal secure repair bandwidth. We show that when n dominates z (e.g., the high
rate case), the secure repair bandwidth of the proposed repair schemes approaches

the non-secure repair bandwidth (or the repair bandwidth with a trusted dealer).

1.4 Network Coding

In network coding, a set of source nodes transmit information to a set of terminal
nodes over a network with noiseless links; internal nodes of the network may mix
received information before forwarding it. The connection requirements between
the sources and terminals range from the simplest unicast, where there is a single
source node whose information is demanded by a single terminal node, to the general
multiple-unicast, where there are multiple source nodes, each of them demanded by
a single and different terminal node. The central question for network coding is to
determine whether a rate (e.g., for unicast) or rate tuple (e.g., for multiple-unicast)
is achievable. Despite extensive effort, determining the achievability of a rate tuple
for multiple-unicast network coding remains an intriguing, central, open problem,
e.g., [25]-[27].

We connect multiple-unicast network coding to two other fundamental network
coding problems, namely secure network coding and network error correction, using
the idea of reduction. A reduction from problem A to problem B is a mapping that
maps a problem instance A € A to a problem instance B € B, such that the solution
to A can be derived easily from the solution to B. Therefore, given a method that

solves the instances of B, then by the reduction it also solves the instances of A.

In the secure network coding problem, a subset of links can be eavesdropped, and a
valid code design needs to ensure the security of the source message. We construct
a reduction that maps an arbitrary multiple-unicast network coding instance to a
particular unicast secure network coding instance with an extremely simple setup.
Namely, there is a single source, a single terminal, and a single eavesdropped link
which can be any link in the network. The only assumption that makes the problem
non-trivial is that non-source nodes are allowed to generate independent randomness.
Itis surprising that this single assumption makes an otherwise trivial problem at least
as hard as multiple-unicast network coding. Conversely, we construct a reduction

that maps any unicast secure network coding instance in which at most one link can
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be eavesdropped to a multiple-unicast network coding instance, hence showing an

equivalence between the two problems.

In the network error correction problem, a subset of links are subject to adversarial
errors, and a valid code design needs to ensure the reliability of communication.
We construct a reduction that maps an arbitrary multiple-unicast network coding
instance to a particular unicast network error correction instance with an extremely
simple setup. Namely, there is a single source, a single terminal, and a single error
link. The only assumption that makes the problem non-trivial is that a subset of
links are not subject to error (i.e., the single error link can be any link in the network
except this subset). Again, it is surprising that this single assumption makes an
otherwise trivial problem at least as hard as multiple-unicast network coding. We
show that our reduction is sensitive to the precise definition of achievability, which
has an interesting implication that the capacity of a unicast network error correction

instance in general is not exactly achievable.

While finding the capacity in the secure network coding problem is hard when non-
source nodes can generate randomness, we derive an upper bound on the capacity
based on cut-sets and the connectivity of the links. We show that the bound is the

tightest possible given the information that is input to the bound.

Finally, we study code construction for the network error correction problem in the
setting that any z links are subject to error. While optimal codes are known for
this setting [28]—[31], their construction relies on the value of z and the min-cut
of the network. In many scenarios, obtaining these values a priori is difficult or
impractical. In this regard, we study coding schemes that are rateless, i.e., that do
not require prior knowledge of z and the network min-cut. Particularly, the schemes
will adapt to the correct z and min-cut during multiple stages of communication and

achieve the optimal rate.



Part I

Secure RAID Schemes
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Chapter 2

INTRODUCTION TO SECURE RAID

In the RAID (Redundant Array of Independent Disks) architecture [3], information
is stored distributively among multiple nodes in a redundant manner that is resilient
to individual node failures. Over the past decades, RAID and the fundamental idea
of dispersing information to improve reliability, availability and performance have
become a ubiquitous principle that lies at the heart of most of today’s distributed

storage systems [4]-[6].

As distributed storage systems are increasingly being used to store critical and
sensitive data, the challenge of protecting data privacy is critical. In the first part
of this thesis, we study the design of distributed storage systems that are not only
failure-resilient, but also resistant to adversarial eavesdropping of individual nodes.
Specifically, we study the problem of storing a message among n nodes such that
any n — r nodes can decode the message but any colluding z nodes cannot infer any
information about the message. These schemes can find a wide array of applications
including, for example, securing disk arrays [10] (where nodes are disks), securing
cloud storage [11] (where nodes are different availability zones of a cloud provider
or different cloud providers) and securing wireless networks [12] (where nodes are

wireless devices).

This problem is initially studied in the literature in the context of secret shar-
ing schemes, and rate-optimal (i.e., space-optimal) schemes are known, such as
Shamir’s scheme [15] and its generalizations [16]. While secret sharing schemes
are extensively used as building blocks of numerous secure protocols in cryptogra-
phy and distributed computing, their application to distributed storage systems has
been limited by the relatively high computational complexity (in terms of encoding
and decoding) and implementation complexity (in terms of field size) [10], [32].
Secret sharing schemes with improved computational and/or implementation com-
plexity are studied in, e.g., [32], [33]. However, to the best of our knowledge, all
existing secret sharing schemes are still rather computationally intensive, limiting

their application in distributed storage. We illustrate this by an example.
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Node 1 | Node2 | Node3 | Node4 | Node5 | Node 6
u ‘u@ml‘u@mg‘u@m;;‘u@mél‘u@(@?:lmi)

Figure 2.1: A simple and optimal secret sharing scheme with n = 6, r = 1 and
z = 1 over Fy. All symbols are bits and all operations are XORs. (mq,- - ,my)
is the message and u is a random bit, referred to as a key. The scheme can tolerate
one eavesdropping node as the bit stored by any single node is one-time-padded
(XORed) by the key. The scheme can tolerate one node failure as Node 6 stores a
parity bit.

Motivating Example

Consider the simple scheme in Figure 2.1. The scheme uses 8 XORs to encode
4 message bits and therefore the normalized encoding complexity is 2 XORs per
message bit. This encoding complexity is optimal because in order to tolerate z
eavesdropping nodes, each message bit has to be padded by z key bits (Node 2 to 5
in the example), resulting in = = 1 XOR; and that in order to tolerate r node failures,
each message bit has to be checked by 7 parity bits (Node 6 in the example), resulting
in another » = 1 XOR. The normalized decoding complexity of the scheme is z = 1
XOR per message bit, which is also optimal because at least z = 1 key has to be

canceled in order to decode a message bit.

Figure 2.1 can be viewed as the secure version of RAID 5 (a standard RAID level
that uses the parity code to tolerate one node failure). In many applications, we may
want to tolerate more eavesdroppers and failures. Particularly, consider a scheme
that can tolerate » = 2 failures and z = 2 eavesdroppers, e.g., the secure version of
the extensively deployed RAID 6. On account of our previous discussion, the lower
bound on the encoding complexity is z + 17 = 4 XORs per message bit and the lower
bound on the decoding complexity is z = 2 XORs per message bit. Unfortunately,
all existing secret sharing schemes are not even close to meet these bounds. In
fact, no existing schemes can achieve a constant encoding or decoding complexity
with respect to n. Therefore, a natural and important question is, does there exist a

scheme with encoding and decoding complexity meeting these lower bounds?

In Chapter 4, we settle this problem affirmatively for the high rate case, i.e., the case
of r < 3 and z < 3, by designing secret sharing schemes with optimal encoding
and decoding complexity achieving the lower bounds. We refer to these secret
sharing schemes with efficient computation and simple implementation as secure
RAID schemes, as they are particularly suitable for the RAID architecture and many

of the schemes are constructed from practical RAID codes. Refer to Figure 2.2 for
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an example of an optimal scheme with » = 2 and z = 2. We remark that the high
rate case is arguably the most relevant regime for distributed storage. Particularly,
all standard RAID levels and most non-standard RAID levels can tolerate no more

than 3 failures.

Node 1 Node 2 Node 3 Node 4 Node 5 Node 6
ul u2 us U4q us Ue
uzBusdmi | u¢ DuzBme | u2Qurdms3 | us DugBma | UL DUsDms | us B uz B me
u2 O us®d U4 D us®d ug D us® u1 D us®d u3 D u2®d us O u1d
m3 @ ms me D ms3 ma b my ms @ me mi @ my my D ma

Figure 2.2: A secure RAID scheme constructed from the B codes [18]. Symbols are
bits and operations are XORs. Each node stores three bits. my, ..., mg are message
bits and uq, ..., ug are random key bits. The scheme is able to correct r = 2 node
erasures/failures and is secure against z = 2 eavesdropping nodes. The scheme is
optimal in several senses. It has optimal rate and optimal field size. It follows a
generalized systematic form: all keys are stored uncoded in the first row; all message
bits are stored uncoded in the second row, each padded by an optimal number of two
keys necessary to resist two eavesdropping nodes; and the third row is redundant.
The systematic form implies optimal decoding complexity as the message bits can
be decoded by canceling the least amount of keys. The scheme is also optimal in
terms of encoding complexity: every key and message bit is checked by an optimal
number of two parities in the redundant (third) row necessary to correct two erasures.

Specifically, in Section 4.1 we design a secure RAID scheme withr < 2, 2 < 2, and
length n = p + 2 for any prime p from the EVENODD codes [19]. The scheme is
essentially optimal in computation, i.e., the encoding complexity is approximately
4 XORs per message bit and the decoding complexity is approximately 2 XORs
per message bit. In Section 4.4 we design a secure RAID scheme with » < 3,
z < 3, and n = p + 3 for any prime p from the STAR codes [20], with essentially
optimal complexity, i.e., approximately 6 XORs to encode and 3 XORs to decode
each message bit. In Section 4.5 we present a secure RAID scheme with r < 2,
z < 2, and length n = p — 1 for any prime p from the B codes [18]. Again the
scheme is essentially optimal in encoding and decoding. In Section 4.6, we present
a secure RAID scheme that is strictly optimal in encoding and decoding, with length
n = p — 1 for all prime p < 53, again from the B code. We remark that the B,
EVENODD and STAR codes are well-known optimal erasure codes widely used in
distributed storage. To the best of our knowledge, the secure B, secure EVENODD
and secure STAR are the first schemes that have comparable computational and
implementation complexity as these practical erasure codes. They are also the first

schemes that are shown to have optimal encoding and decoding complexity.



13

We highlight two ideas from our constructions: Firstly, we generalize the concept
of systematic encoding to the secure setting. Refer to Fig. 2.2 for an example
of a systematic scheme. Secondly, we leverage the results on efficient erasure
codes, notably on array codes, and construct secure schemes from them and their
dual codes. Specifically, the codeword of an array code is a ¢ X n array; each
node stores a column of the array so erasure and distance are defined column-wise.
The B, EVENODD and STAR codes are high rate MDS array codes with optimal
computation, in the sense that their generator matrices are “low-density” (sparse),
and so encoding requires an optimal or almost optimal number of XOR operations.
Their dual codes also have “low-density” generator matrices and we show that, in

the secure setting, this implies optimal or almost optimal decoding complexity.

So far we have focused on schemes with » < 3 and z < 3. For the general case, we
design a secure RAID scheme for arbitrary parameters n, r and z based on Reed-
Solomon codes. The scheme can be viewed as a systematic version of Shamir’s
scheme. While the scheme is significantly more efficient than Shamir’s scheme
in encoding and decoding, it is over a finite field IF, of size ¢ > n, which affects
computation and implementation. An interesting problem of practical importance
is to design efficient XOR-based secure RAID schemes of general parameters. We
construct two such schemes in Chapter 5. Both schemes are over a special ring
in which several important ring operations are computationally efficient, in the
sense that they can be performed by a smaller number of XORs, and are easy
to implement. Several well known families of efficient array codes including the
EVENODD and STAR codes are constructed over this ring [19], [20], [34], [35].
Our first scheme over the ring is based on Cauchy matrices. In the high rate regime,
the encoding complexity of the scheme is O(n) XORs per message bit and the
decoding complexity is O(z) XORs per message bit. Our second scheme, based
on Vandermonde matrices, is a generalization of Shamir’s scheme to the ring. In
the high rate regime, the encoding complexity of the scheme is O(n) XORs per
message bit and the decoding complexity is O(n — r — z) XORs per message bit.
To our knowledge, these schemes have the best encoding and decoding complexity
among XOR-based secret sharing schemes of general parameters (the schemes in
[32], [33] have comparable encoding complexity but significantly higher decoding

complexity).
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Node1 | Node2 | Node3 | Node 4
clzu‘czzml—i-u‘c;e,:mz—l—u‘Zci:ml—i—mg—i—u

(a) A simple scheme withn = 4, r = 1, 2 = 1. u is a key bit and m;, mg are
message bits. Security achieved by one-time-pad and reliability achieved by the
parity bit.

Node 1 ‘ Node 2 ‘ Node 3 (suppressed) ‘ Node 4
clzu‘@:ml—i—u‘ c3=0 ‘Zci:ml

(b) Shortened scheme. The bit c3 is set to be 0 and does not need to be stored.
Node 3 acts as a placeholder only for the purpose of encoding. The scheme is not
secure as Node 4 leaks the message bit.

Figure 2.3: An example of naive shortening of a secure RAID scheme compromises
security.

Shortening

In coding theory, shortening is an important technique of modifying codes in order
to obtain flexible code lengths. Specifically, given any [n, k| systematic code and an
arbitrary integer 0 < s < k, one can directly obtain an [n — s, k — s] code of the same
distance as the original code, by suppressing s information symbols in the codeword
and setting them to be 0 (and therefore without needing to store them) [19]. Shorten-
ing plays an important role in the practical deployment and implementation of codes,
because it allows a specific code deployed and implemented in a system to adapt to
different configurations when the number of nodes varies. Unfortunately, for secure
RAID schemes, while the same shortening technique for codes, i.e., suppressing a
subset of entries in the codeword, will maintain the reliability parameter r, it may
reduce the security parameter z. Refer to Figure 2.3 for an example. However,
in Section 4.3 and 5.3 we show that the secure EVENODD and the secure RAID
scheme over ring based on Vandermonde matrix both have the desirable property
that they can be flexibly shortened to arbitrary lengths without compromising z, if
the entries in the codeword are carefully suppressed. As discussed, this property is

particularly important in practice.

In summary, our results in this part of the thesis suggest that building “keyless”,
information-theoretic security into distributed storage and the RAID architecture is
practical. Particularly, for many erasure coded distributed storage systems, extending
them to employ the proposed secure RAID schemes requires only minor modification

to the implementation, with small computational and performance overhead.

Part of the material in Chapter 3 and 4 was presented in [36] and [37].
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Chapter 3

MODELS, BOUNDS AND GENERAL CONSTRUCTION
FRAMEWORK

3.1 Setup and Definitions

Let Q be an alphabet, denote {1,...,n} by [n] and denote {m,m + 1,--- ,n} by
[m,n]. For an index set I C [n] and a vector (cq, ..., ¢,), denote ¢; = (¢;)ic;- An
(n,k,r, 2z)g secret sharing scheme encodes a message of k£ symbols over Q into
n shares, each share a symbol over O, such that 1) the message can be decoded
from any n — r shares, and 2) any z shares do not reveal any information about the

message. Formally, an (n, k, r, z) o secret sharing scheme is a randomized encoding

function F that maps a (secret) message m = (my,--- ,my) € QF and a uniformly
distributed vector u = (uy,- - ,u,) € QY, also referred to as keys, to the codeword
c=(c1, - ,¢,) = F(m,u) € Q", such that:

1) (Reliability) VI C [n],|I| > n —r : H(ml|c;) = 0, implying a decoding

function D; such that D;(c¢;) = m.

2) (Secrecy) VI C [n],|I| < z: I(m;cr) = 0.

We call the secret sharing schemes constructed in this part of the thesis the secure
RAID schemes, because they are efficient schemes suitable for distributed storage
and particularly for the RAID architecture. We focus on two kinds of linear schemes,
namely scalar schemes and array' schemes. For a scalar scheme, Q is a finite field
IF, and the encoding function F' is linear over IF,. For an array scheme, Q is a
vector space IFZ. In this case, m; = (m;q1,--- , M), ;i = (i1, -+ ,u;) and
¢; = (¢ia1,-++ ,¢t). The encoding function is linear over FF,, taking m; ;’s and
u;;’s as inputs, and outputs ¢; ;’s. We frequently regard the codeword c¢ as an
t x n array over F,, in which ¢; ; is the (j, 7)-th entry, namely, the i-th column of

the array corresponds to ¢;. Note that under the array representation erasure and

' Also referred to as vector linear in the literature.
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eavesdropping are column-wise. Denote

m:(m1717... S gyt M1, - 7mk,t) (31)
W= (U, Uig, e s Upt, o Upt) 3.2)
Cc = (Cl’l,...701’137...76”71,...,Cn’t>. (33)

Scalar schemes are special cases of array schemes with ¢ = 1. Without loss
of generality, in the remaining part of the chapter it is assumed that the secure
RAID schemes are array schemes. An [n, k]FZ array code C of minimum distance
duin(C) = 7 + 1, where the Hamming distance is defined with respect to F?, is
equivalent to an (n, k, r, O)FZ secure RAID scheme. Denote the dual code of C by
Ct.

The rate of an (n, k,r, z) secure RAID scheme is k/n and characterizes the space
efficiency of the scheme. The following proposition gives an upper bound on the

rate.
Proposition 3.1.1. For any (n, k,r, z) secret sharing scheme, it follows that
k<n-—r-—z, (3.4)

and the rate of the scheme is at most “—/—=

Proof. Let the message m be uniformly distributed, then

k= H(m) < H(mlcy) (3.5)
< H(m, cjn_pcp))
2 H(mlep o, ) + H(cprer) (3.6)
9 H(cplern) 3.7
= H(Cli1n-r) Sn—7 =2,

where (a) follows from the security requirement, (b) follows from the chain rule,

and (c) follows from the reliability requirement. 0

A secure RAID scheme is associated with an encoding algorithm and multiple
decoding algorithms. The encoding algorithm is the algorithm of evaluating the
encoding function /', and the decoding algorithms are the algorithms of evaluating

the decoding functions D; for |I| > n — r. We distinguish two cases: systematic
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decoding when |I| = n and erasure decoding when |I| < n. We remark that for the
application of distributed storage, systematic decoding may be the more common

and performance-critical form of decoding.

In reminiscence of linear codes, we define the generator matrix of a linear secure
RAID scheme to be a (v + k)t x nt matrix G over I, such that (u, m)G = ¢. We
refer to the first vt rows of G as the key rows which correspond to the keys, and refer
to the remaining kt rows as the message rows which correspond to the messages.
Define the density of a vector or matrix to be the number of non-zero entries.
We are interested in designing secure RAID schemes with low-density generator
matrices. Such schemes require a small number of operations in encoding/decoding
and therefore are computationally efficient. We remark that the computational
efficiency of secure RAID schemes is of practical importance as it is closely related
to the read and write performances of the storage systems in terms of throughput

and delay.

In this part we also address the efficiency of secure RAID schemes in terms of
random access, i.e., the operation of decoding partial messages. Specifically, we
study the computational and communication efficiency of decoding a single entry

or more generally, a subset of entries of m.

3.2 Bounds on Computation

In this section we study lower bounds on the density of the generator matrices of
secure RAID schemes. A related important problem is to determine the amount of
independent randomness, i.e., the number of keys, required by a scheme. We first
address this problem. The following lemma is useful. Note that throughout the

thesis, logarithm is base ¢ unless otherwise specified.

Lemma 3.2.1. For any rate-optimal (n,k,r, Z)FZ secure RAID scheme, and any
J C [n] such that |J| = z, it follows that H(c;) = zt.

Proof. Let the message m be uniformly distributed and suppose for the sake of
contradiction that there exists J C [n], |J| = z, such that H(c;) = zt — € for
some € > (. For the ease of notation, we assume without loss of generality (by
permuting the indexes if necessary) that J = [z]. By the chain rule, H(c;) =
> i1 H(cilcji—1)) = 2t — €, and it follows that there exists ¢ € [z] such that
H(cy|epr—1)) <t — € for some ¢ > 0. Hence H (cy|cpp qiy) < t — €. Therefore,

without loss of generality (again by permuting the indexes if necessary) let us assume
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that i = 1. Recall that [i, j| = {i,i + 1, ..., j }, it follows that

—

I(m; 1)) = I(my; cpor) — I(my eilep,z41))

(b)
= I(m; C[z+k]) - [(m; C[z+2,z+k]‘c[z+1}) - I(m; 61’0[2,z+1])

~

= kt — I(m; Clayo vk [Czv1)) — (M 1| Cpa241))
>kt — H(claq2,24%)) — I(M; ci|cpp241))

>kt — (k= 1)t — I(m; c1]cp,241])

=t — H(cilepq1) + H(clepzq1), m)

>t — H(ci|cpp,z41)

>t — H(ci|cp,y)

A
AV

€, (3.8)

where (a) and (b) follow from the chain rule; (c) follows from the fact that H(m) =
kt and that m can be decoded from c[, 4], as 2 + k = n — r; and (d) follows from
H(ci|ep,z)) <t — €. But (3.8) contradicts the secrecy requirement which implies

that I(m; ¢p2,..11]) = 0. This completes the proof. O

Theorem 3.2.1. A linear rate-optimal (n,k,r, Z)Fz secure RAID scheme uses at
least zt keys over I, (i.e., v > z), and the encoding of the scheme is equivalent to a

scheme that uses exactly zt keys.

Proof. Consider any linear (n, k, r, 2)r scheme such that k = n—r —z. Recall that
the keys is a length-v vector u over IE‘Z. Let the message m be uniformly distributed.
We have

v

H(u) > I(ci);ulm)

H(C[z]\m) H(cpy|u, m)

||<°

H(cpy|lm)

(C[z )
zt, (3.9

||*~

o)

where (e) follows from the fact that c[; is a function of w and m; (f) follows from
the secrecy requirement; and (g) follows from Lemma 3.2.1. Equation (3.9) implies
that v > z because H(u) < vt. This proves that the scheme uses at least zt keys
over [F,. It remains to show that the scheme is equivalent to a scheme that uses

exactly zt keys (e.g., with v = 2).
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Denote the generator matrix of the scheme by G, i.e., G is a (v + k)t X nt matrix
with entries from F,. Denote by G; the submatrix formed by the first vt rows (i.e.,
the key rows) and the first z¢ columns of G, denote by (G5 the submatrix formed by
the last £t rows (i.e., the message rows) and the first z¢ columns of GG, and denote
by 4’ = uG,. Then ¢,y = uG +mGy = u' +mG,. Let J be an arbitrary subset
of [nt] such that |J| = (z + k)t, [2t] C J and such that m can be decoded from
cy. Clearly, the index set of the symbols stored by the first z nodes plus by any k

additional nodes is a valid J. We have,

H(eslm,w') = H(¢;) — I(e;m, @)
Y H(e,) - I(es;m, )
< (2 + k)t — 1(C3 17, E)
= (2 + k)t — I(c;;m) — I(Cy; Cpaqg|m)
= 2t — I((Cy; Czg )

=zt — H(E[Zt”’ﬁ’l,) + H(E[zt”’rh, EJ)

= zt — H(Cp.g|m)

! _

:) 2zt — H(C[Zt])

@, (3.10)

where (h) follows from ¢,y = @' +mGy; (i) follows from the chain rule; (j) follows
from H(m|c;) = 0 and so I(¢;;m) = kt; (k) follows from [zt] C J; (1) follows
from the secrecy requirement; and (m) follows from Lemma 3.2.1. For any ¢ € J,
(3.10) implies that there exists a function f such that ¢; = f(u’,m). Since the
scheme is linear, f is linear. Note that for any ¢ € [nt], there exists .J such thati € J.
Also note that @' is a vector of length-z¢ with entries i.i.d. uniformly distributed
over F,. Hence there exists a matrix G’ such that ¢ = (u’ m)G’, i.e., G’ is the
generator matrix of an equivalent scheme that uses exactly zt keys. This completes
the proof. 0

Theorem 3.2.1 shows that for rate-optimal schemes, =t keys are sufficient and neces-
sary. In the remaining part of the thesis we assume that a rate-optimal (n, k, , z)Fé
secure RAID scheme or secret sharing scheme uses exactly 2t keys, and as such the
generator matrix G of the scheme has size (z + k)t x nt. The following theorem

lower bounds the density of G.
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Theorem 3.2.2. Consider the generator matrix of a rate-optimal (n, k, Z)FZ secure
RAID scheme, then the density of a key row is at least n — z + 1, and the density of

a message row is at least r + 1.

Proof. Denote by GG the generator matrix. Let the message m be uniformly dis-
tributed. Let J be an arbitrary subset of [n] such that |J| = k + z, and let Z be an

arbitrary subset of J such that |Z| = z, then we have
H(cley) = H(e,cy) — H(ey)

:H(C)_H<CJ>

(%) (z+ k)t — H(cy)

= (Z —f- k’)t — H(C]\Z|CZ> — H(Cz)
Ytk —
< kt — I(m;cpzlcz)

= kt — H(mlcz) + H(mlcy)

H(cpzlez) — 2t

9kt — H(mlcy)

@y, G.11)

where (a) follows from Theorem 3.2.1; (b) follows from Lemma 3.2.1; (c) follows
from the fact that m can be decoded from c;; and (d) follows from the secrecy
requirement. Equation (3.11) implies the erasure of any n — k — z = r entries of
c can be corrected, and so that the row space of G is a code of minimum distance

r + 1. Therefore each row of G must have at least r + 1 non-zero entries.

It remains to lower bound the density of the first z¢ rows of G. Let Z be an arbitrary

subset of [n] such that | Z| = z, we have

H(u|cz,m) = H(ulm) — I(cz; ulm)

© - I(cz;ulm)

v 2t —I(cz;u,m) + I(cz;m)

@ I(cz;u,m)

W ot H(cey)

W, (3.12)

~

where (e) follows from w | m; (f) follows from the chain rule; (g) follows from the

secrecy requirement; (h) follows from the fact that c; is a function of w and m; and
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(i) follows from Lemma 3.2.1. Equation (3.12) implies that, if m is given, then the
erasure of any n — z entries of ¢ can be corrected as one can first recover w and then
compute c. Therefore the row space of the submatrix formed by the first zt rows of
(G is a code of minimum distance n — z + 1. Therefore the first zt rows of G each

have at least n — z + 1 non-zero entries. This completes the proof. [

From Theorem 3.2.2 we obtain a lower bound on the encoding complexity of an
XOR-based (i.e., ¢ = 2) secure RAID scheme.

Corollary 3.2.1. Encoding a rate-optimal (n, k,r, z) secure RAID scheme over F',

requires at least r + z + == XORs per message bit.

Proof. By Theorem 3.2.2, the density of the key rows is at least n — z + 1 and the
density of the message rows is at least 7 + 1. By Theorem 3.2.1 there are zt key
rows. As the scheme is rate-optimal there are (n — r — z)t message rows. Therefore
the density of the generator matrix is at least zt(n — 2z + 1) + (n —r — 2)t(r + 1)
and encoding it requires at least zt(n — 2z + 1) + (n — r — 2)t(r + 1) — nt XORs.
Therefore, the number of XORs amortized over the message bits is
ztth—z4+1)+(n—r—2)t(r+1) —nt rz—z

= . 3.13
(n—r—2)t n+r+n—r—z (3-13)

3.3 Systematic Secure RAID Schemes

Codes for distributed storage are typically encoded in a systematic way. Namely,
a codeword contains two sets of symbols: the uncoded message symbols that
appear “in the clear", which are referred to as the systematic symbols, and the
set of redundant symbols. Systematic codes have important advantages in terms
of computational efficiency. Specifically, encoding systematic codes only requires
computing redundant symbols. This is especially important when the rate of the
code is high, i.e., the number of redundant symbols is small compared to the number
of systematic symbols, which is the usual case in storage. Decoding systematic
codes is trivial if no systematic symbols are erased. Likewise, random accessing
a subset of message symbols is efficient. For secure RAID schemes, conventional
systematic encoding is impossible due to the secrecy requirement. This motivates

us to generalize the concept of systematic encoding under the context of secrecy.

Definition 3.3.1. An (n, k,r, 2)p: secure RAID scheme is systematic if
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(1). The keys u are stored in the uncoded form in tv entries of the codeword c.

(2). The message symbols my, ..., My are stored in the uncoded form in tk entries
of the codeword ¢, each padded by a linear function of the keys. Namely, in c
there is an entry of the form m; + fi(w), fori =1, ..., tk.

(3). Fori=1,...,tk, the padding function f;(w) can be computed efficiently.

The tv systematic key symbols and the tk systematic message symbols are collectively

referred to as the systematic symbols.

Similar to systematic codes, by requiring the systematic symbols to take a simple
form, systematic secure RAID schemes have strong advantages in terms of efficiency.
Specifically, in Definition 3.3.1, (1) ensures that encoding and decoding (when no
erasure has occurred) the key symbols is trivial; (2) ensures that encoding and
decoding (when no erasure has occurred) the systematic message symbols only
requires computing the padding functions f;’s; and (3) requires that the f;’s take a

form amenable to computation.

We remark on the requirement (3) in Definition 3.3.1. From the density perspective,
an optimal f; will be a function of exactly z keys (over IF,). This is because f;
has to be a function of at least z keys in order to meet the secrecy requirement.
Otherwise, an adversary can decode m,; by looking at no more than z entries of
¢, a contradiction. Unfortunately, constructing schemes meeting this requirement
strictly is difficult and we are able to do so in Section 4.6, but only for rather
restrictive parameters. For most of our secure RAID constructions, some of the f;’s
are functions of more than z keys. In this case, we shall show that there exists an

efficient algorithm to compute them.

Finally, note that systematic schemes are also efficient in terms of random access, in
the sense that decoding a single entry of 1 requires communicating and canceling

a small number of keys.

3.3.1 Method of Constructing Secure RAID Schemes

We introduce a method to design systematic secure RAID schemes. The method
falls under the general framework of coset coding, which dates back to Wyner’s work
[38] on the wiretap channel. However here we put special emphasis on designing

efficient and systematic schemes in the context of secure RAID.
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Consider an an [n, k;] array code C; and an [n, k| array code Cy, both over alphabet
Ffl, such that every codeword of C; is a codeword of Cs, i.e., C; is a subcode of
Cy. Given such a pair of codes C; and C,, we construct a secure RAID scheme
as follows. Encode C, systematically and denote the index set of the systematic
symbols in the codeword (as a length-tn vector over I, see (3.3)) by /5. Encode C;
systematically such that the index set [; of its systematic symbols satisfies I; C I
(which is possible as C; C Cs). For the ease of presentation, assume without loss of
generality that I; = [tk;] and I, = [tks]. The secure RAID scheme is encoded in 2

steps.

Step 1: Draw tk; random keys @ independently and uniformly from F,. Encode
C; by regarding the keys u as information symbols to obtain a codeword, and then
puncture (delete) all entries in the codeword that are not in /5. Denote the punctured

codeword by d, which is the first ¢k, entries of the original codeword.

Step 2: Let m be the secret message of length ¢(ky — k;) over I, and denote by
e = d + (0,m), where 0 is a length-tk; zero vector. Encode C, by regarding e as
information symbols to obtain a codeword c. ¢ is a a length-tn vector over IF,, and
is the output codeword of the secure RAID scheme. Note that the codeword c as
a length-n vector over the original alphabet IFZ can be obtained by collapsing each

. — . t
length-¢ segment in € into one symbol over [, .

An illustration of the construction method is shown in Figure 3.1.

_ Ci | — |
- Firsttk, | u | Redundancy | | c
symbols | _|_ 2 e

Redundancy

S
Ol

Figure 3.1: Construction of systematic secure RAID scheme from a pair of erasure
codes C; and Cy when I; = [thy] and I = [tks).

In general, we can encode C; in more flexible ways as long as there exists a /; such
that /; C I, and that C; can be decoded from the entries in ;.

Theorem 3.3.1. Let C; be an [n, k| array code and Cy be an [n, ko] array code,

both over FZ, such that Cy is a subcode of Co. Then the described encoding scheme
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is an (n, ke — ky,r, z) secure RAID scheme over ]FZ, where 1 = dyin(Cy) — 1 and

Z = dmm(ClL) - 1

Proof. We need to show that the scheme meets the reliability requirement and the
secrecy requirement. Because c is a codeword of C,, and the minimum distance
of Cy is r + 1, it follows that any 7 erasures of the entries of ¢ can be corrected.
Decoding m from c is simple, as one can read the systematic key entries u from c,
and then calculate d from u, and then cancel d from the systematic message entries

in e to obtain m. This verifies the reliability requirement.

We now prove the security of the scheme. Assume that the adversary observes cy,
for some I C [n], |I| = z. Recall that F/(m,u) is the encoding function of the
scheme, it suffices to show that Pr{F;(m,u) = c¢;|m} is a constant independent
of the choice of m, where the probability is taken over the distribution of the keys.
Consider the system of linear equations defined by F;(m,u) = ¢; in variables w,
where m and c; are given, we are interested in finding the number of solutions to

this system.

Let G5 be the tky x tn generator matrix of Cy over I, such that (u, m)Gy = €.
Namely, GG, is the generator matrix of the proposed secure RAID scheme. Because
Ci C Cs, by the construction method it follows that (u,0)G; is a codeword of C;.
Therefore, let (G; be the submatrix formed by the first tk; rows of G5. Then G; is a
generator matrix of C;. Denote by I the index set of the entries of ¢ corresponding
to the set of entries indexed by [ in ¢, so |I| = tz. We claim that the set of columns
of (3, indexed by I must be linearly independent. To prove the claim, assume for the
sake of contradiction that they are linearly dependent and so there exists a length-tn
vector ¥ such that G;©7 = 0, and such that © is non-zero only in the entries indexed
by I. Because G is a parity check matrix of Ci-, let v be a length-n vector over Ff]
obtained by collapsing each length-t segment in ¥ into a symbol over Ffl, then v is
a codeword of Ci that is non-zero only in the entries indexed by I. Since |I| = 2

but dy,in (C) = 2 + 1, this is a contradiction.

Denote the submatrix formed by the last tks rows of G's by G's. Fore = 1, 2, 3, denote
by G, ; the submatrix formed by columns of G; indexed by I. Then F;(m, u) = ¢;
is equivalent to uGy ; = ¢;—mGy ;. Since G ; has full column rank, it follows that
the system of equations u(G, ; = ¢; — MG ; in variables u always has a solution,
and the number of solutions is exactly |[Null(G| )|, where Null(A) is the left null
space of matrix A, i.e., {x : *A = 0}. By the rank-nullity theorem, |[Null(G ;)| =
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¢'"17%). Because w is uniformly distributed, we have Pr{F;(m,u) = c;/m} =

INull(G, 7)|/¢"™** = ¢~**, which implies ¢; L 7. This completes the proof. O

An [n, k] array code C is MDS (maximum distance separable) if dp,i,(C) = n—k+1.
An important special case is that C; and Cy are both MDS.

Corollary 3.3.1. If C; and Cy are MDS codes, then the described encoding scheme

is a rate-optimal systematic (n, ko — k1,n — ko, kq) secure RAID scheme.

Proof. We first state a known fact.

Lemma 3.3.1. [18], [39] A code C is MDS if and only if C* is MDS.

Note that the lemma is true for both scalar and array codes. Therefore, d,i,(Co) =
n — ko + 1 and d i, (Cf) = k; + 1. Hence it follows from Theorem 3.3.1 that the
scheme is an (n, ko — ki, n — ko, k1) secure RAID scheme. Clearly the scheme has

optimal rate. [

The construction method results in secure RAID schemes that are systematic, where
I, are the systematic key symbols, and 15\ /; are systematic message symbols. The
systematic form connects the computational complexity of the scheme to that of
the codes. Specifically, the encoding complexity of the scheme is essentially the
complexity of encoding C; and C,. A simple systematic decoding algorithm for the
scheme is to compute d by encoding C; and then cancel it from e to obtain 1, and
hence the complexity is dominated by encoding C;. The erasure decoding algorithm
first corrects the erasures by invoking the erasure correction algorithm of Cs, and
then invokes the systematic decoding algorithm. So the complexity is essentially
the complexity of (erasure) decoding Cs plus encoding C;. In summary, to construct
efficient secure RAID schemes, it suffices to find a pair of MDS codes C;,Cy of
appropriate rates such that C; C Cy, and that C; can be efficiently encoded, and that

C, can be efficiently encoded and decoded.

The construction method is also promising in terms of the simplicity of implementa-
tion. Specifically, the encoder of the secure RAID scheme consists of the encoders
of C; and C,. The decoder of the scheme consists of the encoder of C; (used in sys-
tematic decoding) and the decoder of C, (used in correcting erasures). Therefore, if

C; and C, are amenable to implementation then so is the secure RAID scheme.
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We remark that the construction method can be interpreted under the framework of
coset coding in the following way. Denote by f the codeword of C; by encoding u,
and denote by g the codeword of Cy by encoding (0, ). Because C; is a subcode
of Cy, f is exactly the codeword of C, by encoding d (which is the punctured f).
Therefore it follows from the linearity of C, that ¢ = f+g. Let H; be the systematic
parity check matrix corresponding to the systematic generator matrix of C; that we
employ in the scheme, then H; f7 = 0. And because H, is a systematic parity
check matrix, we have H,g” = m?'. Therefore H,c" = H,(f* + g*) = m!. In
this sense, the above encoding scheme can be understood as follows: to encode a
secret message m, the scheme picks a random element from the coset of C; whose

syndrome is m.

3.3.2 Secure RAID from Reed-Solomon Codes

A natural choice of C; and C, in the construction method described in Section 3.3.1
is the Reed-Solomon codes. In fact, Shamir’s scheme can be viewed as based on
Reed-Solomon codes [40]. However, we show that a systematic scheme based on
Reed-Solomon codes has significant advantage over Shamir’s scheme in terms of

computational efficiency.

Definition 3.3.2. (Reed-Solomon Codes [41]) For n > k, let F, be a finite field of
size ¢ > n, and let S = {ay, ..., a,, } be a set of distinct non-zero elements of F, the

[, k]g,.s Reed-Solomon code has a generator matrix

1 1 1
o Q e Qy
a=| =+ T (3.14)
o™t k! ak-t

An equivalent systematic generator matrix G* can be obtained by performing ele-
mentary row operations on (7, such that G* contains an identity submatrix of size
k. To construct secure RAID schemes based on Reed-Solomon codes, we let C; and
C, to be Reed-Solomon codes defined on the same S and such that C; has a smaller

dimension than C,.

Theorem 3.3.2. For any integer n, v and z such thatn —r — z > 0, a systematic,
rate-optimal (n,n —r — z,r, z) secure RAID scheme over F,, can be constructed by
choosing C, to be an [n, z|r, s Reed-Solomon code and Cy to be an [n,n — g, s

Reed-Solomon code in the method described in Section 3.3.1.



27

Proof. By Definition 3.3.2, the generator matrix of C; is a submatrix of the generator
matrix of Cy, and hence C; is a subcode of C,. Itis well known that the Reed-Solomon

codes are MDS [41], therefore the assertion follows from Corollary 3.3.1. O

Example 3.3.1. Letn =5, r =2, 2 =2, k = 1and q = 5. Let the generator

matrix of Cy be

GQZ

— = =
I N
N W
N o~
2 B

and let the generator matrix GGy of Cy be the first two rows of Gy. Then the systematic

generator matrices of the codes are

1 06 5 4

G =
012 3 4

*
7G2:

o O =

0 0
10
01

S O W

U =

and the generator matrix of the resulting secure RAID scheme is

1 06 5 4
G=1012 3 4
00136

Consider an (n, k = n—r — z, r, z) systematic secure RAID scheme based on Reed-
Solomon codes. Encoding the scheme is essentially encoding C; and C,, which
takes O((r + z)(n —r)) operations (multiplications, divisions or additions) over IF;
systematic decoding the scheme is essentially encoding C;, which takes O(z(n —
z — r)) operations; erasure/error decoding the scheme can be accomplished by first
erasure/error decoding Cs using the error-erasure version of the Berlekamp-Massey
decoding algorithm [39], which takes O(rn) operations, followed by systematic
decoding.

In comparison, an (n,k = n — r — z,7, z) Shamir’s (ramp) scheme can be viewed
as the non-systematic version of the proposed scheme. Encoding Shamir’s scheme
requires evaluating a polynomial of degree n —r at n points which takes O(n(n—r))
operations; decoding Shamir’s scheme (with or without erasures) requires interpo-
lating the polynomial which takes O((n —r)?) operations by Lagrange interpolation.
The proposed systematic scheme has significantly better computational efficiency

than Shamir’s scheme. Particularly, in the high rate regime in which n dominates
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r and z, encoding and systematic decoding the systematic scheme both take O(n)
operations, whereas encoding and decoding (with or without erasures) Shamir’s
scheme both take O(n?) operations. We remark that though (asymptotically) effi-
cient O(n log n) algorithms are known for encoding and decoding Shamir’s scheme,
they have large overhead factors and are not commonly used in practice [42]. Finally
the systematic scheme is also efficient in random access. Decoding one entry of m
in the systematic scheme takes O(z) operations and requires communicating z + 1
symbols. Shamir’s scheme, however, does not support random access and all entries
of m need to be decoded together, requiring O((n —r)?) = O((z + k)?) operations
and the communication of z + k£ symbols.
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Chapter 4

HIGH RATE SCHEMES WITH OPTIMAL COMPUTATION

In the previous chapter we describe a general framework of constructing secure
RAID schemes and present a construction based on Reed-Solomon codes. Reed-
Solomon codes are MDS and their parameters are flexible. However, Reed-Solomon
codes require computation over finite fields which complicates implementation and
affects computational efficiency, especially for the high rate case, i.e., when r is
small. For this case, computationally optimal XOR-based array codes, e.g., [19],
[18], are proposed and widely used in RAID. The generator matrices of these codes
are sparse, and hence encoding requires an optimal or almost optimal number of
XOR operations. In this chapter we design XOR-based secure RAID schemes with
optimal or almost optimal computational complexity from array codes. Particularly,
the schemes have low-density generator matrices that achieve or approach the lower
bounds in Section 3.2. Like the array codes, these schemes target the high rate
regime, and can tolerate a fixed number (two or three) of erasures and eavesdropping

nodes.

A key idea in our constructions is to design C, based on high rate array codes
and design C; based on their dual codes, in the construction method described in
Section 3.3.1. There are several benefits of doing this, as the array codes and their
duals 1) are both MDS, so that the resulting secure RAID scheme is rate-optimal;
2) have high and low rate, respectively, so that the resulting scheme has high rate;
3) both have low or lowest density generator matrices, implying optimal or almost
optimal encoding and decoding complexity for the resulting scheme. However,
array codes and their duals are rarely known to contain each other. Surprisingly, we
can often modify the codes appropriately to meet the containment condition, while
not compromising their complexity and distance. We follow this idea to construct

several families of optimal and almost optimal schemes in this chapter.

4.1 Secure EVENODD

In this subsection we construct a family of low-complexity XOR-based secure RAID
schemes from the EVENODD codes [19]. We show that the density of the generator
matrix of the scheme approaches the lower bound in Theorem 3.2.2, and that

the scheme is essentially optimal in terms of encoding complexity and systematic
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decoding complexity.

Let p be a prime, the EVENODD code is a [p 4+ 2, p] MDS array code over F5 '
of minimum distance 3 and with a low density generator matrix [19]. Refer to Fig.
4.1 for an example of p = 5. We describe our construction idea using this example.
Denote the code in Fig. 4.1 by C,, which corrects 2 column erasures. To build
secrecy into Cy, consider its dual C5-, obtained by switching the roles of information
bit and parity bit. Namely, in Fig. 4.1, for ¢ € [4], the information bit ¢ ; is checked
by all (parity) entries labeled by ¢ in the top plot. And the information bit c7; is
checked by all entries labeled by ¢ and .S in the bottom plot. For example, in the
dual code the (2,2)-th entry in the array is cg2 @ c73. Since Cy is MDS, so is C;-.
Cy is a [p + 2,2] code and can be used for secrecy against 2 eavesdropping nodes.
Namely, if we encode two columns of keys as information bits according to C;- and
pad this key array to a message array, then any two columns in the sum array reveal
no information about the message. Now we have two efficient codes for reliability
and secrecy, respectively. The challenge is to combine them into a single scheme
that is both reliable and secure. The straightforward approach for combining codes
typically fails. However, as we show in Section 3.3.1, we can construct an efficient
secure RAID scheme if C; (the code for secrecy) is a subcode of C; (the code for
reliability). In our example, C2L is not a subcode of C,. However, if we let C; be a
variant of C5- by switching the first and sixth column in its encoding, then one may
verify that C; C C,. Based on C; and C; we construct a secure RAID scheme as
follows. Generate two columns of random keys; encode the keys by C; but skip the
last two columns of the codeword; pad message bits to the 3-rd to 5-th columns of the
key array; finally complete the last two columns by encoding C,. Note that the first 2
columns store only keys, the next 3 columns store uncoded message bits padded by
keys, and the last two columns are redundant. The encoding of keys is shown in Fig.
4.2. The scheme corrects 2 erasures, and because C; C Co, the encoding of keys in
the last 2 columns is consistent with C; (see Fig. 4.2), implying secrecy against 2

eavesdropping nodes. Hence we have the (7, 3, 2, 2) secure EVENODD scheme.

The construction technique can be readily generalized to any prime p. Throughout
this section, for an integer a, denote by (a) the unique integer m, 0 < m < p, such
that @ = m (mod p). Recall from Section 3.1 that ¢; ; is the (j,%)-th entry in the
codeword array.

Construction 4.1.1. (EVENODD Code [19]) Let p be a prime, and m, j, i € [p],
J € [p—1] be the message bits. The codewords of EVENODD forma (p—1) x (p+2)
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1 1 1 1 1 Ce,1
2 2 2 2 2 C6,2
3 3 3 3 3 Cs,3
4 4 4 4 4 Ce,4
1 2 3 4 S €71
2 3 4 S 1 C7,2
3 4 S 1 2 €73
4 S 1 2 3 C7,4

Figure 4.1: [7,5] EVENODD code. Codeword is a 4 x 7 array. The first 5 columns
store information bits. Parity bit cg; is the XOR of all entries labeled by ¢ in the top
plot. Parity bit c7; is the XOR of all entries labeled by ¢ and all entries labeled by S
in the bottom plot.

array, described by the following encoding mapping. The first p columns of the array
are the systematic symbols, i.e., fori € [p|, j € [p — 1], ¢;; = m; ;. The last two
columns are redundant symbols, i.e., for j € [p — 1], cpr1; = D), my,; and

def
Cpr2j =S+ (@le ml,<j+1_l>), where S = @]_, my 11y, and m; =0.

It is proved in [19] that the EVENODD code is MDS.

Construction 4.1.2. (Secure EVENODD) Let p be a prime. Fori € [p—2],1 € [2]
and j € [p— 1|, let m; ; be the message bits, and let u; ; be the uniformly distributed
key bits. The codewords of secure EVENODD form a (p — 1) x (p + 2) array,
described by the following encoding mapping. The first two columns of the array

are the systematic key symbols, i.e., ¢, j = uy ; for j € [p — 1], and
Coj=Urj DUy J=1,---,p—1

def p— .
where us = @?Zi Ug j. The 3-rd to p-th columns of the array are the systematic

message symbols, i.e., fort =3,....pandj=1,--- ,p—1
Cij = U1 DU (i+j-1) D Mi—2;.

The last two columns of the array are redundant symbols, which are computed by
encoding the EVENODD code described in Construction 4.1.1, regarding the first

p columns of the array as information symbols.
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1 1 1 1 1 1

2 2 2 2 2 2

3 3 3 3 3 3

4 4 4 4 4 4
2 3 4 5 1 1
3 4 5 1 2 2
4 5 1 2 3 3
2 1 2 3 4 4

Figure 4.2: Encoding of keys in the (7,3,2,2) secure EVENODD. The top plot shows
how the first column of keys u, ;, ¢ € [4] are propagated in the array and the bottom
plot shows how the second column of keys us ;, i € [4] are propagated. Specifically,
in the top plot an entry of ¢ represents the key u; ; being added to this entry in the
array. In the bottom plot an entry of i represents the key us; being added to this
entry in the array, and an entry of X represents @?:1 ug; being added. Note that
the padding pattern is almost optimal, in the sense that most entries are padded by
only two keys and that when more than two keys are padded, > only needs to be
computed once. We remark that the encoding of keys is identical to the encoding
of C;: this is trivially true for the first five columns by construction, and because
C; C Cs, it can be shown that the encoding of keys in the last two columns also
coincides with C;.

Note that secure EVENODD is rate-optimal. The following lemma gives an explicit
expression of the entries stored in the last two columns of the array.

Lemma 4.1.1. In Construction 4.1.2, c,11; = wi; ® uzj & (P, ml]) and
Cpyag = s ;DS D (B myi), forj € [p—1], where S' = @I-7 my
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Proof. 1t follows that

p
()
Cp+1,5 = Cl.j

=1
) D D p—1 D
© (@ ) o | @ wpiy | e (@ ) ® (@ ml_w)
=1 ) =1 =3
JHl#p+1
D p—1 D
=u; D EB Ug (jti-1) | D (@ Uz,z) D (@ mz—z,])
1=2 =1 =3
JHl#p+1
p—1 D
= U1y D @ U2 D (@ U271> D (@ ml_27j>
le[p—1] =1 =3
I#j

p
= U1 D uz; © (@ ml—&j)
=3
p—2
= U1 Duz; D @mm )
=1

where (a) follows from Construction 4.1.1 and (b) follows from Construction 4.1.2.

We also have

p
c)
S (= @Cz,ufl)

[

1D
£
=
L

= (Pu. |9, 4.1)

where (c) follows from Construction 4.1.1 and (d) follows from Construction 4.1.2.
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Finally, we have

p
(e)
Cpy2,j = O D @Cl,<j+1—l>)

=1

p

p p
)
=5® @ uy1-1 | @ EB U, @<@ml2,<j+1l>)
=3

=1 =2
j+1-1#0 j+1-1#0

p—1 P P
=5& (@ ul,l) S @ us; | b (@ ml2,<j+1l>>
=1 1=2 1=3
JH1-1£0
» p P
g
=5 @ @ uzj | © (@ ml—2,<j+1—z>>
! 1=3

=2
JH+I-1#0

p
=5 Quy; @ (@ mz-z<j+1—5)>
1=3
p—2
=5 Quy; @ (@ ml,(j—l—l)) )
1=1

where (e) follows from Construction 4.1.1; (f) follows from Construction 4.1.2; and
(g) follows from (4.1). ]

Theorem 4.1.1. Secure EVENODD is a (p + 2,p — 2,2,2) secure RAID scheme

over Fg_l. In particular, the average density of the key rows of the generator matrix

.. 3p—1 . . 4p—5
is =5—, and the average density of the message rows is P

Proof. Since the codewords of secure EVENODD are codewords of the EVENODD
code, any two column erasures can be corrected. We focus on proving the security

/!
(RE

c; ; is a function of the keys and ¢} ; is a function of the message bits. Denote by

of the scheme. For i € [p+ 2] and j € [p — 1], write ¢;; = ¢;; + ¢ ;, where
C' the [p + 2, 2] array code given by the c] ;’s, then to prove the security of secure
EVENODD it suffices to show that C’ is MDS. Namely, if C' is MDS, then all keys can
be decoded from any two columns of the array, implying that any two columns of the
array are uniformly distributed. Therefore any two columns of secure EVENODD

are padded by uniformly distributed random variables and are independent of the
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message. By Construction 4.1.2 and Lemma 4.1.1, we have

U DU (iyj—1) ©=2,...,p+1
Ua,j t=p+2.

Define A; = (agf)), 1<i,j<p-—1tobe

| i kori—mp—k
R SR (4.3)
0, otherwise.
For example, Ay = I, and forp =5
01 00 0010
0010 0001
Ay = , A= (4.4)
0001 1111
1 111 1 000
Let G’ be the generator matrix of C’ such that
(Cll,lv B CIl,p—l? T ’C;D+2,17 T >C;+2,p—1) = (ul,lv Ty Urp—1, U150 0 7u2,p*1)G/7
then we have
|11 1 10 ]
T AT T
O Al AQ R A<p> ]

Switching the first and the (p + 1)-th column blocks of G’, we obtain

I 0
0 I 1|

Note that the array code generated by G” is equivalent the array code generated

G// —
AE)F AlT Agil

by G’, except that the first and the (p + 1)-th columns of the array are switched.
Therefore G’ generates a MDS array code if and only if G” generates a MDS array
code. Notice that G is a systematic parity-check matrix of its dual code, and so the

systematic generator matrix of the dual code is

I 0 - 0|1 A
. 01 A
1 = A .

4.5)

00 - I|I A,
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Note that G" is exactly the generator matrix of the EVENODD code in Construc-
tion 4.1.1, which is MDS. By Lemma 3.3.1, the dual EVENODD code, which is
equivalent to C’, is also MDS. This completes the proof that secure EVENODD is
a(p+2,p—2,2,2) secure RAID scheme.

We now analyze the density of the generator matrix of secure EVENODD. Recall
that we say a key/message bit is checked by ¢; ; if the entry in the generator matrix
corresponding to the key/message bit and c; ; equals 1. Then by construction, each
of the u; ;s is checked for p + 1 times, and each of the us ;’s is checked for 2(p — 1)
times. Each of the m, ;’s, is checked for 3 times if 7 + j # p — 1, and is checked for
2+p—1=p+ 1timesifi+ j = p— 1. This completes the proof. [

By Theorem 3.2.2, a lower bound on the density of the key rows is p+ 1 and a lower
bound on the density of the message rows is 3. Therefore the scheme achieves the
lower bound within a factor of 3/2 for the key rows and within a factor of 4/3 for

the message rows.

Systematic decoding the scheme is straightforward by first decoding the keys from
the first two columns and then canceling them from the 3-rd to p-th columns. In
case of erasures/error, the erasure/error decoding algorithm of EVENODD [19] is
invoked, followed by systematic decoding. Encoding secure EVENODD according
to Construction 4.1.2 takes a total number of 4p> — 7p + 1 XORs, or on average
4+ ]%2 + z% XORs per message bit. Systematic decoding takes a total number of
2p? —4p+1 XORs, or on average 2+ ]ﬁ + zﬁ XORs per message bit. By Corollary
3.2.1, encoding each message bit requires at least 4 + 1%2 XORs. Moreover, in order
to be secure against z = 2 eavesdroppers, each message bit has to be padded by
at least two keys, and different message bits must not be padded by the same pair
of keys, so decoding each message bit requires at least 2 XORs. Therefore secure

EVENODD has almost optimal encoding and systematic decoding complexity.

4.2 Algebraic Description of Secure EVENODD

In this subsection we present an algebraic description of the EVENODD code and
the secure EVENODD scheme. Let p be a prime, and let M,(z) = >} 2 be
a polynomial over GF'(2). Let R, be the ring of polynomials of degree less than
p — 1 over GF(2) with multiplication taken modulo M,(z). We shall use the
indeterminate « to refer to polynomials in R,,, and reserve the indeterminate x for
polynomials in Fy[x]. Note that the multiplicative order of « is p, i.e., & = 1. We

interpret the p — 1 coefficients of an element of R, as the p — 1 bits stored by a
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node, i.e., a column in the array. Below we give an alternative description of the
EVENODD code.

Construction 4.2.1. (EVENODD Code) Let p be a prime, the EVENODD code is a
[p+2, p] MDS array code over F5~1. Specifically, let mi (), ..., my () be p message
polynomials each representing p— 1 message bits. The message polynomials are en-
coded into p+2 codeword polynomials c;(«), such that c;(«) represents the p— 1 bits
to be stored on the i-th node. Then (c1(a), ..., cpia()) = (m1(a), ..., my(a)) GEo,
where Gy is the generator matrix of the EVENODD code over R,,:

10 --- 011
01 -+ 0]1 «

Geo=|. . . .|. . |- (4.6)
00 - 1|1 art

We now give an algebraic description of the secure EVENODD.

Construction 4.2.2. (Secure EVENODD over R,) Let u;(«),us(a) be two key
polynomials selected i.i.d. uniformly at random from R, and let m;(c), i € [p — 2]
be the message polynomials (each representing p — 1 bits of information). Then the

codeword polynomials are

(Cl (a)7 ) Cp+2(a)) = (ul (O‘)’ u2(a>7 my (O‘)a ) mp*Q(O‘)) GPad GEo,

where G is a square matrix that pads the key polynomials to the message polyno-
mials, given in (4.7), and Ggo is the generator matrix of the EVENODD code, given
in (4.6).

_ ) ) -
0[2 Cl{pfl
Gua= |0 01 -~ 0 |. 4.7)
o 0j0 - 1

Theorem 4.2.1. Construction 4.2.2is a (p + 2,p — 2,2, 2) secure RAID scheme.

Proof. The scheme can correct two erasures because the EVENODD code can cor-
rect two erasures. We focus on proving the security of the scheme. Let Gy, be
the first two rows of G4, then G, Gro gives the encoding of keys in the code-

word array, namely (ci(a), -, cpra(@)) = (u1(a), ua(a))GiopGro + M, where
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M is a matrix whose entries are functions of the message polynomials. Define for
short G’ = G,,,Gro Then to prove security it suffices to prove that the [p + 2, 2]
code C’ generated by G’ is MDS. Namely, if C' is MDS, then u;(«), us(a) can be
decoded from any two entries (over R,) of (ui(a),us(c))G’, implying that any
two entries of (u; (), uz(«))G’ are uniformly distributed and so any two entries of

(c1(c), -+, cpp2(a)) are uniformly distributed and independent of the message.
Calculating the matrix product, we have

11

(67

1 - 1

a2 Ce Oépfl

, 10
G = GiopGro = [ ] . (4.8)

11

Switching the first and the (p + 1)-th column of G’, we obtain

10
. 4.
01] “.9)

11 - 1

1 o - &p—l

G// —

Then the code generated by G” is equivalent to C’. But G” is exactly the parity-
check matrix of the EVENODD code. Since the EVENODD code is MDS and has
minimum distance 3, any two columns of G” are linearly independent. Therefore C’

is MDS and the proof is complete. ]

We interpret the secure EVENODD scheme under the construction framework in
Section 3.3.1. It is clear that Cy is the EVENODD code, and from the proofs of
Theorem4.1.1 and Theorem 4.2.1, C; is a variant of the dual EVENODD code, where
the first and the (p + 1)-th entries of the codeword are switched. It is interesting to
note that, while Construction 4.1.2 and 4.2.2 both follow this general construction
idea, their encodings are slightly different. The reason for the difference is that,
in Construction 4.1.2, we regard the generator matrix of the EVENODD code as a
p(p—1) x (p+2)(p — 1) matrix over Fy, while in Construction 4.2.2, the generator
matrix is a p X (p+2) matrix over R,,. Therefore, when we “transpose” the generator
matrix to obtain the generator matrix for dual code, the granularity of transposition

is different.

We now analyze the complexity of Construction 4.2.2. Consider the operation of

multiplying a polynomial f(«) = f;g fia® by o’. Then the resulting polynomial
is
p—2 p—2
Afe)= Y fa LY f, (4.10)
= =0

(i+7)Ap—1
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where we define f,_; = 0. Note that the first summation in (4.10) is simply a
cyclic shift of f(«) except that the (p — 1 — j)-th entry becomes 0. Therefore the
multiplication in (4.10) takes at most p— 1 XORs to compute. Consider the encoding
complexity of Construction 4.2.2. Encoding the first p columns of the array takes
p—143(p—1)(p—2) XORs and encoding the last two columns by the EVENODD
code takes 2(p — 1)? + p — 2 XORs. The complexity of systematic decoding is the
same as encoding the first p columns. Therefore, normalized over the (p —2)(p—1)
message bits, the encoding complexity is approximately 5 XORs per message bit,

and the decoding complexity is approximately 3 XORs per message bit.

Particularly, Construction 4.1.2 has a slightly better encoding and decoding com-
plexity than Construction 4.2.2. On the other hand, the clean algebraic description
allows us to prove stronger properties for Construction 4.2.2, which we shall explore

in the next section.

4.3 Shortened Secure EVENODD

In this section we study the shortening of secure EVENODD. For a prime p, secure
EVENODD isa (n = p+ 2,k = p — 2,7 = 2,z = 2) secure RAID scheme over
alphabet Fé’*l with essentially optimal computational and random access complexity.
While the length of the secure EVENODD is restricted to p+ 2, in practice it is often
desirable to obtain schemes with arbitrary length. For erasure codes, this goal is
achieved by the technique of shortening. As shown in Figure 2.3, for secure RAID
schemes while the standard shortening technique for erasure codes will maintain
the reliability parameter 7, it can reduce the security parameter z. However, in this
section we show that secure EVENODD has the desirable property that it can be
flexibly shortened without compromising z. Namely, from a (p + 2,p — 2,2,2)
secure EVENODD scheme one can obtain a (p + 2 — s,p — 2 — s, 2, 2) scheme for
any 0 < s < p.

Let p be a prime, recall that M,(z) = Y-~ 2 is a polynomial over GF(2), R, is
the ring of polynomials of degree less than p — 1 over GF'(2) with multiplication
taken modulo M, (), and that we shall use the indeterminate « instead of z to refer
to polynomials in R,,. We remark that R, is a field if and only if 2 is a primitive
element in GF(p). In this section we focus on the case that R, is indeed a field.
This is not a significant restriction as it is conjectured that 2 is a primitive element

in GF(p) for a constant fraction (= 0.374) of primes p [35].

Construction 4.3.1. (Shortened Secure EVENODD) Let 0 < s < p — 2 be an
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integer. The shortened secure EVENODD of length p + 2 — s and dimension
p — 2 — s is encoded by

(ul (CE), UQ(O‘)’ ma (&)7 ) mp—2—5(a)) G;)ad GLZO?

where uy (), us(«) are randomly selected key polynomials, mi (), ..., m,_o_s()
are the message polynomials, and G4 is obtained by deleting the 3-rd to (s + 2)-th
rows and columns from G, given in (4.7), and Gy is obtained by deleting the

3-rd to (s + 2)-th rows and columns from Ggo, given in (4.6).

Note that the length and dimension of the shortened secure EVENODD are decreased
by s compared to the secure EVENODD, and so the shortened scheme is rate-
optimal. Also note that by deleting the rows and columns from the matrices we are
essentially suppressing the 3-rd to (s+ 2)-th entries in the codeword of Construction
4.2.2 to be 0.

We first present a standard lemma useful for proving the security of a scheme.

Lemma 4.3.1. Consider random variables ¢, uw and m, if H(c) < H(u), u L m,
H(c|u,m) = 0and H(ulc,m) =0, then H(m|c) = H(m).

Proof.

2 H(m) — H(c) + H(clm) — H(clu,m)
= H(m) — H(e) + I(c; ulm)

= H(m) — H(c) + H(ulm) — H(ule,m)
< H(m) — H(c) + H(ulm)

< H(m) — H(e) + H(u)

where (a) follows from I (m; ¢) = H(m)—H(m|c) = I(¢;m) = H(c)—H(c/m);
(b) and (c) follow from the hypothesis that H(c|u,m) = H(u|lc,m) = 0; (d)
follows from d | m; and (e) follows from H(c) < H(u). O

We remark on the use of the lemma. Typically c is the z codeword entries observed

by the adversary, w is the keys, and m is the messages. Therefore the statement
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H(mle) = H(m) implies that no information about the message is leaked. For all
schemes discussed in this thesis, H(c) < H(u), v L m and H(c|u, m) follow
trivially by construction, and to invoke the lemma, the only non-trivial condition

that one needs to establish is H(u|c, m) = 0.

We are ready to show the correctness of the shortened secure EVENODD.

Theorem 4.3.1. If R, is a field, then the shortened secure EVENODD is a (p+ 2 —
s,p— 2 —s,2,2) secure RAID scheme.

Proof. 1t is easy to see that the shortened scheme maintains the same level of
reliability as secure EVENODD, and can tolerate any two erasures. Particularly,
the same decoding algorithm can be used, except that the shortened (suppressed)
entries in the codeword are set to be 0 by default. It remains to be shown that the

shortened scheme is also secure in the presence of two eavesdropping nodes.

By Lemma 4.3.1, the scheme is secure if the following claim is true: let ¢;, (), ¢;, ()
be any two entries of the shortened codeword, then () and us () are functions
of ¢;, (@), ¢, (o) and m; (), 7 = 1, ..., p— 2 — s. To prove the claim, we reformulate
it in the context of Construction 4.2.2. Note that encoding Construction 4.3.1 is
equivalent to encoding Construction 4.2.2 and suppressing the 3-rd to (s + 2)-th
entries in the codeword to be 0. Therefore, let S = {3,4, ..., s + 2} be the index set
of the shortened entries, then an equivalent claim is: in Construction 4.2.2, for any
i1,12 € [p+ 2]\S, u1(«) and uz () are functions of ¢;, («), ¢i, (), {ci(a) : i € S},
and m;(a), i € [p — 2]\S. In the following we prove this claim by showing that
one can recover u(a) and us(a) from ¢;, (@), ¢;, (), {¢;(e) : i € S}, and m;(«),

i € [p — 2]\S. Note that the generator matrix of Construction 4.2.2 is

11 --- 1 1 0
a? oo oaP i1
GpaGepo=1 0 01 -~ 0 |1 o? . 4.11)
0O 0|0 --- 1 1 ot

We remove the rows corresponding to the message polynomials m;(«), i € [p—2]\S,
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namely the (3 + s)-th to the p-th rows from (4.11) to obtain

11 1 1 1 10
0 « a2 aerl as+2 Ozpfl 1
G.=| 0 0|1 0] o 0 |1 a2
0o 00 - 1 0 -+ 0 |1 ot
It suffices to show that column vectors e; = (1,0,---,0) and e5 = (0,1,0,--- ,0)

are in the column span of the space generated by the 3-rd to (s + 2)-th columns plus
the 71-th and 7,-th columns of G,. Clearly, if both the i;-th and i5-th columns are
not the last two columns of G, then since R, is a field, the ¢;-th and i,-th columns
span e; and e,. In the remaining part of the proof we focus on the cases that at least
one of 7; and i is equal to p + 1 or p + 2. We also need to distinguish the case that

s is odd from the case that it is even. We begin with the case that s is odd.

Case 1 (i1 =p+1, ia < p+ 1): sum the 3-rd to (s + 2)-th columns and the 7;-th
column to obtain u = (0, 1+ Zf;l a',0,- -+ ,0). This vector together with the i,-th

column span ey, es.

Case 2 (11 = p+ 2, 19 < p+ 1) forv = 3,...,s + 2, scale the ¢-th column

! and add it to the i;-th column to obtain the vector v = (Zji; o, 1+

Zji; a®.0,---,0). Now if i = 1, then clearly v and the first column span
ey, es. Otherwise, scale the ip-th column by Z‘;S o’ and add to v to obtain

(0,1+ Y35 aft2=t 4577 4% 0, -+ ,0). We only need to show that

by a'~

s+1 s+1
p=143 et Y e 40 (4.12)
=2 i=2

Note that o” = 1 and (4.12) is trivially true when s = 1 or p = 5. Now we prove
(4.12) assuming p > 5 and s > 1. First suppose that s < 7%3 so that the summation
Zji; a% includes a*, a® but does not include o®. Zji; adt2=1 however, sums
consecutive powers of o and therefore, if it includes o, then it must include either
a* or a® or both. Therefore p must either 1) include both a* and a® but not include
a®, or 2) include o but not include at least one of a* and af. In both cases p is
not zero. Now suppose that s > 252, then Z;’i; a? includes o', o but does not
include o®. By the same argument as above again it follows that p # 0. This proves

(4.12) and so v and the 75-th column span e, es.

Case 3 (11 = p+ 1,79 = p + 2): obtain u as in Case 1 and obtain v as in Case 2.

Then u, v span ey, es.
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We now turn to the regime that s is even.

Case " (i1 = p+ 1, i3 < p+ 1): sum the 3-rd to (s + 2)-th columns and the 7;-th
column to obtain v’ = (1,1 + Zf;l a',0,---,0). This vector together with the

15-th column span ey, es.
Case 2/ (i1 = p+ 2, is < p+ 1): proof is identical to the proof of Case 2.

Case 3' (i; = p+ 1,i, = p+ 2): obtain v as in Case 1’. Add «' to the j-th column
to obtain

s+1
wi=(0,1+ Y a" 0, 1.+ ,0), j=3,..5+2
2

k=
kA1

where the entry of 1 is the j-th entry. Now scale w; by /="' and sum all of them to
the (p + 2)-th column to obtain:

s+1 s+1
v’:<0,1+z<aj <1+ Z al>>,0,'--,0> (4.13)
j=2 1=2, I#j
s+1
:<0,1+Zaj,0,---,0>. (4.14)
j=2

Then u/, v’ span ey, e5. The proof is complete. O

4.4 Secure STAR

The secure EVENODD scheme can tolerate » < 2 erasures and z < 2 eavesdroppers.
A natural and important question is how to construct secure RAID schemes that can
tolerate more erasures and eavesdroppers. In this section we construct an efficient
secure RAID scheme based on the STAR code [20], which is a generalization of
the EVENODD code. The STAR code is a family of MDS array codes capable of
tolerating 3 erasures with almost optimal encoding complexity. The resulting secure
RAID scheme can tolerate » < 3 erasures and z < 3 eavesdroppers, with almost
optimal encoding and decoding complexity. We start with describing the STAR
code. Define M,(x), R, and « as in Section 4.3. Recall that the multiplicative

order of « is p.

Construction 4.4.1. (STAR code [20]) Let p be a prime, the STAR code is a
[p + 3,p] MDS array code over Fo=1. Specifically, let my(c), wymy(a) be p

message polynomials each representing p — 1 message bits. Then the codeword
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polynomials (c1(a), ..., cpys(@)) = (my (@), ...,mp()) Gstar, where Gstar is the

generator matrix of the STAR code:

10 --- 0|1 1 1
01 --- 0|1 « a !

Gistar = R : : ' @.15)
00 --- 1|1 aPt o@D

‘We now describe the secure STAR scheme.

Construction 4.4.2. (Secure STAR) Let u; (), us(x), us() be three key polyno-
mials selected i.i.d. uniformly at random from R, and let m;(c), i € [p — 3] be
the message polynomials (each representing p — 1 bits of information). The key and

message polynomials are encoded into p + 3 codeword polynomials as

(e1(@), ..., cpys(@)) = (wi(a), uz(e), us(@), ma(a), ..., mp—3(@)) Gpag Gsrar

(4.16)

where G;’ad, defined in (4.17), is a square matrix that pads the key polynomials to
the message and Gsrar is defined in (4.15).

1 1 1 1
1 « 2 aP~? aP~1
1 Oéfl a72 a*(pr) af(pfl)
G = 4.17
pad 0 0 | 1 0 0 @17
0 0 0 1 0

Note that the secure STAR is rate-optimal. The following result shows the correct-
ness of the secure STAR.

Theorem 4.4.1. The secure STAR isa (n =p+ 3,k =p— 3,7 =3,z = 3) secure
RAID scheme over F5 .

Proof. Because the STAR code can tolerate three erasures and the codewords of
secure STAR are codewords of the STAR code, secure STAR can also tolerate three
erasures. It remains to be shown that the scheme can tolerate three eavesdropping

nodes.
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By Lemma 4.3.1, it suffices to show that from any three entries of the codeword
¢ (@), ¢iy(a), ¢y () and my (), © = 1, ...,p — 3, one can recover u; («), us(cr) and

us(a). To prove this claim, note that the generator matrix of secure STAR is

1 1 1 ... 1 1 1 0 0
1 a | o2 -+ aP? o1 {0 0 1
G” G ]_ ail 0172 PR af(p72) Ozf(pfl) O 1 O
pad MSTAR T g 0 |1 0 0 [1 o a2
0 0 0o - 1 0 1 a2 o P2

(4.18)

Let G,p be the matrix formed by the first three rows of the matrix in (4.18), then G,
is a systematic parity check matrix of the STAR code if the (p + 2)-th and (p+ 3)-th
columns are swapped. Because the STAR code is MDS, any three columns of its
parity check matrix are linearly independent. Therefore any three columns of G,

are linearly independent. This proves the claim and the theorem. 0

On account of the proof of Theorem 4.4.1, we can interpret the secure STAR scheme
under the framework of Theorem 3.3.1, where C, is the STAR code, and C; is the
dual STAR code.

4.4.1 Encoding Secure STAR
We analyze the computational complexity of secure STAR. As discussed in Section
4.2, multiplying an element of R, by o' requires at most p — 1 XORs. Consider
the encoding complexity of secure STAR, in the first phase we multiply the key and
message polynomials by G,e. This takes at most 10(p — 1) 4+ 5(p — 3)(p — 1)
XORs. The second phase, which is to encode the standard STAR code, takes at
most 3(p — 1)? + 2(p — 2) XORs. Therefore the normalized encoding complexity
of secure STAR is

10(p—1)+5(p—3)(p—1) +3(p—1)> +2(p - 2)

(p—=3)p—1)

XORs to encode each bit of message. By Corollary 3.2.1, a lower bound on the

~ 8

normalized encoding complexity is 6 + 1%3 ~ 6 XORs to encode each message
bit. Therefore the encoding complexity of secure STAR is almost optimal. In the
following we show an improved encoding scheme of secure STAR to further reduce
the encoding complexity. The normalized encoding complexity of the improved

scheme is approximately 6XORs per message bit, meeting the lower bound.
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Specifically, consider the (binary) generator matrix of the STAR code by regarding
a polynomial f(«) as a binary row vector of length p — 1. And so Gstar expands
into a p(p — 1) by (p + 3)(p — 1) binary matrix, i.e., each entry in the matrix in
(4.18) expands into a (p — 1) by (p — 1) block:

I 0 --- 0|1 A Ap

, I 0|l A AL

STAR — ST : <:> (4.19)
00 LT Apa Aoy

where [ is the identity matrix of order p — 1, 0 is the zero matrix, and A; = (a<l.€)),

ij
1 <1,7 < p—1isdefined by:

I, j—i=kori=p—k
(’?’):{ e (4.20)

? .
! 0, otherwise.

Note that Ay = I, and refer to (4.4) for more examples. The binary parity check

matrix corresponding to the systematic generator matrix in (4.19) is :

1 r .- I I 00
Hyrar = Ay AT A;fl 0 I 0
t t t

Consider the complexity of encoding the dual code of the STAR code by multiplying
a message vector (uy, us, ug) with the matrix Hy,z, where u; is a binary row vector
of length p—1. Then multiplying u; with A} is simply a cyclic shift of u; (by j entries
to the left) except that the (p — j)-th entry in the result becomes u} = i;i U
Therefore the only computation required in multiplying w,; with A; is to compute

u;, which only needs to be performed once for each u;.

Now to encode secure STAR, instead of using the padding matrix G4 in (4.17), we

use the following matrix G/ _;:

pad*
I T I T I
Ay AL | AL AL, AL
t t t t t
Ay ALy | ALy Al ooy | A1y
0 0 I 0 0
0 0 0 I
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Replacing G4 by G4 does not affect the security of the scheme. This is because

the first three rows of G4 and of G4 span the same space, i.e., the space of the

dual STAR code, with the last three entries in the codeword deleted.

The improved padding matrix reduce the encoding complexity of the padding phase
to at most 2(p — 2) + 6(p — 1) + 3(p — 3)(p — 1) XORs. Therefore, the overall
normalized encoding complexity of the improved scheme is
Ap—2)+6(p—1)+3(p—3)(p—1)+3(p—1)
(p—1)(p—3)

XORs per message bit, which is essentially optimal.

~ 6

4.4.2 Decoding Secure STAR

Next we consider the decoding complexity of secure STAR. In general one can
decode by multiplying the codeword vector to the inverse of the generator matrix,
but matrix inversion is an expensive operation (requiring O(n®) XORs). Even if the
cost of matrix inversion is amortized (as the inverse can be pre-computed), matrix
multiplication is still expensive (requiring O(n*) XORs). In the following we show
that the construction of secure STAR entails a very efficient decoding algorithm,

requiring only O(n?) XORs in total.

The decoding algorithm can be divided into three steps: First, if any of the first
p entries in the codeword is erased, recover them by erasure decoding. Secondly,
decode the key polynomials wu; (), ug(cr), us(cr) and hence all the key bits from
c1(a), c2(a), ¢p(r). Finally, cancel the keys from ¢;(«), i = 3,...,p — 1 to obtain
the message polynomials. For the first step, since the codewords of secure STAR
are codewords of the STAR code, recovering the erased symbols is equivalent to
recovering from erasures in the STAR code. A major advantage of the STAR code is
that it has a very efficient erasure decoding algorithm [20], requiring at most O(n?)
XORs to recover any three erasures. In the following we focus on the latter two
steps that deal with the arguably more important issue of “decrypting” the message,
as erasure decoding is needed only when erasures occur, but “decryption” is always

required whenever one wants to retrieve the information.

We first describe the third step of canceling the keys, which is simply to “re-pad” the
keys to the codeword in the same way as they were padded to the messages during
the encoding phase. Since the padding scheme G;ad is almost optimal, i.e., most
entries in the array are padded by only three key bits, the minimum number of keys

to tolerate three eavesdroppers, the complexity of canceling the keys is essentially



48

optimal. Namely, for most entries in the array, recovering the message bit stored in

that entry only requires 3 XORs to cancel the keys.

We now describe the second step of decoding the key polynomials. For ease of
notation, denote for short a; = wuy;, b; = ug;, ¢; = Us;, 1 = 1, ...,p—1,and ag £ uj,
by £ uj, co £ uj (recall that u} = S P~ u;;). Then the coefficients of ¢;(«) are
a; + b; + ¢;, the coefficients of cy(cv) are a; + b1y + c;—1y and the coefficients
of c,(av) are a; + b1y + ¢4y, © = 1,...,p — 1. Therefore the coefficients of
c1(a) + ca(a) are u; = b; + by 1) + ci—1) + ¢, and the coefficients of ¢ () + ¢, ()
are v; £ bii—1y +bi+ci+cupry,t=1,....,p— 1.

Fori = 0,...,p—3, by XORing v(;; 1) and u;;.9) we obtain w; = b; + b1y +b(it2) +
bii+s). Since by = uj = Zf;ll b;, we have wy = f;i b;, and w,_3 = Zf;f b;. We
consider two cases: Case 1: p mod 4 = 1. Therefore 4 divides p — 5 and we can
combine the w;’s to obtain Zf:_; b;. Canceling it from w, we obtain by. Similarly, 4
divides p — 9 and so we can obtain Y_"_ b;. Canceling >"_ b; and w, from w,_3
we obtain b;. By symmetry we can also obtain ¢4 and ¢5. Case 2: p mod 4 = 3.
Therefore 4 divides p — 3 and we can combine the w;’s to obtain Zf;?)l b;. Canceling
wy from it we obtain bs. Similarly, 4 divides p — 7 and we can obtain 37—} b;.
Canceling it from w,_3 we obtain b; + b, + bs. Finally cancel it from w; and we

obtain b4. By symmetry we can also obtain c3 and c¢4.

Therefore, there always exists an ¢ so that we can obtain b;, b;,1 and ¢;, ¢;11. Now
cancel b;, ¢; and ¢;, from v; to obtain b;_; and cancel b1, ¢; and ¢;;1 from u;,; to
obtain b; ;5. By symmetry we can also obtain ¢;_; and ¢;, 5. By induction we obtain
all b;, ¢;,© = 1, ..., p — 1. Finally, cancel the b;’s and the ¢;’s from the coefficients of

¢1(«) to obtain a;, i = 1, ...,p — 1. This completes the decoding of all key bits.

We summarize the computational complexity of systematic decoding, i.e., the
complexity of the second and third steps of the algorithm. The second step re-
quires no more than 18(p — 1) XORs and the third step requires no more than
3(p—1)+3(p—3)(p— 1) XORs. Therefore the normalized decoding complexity
is
Bp-—1)+3p-1)+3p-3)(p-1)
(p=3)p-1)

XORs per message bit. Since every message bit has to be padded by at least three

~ 3

key bits in order to tolerate three eavesdropping nodes, the decoding complexity of

the scheme is essentially optimal.
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4.5 SecureB

In the previous sections of this chapter we have constructed several families of secure
RAID schemes with optimal encoding and decoding complexity; all of them are
related to the ring ‘R,,. In this section we construct another family of optimal secure
RAID schemes from the B codes [18], which are related to graph factorization.

Specifically, the B codes are equivalent to perfect one-factorization of complete
graphs [18]. For any prime p, the perfect one-factorization of K, the complete
graph of p 4 1 vertexes, is known [43], and geometrically defines a family of B
codes, also equivalent to the codes in [44]. Here we present a simplified algebraic

description of this family of B codes.

We start with the dual B codes which are conceptually simpler. For any prime p,
lett = ’%1, the dual B code is a [p — 1,2] MDS array code over [ of minimum
distance p — 2. We refer the reader to Figure 4.3 for an example of the dual B code
of p = 7 and an informal description of the construction. Let a, b be integers, we
denote by (%) by the unique integer m, 0 < m < p, such that a = bm (mod p).

Node 1 | Node2 | Node3 | Node4 | Node5 | Node6
my mo mg My ms me
mo @ mg | My B ms | Mg D my | My Dmg | mgDme | ms S my
msg @ ms | Mg O mg | ma@my | Mms B mg | My Dmy | Mg D Mo

Figure 4.3: Dual B code of length 6. All symbols are binary bits and all operations
are XORs. The code is MDS and is able to correct 6 — 2 = 4 node (column)
erasures. Note that each message bit is checked by exactly 4 parities, implying
optimal encoding complexity because this is necessary to correct 4 erasures. In
general, dual B codes with similar properties can be constructed for any length
p — 1, where p is prime, in the following simple way: node ¢ stores m,; as well as all
sums of the form m, @ m;, such that (a + b) = i.

Construction 4.5.1. (Dual B Code). Let p be a prime, t = ;%1 and letmy, ..., mp_q
be the message bits. The codewords of the dual B code form at x (p — 1) array,
described by the following encoding mapping. Let c; ; be the (i, j)-th entry of the

code array, then c¢; j = my;.jy © m(a—i).j), for i € [t], j € [p — 1], where my =N}

Note that the first row of the array consists of the systematic symbols, and the 2-nd

to ¢-th rows consist of the parity (i.e., redundant) symbols.

Theorem 4.5.1. The dual B code is MDS.
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Proof. Note that the dual B codes have dimension & = 2 because there are p — 1
message bits and ¢t = ’%1. Therefore it suffices to prove that all message bits can be
decoded from any two nodes. Suppose the two nodes are node u and v. Then by
construction, for x € {u, v}, node z stores {m, +mpla+b=2,0 < a,b <p—1}.
Leti = (u/2) and j = (v/2). We describe a path, in which vertexes represent the
indexes of the message bits, and edges represent the encoded bits stored in node
u and v, i.e., the edge (a, b) represents m, + m;. The path consists of p vertexes
Z1,...,7p and p — 1 edges, defined as follows. Let the first vertex be 1 = 7. Let
the odd edges (i.e., the 1-st, 3-rd, ..., (p — 2)-th edges of the path) come from node
v, i.e., they are elements of {(a,b)|a + b = v = 2j}, and let the even edges come
from node wu, i.e., they are elements of {(a,b)|a + b = u = 2i}. The path is well-
defined by construction, namely, xo = 2j — i, since node v stores m; + my;_; and
stores no other encoded bits involving m;; and x5 = 3i — 2j , since node u stores
Maj—; + Mmg3i_2; and stores no other encoded bits involving ms;_,;. By induction, it
is straightforward to see that {z1, ..., z,} = {(¢ + 2a(i — j))|a = 0, 1, ..., £t}.

We claim that the path is simple, i.e., |{z1, ..., 2, }| = p. Suppose ¢ + 2a(i — j) =
i+ 2d'(i — j) mod p, then because i Z j mod p, it follows that « = o’ mod p,
proving the claim. Because F), has exactly p elements, it follows that {1, ..., z,} =
{0, ...,p—1}. Particularly, the path contains a vertex labeled by 0, whose neighbors
on the path are vertexes v and v. Since my = 0 is known, we cut the path at the
vertex 0, obtaining two decoding paths, such that one starts with vertex u, and the
other starts with vertex v. Following the decoding paths, all message bits on the
path can be decoded one by one by cancellation, starting with canceling m,, and m,,

which are stored in the clear. This completes the proof. 0

In the 2t X (p — 1)t generator matrix of the dual B code, each row has exactly p — 2
1’s. This meets the obvious lower bound on the number of 1’s (the dual B code
has minimum distance p — 2), and therefore the dual B code has a lowest density
generator matrix. This matrix is a (systematic) parity check matrix of the B code,
from which we can immediately obtain a generator matrix of the B code, by recalling
that [A|I(,_x)] is a parity-check matrix of an [n, k] code C over I}, if and only if
[I;:| — AT] is a generator matrix of C. We refer the readers to Figure 4.4 for an

example of the B code of p = 7 and an informal description of the construction.

Construction 4.5.2. (B Code). Let p be a prime, t = ’%1 and let m; ;, i € [t — 1],
J € [p — 1] be the message bits. The codewords of the B code forms at x (p — 1)
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Node 1 Node 2 Node 3 Node 4 Node 5 Node 6
mi,1 mi,2 mi1,3 mi,4 mi,5 mie
ma 1 m2 2 m2.3 M2 4 m2.5 m2.6
mia®mied | M1 OmMisD | MisDOmMia® | Mi2DOmisd | miegDmi2B | mi3dmi1D
ma 5 D mas ma 3D mage ma1 D ma 2 mae D mas ma,4 D ma1 ma,2 D ma 4

Figure 4.4: B code of length 6. All symbols are binary bits and all operations are
XORs. The code is MDS and is able to correct 2 node (column) erasures. Note
that each message bit is checked by exactly 2 parities, implying optimal encoding
complexity because this is necessary to correct 2 erasures. In general, for any prime
p, B codes of length p — 1 can be constructed in the following way: construct the
dual B code of length p — 1 and switch the role of information bits and parity bits.
Specifically, in the dual B code (see Figure 4.3), an information bit m; is checked
by n — 2 parities; in the B code, these n — 2 parities become information bits, and
they are exactly the set of information bits checked by the parity bit of node <.

array, described by the following encoding mapping. The firstt — 1 rows of the array

consist of the systematic symbols, i.e., ¢; j = m, j, fori € [t — 1], j € [p — 1]. The

t-th row consists of the redundant symbols, i.e., c; ; = 2;11 My oy DMy 4y ),
’ 1 ’ k

forj e p—1]. v

By Lemma 3.3.1, the B codes are MDS and can correct 2 node erasures. In the
(p — 3)t x (p — 1)t generator matrix of the B code, each row has exactly three
I’s, meeting the obvious lower bound (the B code has minimum distance 3), and

therefore the B code has a lowest density generator matrix.

We are ready to describe the (n = p — 1,k = p — 5,7 = 2,z = 2) secure RAID

scheme based on the B code.

Construction 4.5.3. (Secure B). Let p be a prime and t = ;%1_ Let uy, ..., upq
be the uniformly distributed key bits and let m; j, i € [t — 2], j € [p — 1] be the
message bits. The codewords of secure B form at x (p — 1) array, described by the
following encoding mapping. The first row of the array consists of the key symbols,
ie, cij = uj ® oy ®uryy, j € [p—1). The 2-nd to (t — 1)-th rows are the
systematic message symbols, i.e., ¢; j = U((iy1).j) DUij) DMy, fori € [2,t—1],
J € [p—1]. The t-th row consists of the redundant symbols, which are computed by
encoding the B code described in Construction 4.5.2, regarding the first (t — 1)-rows

of the array as information symbols.

An example of the scheme is shown in Fig. 4.5. On account of the construction
method discussed in Section 3.3.1, the construction idea is to let Cy be the B code

and design C; to take a form similar to the dual B code, because it is low rate,



Node 1

Node 2

Node 3

Node 4

Node 5
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Node 6

u1 D uz D ue

U2 D us D us

u3 D us D usg

ug D uy D us

us D us D uz

ue D us D u1

u3 O us O ma

ue D uz O mo

uz D u1 O ms

us D ue D My

u D ug O ms

ug D uz O me

uy O u1d
ug B ms S ms

uy D u2®
u1 b me & ms3

uy, O usd

us b ma & ma

uy D us®
uz2 b ms & me

uy D us®
UuUg D m1 G may

uy @D ue®
u3 b mqg G ma

Figure 4.5: The (6,2,2,2) secure B scheme. uy, = @f;ll u;. The first row stores the
(relaxed) systematic key bits, the middle row(s) stores the systematic message bits,
and the last row is redundant. Note that the scheme is essentially optimal in key
padding, in the sense that only two keys are padded to each entry of the array except
the first and the last rows. In the last row three keys are padded (regarding uys. as a
key), which is only slightly suboptimal. In the first row, while the keys are not stored
in the clear, the cost (less than 2p XORs) in encoding is marginal especially when
amortized over the message bits. Decoding the keys from the first row is efficient,
see Algorithm 1.

MDS, and has optimal encoding complexity. However, the dual B code is not
contained in the B code, and we need to design C; carefully to meet C; C C, without
compromising efficiency. Indeed, the encoding of keys in Construction 4.5.3 is
similar to Construction 4.5.1, e.g., compare the third row in Figure 4.3 to the second

row in Figure 4.5.

The following lemma gives an explicit expression of the entries in the last row of

the array.

Lemma 4.5.1. In Construction 4.5.3,
CtJ = Uux D Uj ) U(j/g) D (

—1
where us, = @V, ;.
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Proof. We have

t—1
(@)
ey = D <Ck,<ﬁ> D c <f%>>
k=1
t—1
= o) P @ (EB <%<ﬁ> D <i>>)
k=2
®) t—1
= U(j/2) DU D U—j/2) D U—j) B U(—25) Du; B ( (Ck () DG <;>>>
k=2
t—1
(5/2) D U(—j/2) D U—j) B U-25) D (@ (Ck,(ﬁ) e <;>>>
©)
= U(j/2) B U—jj2) D U—j) D U-2)D
t—1
k@z (1) @ty @ ) @ gy @ sy S )
t—1
= Uj/2) D u(—j/2) + DU (EBQ ( i) D u, (k+1)3>>> D

k=1
t—1
(mk—l (k) @ M- <—%>>
k=2
© t—1
= U(jj2) D U(—j) D ug © uj O u—j D ( (mk—1,<ﬁ> D mk—17<—z:>)>
k=2
t—1
= Uz Uy D UG D (EB (mk—17<%> ® mk—17<—;’>>>
k=2

where (a) follows from Construction 4.5.2; (b) and (c) follows from Construction
4.5.3; (d) follows from merging u_;/2 and u _,; into the summation; and (e)
follows from the fact that @t_ll <u<_k%> + u<_W>> = ux ® u; ® u(_j, which
we now prove. Note that <k+1> = <k/k_4lr1> implies (k) = (K'); (&) = <k/]:,rl> implies
(k) = (K'): () = () implies that (k+k’) = p— 1, and therefore it follows that

in the summation, the 2(¢t — 1) = p — 3 summands are distinct. Denote by J the set

of the indexes of the summands, then J contains 1, 2, ..., p — 1 except two elements.
k:+1> # 1 and (E2) # 1, it follows that ( j) ¢ J. Because (i) =
(=1) and (') = (—1) both imply that (k) = ¢, it follows that j ¢ J. Hence

Because (
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J = [p—1\{j, (~)}, implying B, <U<7k%> ® 7@@)) = ux @ u;j @ u(-j)-
This completes the proof. U

Theorem 4.5.2. Secure Bisa (p — 1,p — 5,2, 2) secure RAID scheme over F, for
any prime p and t = ’%1. In particular, the density of the key rows of the generator

matrix is 2p — 5, and the density of the message rows is 3.

Proof. Note that t = ;%1 and the number of message bits is (t — 2)(p — 1). So
k= (t—2)(p—1)/t =p— 5, and the scheme is rate-optimal.

Since the codewords of secure B are codewords of the B code, any two column
erasures can be corrected. We focus on proving that the scheme is secure. By
Lemma 4.3.1, it suffices to show that given the message bits and any two columns
of the array, all keys can be decoded. For j € [p — 1], consider the encoding of keys,
denoted by {c;; : i € [t]}, in the j-th column. By Construction 4.5.3 and Lemma

4.5.1, we have

uj D uzj) D () =1
= Wirn)g) DUy i=2,-- t—1 4.21)
Uy, & U, s> Uj/2) 1=1.
Encode the keys u,, - - - , u,_1 as information by the dual B code, then the entries in
the 7-th columns are
i = Uig) ®wa—y =1t (4.22)
Clearly, ¢} ; = ¢} ;,i=3,--+ ,t — 1. Note that
t—1
@ Cij = s +uj + gy + U + g, (4.23)
i=2

Therefore, ¢} ; = u; = @_, ¢} ;, and & ; = wpy) + wj = Pi_, ¢ ;. It follows
that {c; : i € [t]} are functions of {c] ; : i € [t]}. Since the dual B code is MDS,
the u;’s can be decoded from any two columns of the ¢} ;’s, and so can be decoded
from any two columns of the c;,j’s. This completes the proof that secure B is a

(p—1,p —5,2,2) secure RAID scheme.

We now analyze the density of the generator matrix G. We say a key u; (or a message
bit m; ;) is checked by c,; if in G the entry corresponding to u; (or m; ;) and cq
is 1. By construction, u; is checked by ¢;j, forb = 1,...,p — 1, b # 4, (2i), and is
checked by exactly one element of {c,1,...,Cqt—1} fora=1,....,p — 1, a # (27).
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Therefore u; is checked for exactly p —2+p — 3 = 2p — 5 times. A message bit m; ;
is checked by ¢;11j, ¢ ((i+2);) and ¢ (—(i+1);)- Therefore m; ; is checked for exactly

3 times. This completes the proof. [

On account of the proof of Theorem 4.5.2, we can interpret the secure B scheme
under the framework of Theorem 3.3.1, where Cs is the B code, and C; is a variant
of the dual B code.

By Theorem 3.2.2, a lower bound on the density of the key rows is p — 2 and a lower
bound on the density of the message rows is 3. Therefore for the message rows, the
scheme achieves the lowest density. For the key rows, the scheme achieves the lower

bound within a factor of 2.

Algorithm 1 m = Dec(c); Systematic Decoding.

1: fori < 1totdo > Decode keys from ¢, ;, j € [p — 1]. Recall that t = ’%1.
2 T Ctijay D i DT = Uiy2) + U=if2)
3 Ui <= C13i/2) DX

4 U—j <= C1(—i/2) DT

5: end for > All keys have been decoded.
6: fori <« 2tot—1landj < 1top—1do

7 Mi—1,j < Cij D U((i+1)5) D u—jy > Cancel keys to obtain message bits.
8: end for

Algorithm 1 describes a systematic decoding algorithm for the scheme. In the
case of erasures/error, the erasure/error decoding algorithm of the B code [18] is
invoked to correct the erasures, and then Algorithm 1 is invoked to decode the
message. Encoding the scheme according to Construction 4.5.3 requires a total
number of 2p? — 9p + 7 XORs, or on average 4 + I% XORs per message bit.
Systematic decoding the scheme according to Algorithm 1 requires a total number
2 _ 9 7 3 .
of p* — 5p + 5 XORs, or on average 2 + 5 XORs per message bit. By Corollary
3.2.1, encoding each message bit requires at least 4 + I% XORs, and decoding
each message bit requires at least 2 XORs. Therefore the encoding and decoding

complexity of secure B is essentially optimal.

4.6 Optimal Secure B
So far the secure RAID schemes constructed in this chapter are almost optimal in
terms of encoding, decoding and the density of generator matrix. Nevertheless, it

remains an interesting problem whether the gap can be closed, and whether there
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exist schemes achieving the bounds in Theorem 3.2.2 and Corollary 3.2.1 strictly.

In this section we provide a partial answer to this question.

Specifically, we are able to construct strictly optimal (p — 1,p — 5,2,2) secure
RAID schemes for any prime p ranging from 7 to 53. We conjecture that such
strictly optimal schemes exist for an infinite sequence of primes p. Like Section 4.5,
the construction is based on the B codes. Unlike Section 4.5, which slightly changes
the encoding of the dual B code for key padding, in this section we will preserve
strictly the encoding of the dual B code and its optimality. Then, in order to meet

the containment condition, we resort to permutation.

Definition 4.6.1. Let p be a prime, t = 252, and let o : [t] — [t] be a permutation.
We say o is proper with respect to p if o(1) # t and that for every codeword
C = (c;) of the dual B code, (c,;);) is a codeword of the B code.

Construction 4.6.1. (Optimal Secure B) Let p be a prime, t = p%l, and let o :
[t] — [t] be a proper permutation with respect to p. Let uy, ..., u,—1 be uniformly
distributed key bits. The codewords of optimal secure B format x (p—1) array. The
firstt —1 rows of the array are the systematic key and message symbols, computed as
follows. Denote by C" = c; ; the codeword of the dual B code computed by encoding
the keys as information symbols and denote i* = o(1), then ci-; = ¢ ; = uy,
jE€p—1fori#iti€t—1] j € [p—1], ciy = ¢y ; © miy, where the
m; ;s are the message bits. The t-th row consists of the redundant symbols, which
are computed by encoding the B code regarding the first (t — 1)-rows of the array

as information symbols.

An example of the optimal secure B schemes is shown in Figure 2.2. The proper
permutation (in cycle representation [45]) is o = (1)(2, 3). It would be helpful to
compare Figure 2.2 to Figure 4.3 and Figure 4.4 to see the effect of 0.

Theorem 4.6.1. Construction 4.6.1 is a (p — 1,p — 5,2,2) secure RAID scheme
over Fh. In particular, the key rows of the generator matrix have optimal density

p — 2, and the message rows have optimal density 3.

Proof. Interpreting the scheme using the method described in Section 3.3.1, then C,
is the dual B code in which the rows of the codeword array are permuted according
to o, and C, is the B code. By Corollary 3.3.1 the scheme isa (p — 1,p — 5,2,2)
secure RAID scheme.
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By the optimality of the dual B code, each key bit appears in exactly p — 2 of the
¢i,j’s, and by the optimality of the B code 4.5.2, each message bit appears in exactly
3 of the ¢; ;’s. Therefore each key row has density p — 2 and each message row has

density 3, meeting the lower bound in Theorem 3.2.2 and proving the theorem. []

Encoding Construction 4.6.1 requires 4+ 1%5 XORs per message bit and achieves the
lower bound of Corollary 3.2.1. Systematic decoding the scheme by first reading the
keys and then canceling them from the systematic message symbols requires 2 XORs
per message bit, again achieving the trivial lower bound. Therefore Construction

4.6.1 has optimal encoding and systematic decoding complexity.

It remains to address whether a proper permutation o exists and how to construct
it. 'We are not aware of a method to construct proper permutations for arbitrary
prime p. However, for an arbitrary permutation o, the following result is useful in

determining whether o is proper.

Lemma4.6.1. Let p be aprime, t = 251, and let o : [t] — [t] be a permutation such
that o(1) = i* # t. Consider five multlsets A = {(0;(1)) L €[t —1],1 # it}

—{<”‘”>:ze[ i i) Ay = {(=75) i e =1, £ 07},
A4—{< e[t —1],i # i} and As = UL A; U {( #1) (%)) Then
o is proper wzth respect to p if and only if c71(t) and (1 — oc~1(t)) are elements of

As with odd multiplicity and all other elements of As have even multiplicity.

The lemma can be proved by verifying Definition 4.6.1 according to Construction
4.5.1 and 4.5.2. With Lemma 4.6.1 we can easily check whether a given o is proper
or not. Therefore a proper o with respect to a given p, if exists, can be found by
exhaustive search. Proper o with respect to 7 < p < 53 are listed in Table 4.1. We
conjecture that proper o exists with respect to an infinite sequence of p.
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P g

7 (1) (23)

11 (142)(3)(5)

13 (153)(2) @) (6)

17 (1) (283647 (5)

19 (12)(3984)(57)(6)

23 ()(211103498765)

29 (1)(214) (3131211107 54) (6) (8 9)

31 (1) (2151211 65)(34) (7109 8) (13 14)

37 (138541817161514111092) (67) (12 13)

41 (1987654)(23) (102017 14 13 12 11) (15 16) (18 19)

43 (1151413)(2121110)(3987 1817162120 196 5) (4)

47| (1179155432)(61413127) (81110 16) (18 23 22 21 20) (19)
53| (154318871514131224231091716626) (225 11222120 19)

Table 4.1: Table of proper permutations with respect to p. We use the cycle
representation of permutations [45]. We note that proper permutations may not be
unique and this table lists only one of the proper permutation(s) with respect to a
specific p.
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Chapter 5

SCHEMES OF ARBITRARY RATE OVER RING

In the previous chapter we construct several secure RAID schemes with optimal or
essentially optimal encoding and decoding complexity. These schemes are high rate
and can tolerate » < 3 erasures and z < 3 eavesdroppers. In this chapter we turn
to designing highly efficient schemes with general parameters. We start with diving

into a special ring R,,, over which the schemes will be constructed.

5.1 The R, Ring

Let p be a prime, and let M, (x) = >~} ' be a polynomial over GF(2). Let R,
be the ring of polynomials of degree less than p — 1 over G F'(2) with multiplication
taken modulo M, (x). We shall use the indeterminate « to refer to polynomials in
R, and reserve the indeterminate « for polynomials in Fy[z]. Secure EVENODD
and secure STAR are both linear schemes over R,, in which the coefficients of an
element of R, are the p — 1 bits stored by a node. It is well known that R, has a
nice structure that is advantageous to both computation and implementation [34]. In
this section we review and summarize the important properties of %, which will be
useful later in the design and analysis of efficient secure RAID schemes tolerating

an arbitrary number of erasures and eavesdropping nodes.

Lemma 5.1.1. Given a(z) = Y72 a;a’, let
p—2
b(x) = Z bix' = 2’a(xr)  mod M,(z). (5.1
i=0

Namely, b(a) = a?a(a). Then b, i = 0,--- ,p — 2 can be computed by Algorithm
2 using no more than p XORs.

Proof. Let c(z) = Y.~ c;x’ € Fy[x] be the polynomial of degree < p such that
c(z) = 2’a(r) mod 2P — 1. (5.2)
Denote a = (ag, - ,a, 1), where a,_; = 0. Then (co, - -+ ,c, 1) is a cyclic shift

of a to the right by j positions, namely ¢; = a;_j),. Since 27 — 1 = (2 + 1) M, (z),
it follows that

b(z) = c(xr) mod M,(z). (5.3)
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Algorithm 2 Compute b(a) = a’a(a)
Il’lpllt ag, - - 7(lp_2,j
Output: by, - , b, o
D Qp—1 0
Cyclic shift (ag, - - - ,a,—1) to the right by j positions.
fori <+ Otop—2do
b,‘ —a; D Ap—1
end for

A

Therefore b(x) = c¢(x) — ¢,—1M,(x), implying that fori = 0,--- ,p — 2,

bz‘ =C —Cp (54)
= Qlimj)y — U=j-1)p- (53)
This completes the proof!. ]

Lemma 5.1.1 shows that multiplying an element in R, by a power of «a can be
computed efficiently. Notice that ¥ — 1 = (z — 1)M,(z), implying that o = 1.

Therefore o has a multiplicative inverse o, also denoted by .

Lemma 5.1.2. o' — o has a multiplicative inverse in R, if i Z j mod p.

Proof. Letl = (i — j), # 0, notice that
ged(z! —1,2P — 1) = 22°40P) 1 = g — 1, (5.6)
Since p is an odd prime, M, (1) # 0. Therefore
ged(z — 1, My(z)) = 1. (5.7)

(5.6) and (5.7) imply that ged(z! — 1, M,(x)) = 1 and so o! — 1 has a multiplicative

inverse in R,,. Therefore a/(a! — 1) = o’ — o/ also as a multiplicative inverse. [

Denote the multiplicative inverse of o’ — o’ by (o’ — )71,

Lemma 5.1.3. Lera(a) = S°P-7 a,0%, and define ¢; = a; Z; 00,1 =0, p—
1, where a, 1 = 0. Then for 1 £ 0 mod p, the coefficients of

b(a) = b@:ﬁw) (5.8)

"Note that since we are working over bits, + and — both refer to the operation of XOR, which is
denoted by & in the algorithm.
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are given by the recursion
bi—ki—1y, = D(—(k=1)1=1), T C(=(k=1)I—1),> (5.9)

fork=1,--- p—1, wherebp_léo.

Proof. By (5.8) we have (o) — 1)b(a) = a(«) and so by Lemma 5.1.1 it follows
that, fori =0,--- ,p—1

a; = b(i—l>p - b(—l—l),;, - bl (510)

Summing both sides of (5.10) over 0 < ¢ < p — 1, we obtain

p—1

> ai=b i, (5.11)

1=0

This proves the lemma for £ = 1. Note that (5.10) and (5.11) imply that

b1y, = b—i-1), + bi +a; (5.12)

Therefore the case of £ > 1 follows by substituting
i=(—(k—1l-1),
into (5.13). [

Note that because I, is a field, for{ # 0 mod p, {(=kl—1), : k=0,--- ,p—1} =
{0,---,p — 1}. Therefore all coefficients of b(«) are obtained by (5.9).

Corollary 5.1.1. Let a(a) = Y- a;a, and ¢; be as in Lemma 5.1.3. Then for
I £ m mod p, the coefficients of

b(a) = pibo/ ) (5.14)
p g al — am :

are given by the recursion

bi—k(t—m)~1), = O(=(k=1)(1=m)~1), T C(=(h=1)(l=m)+m—1),>

fork=1,--- p—1, wherebp,léo.
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Proof. By (5.14) we have

a (ol — a™)b(a) = (7™ — 1)b(a) = o ™a(a), (5.15)
implying that
a "a()
bla) = ——.
(Oé) al—m -1
Now apply Lemma 5.1.3 and the corollary is proved. [

Example 5.1.1. The coefficients of b(a) = a(a)/(a* — «) in Ry are given by

bg =0

bs = bg + ¢
bp = bs + ¢4
by =bg+ 1
by = by + c5
bs = by + ¢
ba = bs + cs.

Corollary 5.1.1 shows that division by ! — a™ in R, formalized in Algorithm
3, can be efficiently computed using no more than 3p XORs. We remark that in
the algorithm the calculations of indexes modulo p do not depend on the input
bits ag, - -+, a,—2. Therefore for fixed [ and m, the indexes can be precomputed.
Furthermore, a simple and efficient circuit design for computing the indexes is

presented in [34].

Algorithm 3 Compute b(a) = a(a)/(a! — a™)
Input: ag,--- ,a,-2,l,m
Output: by,--- ,b,_2
D Qp—1 0, bp,1 +— 0
a* @f;ol a;
for k< 1top—1do
bi—k(i—m)—1), = O(—(k—1)(1=m)—1), B @" B A(—(k—1)(1—m)+m—1),
end for

AN

5.2 Construction from Cauchy Matrices
In this section we propose an efficient secure RAID scheme of general parameters
over R, from Cauchy matrices. Consider any n, r and z such that n > r + z, let

k' =n—r—zandlet p > n be a prime. We describe the encoding of a linear
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(n,k,r, z) secure RAID scheme over R,, i.e., every node stores p — 1 bits. Let
the key polynomials u;(«), i € [z] be selected uniformly at random from R, and
let m;(«) € R,, i € [k] be the message polynomials. To simplify notation, in this
chapter we denote polynomials like u;(«) and m;(«) for short as u; and m; when

no confusion arises. The encoding process includes three steps.
Step 1: Compute the padding polynomials
(v1, -+ o) = (ug, -+, u) POQ. (5.16)

Here P = diag(po, - - ,p.—1) and @ = diag(qo, - - - , qx—1) are two diagonal matri-

ces given by

z—1
1
j=1(:1['75i (af = o)
z—1
= —a?), i=0 k-1 (5.18)
j=0

And C'is a z by k& Cauchy matrix

1 1 1
1-a* 1—aqztl! 1—aztk—1
1 1 1
C=| o« -t —arh (5.19)
1 1
s sl vz S s o s
Step 2: Compute partial codeword (the systematic part)
cG=u;, t=1,--+,2 (5.20)
Coti :vi+mi, 1= ]_, ,]{7. (521)
Step 3: Compute the remaining part of the codeword
(Cz+k+17 e 7Cn) = (Cla T acz—i-k)P/C/Q,' (522)

Here P’ = diag(p(,--- ,p.,x_1) and @ = diag(q), - ,¢._;) are two diagonal

matrices given by

z+k—1 1
J=0,j#i
z+k—1
¢ = H (T —ad) i=0,---,r—1. (5.24)

=0
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And " is a z + k by r Cauchy matrix

1

l_az+k l_az+k+l e a0—aqn—1
O — a—a#tk a—qrthtl a—an—1 (5.25)
1 1 1
az+k71_az+k az+k71az+k+1 e az+kfl_an71
The resulting codeword is (¢y, - - - , ¢,), i.e., node 7 stores the p— 1 bits corresponding

to the coefficients of ¢;(«). Note that the scheme is rate-optimal as k = n — r — z.

We remark that the scheme is systematic: the key polynomials are stored uncoded in
the first z nodes (refer to (5.20)), and the (z + 1)-th to (z + k)-th nodes each stores
the sum of a single message polynomial and a function of the key polynomials (refer
to (5.21)). The systematic form helps reduce encoding and decoding complexity as
(5.20) and (5.21) can be computed easily. The systematic form also allows efficient
random access: in the case that one wishes to decode a single message m, instead
of all messages, it suffices to read the keys from the first z nodes, then compute
v; according to (5.16), and finally cancel v; from ¢; to obtain m;. In comparison,
complete decoding of all messages is required for non-systematic schemes which

induces significant read/communication/computation overheads.

We analyze the encoding complexity of the scheme. Focusingon Step 1, (uy, - -, u.)
is first multiplied with P, then with C, and finally with ). The first and the last
multiplications can be efficiently computed because P and () are (sparse) diagonal
matrices. The second multiplication is also efficient because every entry in C' has
the form (! — a™)~! and by Algorithm 3 multiplication of this form can be com-
puted efficiently. Specifically, by Algorithm 2 and 3, the first multiplication takes
no more than 3z2p XORs, the second multiplication takes no more than 3zkp XORs
and the last multiplication takes no more than 3zkp XORs. Therefore Step 1 takes
no more than 3z(z + 2k)p XORs. Step 2 clearly takes no more than kp XORs.
By a similar analysis, Step 3 takes no more than 3(z + k)(z + k + 2r)p XORs.
Overall, the encoding complexity of the scheme is no more than 6(z + k)np XORs.
We remark that the encoding complexity is amortized over k(p — 1) message bits,
and so the normalized encoding complexity is at most %

bit. Particularly, in the high rate case that k£ dominates z, the normalized encoding

XORs per message

complexity is O(6n) XORs per message bit.



65

5.2.1 Correctness
We first prove a connection between Vandermonde matrices and Cauchy matrices.
This connection is well known when the entries of the matrix are from a field, see,

e.g., [46]. Below we generalize the result to matrix over rings.

Theorem 5.2.1. Let ay,--- , oy, and By, - -+, B, be distinct elements of a (com-
mutative) ring R, such that o; — «; is a unit (i.e., has a multiplicative inverse in
R) for distinct i,j € [m| and that o; — [3; is a unit for i € |m],j € [n]. Let
Pi = jemppi(c — a;) ! fori € [m), and let q; = [T cpm(Bi — o), for i € [n].
Define diagonal matrices P = diag(p1,- -+ ,pm) and q = diag(q1,- - ,qn). Define
an m by n Cauchy matrix C' = (c; ;), where ¢; j = (o; — 3;) 7%, fori € [m], j € [n].
Then

PCQ = —V; Vs, (5.26)
i—1
j 1
is the inverse of Vi, and V5 is a m by n Vandermonde matrix in

where Vi is an m by m Vandermonde matrix in which the (i, j)-th entry equals o
i,j € [ml, V!
which the (i, j)-th entry equals B;-_l, i€[ml,j € [n]

Proof. For i € [m], define functions
filx) = # (5.27)

where f(x) =[]~ (z — ;). Note that

i=1
Fly=>" [ (@-om). (5.28)

J=1 ke[m] k#j
Therefore f'(c;) = [l cpn (i — ;). Since by hypothesis all factors in the
denominator of (5.27) are units, it follows that f;(z) is well-defined, and that f;(«;) =
Land fi(a) = 0 for j # i. Write fi(x) = 7", fi 277", where f;; € R, and
define a m x m matrix F' in which the (¢, j)-th entry equals f; ;, then it follows that

Fir oo fum W o al
FVy = : : :
fm,l T fm,m Oérln_l e 04%71

fl(Oél) fl(Oém)
- . = (5.29)

fm(a) - f(am)
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Particularly, we have F' = V,"!. Therefore, the j-th column of V, 'V} equals

F( ;)7 76;171)T:(f1(ﬁj)7"' 7fm(5j))T7 (530)
where by construction, for i € [m],

_ er[m],kgéi(ﬂj — ar)

fi(By) = : (5.31)
’ er[m],k;ﬁi(ai — ay,)
Now notice that the (7, j)-th entry of PC(Q) equals
PCQ(i,j) = piC(i,4)g; (5.32)
B = o
_ er[ ]( J k) (5.33)
(@i = B) Iepmy pei (i — )
The proof is complete. 0
On account of (5.16), define another diagonal matrix Q = diag(qo, - - , Gesr_1)
where fori € [0,k +r — 1],
z—1
g = [J(o" = o). (5.35)
§=0

Note that the first k& diagonal entries of Q) are identical to those of (). Define a z by
k + r Cauchy matrix

1 1 eee o — 1
1—a? 1—q?t1 l_az+k+'r71
1 1 eee o — 1
— a—a? a—azt1 a,azﬁ-k-&-r—l
C = . . . . . (5.36)
1 1 1
aF—1_q7 aqF-1l_qztl 77 gr—I_grtktr—1

Note that C' consists of the first & columns of C'. The following result relates matrix

PCQto P'C'Q.

Lemma 5.2.1. The row space of [I., | P'C'Q'] contains the row space of [I.|PCQ),

where 1, is the identity matrix of order n.
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Proof. By Lemma 5.1.2, the condition of Theorem 5.2.1 is met and so it follows by
the theorem that PC(Q = VflVg, and P'C'Q)' = Vz,flV4, where

1 o ce az_l
i=1| . . : : (5.37)
1 o ! a(z—l)(z—l)
[ 1 . 1
o’ az+1 . az+k+r—1
Vo = ' _ . _ (5.38)
a/z-(zfl) a(erl)(zfl) . a(z+k+r71)(z71)
1 1 . 1
1 o L. aerkfl
Vs=| | : : : (5.39)
1 a#tk-1 ... CY(z+k—1)(z—0—k—1)
I 1 1 . 1
az+k CYZ—HH_I . az+k+'r—1
Vi= . : : : - (540
a(z+k)~(z+k—1) a(z+k+1)(z+k—l) . a(z+k+r—l)(z+k—l)

Therefore, [I,|PCQ] = [I.|V; ' V5] is (by multiplying V; on the left) row equivalent
to [V4|Va]. Similarly, [I.,|P'C'Q'] = [I.41|Vs 'V4] is row equivalent to [V3|V].
But [V7|V5] consists of the first z rows of [V3|V}]. Therefore the row space of [V3|V}]

contains the row space of [V;|V5], and the proof is complete. O

We are ready to prove the correctness of the scheme.

Theorem 5.2.2. The scheme described in Section 5.2 is an (n, k,r, z) secure RAID

scheme.

Proof. We first prove that the scheme can correct r erasures. In Step 3, i.e., (5.22), we
have applied a systematic erasure code C with generator matrix G' = [I, | P'C'Q)'],
where [ is the identity matrix of order z 4+ k. On account of the proof of Lemma
5.2.1, G’ is row equivalent to the Vandermonde matrix [V3|V,]. Specifically, the
determinant of the submatrix formed by any z + k columns of [V5]V}] is a unit. This
implies that any z + k columns of G’ are linearly independent and that C is an MDS

code that can correct r erasures.
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We turn to the security of the scheme. Consider any A C [n], |A| = z, and suppose
that the adversary has access to ¢;, i € [A]. By the linearity of the scheme, for i € [n]
we can write ¢; = s; + t;, where s; is a linear function of the keys (uy,- - ,u,)
and ¢; is a linear function of the messages (my, - - - ,my). Then to prove security it
suffices to show that (s;);c 4 is uniformly distributed because it implies that (¢;);c4

is uniformly distributed and independent of the messages. Write
(Clv' o 7CTL> = (ula' cry Uy, Ty, - e 7mk)G7

then by construction

, (5.41)

where G, = [[.|PCQ)] - G" is a z x n matrix and G,, is a k x n matrix. We have

(817' o JSTL> - (U1,' o Juz)GU‘ (542)

Let G = [I.|PCQ)]. By Lemma 5.2.1, the row space of G is contained in the row
space of G, namely each row of G is a codeword of C. Note that by construction, the
first 2 + k columns of G are [I,| PC(Q)]. Because C is an MDS array code, it follows
that G is the unique matrix in the row space of G’ such that its first z + & columns
are [1,|PCQ)] (since any r entries of a codeword of C are uniquely determined by
the other z + k entries). On the other hand, GG, is in the row space of G’ and the
first z 4+ k columns of G,, are [I,|PCQ)]. Therefore

G, =G = [L|PCQ]. (5.43)

By the proof of Lemma 5.2.1, [I.|PCQ)] is row equivalent to the Vandermonde
matrix [V7|V,] whose row space is an [n, z] MDS array code. Therefore (uy, - -, u,)
can be decoded from (s;);c4. Because (uq, - -, u,) is uniformly distributed, (s;);ca
is also uniformly distributed, which implies that the scheme is secure. Alternatively,
the fact that (uy,--- ,u,) can be decoded from (s;);c4 implies that the condition
H(ule,m) = 0 of Lemma 4.3.1 is met and so the scheme is secure. The proof is

complete. [

5.2.2 Decoding

This section discusses the efficient decoding of the secure RAID scheme in Section
5.2. We remark that the efficiency of decoding is critical for most applications. For
example, in storage, the decoding complexity affects critical performance including
data read throughput and latency.
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Decoding without erasures

We distinguish two scenarios of decoding, namely decoding without erasures (i.e.,
systematic decoding) and decoding with erasures. The former scenario addresses
the situation that the complete codeword is available and no entries are erased.
The task is to “decrypt” the message bits from the codeword. The latter scenario
addresses the situation in which up to r entries of the codeword are erased, and
the task is to recover the erased entries. We note that decoding without erasures is
especially important because 1) for many applications such as storage, this is the
common situation because the nodes are usually available; 2) in the situation that
erasures do occur, after recovering the erased entries, we come back to the problem

of decoding without erasure.

Specifically, the algorithm of decoding (my, - - - , my) from (cy, - - -, ¢,4 ) is simple.
Since (¢1, -+ ,¢,) = (ug,- -+ ,u,), we can compute (vq,--- ,vg) by (5.16). Now

for i € [k], we have m; = c,4; + v;.

We make three remarks. First, the decoding process is very similar to Step 1 and Step
2 of encoding, implying that the same circuit/logic can be reused, which is helpful in
terms of implementation. Second, we only assume that the first z 4 & entries of the
codeword are not erased and make no assumptions on the last r entries. Therefore
if erasures do occur to the last r entries, for the sake of decoding it is not necessary
to correct them. Third, for random access, i.e., the task of decoding (m;);c, for
some A C [k], |A| < k, it suffices to only compute (v;);c4 and cancel them from
(¢i)ica. Compared to standard (complete) decoding, this achieves savings in both

computation and the number of bits that are read and communicated.

The complexity of decoding without erasures is the same as the complexity of Step
1 and Step 2 of encoding, which amounts to no more than 3z(z + 2k)p + kp XORs
to decode k(p — 1) message bits. For the practical high rate case that & dominates
z, the normalized decoding complexity is O(6z) XORs per message bit. From the
perspective that any message bit has to be padded by at least z key bits for the sake
of security (otherwise the adversary can decode the message bit by eavesdropping

z bits), the decoding complexity is asymptotically optimal up to a constant factor of
6.



70

Decoding with erasures

We now turn to the case that 1 < e < r entries of the codeword are erased.
We assume that at least one of the first z + k entries is erased (otherwise, there
is no need to correct the erasures). By Theorem 5.2.2, the scheme can tolerate
any r erasures and therefore it can be decoded naively by inverting the encoding
matrix using Gaussian elimination. However, this leads to high computational?
and implementation complexity. Below we present a much more efficient erasure
decoding algorithm utilizing the structure of R, and a result on the decomposition
of the inverse of a Cauchy matrix, credited to Boros, Kailath and Olshevsky [47,
Theorem3.1] (see also [48]). We note that although [47] studies matrices over fields,
the assumption is immaterial and the proof therein generalizes to matrices over rings

as long as the Cauchy matrix is well-defined:

Theorem 5.2.3. Let vy, -+ ,a, and By, - - -, B, be elements of a (commutative) ring
R, such that o;; — o and B; — [3; are units for distinct i, j € [n], and that o; — B is
a unit for i, j € [n]. Then the Cauchy matrix

1 1 . 1
a1—pf1  a1—f2 a1—Pn
1 1 . 1
C — az—p1 az—f2 az—fn (5 44)
1 1 L. 1
an—pF1 an—0B2 an—PBn

is well defined and invertible, and its inverse can be decomposed as:

Ct=UUy--Uy_1DL,_1 - LoLy, (5.45)

ZRecovering e erasures requires inverting an e(p — 1) x e(p — 1) matrix and requires O(e®p?)
operations by Gaussian elimination.



where, for k € [n — 1]

I
1
Q41 —01
. 1
Lk - Qpio—az X
1
L an—0p
I
1
Br — ay Opy1 — Br
ﬁk — Op—f Op — ﬁk
I
1 B — oy
U, = g — Bry1 X
Br—k —
L g — 6n
p
1
B1—Br+1
_ 1
B2—PBr+2
_ 1
L ﬁn—k_ﬁn -
and

D = diag(ay — Br, a0 — Ba, -+, i — B).

Example 5.2.1. Forn = 3, it follows that

1

1

1

a1—B1  a1—B2 a1—Bs
1 1 1 o
az—P1  az—f2  oaa—f3 = U1Us DLy Ly,
1 1 1
az—f1  az—B2 a3—PB3
where
Li=|0 A~ 0 Bi—an as—pi O 7

a3 —a2

71

(5.46)

(5.47)

(5.48)

(5.49)

(5.50)

(5.51)

(5.52)
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1 0 0 1 0 0
Lo= |0 1 0 0 1 0 , (5.53)
00 a31a1 0 Bo—a1 ag— o
1 pi—o 0 1 0 0
Uy=10 ag—P5r Bo—a 0 61152 0 , (5.54)
0 0 o — 53 0 0 Ba 153
1 0 0 1 0 0
U= 0 1 51— 01 O , (5.55)
0 0 Oy — 63 0 0 Bi—B3 53
D = diag(a1 — B, 00 — B2, 03 — 53)‘ (5.56)

Theorem 5.2.3 suggests an efficient way of multiplying a vector to the inverse of a
Cauchy matrix over the ring R,: the matrices L;, U; and D are all sparse, and their
entries either have the form of a; — 3; or the form of (a; — 3;)~" (see Example
5.2.1). By Algorithm 2 and 3, multiplications involving these forms over R, are

both computationally efficient and simple to implement.

We turn to the decoding algorithm. Suppose that (¢;);cp are erased for some
E Cn), |E|=e Let By = EN[z + k], Ey = E\E\, e = |E,|, ea = |E»| and
Ry = [z + k]\E1. Since r — e5 > ey, there exists Ry C [z + k + 1,n] such that
RyNE = (Jand | Ry| = e;. The task of erasure decoding is to recover ¢, = (¢;)icr, -
By (5.22), we have

CR2 = CR1P1/%10§%1,R2Q/R2 + CE1P510§517R2Q/RQ (557)

where P’ and (', are the square matrices formed by the rows and columns of P’ and
Q' indexed by A, respectively, and ' p is the matrix formed by the rows indexed
by A and the columns indexed by B of C’. Therefore, the erased entries ¢z, can be

recovered by

CEl = (CRQ CRI Pll%l 03{1 R2 QRQ)QR_QlcEl R Ell' (5'58)

We remark that (5.58) can be computed efficiently: the term cpg, PRl C}ﬁ Ro R2
can be obtained as in Step 3 of encoding; inverting Q r, and PE1 is trivial since
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both matrices are diagonal; multiplying a row vector to C/E_l}& can be efficiently
performed according to (5.45); and finally, all multiplications take the form of
multiplying a ring element by either o’ — o’ or (o' — /)~ over R,, which can
be efficiently computed and easily implemented according to Algorithm 2 and
Algorithm 3.

We analyze the complexity of erasure decoding. The step of computing the vector
(cr, — cr, P, CR, r,Q'r,) requires no more than 3(z + k + 2r)(z + k)p XORs; the
steps of multiplying with Q'R_; and P,:il each requires no more than 3r(z + k)p
XORs; the step of multiplying with C’;l }RQ according to (5.45) requires no more than
7r?p 4 2rp XORs. The total erasure decoding complexity is O(6n(z + k)p + 7r’p)
XORs to recover rp erased bits. We note that the erasure decoding complexity is

comparable to the encoding complexity of the scheme.

Decoding errors

We briefly discuss the problem of correcting errors in the codeword. Theorem
5.2.2 implies that the minimum distance between the codewords is r + 1. Therefore
given any codeword with no more than [ 7] errors, it can be decoded correctly by
exhaustive search. The question is how to correct the errors efficiently. Note that the
set of codewords of the scheme is the row space of [/, |P'C’Q’] which is the same
as the row space of [V3|V}] by the proof of Lemma 5.2.1. Namely the codewords form
a generalized Reed-Solomon code over the ring R,. If 2 is a primitive element in
[F,,, then M, () is irreducible and R, is a field [35]. In this case the codewords form
a standard Reed-Solomon code and so correcting errors in the codeword becomes
the well studied problem of error decoding for Reed-Solomon codes [39]. For the
case that R, is not a field, decoding algorithms for generalized Reed-Solomon codes
over R, is studied in [34].

5.3 Construction from Vandermonde Matrices

In this section we present a secure RAID scheme over R, constructed from Van-
dermonde matrices. Compared to the scheme in Section 5.2, this scheme is not
systematic, and therefore is not as efficient in terms of decoding (without erasures)
and random access. However, the scheme has the important advantage that it can
be shortened flexibly. In addition to shortening, there are several other reasons that
we believe the scheme worth discussion: 1) It is conceptually simple and is shown

to be a natural generalization of Shamir’s scheme to the ring R,,. 2) It generalizes
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the schemes discussed in [32], [33], with a vastly simplified algebraic description
and proof of correctness. 3) The new algebraic description allows us to develop an

efficient decoding algorithm, which previously was not available.

Construction 5.3.1. (Shamir’s scheme over ring) For n, r, z such that n > r + z, let
k=mn—r — zandp > n be aprime. Let the keys u;, i € [z] be selected uniformly

at random from R, and let m; € R,, i € [k] be the messages. The codeword is

computed by
_ X ' -
1 @ a1
(Cl,"' 7C’n):(m17”' ’mk7ul’... 7uz) 1 &2 e a2(7L—1)
1 ak+z_1 e a(k+z_1)(n_1)

(5.59)

Theorem 5.3.1. Construction 5.3.1 is an (n, k,r, z) secure RAID scheme.

Proof. Any k+z columns of the encoding matrix in (5.59) are a square Vandermonde
matrix whose determinant, by Lemma 5.1.2, is a unit. Therefore any k + z columns
are linearly independent and the scheme can tolerate any n — (k + z) = r erasures.
Let G4, be the submatrix formed by the last z rows of the encoding matrix, then by
a similar argument any z columns of (G, are linearly independent. Therefore the

condition H (u|c, m) = 0 of Lemma 4.3.1 is met and the scheme is secure. O

We remark that the scheme is a natural generalization of Shamir’s scheme (and its
ramp version) to the ring R,. Specifically, an equivalent encoding of the scheme
is to generate a polynomial over R, of degree k£ + 2 — 1, in which the degree 0 to
k — 1 coeflicients represent messages and the degree k£ to z + k — 1 coeflicients
are random, and then the n codeword entries (shares) are the evaluations of the

1 ... o™ ! Shamir’s original scheme corresponds to the case

polynomial at o, «
that £ = 1, and that the polynomial is over a field, and that the evaluation points are

arbitrarily chosen.

The scheme can be encoded efficiently. Specifically, by Algorithm 2, the encoding
complexity of the scheme is at most (z + k)np XORs to encode k(p — 1) message
bits. In the high rate case that £ dominates z, the normalized encoding complexity

is O(n) XORs to encode each message bit. The encoding complexity of the scheme
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has the same asymptotic order as the encoding complexity of the scheme in Section

5.2, and has a better constant factor.

Decoding

Schemes equivalent to Construction 5.3.1 and its variants are studied in [32], [33],
which focus on the efficiency of encoding. However, while the schemes in [32], [33]
can be efficiently encoded, an efficient decoding algorithm is not available, other
than naively inverting the encoding matrix by Gaussian elimination, which has a
high computational complexity of O((z + k)3p®). We remark that although it is
possible to pre-compute the inverse matrices, it is not practical to do so unless 7 is
very small because there are (f) different erasure patterns and each erasure pattern
requires a different inverse. Furthermore, even if the inverse is pre-computed, in
general it is a dense matrix and multiplying a vector to it requires up to O((z +k)?p?)
XORs. Below we present a significantly more efficient decoding algorithm utilizing
the structure of R, and a well-known result on the decomposition of the inverse of
a Vandermonde matrix credited to Bjorck and Pereyra [49]. Though [49] addresses
matrices over fields, generalizing its result to rings is straightforward as long as the

Vandermonde matrix is indeed invertible over the ring:

Theorem 5.3.2. Let oy, - - - , a,, be elements of a (commutative) ring ‘R, such that

a; — « is a unit for distinct i, j € [n]. Then the Vandermonde matrix

11 1
o e} RN ay,

v=| -~ 7 (5.60)
oy ! (0% ! an~t

is invertible and its inverse can be decomposed as:

Vi=UUy-- Uy 1Ly - Lyly (5.61)
where, for k € [n — 1]
I—q
1
Ly = —ap 1 (562)

— Qg 1
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Q41 —01

U, — - 1

Q2 —02

1
L 1 . L an—Qp_—

(5.63)

Similar to Theorem 5.2.3, Theorem 5.3.2 suggests an efficient way of multiplying a
vector to the inverse of a Vandermonde matrix over the ring R,,: the matrices L; and
U, are sparse, and their entries are either 1, —1, a; or (a; — a;)~'. By Algorithm
2 and 3, multiplications involving these forms over R, are both computationally

efficient and simple to implement.

We turn to the decoding algorithm. Suppose that the set of entries cr = {¢; : i € R}
is available for some R C [n], |R| = z + k. The task of decoding is to recover

my, -+ ,my from cg. By (5.59), we have
Cr = (mlu'” y Mgy Uy = - 7uz)VR7 (564)

where V75 is the square matrix formed by the columns indexed by R of the Vander-

monde matrix in (5.59). Therefore, the messages can be decoded by

(M, Mg, ug, -, uy) = cpVi ' (5.65)

=crUy - Upys—1Lpqz1--- L. (5.66)

By Algorithm 2 and Algorithm 3, decoding the k(p — 1) message bits (as well as
the z(p — 1) key bits) by (5.66) requires at most 3(k + z)*p XORs. In the high rate
case that £ dominates z, the normalized decoding complexity is O(3k) XORs per

message bit.

Finally, in the situation that there are errors in the codeword, the discussion from

Section 5.2.2 applies.

Shortening

Below we show that Construction 5.3.1 and Shamir’s scheme have the desirable
property that they can be flexibly shortened to any length, if the entries are suppressed

carefully.

We first discuss the shortening of Shamir’s scheme. We remark that the original

Shamir’s scheme has &k = 1 and cannot be shortened since there is only one message
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symbol. The scheme is later generalized to the case of £ > 1 in [16], [17], which
are usually referred to as ramp schemes. Below we present another generalization

that is more natural and efficient.

Construction 5.3.2. (Ramp version of Shamir’s scheme) For n, r, z such that
n>r+zletk =n—r—zandq > n. Let my, ..., my, be message symbols over ¥,
Construct a polynomial f(x) of degree z + k — 1 over IF,, whose degree 0 to k — 1
coefficients are m, to my, and the degree k to z+ k — 1 coefficients are random (key
symbols). The n shares are f(c;), i € [n], where o, i € [n] are distinct non-zero

elements of I,

Theorem 5.3.3. Construction 5.3.2 is a (n, k,r, z) secure RAID scheme.

The proof of the theorem is identical to that of Theorem 5.3.1.

Construction 5.3.3. (Shortened Shamir’s scheme) Let n, , 2, k, q be as in Con-
struction 5.3.2. For 0 < s < k, let my,--- ,my_s be message symbols over [,
and let uy, - - - ,u, be random key symbols over IF,. Construct a polynomial f(z) of
degree z + k — 1 over ¥, whose degree 0 to k — s — 1 coefficients are the message
symbols, and the degree k to z + k — 1 coefficients are the key symbols. Let «;,

i € [n] be distinct non-zero element of F,,, and define a Vandermonde matrix

1 1 e 1
a%kq a;;kfl , . ai#kq
Then the degree k — s to k — 1 coefficients of f(x) are m/,--- ,m’, given by
(my, - ,my) = —((ma, -, mp_s) Vi g—s) — (U1, - ,Uz)‘/[k+1,z+k])v[;;_ls+17k],

(5.68)

where Vi, ) is the submatrix formed by the a-th to b-th rows of V. The n — s shares
are f(o;), 1 € [s +1,n].

The length and dimension of Construction 5.3.3 are both reduced by s compared
to Construction 5.3.2, and so the shortened scheme is rate-optimal. Note that Con-
struction 5.3.3 can be viewed as a modified version of Construction 5.3.2. Namely,
in Construction 5.3.2, if we compute my_gsy1, ..., m according to (5.68) instead

of regarding them as arbitrary message symbols, then this results in Construction
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5.3.3. Notice that Construction 5.3.2 outputs n shares while Construction 5.3.3 only
outputs n — s shares. This is because in Construction 5.3.3 the s “missing shares”
flar) = f(ag) = -+ = f(as) = 0, i.e., they are always equal to 0 and so there is

no need to compute or store them. To see this, note that by (5.68)

(mlv o 7mk75)‘/[1,k—s] + (mqp o 7m;)‘/[k—s+l,k] + (Ul, T 7uz)‘/[k+1,z+k] =0
(5.69)
implying that (mq,--- ,my_g,my, -+ ,m},uy, -+ ,u,)V = 0 and that f(a;) = 0,
i€ [s].

Theorem 5.3.4. Construction 5.3.3 is an (n — s, k — s, 1, z) secure RAID scheme.

Proof. By the remark above, Construction 5.3.3 can tolerate r erasures because
Construction 5.3.2 can tolerate r erasures. To prove security, suppose that the
adversary has access to any z shares, denoted by c. By Lemma 4.3.1, it suffices
to show that H(u|c, m) = 0, where w = (uy, - ,u,) and m = (mq, -+, my_s).
Note that given ¢, z + s evaluations of the function f(z) are known because ¢
contains z evaluations and by construction (see the remark above) f(x) evaluates to
0 at s other points (i.e., s, i € [s]). Split f(z) into f(x) = fi(x) + fa(x), such that
fi1(z) collects all the terms of f(z) of degree < k — s and f(z) collects all the terms
of degree > k — s. Namely, the coefficients of f;(z) are the m;’s and the coefficients
of fo(x) are the m/’s and the w;’s. Then given additional m, z + s evaluations of the
polynomial fy(x) are known, by simply subtracting the evaluations of f;(z) from
the evaluations of f(z). Let f3(z) = 2% f5(x), then the z + s evaluations of f,(z)
give z + s evaluations of f3(x). f3(x) has degree z + s — 1 and can be interpolated
by the z + s evaluations. Therefore its coefficients, the m;’s and the u;’s, can be

decoded. Hence H(u|c, m) = 0 and the proof is complete. O

Applying the same idea of shortening to Construction 5.3.1, we have

Construction 5.3.4. (Shortened Shamir’s scheme over ring) Let n, r, 2, k, p be as

in Construction 5.3.1. For 0 < s < k, let my,--- ,my_s € R, be messages and let
Ui, -+ ,u, € Ry, be randomly selected. Define a Vandermonde matrix
1 1 1 1
1 o a? - a’t
V=1 ) ) ) ) , (5.70)
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and compute m/, - -- ;m/,

(my, - ) = =((ma, - g ) Vinees) = (s ) Viereon) Vi Lo g
(5.71)

where V|, is the submatrix formed by the a-th to b-th rows of V. The codeword is

given by
_ !/ /
(clv T 7Cn—s) _(m17 ey Mgy Mgy oo Mg, Upy e e 7uz>
1 1 1
o’ aerl Oénfl
as(z+k—1) a(s+1)(k+z—1) . Oé(n—l)(k—i-z—l)

(5.72)

Theorem 5.3.5. Construction 5.3.4 is an (n — s, k — s, 1, z) secure RAID scheme.

Proof. Theorem 5.3.5 can be proved in the same way as Theorem 5.3.4 as long as
we take proper care of the fact that R, is a ring and may not be a field. Specifically,
we need to ensure that the polynomial f3(z) has well-defined values at the z + s
evaluation points. This is indeed true because the evaluation points take the form
of o, which is a unit in R,, and so the value of 2*7F is well-defined at these
points. Furthermore, we need to ensure that f3(x) can be interpolated by the z + s
evaluations, namely the Vandermonde matrix corresponding to the z + s evaluation

points is invertible. This is indeed true due to Lemma 5.1.2. [

We remark on the usefulness of shortening. First, for Construction 5.3.3 or 5.3.4,
one can easily change the parameter s with very minor modification to the scheme.
Specifically, the encoding algorithm is only slightly different and the decoding
algorithmisidentical. This allows one to implement a flexible scheme with adaptable
length n and dimension &, which is important for practical deployment, e.g., when
the number of nodes is not fixed a priori or may vary over time. Second, shortening

will cause overhead in encoding, i.e., computing (5.68) or (5.71). However, it is

-1
k—s+1,k

Construction 5.3.3), or be treated by Theorem 5.3.2 (for Construction 5.3.4).

a rather minor one because the matrix V[ | can either be pre-computed (for
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Chapter 6

CONCLUDING REMARKS

In Part I, we introduce secure RAID schemes, which are secret sharing schemes with
efficient encoding, decoding and random access complexity and low implementation
complexity. We derive lower bounds on the computational complexity, generalize
systematic encoding to the secure setting, and describe a general framework for con-
structing efficient systematic schemes. For r < 3, z < 3, we present secure RAID
schemes with optimal computation from the B, EVENODD and STAR codes. For
general parameters, we construct efficient schemes over the ring R, from Vander-
monde and Cauchy matrices. We discuss methods to flexibly shorten the secure
EVENODD scheme and the secure RAID scheme over R, based on Vandermonde

matrix.

Many interesting problems remain open, which we list a few. Regarding the high
rate regime, is it possible to design schemes with optimal computation for » > 4
or z > 4?7 We remark that for erasure codes, i.e., for 2 = 0, codes with optimal
computation are known up to r = 8 [35]. Furthermore, we only know how to
construct the strictly optimal scheme in Construction 4.6.1 for a finite set of lengths.
Is it possible to generalize this construction to an infinite family? Also, while the
secure B, secure EVENODD and secure STAR are infinite families of schemes,
they are not strictly optimal and are not strictly systematic. Is it possible to further
improve them? Regarding the schemes with general parameters, is it possible to
design schemes that require O(r + z) XORs to encode and O(z) XORs to decode
each message bit (the construction from Cauchy matrices requires O(z) XORs to
decode but O(n) XORs to encode each message bit)? Finally, in addition to secure
EVENODD and the scheme over ‘R, based on Vandermonde matrices, is it possible

to shorten other secure RAID schemes and existing secret sharing schemes?



Part 11

Communication Efficient Secret

Sharing
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Chapter 7

INTRODUCTION TO COMMUNICATION EFFICIENT SECRET
SHARING

In Part I we study secure RAID schemes which are a class of secret sharing schemes
with low encoding, decoding and implementation complexity. In this part we study
the communication and access complexity of secret sharing schemes. We start with

introducing general secret sharing schemes.

Consider the scenario that n parties wish to store a secret message securely and
reliably. To this end, a dealer encodes the message into n shares, i.e., one share
for each party, such that 1) (reliability) a collection A C 2{1"} of “authorized”
subsets of the parties can decode the message, and 2) (secrecy) a collection B of
“blocked” subsets of the parties cannot collude to deduce any information about
the message. A scheme to encode the message into shares with respect to access
structure (A, B) is called a secret sharing scheme, initially studied in the seminal
works by Shamir [15] and Blakley [50]. A secret sharing scheme is perfect if a
subset of parties is either authorized or blocked, i.e., AUB = 2{Ln} - A scheme is
often referred to as a ramp scheme if it is not perfect [16]. A natural application of
secret sharing schemes is distributed storage of private data, where each party is a
storage node. Besides, secret sharing is a fundamental cryptographic primitive and

is used as a building block in numerous secure protocols [51].

As in Part I, we focus on secret sharing schemes for the threshold access structure,
i.e., A contains all subsets of {1,...,n} of size at least n — r, and 53 contains all
subsets of {1, ...,n} of size at most z. In other words, the message can be decoded
in the absence of any r parties, and any z parties cannot collude to deduce any
information about the message. Note that a threshold scheme is perfect if and only
if z = n —r — 1. The scheme is a ramp scheme if 2 < n — r — 1. The threshold
access structure is particularly important in practice, because for this case, efficient
secret sharing schemes are known. Specifically, Shamir [15] constructs an elegant
and efficient perfect threshold scheme using the idea of polynomial interpolation.
Shamir’s scheme is later shown to be closely related to Reed-Solomon codes [40]
and is generalized to ramp schemes in [16], [17], [52], which allow better space

efficiency, i.e., rate, than the original perfect scheme. Shamir’s scheme and the



83

generalized ramp schemes achieve optimal usage of storage space, in the sense that
fixing the size of the shares, the schemes store a message of maximum size. The
schemes are computationally efficient in the sense that encoding is equivalent to
polynomial evaluation and decoding is equivalent to polynomial interpolation. An
example of Shamir’s scheme is shown in Figure 7.1. Other threshold secret sharing
schemes and generalizations of Shamir’s scheme may be found in, e.g., [32], [53].
Recently, there has been considerable interest in incorporating secrecy into erasure
codes, e.g., [21]-[23]. These codes and the secure RAID schemes studied in Part I
are also threshold secret sharing schemes.

Party 1 ‘ Party 2 ‘ e ‘ Party 7
f(1) = f(2) = : f(7) =

mi + mo +up | mp+ 2me + 4u, mi1 + Tme + duq

Figure 7.1: Shamir’s scheme (generalized ramp version, see Construction 5.3.2)
forn = 7,r = 4,z = 1, with symbols over [F;;. The scheme stores a message of
two symbols, denoted by mq, ms. u; is a uniformly distributed random element of
Fi;. f(x) is the polynomial m; + mox + u;2%. Note that the share stored by any
single party is independent of the message because it is padded by u;, and that the
message can be decoded from the shares stored by any three parties by polynomial
interpolation.

Decoding Bandwidth

In addition to space and computational efficiency, this chapter studies the commu-
nication efficiency for secret sharing schemes. Consider the scenario that a user
wishes to decode the message by downloading information from the parties that are
available. Referring to the amount of information downloaded by the user as the
decoding bandwidth, a natural question is to determine and achieve the minimum
decoding bandwidth. It is of practical interest to design secret sharing schemes that
achieve a small decoding bandwidth, or in other words, that require communicating
only a small amount of information during decoding. In such a case, decoding will
be completed in a timely manner and the communication resource will be more

efficiently utilized.

In many existing secret sharing schemes, e.g., [15]-[17], [21]-[23], [32], [40], [53],
a common practice in decoding is that the user will communicate with a minimum
set of parties, i.e., exactly n — r parties (even if d > n — r parties are available)
and download the whole share stored by these parties. Wang and Wong [54] show

that this paradigm is not optimal in terms of communication and that the decoding
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bandwidth can be reduced if the user downloads only part of the share from each
of the d > n — r available parties. Specifically, given d, for any perfect threshold
secret sharing scheme, [54] derives a lower bound on the decoding bandwidth when
exactly d parties participate in decoding, and designs a perfect scheme that achieves
the lower bound. The field size of the scheme is slightly improved in [55]. However,
two interesting and important problems remain open: 1) the schemes in [54], [55]
achieve the lower bound on the decoding bandwidth when the number of available
parties d equals a specific value fixed in code design, and do not achieve the bound
if d takes other values. This raises the question of whether the lower bound is
uniformly tight, or in other words, if it is possible to design a single scheme that
achieves the lower bound universally for all d in the range of [n — r,n]. 2) The
results in [54], [55] target the case of perfect secret sharing schemes, i.e., the case
of z = n —r — 1. By Proposition 3.1.1, the rate of the scheme is at most 1/n.
This raises the question of how to generalize the results and ideas to the case of
z < n—r—1, so that the parameters and rates of the schemes are more flexible. Both
problems are of practical importance as the first problem addresses the flexibility
of a scheme in terms of decoding, and the second problem addresses the flexibility
in terms of rate. In this chapter we settle both problems and construct schemes of
flexible rate that achieve the optimal decoding bandwidth universally. Additionally,

our schemes are computationally efficient and have optimal space efficiency.

Motivating Example

Consider Shamir’s scheme (ramp version) in the example of Figure 7.1, that stores
2 symbols securely and reliably for the setting n = 7,7 = 4 and z = 1. In order
to decode the message, a user needs to download 3 symbols from any 3 parties,
and therefore the decoding bandwidth is 3 symbols. Suppose the same scheme is
repeated 3 times in order to store a message of 6 symbols, as shown in Figure 7.2a.

Then to decode the message, the decoding bandwidth is 9 symbols.

We propose a new scheme in Figure 7.2b that also stores a message of 6 symbols for
the same setting, using the same amount of storage space, and over the same field
size. In this scheme, if any 3 parties are available, then similar to Shamir’s scheme,
the message can be decoded from the 9 symbols stored by the 3 parties. However,
if any 4 parties are available, then the message can be decoded by downloading 2
symbols from each available party. Therefore, the decoding bandwidth is improved

to 8 symbols. If all 7 parties are available, then the message can be decoded by
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Party 2
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Party 7

m1 + ma + ug
ms + M4 + U2
ms + mg + us

m1 + 2meg + 4duq
mg + 2my + 4us
ms + 2mg + 4us

mi1 + Tmsg + duq
msg + Tmy + duo
ms + Tmeg + dus

(a) Shamir’s Scheme

Party 1

Party 7

f(l):u1+m1+m2+m3+m4+m5+m6
9(1) = uz + ma + ms + mg
h(1) = ug + mg + mg

f(7) =u1 + 7mq + dmo + 2ms3 + 3my + 10ms + 6mg
9(7) = ug + Tmyg + 5ms + 2mg
h(7) = ug + Tms + bmg

(b) Proposed Scheme

Figure 7.2: Two secret sharing schemes for n = 7,7 = 4 and z = 1 over Fy;.
Both schemes store a message of six symbols (mq, ..., mg). In both schemes,
Uy, Uz, ug are i.i.d. uniformly distributed random variables, i.e., keys. Scheme (a)
is Shamir’s scheme (see Figure 7.1) repeated three times. In Scheme (b), f(x) =
uy +myz+mox? +max® +myxt +msz® +mea®, g(r) = uy +myx+msa® +mead,
h(z) = uz + max + mex?, and party i stores evaluations f (i), g(i) and h(i). Note
that in (b), if all 7 parties are available, then the message can be decoded by
downloading only one symbol f(i) from each party i, and then interpolating f(x).
If any 4 parties are available, then the message can be decoded in the following way.
Download two symbols f(i), g(i) from each available party ¢ and first interpolate
g(x), implying that all coefficients of f(x) of degree larger than 3 (e.g., my4, ms, mg)
are decoded. The remaining unknown part of f(z) is a degree-3 polynomial and so
we have enough evaluations of f(z) to interpolate it, hence completely decoding the
message. Similarly, if any 3 parties are available, then the message can be decoded in
the following way. Download all three symbols f(i), g(i), h(i) from each available
node i and interpolate h(z), which decodes the degree-3 coeflicients of f(x) and
g(x). Hence the remaining unknown part of g(x) is a degree-2 polynomial and can
be interpolated, which decodes the coefficients of f(z) of degrees 4, 5, 6. Hence the
remaining unknown part of f(z) is a degree-2 polynomial and can be interpolated,
decoding the complete message. This shows that the scheme meets the reliability
requirement. In fact, for d = 3,4,7, Scheme (b) achieves the optimal decoding
bandwidth when d parties participate in decoding. The secrecy of the scheme
derives from the secrecy of the generalized Shamir’s scheme, as each polynomials
f(z), g(z) and h(z) individually is an instance of Construction 5.3.2, and we show
that their combination remains secure. The construction is discussed in detail in
Section 8.2.

downloading only 1 symbol from each party and so the decoding bandwidth is

further reduced to 7 symbols.

We use the examples in Figure 7.2 to highlight several ideas to reduce the decoding

bandwidth. Firstly, the necessary amount of communication decreases strictly as the



86

number of available parties increases. Secondly, it is helpful to distribute multiple
subshares (symbols) to a party (essentially the idea of array schemes discussed in
Section 3.1). In contrast, Shamir’s scheme only distributes one symbol to each party
except for trivial repetitions. Thirdly, during decoding it is not always necessary to
download the complete share stored by a party. In general, a party can preprocess

its share and the user can download a function of the share.

Specifically, in Section 8.1, we prove a tight information-theoretic lower bound on
the decoding bandwidth. Particularly, let I be the set of parties participating in
decoding, we show that the decoding bandwidth for the case of |/| = n is only a

n(n—z—r)

fraction of (=) (=)

8.2, we construct a secret sharing scheme using the ideas described in Figure 7.2.

of the decoding bandwidth when |I| = n — r. In Section

The construction utilizes a generalized Shamir’s scheme and achieves the optimal
decoding bandwidth universally for all I € A. In Section 8.3, we construct another
secret sharing scheme from Reed-Solomon codes. The scheme achieves the optimal
decoding bandwidth when |I| = n and |I| = n — r. The decoder of the scheme has
a simpler structure compared to the decoder of the first scheme. The scheme also
offers a stronger level of reliability in that it allows decoding even if more than r

shares are partially lost.

In the application of storage where each party is regarded as a disk, it is desirable
to optimize the efficiency of disk operations. Our lower bound on the decoding
bandwidth is a natural lower bound on the number of disk access, i.e., symbol-read,
that occur during decoding. In both schemes mentioned above, the number of
disk access during decoding equals the amount of communication. Therefore, our
schemes are also optimal in terms of access complexity. In addition, by involving
more disks for decoding, our schemes balance the load at the disks and achieve a

higher degree of parallelization.

As previously discussed, the communication efficiency of Shamir’s scheme is sub-
optimal. In the standard Shamir’s scheme, in order to decode the single message
symbol (using the standard decoding algorithm), one needs to download n — r en-
coded symbols. While we have designed schemes with better decoding bandwidth,
Shamir’s scheme is still extensively used due to its simplicity and it remains an im-
portant problem whether it is possible to reduce the decoding bandwidth of Shamir’s

scheme.

In Section 8.4 we construct a family of Shamir’s schemes that is asymptotically

optimal in the decoding bandwidth. Specifically, as opposed to the original n — r
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symbols, the decoding bandwidth reduces to n/(1 + r) symbols as the field size
increases. The decoding algorithm follows the framework proposed in [56] of in-
terpolating polynomials by querying partial polynomial evaluations. Our scheme
is inspired by the family of Reed-Solomon codes constructed in [57] which has
asymptotically optimal repair bandwidth. Decoding Shamir’s scheme and repair-
ing Reed-Solomon codes are related because both are essentially the problem of
determining the evaluation of a polynomial at a point, given the evaluations of the
polynomial at other points. Decoding Shamir’s scheme in this sense is a simpler
problem because it requires finding the evaluation at a single point, while repairing
Reed-Solomon codes requires finding the evaluation at different points, depending
on which symbol is being repaired. This simplification allows us to greatly reduce
the field size. Specifically, while the codes in [57] require the extension degree of
the field to be exponential in n, our scheme only requires an extension degree of

O(n(n — 2)?), which makes it quite practical.

Repair Bandwidth

In addition to the decoding bandwidth, another important aspect of communication
efficiency in distributed storage is the repair bandwidth, which is the amount of in-
formation communicated during the process of repairing an erasure/failure. Erasure
codes with low repair bandwidth, referred to as the regenerating codes, are well
studied in the literature, e.g., [58]-[60]. Secret sharing schemes with low repair
bandwidth, referred to as the secure regenerating codes, are studied in, e.g., [21]-
[23], where lower bounds on the repair bandwidth are obtained and optimal schemes
are proposed. A natural and important question is whether it is possible to construct
a secret sharing scheme with both optimal decoding and repair bandwidth. Rawat
et al. [61], by observing that decoding the secret sharing scheme can be viewed
as repairing the message symbols in a regenerating code, propose schemes that are
bandwidth efficient in both repair and decoding. However, their construction is quite

restricted in parameters if rate-optimality is required.

In chapter 9, by formalizing the connection between regenerating codes and secret
sharing schemes, and then applying the connection to the regenerating codes in [62],
we obtain secret sharing schemes with optimal decoding and repair bandwidth for
general parameters. However, these schemes are not practical as they require an
extremely large level of sub-packetization (i.e., the number of symbols that need to

be stored by a node) that is doubly exponential in n. To reduce sub-packetization,
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we use the fact that all message symbols are “repaired” together in a centralized
manner during decoding. Therefore we essentially need a regenerating code that
allows a hybrid mode of repair: centralized repair of the set of message symbols, and
individual repair of the remaining symbols. We generalize the codes in [62] to this
model and construct secret sharing schemes with a much smaller sub-packetization
level due to the centralized repair pattern. Our generalization also leads to two
families of regenerating codes that support centralized repair of groups of nodes
of flexible sizes with reduced sub-packetization level, which is a result of separate
interest. Finally, among the two bandwidth-optimal schemes that we present, the

latter one is also optimal in access complexity during both decoding and repair.

Part of the material in Chapter 8 and 9 was presented in [63] and [64].
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Chapter 8

SECRET SHARING SCHEMES WITH OPTIMAL DECODING

8.1 Lower Bound on Decoding Bandwidth

Recall the definition of an (n, k, r, 2)g secret sharing scheme from Section 3.1. By
Proposition 3.1.1 a secret sharing scheme is rate-optimal it k = n—r — z. A scheme
is a perfect scheme if z = n —r — 1 and is a ramp scheme if z < n —r — 1. The
rate of any perfect scheme is at most 1/n as k = 1. Any scheme of a higher rate is

necessarily a ramp scheme.

Suppose that the n shares of the secret message are stored by n parties or distributed
storage nodes!, and a user wants to decode the message. By the reliability require-
ment, the user can decode by connecting to any n — r nodes and downloading one
share, i.e., one |Q|-ary symbol, from each node. Therefore, by communicating
n — r symbols, the user can decode a message of k < n —r — z symbols. It is clear
that a communication overhead of z symbols occurs during decoding. The question
is, whether it is possible to reduce the communication overhead. We answer this

question affirmatively in this chapter.

There are two key ideas for improving the communication overhead. First, in many
practical scenarios and particularly in distributed storage systems, oftentimes more
than n — r nodes are available. In this case, it is not necessary to restrict the user
to download from only n — r nodes. Secondly, it is not necessary to download the
complete share stored by the node. Instead, it may suffice to communicate only a
part of the share or, in general, a function of the share. In other words, a node can

preprocess its share before transmitting it to the user.

Motivated by these ideas, forany I C [n], |I| > n—r, define a class of preprocessing
functions Ey; : Q — Sy, where |Sy;| < |Q|, that maps ¢; to er; = Ey,(c;). Let

er = (er,)ier, and define a class of decoding functions Dy : [],.; S1i — QF, such

that D;(e;) = m. For a naive example, consider any [ such that |/| = n — r. Then
for ¢ € I, we can let S;; = Q, let Iy ; be the identity function, and let D; be the
naive decoding function implied by the reliability requirement. In the remaining
part of this chapter, when [ is clear from the context, we will suppress it in the

subscripts of Sy ;, E';, er,; and ey, and denote them by S;, £, e; and e instead. We

'In what follows we do not distinguish between parties and nodes.
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now formally define the notion of communication overhead in decoding. Note that

all log functions are base () = |Q)|.

Definition 8.1.1. Forany I suchthat |I| > n—r, define the communication overhead
function to be CO(I) = > _._;log|Sri| — k. Namely, CO(I) is the amount of extra

information, measured in (Q-ary symbols, that one needs to communicate in order to

il

decode a message of k symbols, provided that the set of available shares is indexed
by I.

The following result provides a lower bound on the communication overhead func-
tion. It generalizes the lower bound in [54] for perfect schemes, i.e., schemes with

z=n—1r—1.

Theorem 8.1.1. For any (n,k,r, z)g secret sharing scheme with preprocessing

functions {Er;}icr |11>n—r and decoding functions { Dy }||>n—r. it follows that

k
CO(I) > ——

=% 8.1)

Proof. Consider arbitrary I = {1, ..., 47} such that |I| > n — r. Assume without
loss of generality that |S;,| < [S;,| < ... <|[S;, |. Recall that e; = (e;,, ..., €;,) is

the output of the preprocessing functions.

(a)
H(ey, ..., e,-mfz) > H(ey, ..., eimfz|6imfz+1’ s eim)

= H(ei“ ceey eim_z\eim_zﬂ, ceey eim)
+ H(m|e,~1, ey eim)
= H(m, €ir1y ey 62“1‘_z|€2‘|[|_z+1, ceey 61"[')

> H(m|ei|1|7z+17 e ei|1|)

2 H(m) =k, (82)

where (a) follows from the fact that conditioning reduces entropy, (b) follows from
the reliability requirement, (c) follows from the chain rule, and (d) follows from the

secrecy requirement. Therefore it follows from (8.2) that

11| —=

[T 15,1 = Qi) = @,

Jj=1
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and so
[I|—z
> loglS;,| > k. (8.3)
j=1
It then follows from [S;,| < ... < [S; | that,
k
log|S;, .| = =2
and that,
k .
log |Sz‘|,|_z+j| > log ’31",\_2| > m—_z7 J=1.,z (8.4)

Combining (8.3) and (8.4) we have,
1]

k
Cor) = 3 log|S, |~ k>
j=1

1] =

O

Theorem 8.1.1 suggests that the communication overhead decreases as the number
of available nodes increases. Define the decoding bandwidth to be the amount of
information downloaded by a use during decoding. By Theorem 8.1.1 we have the

following result.

Corollary 8.1.1. For d > n — r, the bandwidth of decoding a (n,k = n —r —

Z,T, Z)]FZ secret sharing scheme from d nodes is at least % symbols over .

For rate-optimal schemes, Theorem 8.1.1 implies that if |[/| = n — r, then the
communication overhead is at least z, i.e., the user needs to download the complete
share from each available node. The naive decoding function implied by the reli-
ability requirement trivially achieves this bound. The more interesting scenario is
the regime in which |I| > n — r. In this case, if (8.1) is tight, then one can achieve
a non-trivial improvement on decoding bandwidth compared to the naive decoding
function. When k = n —r — 2z = 1 (i.e., for perfect schemes) and fixing any
d > n—r, [54] constructs a rate-optimal scheme that achieves the lower bound (8.1)
for any I such that |/| = d. However, several interesting and important questions
remain open. Firstly, is the lower bound uniformly tight, or in other words, is it
possible to construct a scheme that achieves (8.1) universally for any / such that
|I| > n — r (note that the scheme in [54] does not achieve the lower bound when
|I| # d)? Secondly, is the bound tight when k& > 1 (i.e., for ramp schemes) and how

to design such schemes? We answer these questions in the following section.
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8.2 Construction from Shamir’s Scheme

In this section we construct a rate-optimal scheme that achieves the optimal decoding
bandwidth universally for all / such that |I| > n — r, i.e., all sets of available nodes
that allow decoding. This implies that the lower bound in Theorem 8.1.1 is uniformly
tight. The scheme is based on a generalization of Shamir’s scheme and preserves
its simplicity and efficiency. The scheme is flexible in the parameters n, k, r, z and

hence is flexible in rate.

We first refer the readers to Figure 7.2b for an example of the scheme, and use it to
describe the general idea of the construction. To construct a scheme that achieves
the optimal decoding bandwidth when d nodes are available, for all d € D, we
design a set of polynomials of different degrees. Particularly, for all d € D, we
design a number of polynomials of degree exactly d — 1, and store one evaluation
of each polynomial at each node. For each polynomial, exactly z of its coefficients
are independent keys in order to meet the secrecy requirement. The remaining
coefficients encode “information”: for the highest-degree (e.g., degree dy.x — 1,
where d,,., = maxgep d) polynomials, their coefficients encode the entire message;
for other polynomials, say g(z), the information encoded in the coefficients of g(x) is
the high-degree coeflicients of the polynomials of degree higher than g(x). Such an
arrangement of the coeflicients enables decoding in a successive manner. Consider
decoding when d nodes are available, implying that d evaluations of each polynomial
are known and hence all polynomials of degree d — 1 can be interpolated. Then,
roughly speaking, the arrangement ensures that the interpolation will decode the
coeflicients of degree > d of some high-degree polynomials, so that the remaining
unknown parts of these polynomials can be interpolated. This in turn allows us to
decode coefficients for additional high-degree polynomials and thus to interpolate
them. The chain continues until all polynomials of degree higher than d — 1 are
interpolated, implying that the message is decoded. Note that no polynomials of
degree smaller than d — 1 are interpolated, and therefore the keys associated with
them are not decoded. This leads to the saving in decoding bandwidth and in fact
this amount is the best one can expect to save, so that the scheme achieves the

optimal bandwidth. Below we describe the scheme formally.

8.2.1 Encoding
Consider arbitrary parameters n,r, 2z, D and let K = n — r — z. We assume that
n—r € D sinceitis implied by the reliability requirement. Choose any prime power

q > n, the scheme is an array scheme over IFZ. Namely, each node stores ¢ symbols
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over I, and the encoding function is linear over IF,. The message m is a vector over
[F, of length |m| = kt. The choice of ¢ is determined by D in the following way.
Let |m| be the least common multiple of {d — z : d € D}, i.e., the smallest positive
integer that is divisible by all elements of the set. Note that £k + z € D and so k

,and we let t = |—7,?| This is the smallest choice of |m| (and thus ¢) that

divides |m
ensures when d € D nodes are available, the optimal bandwidth, measured by the

number of [F, symbols, is an integer.

We now construct ¢ polynomials over I, evaluate each of them at n non-zero points,
and let every node store an evaluation of each polynomial. Let D = {d;,ds, ..., dp|},
such thatn > dy > dy > ... > djpj = n — r. Fori € |D|, let

pi = Jm|  |m| P> 1 (8.5)

di—z  di1—2
We construct p; polynomials of degree d; — 1. For all polynomials, their z lowest-
degree coefficients are independent random keys. We next define the remaining
d; — z non-key coefficients. We first define them for the highest degree polynomials,
and then recursively define them for the lower degree polynomials. For ¢ = 1, the
non-key coeflicients of the polynomials of degree d; — 1 are message symbols. Note
that there are |m/| message symbols and % polynomials of degree d; — 1. Each
such polynomial has d; — 2z non-key coeflicients and so there are exactly enough
coeflicients to encode the message symbols. For 7 > 1, the non-key coefficients

encode the degree d; to d;_; — 1 coefficients of all higher (than d; — 1) degree
|m|
d;_1—=z

polynomials. Note that there are Z;;ll Dj = higher degree polynomials and

so the total number of coefficients to encode is (d;—; — d;) d_‘f?'_Z. On the other hand,

there are p; polynomials of degree d; — 1, each of them has d; — z non-key coefficients,

and so the total number of non-key coefficients is (d; — z) (% — d,'f;). It is

trivial to verify that the two numbers are equal and so there are exactly enough
coeflicients to encode. Note that the specific way to map the coefficients is not
important and any 1-1 mapping suffices. Finally, evaluate each polynomial at n non-

zero points and store an evaluation of each polynomial at each node. This completes

D] m|  _

the scheme. Note that indeed the total number of polynomials is Zi:l p; = dp—2

lm| _

. = t, implying that the scheme is rate-optimal.

8.2.2 Decoding
For any d; € D, we describe the decoding algorithm of the scheme when d; nodes

are available. It achieves the optimal decoding bandwidth, and since djp) = n —r
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it implies that the scheme meets the reliability requirement. We first interpolate all
polynomials of degree d; — 1. After that, for all polynomials of degree d;,_; — 1,
their coefficients of degree larger than d; — 1 are known (as they are encoded in the
coefficients of the polynomials of degree d; — 1) and so they can be interpolated.
In general, for j < ¢, once the polynomials of degree between d; — 1 and d; — 1
are interpolated, then for the polynomials of degree d;_; — 1, their coeflicients of
degree larger than d; — 1 are known by construction and so they can be interpolated.
Therefore we can successively interpolate the polynomials of higher degree until

the polynomials of degree d; — 1 are interpolated and so the message symbols are
1m|
Ydi—z"

decoded. The total number of F, symbols communicated is d; Z;‘:l pj =d
By Theorem 8.1.1, the decoding bandwidth is at least

ktz ktz z d;|m|
|m|+d-—z +d,»—z (+di—z> d;, — z

7

[F, symbols. Therefore the optimal decoding bandwidth is achieved.

8.2.3 Secrecy

We show that the scheme is secure against z eavesdropping nodes. At a high level,
each polynomial individually can be viewed as a generalized Shamir’s scheme, and
so each polynomial individually is secure. The main idea is to show that if these
polynomials are combined, the resulting scheme is still secure. We first prove that
the generalized Shamir’s scheme is indeed a valid secret sharing scheme and so is

secure.

Theorem 8.2.1. The following is an (n,n — r — z,r, z) rate-optimal secret sharing
scheme: For ¢ > n, let my, ..., m,,_,_, be message symbols over F,. Construct a
polynomial f(x) of degree n—r—1 over F,, whose degree O to z — 1 coefficients are
random keys, and the degree z to n —r — 1 coefficients are my to m,,_,_,. Evaluate

f(z) at n distinct non-zero points and assign one evaluation to each party.

Proof. Note that the scheme described is identical to Construction 5.3.2 except that
the positions of key and message symbols are swapped. Below we will prove the
theorem assuming a slightly more general f(x). Specifically, we allow f(x) to be
any degree-(n — r — 1) polynomial such that z of its coefficients of consecutive
degrees are random keys, and the remaining coefficients are m; to m,,_,_,. Such
a scheme generalizes Shamir’s scheme as a special case when n —r — z = 1 and
the message m; is set to be the constant coefficient. The proof below also follows a

similar line to the proof of Shamir’s scheme [15].
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The scheme is reliable because f(x) can be interpolated from any n — r evalua-
tions so that the message symbols can be decoded. To prove the secrecy of the
scheme, suppose that the degree i to i + z — 1 coefficients of f(z) are random
keys uy, ..., u,, and that an adversary observes (', ..., C,, which are the evaluations

of f(x) at z points 1, ...,x,. Then fixing a specific value of the message sym-

/
n—r—z

bols, say (m},...,m ), there is one and only one specific value of the keys
(u}, ..., u.) such that the evaluation of the corresponding polynomial meets the ob-
servation of the adversary. This is because given (m/,...,m,_,. ) and Ci,...,C,,
one knows z evaluations of the polynomial u)z* + ubz'™ + ... + v z"7*~!, denoted
by Dy, ..., D.. Then by dividing D; by 2%, j € [z], z evaluations of the polynomial
uy + uhx + ... + ulx*~! are known. Therefore the unique (u}, ..., ) are obtained
by interpolating this degree-(z — 1) polynomial. By construction, since every value
of the keys is equally likely, the adversary cannot deduce any information about the

message. 0

The following lemma shows that combining two secure schemes is still secure as

long as the keys used in the schemes meet certain independence conditions.

Lemma 8.2.1. Consider random variables M, Ms, U;, Uy such that U, is inde-
pendent of {My,U}. Fori = 1,2 Let F; be a deterministic function of M;,U,. If
I(M;y; Fy) = 0 and 1(My; Fy) = 0, then I(My; Fy, Fy) = 0. In addition, if Uy is
independent of M, then I(M;, Ms; Fy, F5) = 0.

Proof. We start with the first statement. Since F5 is a function of Us,, M5 but Us is
independent of { M;, Uy, F1 }, it follows that F, is independent of { My, Uy, F } con-
ditioning on M, implying the Markov chain {M;, Uy, F1} — My — F5. Therefore,
(M, Uy, Fy, My; Fy) = I(My; ) = 0, ice., Fy and {M;, Uy, Fy, My} are inde-
pendent. Hence I(M: Fy, Fy) = I(My: Fy) + I(My; F\|Fo) 2 1(M,; Fy|Fy) 2
I(My; Fy) = 0, where (a) and (b) follows from the fact that F; is independent from
(M, Fi}.

To prove the second statement, note that since U; is independent of M, and
that F} is a function of M;,U;, we have the Markov Chain M, — M, —
Fy, by which it follows that [(M;, My; Fy) = I(My; F;) = 0. Similarly be-
cause U, is independent of { My, Uy, F}} and that F5 is a function of My, U,, we
have the Markov Chain {M;, F;} — M, — F5. By this chain it follows that
I(My, Fi, My; Fy) = I(Ms; Fy) = 0, ie., {My, Fy, My} is independent of F5.
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Therefore (M, My; Fy|Fy) = 0 and so (M, My; Fy, Fy) = (M, Ms; Fy) +
I(Ml,MQ;F2|F1) = 0 D

Suppose that the adversary compromises z nodes and obtains z evaluations of each
polynomial. Consider the ¢-th polynomial in the order that we define them, let
fi denote the adversary’s observation of this polynomial, let u; denote the key
coefficients of this polynomial and let m,; denote the non-key coefficients. By

Theorem 8.2.1 we have

I(mi; fi) =0, i=1,..b (8.6)

Consider the first p; polynomials which are polynomials of the highest degree d; — 1.
By construction, m, ..., m,, exactly encode the message m. We invoke Lemma
8.2.1 by regarding m, uq, fi, ms, us and fy as My, Uy, Fy, M5, U, and F5. By the
second statement of the lemma it follows that /(m, mo; fi, f2) = 0. Inductively,
for 1 < i < py, suppose that I(m, ..., m;; fi1, ..., f;) = 0. Weregard {m,, ..., m;}
as My, {uq,...,u;} as Ky, {f1,..., f;} as Fi, and regard m; 1, u;\ 1, fir1 as
M, Uy, F5. Tt follows from Lemma 8.2.1 that I(my,...,m;1; f1,..., fir1) = O.

By induction we have I(my, ..., m,,; fi, ..., f»,) = 0.

We then regard {m,...,m,, } = m as My, {uq,...,u,, } as Uy, {f1,..., f, } as
Fy, and regard my, 11, Up, 41, fp,+1 as My, Uy, F. Then it follows from the first
statement of Lemma 8.2.1 that I(m; fi, ..., fp,+1) = 0. Inductively, for p; < i <
b, suppose that I(m; fi, ..., fi) = 0. We regard m as M, {uq,...,u;} as Uy,
{f1,..., fi} as F1, and regard my; 1, w11, fir1 as Ms, Uy, Fy. By Lemma 8.2.1
we have I(m; fi, ..., fix1) = 0. By induction it follows that I(m; fi, ..., f;) = 0,
implying that the adversary learns no information about the message m. This

completes the proof and we have the following theorem.

Theorem 8.2.2. For D C [n — r,n|, the encoding scheme constructed in Section
8.2.1 is a rate-optimal (n, k,r, z) secret sharing scheme. The scheme achieves the
optimal decoding bandwidth when d nodes participate in decoding, universally for
all d € D.

8.2.4 Discussion
We remark on some other important advantages and properties of our construction.
Firstly, the scheme also achieves the optimal number of symbol-read from disks in

decoding. To see this, notice that the lower bound (8.1) on communication is also
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a lower bound on the number of ()-ary symbols that need to be read from disks
during decoding. The number of symbol-read in the proposed scheme is equal to
the amount of communication. Therefore our scheme achieves the lower bound and
hence has optimal disk access complexity. Secondly, compared to most existing
secret sharing schemes which decode from the minimum number of n — r — 2
nodes, our scheme allows all available nodes (or more flexibly, any d € D nodes)
to participate in decoding and hence can help balance the load at the disks and
achieve a higher degree of parallelization. Thirdly, the encoding and decoding of
the scheme are similar to those of Shamir’s scheme and therefore are efficient and
practical. Particularly, the scheme works over the same field as Shamir’s scheme.
Fourthly, the preprocessing functions only rely on d = |I| instead of I, further
simplifying implementation. Fifthly, in practice when a user connects to more
nodes, the increased latency may offset the benefit of the reduced bandwidth. One
can overcome this issue by avoiding connections to nodes of large latency. If the
latency of the nodes are not known a priori, one can start with connecting to all
nodes and downloading the evaluations of the polynomials in decreasing order of
degree. If some nodes do not respond in time, consider them as not available and
switch adaptively to the mode of decoding from a smaller number of nodes. Finally,
the construction is flexible in the parameters, i.e., it works for arbitrary n,r and z
and D.

Connection to other schemes: An important idea in our scheme is to construct
multiple correlated polynomials of different degrees in order to facilitate decoding
when different numbers of nodes are available. Similar ideas also appear in the
schemes in [54], [55]. The main technique that enables the improvement of our
schemes is a more careful and flexible design of the number and degree of the

polynomials, as well as the arrangement of their coefficients.

Our scheme maps the high-degree coefficients of the higher degree polynomials into
the coeflicients of the lower degree polynomials, whereas the specific coefficient
mapping is not important and any 1-1 mapping suffices. Additionally, for all
polynomials in our scheme, the z lowest degree coeflicients are independent keys.
However, in general this is not necessary: in any polynomial, we can choose any
consecutive z coeflicients to be independent keys, and use the remaining coefficients
to encode information (i.e., message symbols and coeflicients of higher degree
polynomials). The resulting scheme is a still valid (see the proof of Theorem 8.2.1)

and achieves the optimal decoding bandwidth universally. Under this observation,
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we note that our scheme generalizes the scheme in a recent independent work [65].
Particularly, our scheme is equivalent to the scheme in [65] if we require a specific
coeflicient mapping and let the z highest (instead of lowest) coefficients of all

polynomial be keys?.

In what follows we discuss the the advantage of our framework, which allows
flexibility in choosing the coefficient mapping and the positions of the keys in a
polynomial.

Coefficient mapping: As discussed above we can choose the coefficient mapping
to be any 1-1 mapping. The flexibility in choosing the specific mapping is helpful
in practice. Particularly, it is possible to improve the (computational) encoding
complexity of the scheme substantially by choosing a mapping that maintains the
order of the coefficients. Refer to Figure 7.2b for an example. We need to compute
max + msx® + mex® in evaluating g(z), and we can reuse this computation in
evaluating f(x), because f(x) contains the same run of consecutive coefficients

max* +msa® +mea®. This for example will save 2 multiplications and 2 additions.

Arrangement of keys: We remark that choosing the lowest degree coefficients to
be keys has several practical advantages. Decoding the scheme involves sequen-
tially interpolating the polynomials through multiple iterations, which can lead to
undesirable delay especially when |D| is large. To mitigate this issue, we wish to
decode the message symbols “on the fly” in each iteration. Specifically, if d nodes
are available, then each time a polynomial is interpolated, exactly d new message
and/or key symbols are decoded. Since the number of symbols decoded in each
interpolation, the total number of message symbols and the total number of key
symbols to be decoded are all fixed, there is a trade-off between the decoding order
of the key and message symbols. The location of keys in the polynomials plays a

crucial role in this trade-off.

Formally, let 5(i) be the number of message symbols decoded after ¢ iterations,
i.e., after 7 polynomial interpolations. The optimal trade-off is to maximize [3(7) for
every i. We first derive a simple upper bound of (7). Note that by the time that ¢
polynomials have been interpolated, di symbols are decoded and among them there
are at least 27 keys since each polynomial introduces z independent keys for secrecy.
Therefore 5(i) < (d — 2)i.

2The scheme in [65] also lets a node evaluate all polynomials at the same point, whereas this is
not necessary in our framework.
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Our scheme achieves this upper bound for all . For example, in Figure 7.2b, if d = 3
nodes are available, then decoding involves 3 iterations and each iteration outputs
d — z = 2 message symbols. In general, each iteration in decoding our scheme
outputs d — z message symbols. This is because by construction, only coefficients of
degree higher than djp| = n — r > 2 will be mapped to the coefficients of the lower
degree polynomials. Since we place the keys in the z lowest degree coefficients, they
are never mapped. Therefore for any polynomial, its coeflicients of degree larger
than 2 — 1 encode message symbols. When a polynomial is interpolated, exactly z

keys are decoded and the remaining d — z symbols decoded are message symbols.

Achieving (i) = (d — z)i implies that at any moment during the decoding process,
our scheme always decodes the maximum number of message symbols. In other
words the decoding delay, measured in the number of iterations, averaged over all
message symbols, is minimized. Moreover, the fact that each iteration decodes a
fixed number of d — z new message symbols may be helpful for implementation. On
the other hand, note that choosing the z highest degree coefficients to be keys implies
that the keys will be mapped to the coefficients of lower degree polynomials. Hence
the keys will be decoded earlier than necessary (since lower degree polynomials are
interpolated earlier) and it is not possible to achieve the optimal trade-off. Consider
the example in Figure 7.2b, if we switch the keys to high degree coefficients, then
the polynomials are f(z) = m; + moz + maz? + myz® + msz* + mex® + k25,
g(x) = ms+mer+ k2 +kox® and h(z) = my+ ko + ksz?. Inthe case thatd = 4
nodes are available, only 2 message symbols mj, mg are decoded in the first iteration
and the remaining 4 message symbols are decoded in the second (last) iteration. In
comparison, the original scheme performs better by decoding 3 message symbols in
each iteration. Finally, we remark that decoding the maximum number of message
symbols on the fly is also beneficial in terms of partial decoding, i.e., decoding a
subset of message symbols. In this case decoding can finish early if all symbols of

interest are decoded, and our scheme maximizes the chance of finishing early.

Finally, we remark that using the random coding argument, we can design another
secret sharing scheme that achieves the optimal decoding bandwidth universally

[66]. However, such a scheme requires a significantly lager field size.

8.3 Construction from Reed-Solomon Codes
In this section we present another rate-optimal secret sharing scheme that achieves

the optimal decoding bandwidth when all n nodes are available, namely D =
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{n — r,n}. The scheme is flexible in other parameters and hence is flexible in rate.
The scheme is directly related to Reed-Solomon codes. Particularly, the encoding
matrix of the scheme is a generator matrix of Reed-Solomon codes, and so the
scheme can be decoded as Reed-Solomon codes. This is an advantage over the
scheme in the previous section, which requires recursive decoding. The scheme
also provides a stronger level of reliability in the sense that it allows decoding even
if more than r shares are partially erased. On the other hand, unlike the previous
scheme, this scheme does not achieve the optimal decoding bandwidth universally,
but rather only for d = n — r and d = n. However, we remark that the case of
d = n is particularly important because it corresponds to the best case in terms of
decoding bandwidth and is arguably the most relevant case for the application of

distributed storage, where the storage nodes are usually highly available.

8.3.1 Encoding

Fix k = n —r — z,let ¢ > n(k 4 r) be a prime power, and let Q = F}*". Note that
each node stores a length £ + r vector over F,. For j = 1,...,n, denote the share
of node j by ¢; = (c15, ..., Ck4rj), Where ¢;; € F,. The secret message m is k
symbols over Q and therefore can be regarded as a length-k(k + ) vector over F,,
denoted by (my, ..., My(r+r)). The encoder generates keys u = (uy, ..., uy;) € FF?

and u’ = (uy, ...,u,,) € F;? independently and uniformly at random. The encoding

© Yz

scheme is linear over [F,, and is described by an encoding matrix G over [F:

(6171, ceey Cl,n7 ceey Ck-+rr71, ceey CkJrr’n) =

(M1 ooy MUty Uy ooy Uz, U oy Uy )G (87)

Note that G has k(k + r) + kz + rz = nk + rz rows and has n(k + r) columns.
In the following we discuss the construction of GG based on Vandermonde matrices.
We start with some notation. Let v, ..., a, 14 be distinct non-zero elements of
Fg,and letv;; = o) i =1,...,nk+7rz j=1,.,n(k+7r) then V = (v;)is a
Vandermonde matrix of the same size as G. Suppose f = (fo, ..., f;) is an arbitrary
vector with entries in IF,, we denote by f[z] the polynomial fo + fix + ... + fiz'
over [F, with indeterminate . We construct a set of polynomials as follows:

fila] = 2 i=1,..kn, (8.8)

kn
Frnrilr] = 2" H(x — ;) i=1,..rz. (8.9)
j=1
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Let fi,7 = 1,..., kn + rz be the length-(kn + r2) vectors over [F, corresponding to

the polynomials. Stack the f;’s to obtain a square matrix of size (kn + rz):
fi
T = :
fkn+rz
Finally, we complete the construction by setting

G=TV.

Example 8.3.1. Consider the setting thatn = 3,r =1,z = landk =n—r—z = 1.
Let g = 7and Q = .. Then m = (my, my), u = (u1) and v’ = (u}). Construct

a Vandermonde matrix over I, as

—_ =

1
4 (8.10)
2
1

D = O =

11 1
2 3 )
4 2 4
1 16 6
Construct polynomials fi[x] = 1, folz] = z, f3[z] = 2* and

fulz] = (x — D) (z —2)(z —3) = 1 + 4o + 2* + 2°.

Therefore,
fi 1 00 0
1
T_ I _ 0 00 |
I 0010
fa 1411
and the encoding matrix is given by
111111
1 23456
G=TV =
1 42 2 41
000¢©6 3 4

The properties of G are discussed in the following lemma.
Lemma 8.3.1. Regard G as a block matrix
Gn G
- 1 G2 ,
Ga1 G

where G111 has size kn x kn, G2 has size kn x rn, Goy has size rz x kn, and Gy

has size vz X rn. Then,
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(i) Any (n —r)(k 4+ r) columns of G are linearly independent.
(ii) G11 is a Vandermonde matrix.

(iv) Any rz columns of Gos are linearly independent.

Proof. By construction, the polynomials f;[z],i = 1,...,kn + rz have distinct
degrees and therefore are linearly independent. Therefore the rows of " are linearly
independent and so 7 is full rank. This implies that the row space of GG is the same as
the row space of V. The row space of V' is a linear (nk+nr, nk+rz) Reed-Solomon
code because that V' is a Vandermonde matrix. Note that nk +rz = (n—7r)(k+7),
and so the row space of G is a (nk + nr, (n — r)(k + r)) Reed-Solomon code. This

proves (i).

To prove (ii), note that by (8.8), the first kn rows of G are exactly the first kn rows

of V. Therefore G1; is a Vandermonde matrix.

To prove (iii), note that by construction the (i, j)-th entry of G equals fi,+;[;].

By (8.9), a; is aroot of fi, (x|, fori =1,....,rz,j =1,...,kn. Hence Go; = 0.

Finally we prove (iv). By construction the (7, j)-th entry of G55 equals

kn
Frntilarnts] = ity H(Oékn+j — ) = aj b lrn ), (8.11)
=1
where f*[z] = ?:1 (xr — ag). Since ay, ..., (g4, are distinct elements, it fol-

lows that f*[agns;] # 0, for j = 1,...,rn. Let 1 < j; < jo < ... < jpp <
rn and consider the submatrix formed by the j;-th,...,j,..-th columns of Gas.
By (8.11), the [-th column of the submatrix is formed by consecutive powers
of p+j. scaled by f*[agnj,]. Therefore the determinant of the submatrix is

I1:2) £Hlwnti] Ti<ucocrs (Qentj, — Qanig,) 7 0. This shows that any rz columns

of GGy, are linearly independent. 0

8.3.2 Decoding

We describe the decoding procedure for two cases: 1) |I| = n, i.e., all nodes are
available, and 2) || < n. First consider the case that |/| = n, i.e., I = [n]. In order
to decode, for this case it suffices to read and communicate the first £ symbols over [,

from each share. Formally, the user downloads € = (11, ..., C1ny .oy Ck 1y -vs Chin)-
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By Lemma 8.3.1(ii), GG1; is invertible. Denote the inverse of G1; by Gl_ll, then the

message can be recovered by
—1 (¢
EGH = (ml, ceey mk(kJrr), Uty onny ukz);

where (e) follows from (8.7) and Lemma 8.3.1(iii). The decoding process involves

communicating kn symbols from F,. The communication overhead is kz symbols

kz __  kz
k+r = n—z

therefore is optimal.

over [F, or Q-ary symbols, which achieves the lower bound (8.1) and

Next consider the case that n — r < |I| < n. Select an arbitrary subset I’ of I of
size n — r, and download the complete share stored by the nodes in I’. Hence, the
downloaded information e is a length-(n — r)(k + ) vector over F,. By Lemma
8.3.1(i), it follows that any (n — r)(k + r) columns in G are linearly independent
and therefore the submatrix formed by these columns is invertible. The message
m can then be recovered by multiplying e with the inverse. An alternative way to
decode the message is to notice that G is an encoding matrix of a (nk 4+ nr,nk +rz)
Reed-Solomon code over IF,. Therefore one may employ the standard decoder of
Reed-Solomon code to correct any r(k+r) erasures or | 7(k-+7) /2] errors of symbols
over [F,. Note that when at most  nodes are unavailable, we regard their shares as
erased and there are at most r(k + ) erasures of symbols over ', and therefore can
be corrected. In general, any r(k+7) erasures or |r(k-+7r)/2] errors of symbols over
IF, are correctable even if they occur to more than r nodes. The decoding process
involves communicating nk + rz symbols of F,. The communication overhead is
(n—r)(k+7r)—k(k+r) = z(k+r) symbols over [F, or z symbols over Q, which
achieves the lower bound (8.1) if and only if |I| =n — r.

8.3.3 Analysis

Theorem 8.3.1. The encoding scheme constructed in Section 8.3.1 is a rate-optimal
(n, k,r, z) secret sharing scheme. The scheme achieves the optimal decoding band-

width when d nodes participate in decoding, for d = nord =n —r.

Proof. We need to verify that the encoding scheme meets the reliability requirement
and the security requirement of a secret sharing scheme. An explicit decoding
scheme and its communication overhead are discussed in Section 8.3.2 and therefore
the reliability requirement is met. The scheme is rate-optimal because k = n—r—z.
We only need to show that the scheme is secure. By Lemma 4.3.1, it suffices to
show that H(k, k'|c;,m) = 0, for all I such that |/| = z. In other words, the
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random symbols generated by the encoder are completely determined by c; and the
message. Denote the submatrix formed by the first k(k + ) rows of G by G,op and
the submatrix formed by the remaining (k + r)z rows of G by G)o,. Consider any
I = {iy,...;i,},and let ¢; = (C14ys s Cliins ooy Chirigs -os Chitri, )- 1t then follows
from (8.7) that

/ /
Cr = (ml, ---,mk(r+k))Gtop,1 + (Ul, coey Uy Up sy oeey urz)Glow,Ia

where G'p 1 is the submatrix formed by the subset of columns in {i+jliel,j=
0,n, ..., (k+7r—1)n} of Gp, and Gy  is the submatrix formed by the same subset

of columns of G,. Therefore, written concisely,
(’LL Uf/)Glow,] = Cr — mGtop,[. (812)

To study the rank of Gy, 7, note that it is a square matrix of size (k + )z, and we

regard it as a block matrix

Glow,] - , , ) (813)
( Gy Gy )

where G, has size kz x kz, G', has size kz x rz, G, has size rz x kz and G,
has size rz x rz. By Lemma 8.3.1(ii), G/ is a block of a Vandermonde matrix and
therefore is invertible. By Lemma 8.3.1.(iii), G5, = 0. Denote ¢c; — mGop 1 by

(V1, ..., Utk1r)2), then the above two facts together with (8.12) imply that

w=(vy,...,00.) G (8.14)
Therefore u is a function of m and c;. It follows from (8.12) that

w' Ghy = (Vkzgts ooy V(iotr)z) — UG,
By Lemma 8.3.1(iv), GG, is invertible and therefore
U = ((Ukat1s oo Viktr)z) — uGhy) Gy (8.15)

This shows that «’ is a function of w, ¢; and m, and so

H(u,u'|e;,m) = 0. (8.16)

The proof is complete. [
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Theorem 8.3.1 shows that the proposed secret sharing scheme is optimal in terms
of storage and the best-case (i.e., |/| = n) decoding bandwidth. Compared to the
scheme in the previous section, this scheme has advantages in terms of implemen-
tation and error correction because decoding the scheme is equivalent to decoding
standard Reed-Solomon codes. The scheme also provides a stronger level of reli-
ability in the sense that it allows decoding even if more than r shares are partially
erased. Similar to previous discussion, the scheme achieves the optimal number of
symbol-read from disks when |I| = n. Finally, in the scheme all operations are
performed over the field F,, where ¢ > n(k + r). This requirement on the field
size can be relaxed in the following simple way. Let 3 be the greatest common
divisor of k and r, then instead of choosing Q to be F’;*’“, we can let Q = IFQ% +%,
m = (M, ..., Mrkin) ), U = (ul,...,u%z) and u' = (u’l,...,u’%). The resulting
scheme is a rate-optimal (n, k, 1, z) g secret sharing scheme with the same decoding

bandwidth as the original scheme. For this modified construction, it is sufficient to

k+r

choose any field size ¢ > n=g-.

8.4 Shamir’s Scheme with Optimal Decoding Bandwidth

In this section we look at a different perspective on the decoding bandwidth prob-
lem. Instead of constructing new secret sharing schemes with optimal decoding
bandwidth, we study the decoding bandwidth of the classical Shamir’s scheme [15].
Though we have constructed two schemes with optimal decoding bandwidth in this
chapter, improving the decoding bandwidth of Shamir’s scheme remains an impor-
tant problem as it is extensively used due to its simplicity. Below we describe a
new family of Shamir’s scheme with asymptotically optimal decoding bandwidth
by extending the ideas recently developed in [56], [57] on repairing Reed-Solomon

codes.

Consider Shamir’s original scheme: let /' be a finite field of size |F'| > n, and let
Qp, -+ ,4_1 be t elements in F', where oy is the secret message and oy, - -+ , 1
are randomly selected keys. Let Ay, --- , A, be any n distinct non-zero elements in
F and let f(x) = Y./, c;z’. Then the n shares are f(\;),--- , f(\,). Shamir’s
scheme is an (n,k = 1,r = n —t,z = t — 1) scheme, denoted for short as an
(n,t) threshold scheme, i.e., from any ¢ shares «, can be decoded by polynomial
interpolation, and any ¢ — 1 shares reveal no information about cyy. Clearly, decoding
ag by polynomial interpolation requires communication ¢ symbols over F'. In what
follows we show that by choosing F' and the set of evaluation points Ay, --- , A,

carefully, it is possible to reduce the decoding bandwidth (when all n shares are
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available) to a fraction of approximately m

need to slightly generalize the way that the secret message m is encoded: rather

of the original bandwidth. We

than setting oy = m, we let g = m — Z‘;} )\gai, for some \g € F'. In other words
m = S"1"0 Mj; = f(\o). The corresponding scheme is an (n, t) threshold scheme
as long as \; # Ao, @ € [n]. Note that Shamir’s original scheme corresponds to the
case that \y = 0.

To reduce the decoding bandwidth, we follow the framework proposed in [56] of
interpolating polynomials by querying partial polynomial evaluations. Specifically,
let F' be the extension field of degree [ of a subfield K. During decoding, each of
the n nodes applies K-linear transforms to the share over F' that it holds to obtain
a set of symbols over K. The decoder collects these sets of symbols and performs
K-linear transforms on them to assemble the secret message over F'. Formally,

viewing F' as a vector space of dimension [ over K, it is shown in: [56] that

Lemma 8.4.1. For a finite field K and its degree-l extension field F, let f be a
polynomial over F of degree < t, and f(\1),- -+, f(\,) be n evaluations. Let )\,
be an element in F, and let g,(x), -, gi(x) be | polynomials over F of degree
<n—t+1, such that {g;(\o) : i € [l]} is a basis of F over K. Then to determine
f(Xo), it suffices to know the set of values |, {tr (g;(X:) f(N:)) : j €[]}, where
tr : ' — K is the trace function.

The task of decoding the scheme is equivalent to determining f (o) and therefore
it suffices to download the set of values {tr (g;(\;) f(\;)) : j € [{]} from node i, for
i € [n]. However, due to the linearity of the trace function, we can reconstruct
this set from values in {tr(8f()\;)) : 8 € B;}, where B; is a basis (over K) of
span[{g;(A;) : j € [l]}]. Therefore, the number of symbols over K that we need
to download from node 7 equals | B;| = dim(span[{g;(\i)};jciy]). We now discuss
a way to select \;, ¢ = 0,--- ,n as well as g;(z), ¢ € [l], so that the condition in
Lemma 8.4.1 is satisfied and that |B;|, ¢ € [n| is minimized. We remark that our

construction idea is inspired by the codes in [57].

Construction 8.4.1. Foranyn,t, lets = n—t+1andl = 7sfor someT > n+1. Let
K be a finite field and h(z) € K [x] be a degree | irreducible polynomial. Let [3 be a
root of h(x), and F be the field generated by (3 over K. Let \g = 3, \; = 3%, i € [n],
andlet {g;(z) :i €[]} = {B%b:a=0,s,--- ,(t1—1)s, b=10,--- ;s — 1}.
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Theorem 8.4.1. The (n,t) Shamir’s scheme obtained by choosing F and {\; : i =

0,---,n} according to Construction 8.4.1 attains a decoding bandwidth of less

than ”l + = symbols over K.

Proof. Define {g;(x) : i € [l]} according to Construction 8.4.1. Then it follows that
{gi(Xo), i € [l]} = {B° B',---, B}, which is a basis of I’ over K. Therefore the
condition of Lemma 8.4.1 is satisfied and we invoke the lemma to decode f(\o).

We now analyze the size of {g;(\;) : j € [l]}, fori € [n]:

{00 5 € M)
= {38 a =us,u € 0,7 —1],b € [0,s — 1]} (8.17)
c{p* :uel0,7—1]}U
(Bt q +isb > l,a =us,u € [0,7 —1],b € [0,s — 1]}. (8.18)

Denote the two sets in the R.H.S. of (8.18) by I; and I, respectively. Then
|I;| = 7 = [/s and the size of I, is bounded by

gl

1< S IE a=(r— (- )i~ K)s, keli], be s~} @19
=1
s—1 .
=N s —j) = w (8.20)
j=1
Therefore,
Zchm (span[{g; (i) ) < Z {g;(\) : 7 € [} (8.21)
<nr+ Z is(s —1) (8.22)
a i=1 2 .
:n_l+ns(n+1)(s—1) (8.23)
S 4
nl  n%s?
. 1 (8.24)

By the remarks after Lemma 8.4.1, no more than %l + # symbols over K need to

be downloaded, proving the theorem. 0

Note that by Theorem 8.1.1 the lower bound on the decoding bandwidth is %l
symbols over K and by Theorem 8.4.1, the decoding bandwidth of the proposed

scheme is less than (1 + %)"— symbols. Therefore as [ — oo, the decoding
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bandwidth is asymptotically optimal in the sense that the ratio between the actual
decoding bandwidth and the optimal decoding bandwidth approaches 1. Particularly,
to achieve optimality it suffices to choose an [ that dominates ns®.
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Chapter 9

SECRET SHARING SCHEMES WITH OPTIMAL DECODING
AND REPAIR

9.1 General Construction Framework

Consider a rate-optimal (n, k = n — r — z, 1, z) secret sharing scheme over IFZ, and
let m be the message. Recall that ¢ is the number of [, symbols stored by a node and
is often referred to as the level of sub-packetization. Let d5 be the number of nodes
participating in decoding m, the decoding bandwidth is the number of symbols
over [F, to be transmitted from the dy nodes to the decoder. The optimal decoding
bandwidth equals % by Corollary 8.1.1, referred to as the ds-optimal decoding
bandwidth. Similarly, in the case that h nodes are failed, let d; be the number of
available nodes participating in the repair process, then the repair bandwidth is the
number of symbols over [, to be transmitted from the d; nodes (here we assume
that the repair process is secure, namely a trusted dealer will receive the symbols

and reconstruct the loss symbols). The (d;, h)-optimal repair bandwidth equals

hdit
h+di—k—z

In this chapter we focus on designing secret sharing schemes with both optimal

[58]. When h = 1, we refer to it as the d;-optimal repair bandwidth.

decoding bandwidth and optimal repair bandwidth.

We first formalize a connection between MDS codes and secret sharing schemes.

The following theorem is a generalization of the result in [67] to the case of k£ > 1.

Theorem 9.1.1. Foranyk, z, let k' = k+ zandn' > 2k + z, an [n', k'] MDS code
C implies a (n = n' — k,k,r = n — k', z) secret sharing scheme S, obtained as
follows: Encode C systematically so that among the k' information nodes, k of them
store secret information and the remaining z nodes store uniformly distributed keys.
Then discard the k nodes storing the secret information. The remaining n nodes

store the n shares of S.

Proof. Since the minimum distance of C is n’ — &k’ 4+ 1, the minimum distance of
the codewords of Sisn’ — k' +1 — k = n — k' + 1. This proves the reliability
of §. Denote the secret information by a length-k vector m and denote the keys
by a length-z vector u. Let G be the encoding matrix of S, i.e., the shares are

(m,u)G = mG\, + uG,. Then to prove the secrecy of S it suffices to prove
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that any subset of z entries of uGl,, is uniformly distributed. Let G' = [I | P]
be the systematic generator matrix of C, where [ is the identity matrix of order %'.
Then by construction Gy, = [/ | P| where [ is the identity matrix of order z, and
P is a submatrix of P’. Since C is MDS, by [39, Ch.11, Theorem 8], every square
submatrix of P’ is non-singular and therefore every square submatrix of P is also
non-singular. Again by [39] this implies that G, is the systematic generator matrix
of a MDS code and therefore u can be decoded from any subset of z entries of
uGoy. Since w is uniformly distributed, it implies that any subset of z entries of

uGoy is uniformly distributed, proving the theorem. O

By Theorem 9.1.1 we can construct secret sharing schemes from MDS codes.
Particularly, the resulting secret sharing schemes are rate-optimal. The next result
formally connects the decoding and repair bandwidth of the secret sharing schemes

to those of the MDS codes. A similar observation is recently made in [61].

Theorem 9.1.2. If C allows 1) repair of individual non-discarded nodes from any
dy < n — 1 of the remaining available nodes with optimal bandwidth and 2)
simultaneous repair of all k discarded nodes from any ds < n of the available
nodes with optimal bandwidth, then the resulting secret sharing scheme S achieves

dy-optimal repair bandwidth and ds-optimal decoding bandwidth.

Proof. For S, 1) corresponds to the operation of repairing individual nodes and 2)

corresponds to the operation of decoding. First consider 1). Note that the bandwidth

of repairing a node in S from d; nodes is lower bounded by the optimal bandwidth

of repairing a node from d; nodes in an [n, k'] MDS code (because S is a [n, k']
dit

MDS code) which equals 7+ symbols and is achieved by C by hypothesis.

Now consider 2), the optimal bandwidth to repair k£ nodes in C from ds nodes is

- fj;f = = C’fjftz symbols which matches the lower bound on decoding bandwidth.

This shows that S achieves dy-optimal decoding bandwidth. [

By Theorem 9.1.1 and Theorem 9.1.2, we can immediately obtain secret sharing
schemes with optimal repair and decoding bandwidth from the regenerating codes
in [62].

Corollary 9.1.1. For any n,r, z, there exists a rate-optimal (n,k =n—r — z,r, z)
secret sharing scheme with d,-optimal repair bandwidth and ds-optimal decoding
bandwidth, universally forall k + z < dy <n —1,and k + z < dy < n.
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Proof. Apply Theorem 9.1.1 and Theorem 9.1.2 to Construction 3 or Construction
6 in [62]. ]

Recall that the access complexity is the amount of symbol-read from disks. We
remark that Construction 6 in [62] is both bandwidth-optimal and access-optimal.
Therefore the resulting secret sharing scheme not only achieves the optimal repair
and decoding bandwidth universally, but also achieves the optimal access complexity

universally during repair or decoding.

We note that, however, the above schemes obtained by directly applying Theorems
9.1.1 and 9.1.2 to Construction 3 or Construction 6 in [62] are hardly practical. This
is because the degree of sub-packetization ¢ is prohibitive. Specifically, ¢ grows
double exponentially at the speed of O (Q(k”)n). In the next section we will discuss
constructions of schemes with a much smaller ¢t. We first introduce some notation

and a general construction framework.

Denote the entries of the codewords of C by C;, i = 1,--- ,n’. Each C; is a column
vector of length ¢ over a finite field F'. Adopting the framework in [62], we define
C by its parity check equations:

C={(Ch, -+, Cw): Y ACi=0,1=1,-- 1} 9.1)
=1

where '’ = n'—k',and A;;,1 € [r'],i € [n'] are t x t matrices over F. In this chapter
we consider array codes that resemble the structure of a Vandermonde matrix, i.e.,

we let
A=A lel], ien] 9.2)

where A;, i € [n'] are t x t matrices (with the convention that A® = T). In the next

section we will construct C by designing specific A;’s.

9.2 Scheme with Optimal Decoding and Repair Bandwidth

The dy-optimal decoding bandwidth of an (n,k = n —r — z,r, z) scheme is ;f—fi

symbols, implying that each of the ds nodes participating in decoding will transmit
k1

do—z — p°

a fraction of # of the symbols that it stores. We start with the case that
where p > 1 is an integer, which allows a simplified scheme. The following

construction is a generalization of Construction 2 in [62].

Construction 9.2.1. Consider any n,r,z,k =n—r —zandk+ 2z <dy <n —1,
k+z§d2§nsuchthat#:%. Letn' =n+k kK =k+z1r=n—F



112

and F be a finite field of size |F| > kp + ns, where s = di + 1 — k'. Let
{XijYiemnjeqo, s—1y U{An+iy Yie,jego, -1y be distinct elements in F. Consider
the code family given by (9.1) and (9.2), where t = ps™ and

i—1
T .
A = E Nia;€aCy, 1=1,--,n
a=0

t—1
Apri =Y s T =1k
n+t — n+z,an+1€aea =1, ) e
a=0

Here {e, :a = 0,--- ,t — 1} is the standard basis of F"* and we represent a using
the (n + 1)-digit notation a = (ap41,an, -+ ,a1), where a,1 € {0,--- ,p — 1}
and a; € {0,--- ,s — 1}, forall i € |n).

Note that A;, ¢ € [n/] are diagonal matrices and we can expand the parity-check

equations (9.1) coordinatewise. Let ¢; , denote the a-th entry of C;, we have,

n k
l l
E : )\i,aici,ll + § : An“ri,an+1cn+i7a - 07 (93)
=1 =1

fora € {0,---,t—1}, 1€ {0, ;1" —1}.

Lemma 9.2.1. The array code C given by Construction 9.2.1 is MDS.

Proof. Writing (9.3) in matrix form, for alla = 0,--- ;¢ — 1, we have
1 ... 1 1 1 Cla
Mas o s wttann o v | e | g g
Tar 0 A Mt 7 A | L era

Therefore any 7’ columns of the parity check matrix in (9.4) are linearly independent,

implying that from any n’ — 1’ = k’ elements of {c; 4, - - - , ¢,v.o } We can recover the
whole set. This shows that we can recover the set {C', - - - , C,/} from any of its £’
elements. Hence C is an MDS array code. [

Lemma 9.2.2. The array code C given by Construction 9.2.1 attains optimal band-
width when 1) repairing a single node i, i € [n], from any dy nodes, and 2) repairing

the set of nodes {n + 1,--- ,n'} from any ds nodes.
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Proof. Leta(i,u) = (ani1,- - ,@ir1,U,G;—1,- -+ ,a1). To prove the first statement
of the theorem we claim that for ¢ € [n] and a = 0,--- ,t — 1, the set of entries
{cl-7a(i,0), e ,cm(m,l)} of C; can be recovered from any subset of d; symbols of

the following set of n’ — 1 symbols over F’:

s—1
ﬁ) = ch,a(i,u)a j € [n']\i.
u=0

The claim implies that each of the d; nodes only needs to send one symbol in order
to recover s symbols in C;, achieving the optimal bandwidth. To prove the claim,
by (9.3), foranyi € [n],a=0,--- ,t —1,1=0,--- ;7" —landu=0,---,s—1,

we have:

>\l uwCi,a(iu) + Z )\jajc]azu +Z)\n+]an+1cn+jalu) 0. (95)

Jem\{i}
Assume without loss of generality that: = 1. By summing (9.5)overu =0,--- ,s—
1 we obtain
1 ... 1
€1,a(1,0
Ao Arsaa 0 B
/ / Cl,a(1,s—
NG A | e
1 ... 1 1 e 1 @
I
)\2,(12 ot )\n,an >\n+1,an+1 e )\n’,an_H ?’1
: : : : : : (;1)
r'— r— r'—1 r'—1 Iun’,l
)\2 az T )\n,ai )\n-i-l ant1 )\n Jan41
(9.6)

Note that in (9.6), there are 7’ equations and s + (n’ — 1 — d; ) unknown variables (s
from the L.H.S. and n' — 1 —d; from the R.H.S.). Moreover, s+ (n'—1—d;) = (d;+
1—K)+(n'—1—dy) = n'— k" = r'. Therefore the number of equations equals the
number of variables. Below we show that it is indeed possible to solve all variables
from (9.6). We follow an approach similar to that in [62]. Define polynomials
pi(z) =2 T[_ 0(3: — M)t =0,--- 7" —s—1. Let p;(x) = Z;/:_Olpmxj, and
define matrix P £ (Pij)ico,'—s—1],je0,—1]- Then by construction, multiply P on
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the left to (9.6) we have

1 ... 1 1 1
us
p | e Ane Antlan e Ao =0 @
: : : u(a)l
r'—1 r’—1 r'—1 r'—1 n’,
A2,a2 o /\n,an An—&—l,anJrl T n,an+1

The product of the first two terms in (9.7) equals @ = (¢; ;)ic[r'—s,je[/—1)> Where

qi; = p0<)‘j+1,aj+1))‘§:-117aj+17 (NS [T, - S]a .] S [TL - ]‘]

Qi,n71+j = pO()\n+j,an+1))\;‘j¢_117an+1> (RS [71/ - 5]7 j € [k]

Therefore () is a Vandermonde matrix in which each column is scaled by a non-zero

constant. Therefore any " — s columns of () are linearly independent, implying

that from any n’ — 1 — (v’ — s) = d, elements of {ug"f, e ,,ugf?l} We can recover
the whole set. And then we can recover {ci 4(1,0);" * , C1,a(1,5—1) } from (9.6). This

proves the claim and the first statement of the theorem.

We now prove the second statement and claim that forany a = 0, --- ,¢ — 1, the set
of entries {Cy1ia(mt1,) : @ € [K],j € [0, p — 1]} can be recovered from any subset
nt1 © J € [n]}. In other words, each of the dy nodes
only needs to send one symbol in order to decode p symbols, achieving the optimal

of d, elements of the set {ug’“)

decoding bandwidth. To prove the claim, from (9.3) we have:

n k
§ : l § l _
)\j,CLJ' Cj,a(j,u) + An+],ucn+],a(n+1,u) - 0
j=1 j=1
Summing over u we have
Cnt1,a(n+1,0)
1 1 . 1 1
Cn+1,a(n+1,p—1)
And1,0 0 Antlp—l 0 Angk0 0 Angkp-l .
-1 Al Al A\ Cn+k,a(n+1,0)
n4+1,0 77 nt+l,p—1 "7 n+k0 7 n+k,p—1 .
L Cn—i—k,a(n-l—l,p—l) .
(a)
/'Ll,n—&—l

= : . (9.8)

Ng?zﬂ
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Note that in (9.8) we have 7’ equations and kp + n — ds unknown variables (kp from
the L.H.S. and n — d from the R.H.S.). But kp + n — d; = r’ and the number of
equations equals the number of variables. Similar to the way that we treat (9.6), we
can recover {Cptia(mnt1,5) : ¢ € [k],J € [0, p — 1]} by solving (9.8). This proves the

claim and the second statement of the theorem. O]

By Lemmas 9.2.1, 9.2.2 and Theorem 9.1.2, we have:

Theorem 9.2.1. The secret sharing scheme obtained by applying Theorem 9.1.1 to
the code given in Construction 9.2.1, where the last k nodes are discarded, is an
(n,k =n —r — z,r, z) scheme with dy-optimal repair bandwidth and ds-optimal
decoding bandwidth.

Next we generalize Construction 9.2.1 to the case of arbitrary &.

Construction 9.2.2. For any n,r,z,k =n—r — 2z, k+ 2 < dy <n—1and
k+z2<dy<nletn =n+kk=k+z1r=n—kKands=d, +1—-F.
Let 0 = ged(k,dy — 2), =% p= % and 6 = p — 7. Let F be a finite field of
size |F| > sn+ > (i+0), andlet {\j:i€[n],j=0,-,5—1HIH{ sy :
i€ [k],j=0,---, |5 ] + &} be distinct elements in F. Lett = s"[[,_,(i + 6).
Consider the code family given by (9.1) and (9.2), where

i—1
T .
A, = E Nia;€a€y, t=1,--,n
a=0

t—1
A L= Ao T i=1... k
n+i — n+1i,a i eaea 1 =1, y fve
a=0 n+[§—‘

Here{e, :a=0,--- ,t—1} is the standard basis of F'* and we represent a using the
(n + 7)-digit notation a = (apyr, - ,a1), where a; € {0,--- s — 1}, fori € [n]
and a,+; € {0,--- 1+ — 1}, fori € [1].

Following an argument similar to the proof of Lemma 9.2.1, it is easy to show that

the code given by Construction 9.2.2 is an MDS array code.

Lemma 9.2.3. The array code C given by Construction 9.2.2 attains optimal band-
width when 1) repairing a single node i, i € [n], from any d, nodes, and 2) repairing
the set of nodes {n + 1,--- ,n'} from any ds node.
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Proof. We omit the proof of the first statement because it is similar to the proof
of Lemma 9.2.2. To prove the second statement, the key idea is to divide the

(n 4 1)-th to the (n + k)-th nodes into 7 groups and repair the groups one by

one iteratively. Formally, let Cp C {C},---,C,} be the set of nodes accessed,
with |CR| = dg. For ¢ = ]_, e, T, let Cz = {Cn+(i—1)6+17 cee 7Cn+(i—1)0+9}’ then
we first use Cpr to repair C;, then use Cr U C; to repair Co, - - -, and finally use

CrUCLU---UC,_; torepair C,. By the proof of Lemma 9.2.2, we can recover C;
from {Zii%_l Co,antin) © Gnyi = 0,0y € CrUCp—1)}. Since the nodes in Cj;_y
are already recovered, it suffices to know the set of values

o+i—1
= { Z Cv,a(n+iu) * Onti = 0,C, € CR} :

u=0
Therefore to recover all 7 groups of nodes, it suffices to know the values in the set
A =U._, . We remark that some values in A can be derived from other values in

the set and so it suffices to download a spanning set of A. Let

T d+i—1
A — U { Z Coa(ntin) * Onii = 0,an4; <d+j—1,j€[i—1],C, € CR} .
i=1 \ u=0

Clearly A* C A. We claim that every value in A can be determined by the values
in A*. To prove the claim it suffices to show that for i € [7], ; C A*. We prove
by induction on ¢. Clearly {2; C A*. Now suppose that 2y, ---,€; 1 € A*, and

consider the set
S+i—1
QZ\A* = { Z Cv,a(n—i—i,u) P Qptq = O,an+]’ = (5 +] — 1,] € [2 — 1], Cv € CR} .
u=0
Consider an arbitrary element Ziﬂ;l Cu,a(n+iu) Of 2;\A*, so that a satisfies a,; =
0and a,; = 6 + j — 1 for some j < i — 1. Denote by

a(j7i7x7y) = ( A1, Ty A1yt A1, Y, Qg1 )

Since ; C A*, it follows that Zifigl Coa(ntintinn ) € N, for all uy =
0,-+-,0+ 17— 1. Therefore

S4i—10+j—1
Y D Coatnrintimu € span(A”). 9.9)
up=0 uy=0
Moreover, by construction Zi;gl Co,a(njniuue) € Aforallu; =0, 0475 —
2. Therefore
8+j—25+i—1
Z Z Cu,a(ntjntiuius) € Span(A”). (9.10)

u1=0 wu2=0
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Subtracting (9.10) from (9.9) we have

o+i—1 o+i—1

*
) Coatntintiotiotun = P Coaniiu) € Span(A®).
u2=0 u=0

This proves that €; € span(A*) and the claim. We now analyze the size of A*. Let

0+i—1
QF = { D Coatmtia) P ngi = 0,004 <5+ j—1,j€[i—1],C, € CR}

u=0

so that A* = |J;_, Q. By counting the elements of the set we have

1—1 T
1 =s"-T[6+5-1)- J] (6+2).
j=1 j=i+1
We claim that
7 Z T
O =s" o+ 7). 9.11
;!J\ Smﬂf +J) 9.11)

We prove (9.11) by induction on i. Clearly [f| = ™ [[7_,(6+7) = 8" 525 [ [}, (0+
J). Now suppose that (9.11) is true up to ¢ — 1, then it follows

i i—1
SOl = 1951+ 19
j=1 j=1

T T

:s”%n(é%—j)%—snnw—{—j—l) H (6 +7)

:Sn(—5i;i1H(5+j)+H(5+j—1)>'H(5+j)
:Sn(5+i_1]1j[1(5+]>+(6+i)(5+z‘—1)311(5+9)>j_2111(5+9)
b _i-1 5 o

- (5+i—1+(5+¢)(5+¢—1)>H(5+3)

J=1

proving (9.11). Therefore [A*| = > 7, [ = 75" [[7_,(6 + j). Note that |A*]
is the number of symbols over F' that need to be downloaded from Cp and the
total number of symbols stored by Cg is t = s" H]T.Zl(é + 7). Therefore a fraction
of % of the symbols are downloaded which attains the lower bound. The proof is
complete. 0
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By Lemmas 9.2.3 and Theorem 9.1.2, we have:

Theorem 9.2.2. The secret sharing scheme obtained by applying Theorem 9.1.1 to
the code given in Construction 9.2.2, where the last k nodes are discarded, is a
(n,k =n —r — z,r z) scheme with dy-optimal repair bandwidth and ds-optimal
decoding bandwidth.

Finally, we remark that Construction 9.2.1 and Construction 9.2.2 both have a sub-
packetization level of ¢ = O(s"), which is comparable to existing regenerating
codes, e.g., [62], of the same parameters (note that our secret sharing schemes
can be viewed as regenerating codes). In fact, an exponential ¢ is shown to be
necessary in order to achieve the optimal repair bandwidth [68]. This suggests that
the additional optimal decoding requirement has a small impacton ¢. We also remark
that Construction 9.2.2 naturally generalizes to a family of regenerating codes that
supports centralized repair of groups of nodes of flexible sizes with reduced sub-
packetization, which is a result of separate interest. A similar centralized repair
problem was studied in [61] whereas the code construction therein is restricted in

parameters.

9.3 Scheme with Optimal Decoding and Repair Access

In this section we construct secret sharing schemes that not only achieve the optimal
decoding and repair bandwidth, but also the optimal access complexity during
decoding and repair. The ds-optimal decoding bandwidth and access is achieved
if a fraction of ﬁ of the symbols stored by each of the d; nodes are accessed

and transmitted during decoding. As before, we first study the simplified case that

k
do—2z

Construction 6 in [62].

= /13 for some integer p. The following construction is a generalization of

Construction 9.3.1. Consider any n,r,z,k=n—r —zandk+ 2z < dy <n —1,
k42 <dy < nsuchthat?’“_z = %. Letn' =n+k kK =k+2 1 =n —F
and s = dy + 1 — k'. Let F be a finite field of size |F| > ps(n + k), and let 7y be
a primitive element of I'. Consider the code family given by (9.1) and (9.2), where

t = ps" and
t—1
A=) Neatgiaen, =L 9.12)
a=0
t—1
An+i = Z >‘n+iea€aT(n+1,anH@1) 1 = 17 . ’]{;' (913)

a=0
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Here {e, :a = 0,--- ,t — 1} is the standard basis of F"' and we represent a using
the (n + 1)-digit notation a = (a,41, 0y, ,a1), where a,1 € {0,--- ,p— 1}
and a; € {0,--- ,s — 1}, for i € [n]. & denotes addition modular s in (9.12) and

addition modular p in (9.13), respectively. \; =~ fori € [n + k.
Lemma 9.3.1. The array code C given by Construction 9.3.1 is MDS.
Proof. By [62, Lemma VIL.3], an array code given by (9.1) and (9.2) is MDS if

A, — A, is invertible and A;A; = A;A;, foralli # j,i,5 € [n + k|. To establish

the commuting part, note that for distinct i, j € [n]

t—1
AiA; = AjA; =Y NN jeani ] aenasen); 9.14)
a=0
and that fori € [n],j € [n+ 1,n + k|
t—1
AZ’A]‘ = A]AZ = Z )\i/\jeaeaT(i’j’ai@LanH@l), (915)
a=0
and that for i, j € [n + 1,n + k]
t—1
AZA] = AjAl = Z Ai)‘jeaeg(n+l,an+1®2)‘ (916)
a=0

We now turn to the invertible part. For distinct 4,5 € [n+1,n+ k|, A, — A; =
SO — Aj)€aCainit.an, 1) and therefore is invertible. Fori € [n],j € [n +
1,n + kJ, consider arbitrary = such that A;z = A;z. Letz = ZZ_:lo To€q, Where
T, € F, then

t—1

At =) Nita(iaienea (9.17)

a=0
t—1

AjI = Z )\jxa(n+1,an+1€9l)ea' (918)

a=0
Therefore A\iZo(i0,01) = A\jTa(nt1,ans01) fora =0,--- ¢ — 1, implying that
Aj
Lo = yxa(i,n—ﬁ-l,ai@l,an_‘_l@l)‘ (919)

Repeating (9.19) ps times, we have

P ips
= 7 ali - (9.20)
Loy = )\ps xa(l,n+l,ai@p8,an+1@ps) - ryips Tg- .
[

Because 7** # 775, it follows from (9.20) that z, = 0,a = 0, - - - , £ — 1. Therefore
x = 0and A; — A, is invertible. By a similar argument, for distinct ¢, j € [n], it can

be shown that A; — A, is invertible. This completes the proof. U
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Lemma 9.3.2. The array code C given by Construction 9.3.1 attains optimal band-

width and access when 1) repairing a single node i, i € [n|, from any d; nodes, and

2) repairing the set of nodes {n + 1,--- . n'} from any dy nodes.
Proof. We first consider the repair of the set of nodes {n + 1,--- ,n’}. Expanding
(9.1) coordinate-wise, then fora = 0,--- ,t —land [ =0,--- ,7" — 1, we have
n n+k
D Neiatiaen + D MeiamrLannen = 0. 9:21)
i=1 i=n+1

Note thatkp—1 = dy—z—1 < n—z—1 = r'—1. Therefore, foranya = 0, -- ,t—1
and for | = apq1,Gni1 + Py 5 any1 + (k — 1)p, it follows from (9.21) that

n+k n
D Neia ==Y Mian+taslanaol (9.22)

i=n+1 =1
= - Z Aicz‘,a(i,nﬂ,ai@l,oy (9.23)

i=1
Fixing a, it is clear that the k£ equations given by (9.23) forms a system such that
the k& variables c,414, " ,Cntkq in the L.H.S. can be solved for if the R.H.S. is
known. Therefore the set of symbols stored in the erased nodes, i.e., {¢,tiq : €
|k],a=0,---,t— 1}, can be recovered from the set of symbols {c¢;, : i € [n],a =

0,---,t—1,a,41 = 0}. We make the following claim.

Claim: the set of symbols {c;, : i € [n],a = 0,--- ,t — 1,a,41 = 0} can be
recovered from the set of symbols {c;, : i € D,a=0,--- ,t —1,a,+1 = 0}, where

D is any subset of [n] of size ds.

The claim implies that to repair the set of nodes {n + 1,--- ,n + k}, it suffices to
access and download a fraction of 1/p of the symbols stored in any d; nodes, hence

achieving the optimal repair bandwidth and access complexity.

To prove the claim, note that by construction the parity check equations are equivalent

to
Ay A Cy A o A || Cant
: : : Sl = : : : : . (9.24)
A?{’—l e Azl—l C, A;/_le - A;/_:kl CnJrk

Let M be the set of ¢ x ¢ matrices that commute with { 4; : i € [n+k|}. By the proof
of Lemma 9.3.1, A, € M, fori € [n + k]. Define functions p; : M — M, with
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pi(z) = 2 H?Zl(x” — A7, ;). fori=0,--- 7" —kp— 1. Due to commutativity, we
can write p;(x) = Z;;_()l pi &', where p; ; is at x ¢ matrix. Define a (7' — kp)t x r't
matrix
Po,o T Do, —1
P = : : : . (9.25)
Pr'—kp—1,0 *° Pr'—kp—1s/—1

By construction P(A);, - AT = (po(Awsd)s proip-1(Ansi)) " = 0,
for ¢ € [k]. Therefore multiplying P on the left to (9.24), we have
A0 A0 c,
Pl i | =0 (9.26)
AT AT C,

By construction P(A?, - A" "N = (po(A), -+, prr_rp1(A:)T, for i € [n].
Therefore it follows from (9.26) that

AT (A=A AT (AL — A ) Gy
. . ' -

Agl_kp_l Hf:1<A;1] _ AfL+i) . A;I_kp—l Hle (Afl - AfH»i) Cn
(9.27)

By an argument similar to that in the proof of Lemma 9.3.1, it can be shown that
fori € [n] and j € [n + 1,n + k], A7 — Al is invertible. Therefore H?zl(Af -
AP

1.+;) is invertible for i € [n]. Hence the parity check matrix in (9.27) is a block

Vandermonde matrix in which each column is scaled by a full rank matrix. The

resulting code is an [n,n — (7' — kp) = do] MDS array code, i.e., from any ds

elements of {C},--- , C,,} we can recover the whole set.
Note that by construction A, = \? I for i € [k]. Therefore, the parity check

matrix in (9.27) equals:

A(l) Hf:1(A§ - [) T A% H?:l(AfL - [)
: : : ) (9.28)

D | R o | (TR

By construction, for i € [n], A; is a permutation matrix whose corresponding
permutation only affects the digit a;. Therefore each block of the parity check

matrix in (9.28), if expanded, is a sum of products of permutation matrices whose
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corresponding permutations do not change a, 1. For j € [r' — kpl|, consider the
7-th blockwise row of (9.28)

AT AL =) e AT (- D) 929)

then for a = 1,--- ;¢ — 1, the a-th row of (9.29) corresponds to a parity-check
equation of the following general form:

n t—1

Y hiwcia =0, (9.30)

=1 a’=0

where by the previous discussion, r; o = 0if a, | # apy1.

LetC! ={cin:a=0,--- t—1,a,41 = 0},7 € [n], thenthe factthat {C,--- ,C,}
forms an [n, dy] MDS array code and the fact that any parity check equation in (9.27)
that involves an element of U;c,,)C} only involves elements in U;c,)C; implies that
from any d, elements of {C, - -- , C! } the whole set can be recovered. This proves
the claim and the dy-optimal access property of the repair of the set of nodes
{n+1,--- ,n+k}

Similarly, consider the case of repairing an individual node m, m € [n]. Since
s<n-—Fk <r,by(9.2l),fora=0,---,t—1,letl = a,,, we have

n+k
l l l
_)\mcm,a = E )\Z’Ci,a(m,i,am@l,ai@l) + E )\Z’Ci,a(m,n+1,am®l,an+1@l) (931)
i€[n],i#m i=n+1
n+k
2 l E l
= )‘ici,a(m,i,o,ai@am) + Aici,a(m,nJrl,O,anJrl@am)- (932)
i€[n],i#Em 1=n+1

Therefore C,, can be recovered from the set of symbols {c¢; , : i € [n+k],i # m,a €
0, — 1],a,, = 0}. By setting p;(z) = z'(2* — A3)), fori = 0,--- , 7' —s —1,
and following the same line of arguments as before, it can be proved that {¢;, : i €
[n + k|,i # m,a € [0,t — 1],a,, = 0} in turn can be recovered from the set of
symbols {c¢;, : i € D,a € [0,t—1],a,, = 0}, where D is any subset of [n+ k|\{m }
of size d,. This implies that to repair node m it suffices to access and download a
fraction of 1/s of the symbols stored in any d; nodes, achieving the optimal repair

bandwidth and access complexity. The proof is complete. 0

By Lemmas 9.3.1, 9.3.2 and Theorem 9.1.2, we have:

Theorem 9.3.1. The secret sharing scheme obtained by applying Theorem 9.1.1 to

the code given in Construction 9.3.1, where the last k nodes are discarded, is a
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(n,k =n—r—z,r, z) scheme with d,-optimal bandwidth and access in repair and

dy-optimal bandwidth and access in decoding.

Next we generalize Construction 9.3.1 to the case of arbitrary F]:z'

Construction 9.3.2. For any n,r,z,k =n—r —z, k+2 < dy < n—1and
k+z2<dy<nletn =n+kk=k+z1r=n—kKands=d, +1—-k.
Let § = ged(k,dy — 2), 7 = %, p = % and 6 = p — 7. Let F be a finite field
of size |F| > p(n + k)(max(s, p — 1)), and let v be a primitive element of F. Let
t = s"[[;_,(i + ). Consider the code family given by (9.1) and (9.2), where

t—1
T .
A; = E Ai€aq(imatys =1, ,n
a=0
t—1
— E o ol , =1 ---
An-H - >\”+Z6a€a(n+[%],an+[%w®l) 1= 17 7k'
a=0

Here{e,:a=0,---  t—1}is the standard basis of F*' and we represent a using the
(n + 7)-digit notation a = (apyr,- -+ ,ay1), where a; € {0,--- ;s — 1}, fori € [n]
and a,; € {0, i+ 06 — 1}, fori € [7]. \i =~ fori € [n+ k]

Lemma 9.3.3. The array code C given by Construction 9.3.2 is MDS.

Proof. Similar to the proof of Lemma 9.3.1, it can be shown that for i, j € [n + k],
A;A; = A;A;. Therefore to prove the lemma it suffices to show that for distinct
i,j € [n+ k|, A; — A; is invertible. Define a function
i i=1.--.n
i) = , T (9.33)
f() {n_{_(%} i:n—i—l,---,n—{—k.

If f(i) = f(j), then A; — A; = S (N — Aj)e‘leg(f(i)@f(i)@l) which is invertible.
Otherwise, consider arbitrary = such that A;x = A;z. Letx = Zf:o Z.€q, Where
z, € F, then

t—1

At = NiTa(f(inay@1)€a (9.34)

a=0
t—1

Aj.flf = Z )\ja:a(f(j),af(].)@l)ea. (935)

a=0
Therefore for a = 0, - -+, ¢ — 1, Ni%a(s(i),a5@1) = Aj%a(f()as@1)> iMplying that,

by
Ta = )\_],xa(f(z‘),f(j),af(i)el,af(l,-)@l)- (9.36)
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Define a function

(i) ’ b 9.37)
i) = :
g t—n+d i=n+1-- n+r7.
Repeating (9.36) for G = g(f(i))g(f(7)) times, we have
A7 ~7i¢
Ty = )\_Gxa(f(z),f(],af(l)GG,af(J)GBG) - VTG‘CL.CL (9'38)

Because iG < |F| and jG < |F|, 4'¢ # ~9%, and it follows from (9.38) that
2, =0,a=0,---,t — 1. Therefore z, = 0 and A; — A; is invertible, proving the

lemma. ]

Lemma 9.3.4. The array code C given by Construction 9.3.2 attains optimal band-
width and access when 1) repairing a single node i, i € [n], from any dy nodes, and

2) repairing the set of nodes {n + 1,--- . n'} from any dy nodes.

Proof. We omit the proof of the first statement as it is similar to the proof of
Lemma 9.3.2. To prove the second statement, the idea is to divide the (n + 1)-th
to the (n + k)-th nodes into 7 groups and repair the groups one by one iteratively.
Formally, let Cr C {C1,--- ,C,,} be the set of nodes accessed, with |Cr| = d». For
i=1,---,7,1etC; = {Cpi(i—1)041, - » Cni(i-1)0+0}, then we first use Cp, to repair
C1, then use Cr U C; to repair Co, - - -, and finally use Cr UC; U - - - U C,_1 to repair
C.. By the proof of Lemma 9.3.2, we can recover C; from {c,, : an+; = 0,C, €
CrUCjiy }. Since the nodes in C[i—1) are already recovered, it suffices to know the
set of values €2; = {c, 4 : Gnyi = 0,C, € Cr}. Therefore to repair all 7 groups of

nodes, it suffices to access and communicate the values in the set A = [ JI_, ;.

We analyze the size of A. Define A; = U;Zl (2; and note that A, = A. We prove

1

that |A;| = 5% dat by induction on i. Clearly |A| = 55

dot. Now suppose that
1A = ﬁth is true, then

1 Ay
Aoyl = A+ ——— (1124 ,
|Ais1] = | 2|+5+i+1( dﬂ)th (9.39)
g O gt (9.40)
T s+ ? '
S+i)(i+1 1
_ 096+ D L i+l 9.41)

S+ +i+1) " S+i+1

Therefore by induction |A;| = s=dyt fori = 1,--- 7. So [A| = [A-| = 5=dot =
ko_ ~dyt. Therefore a fraction of # of the symbols stored in the d, nodes are

accessed and downloaded which attains the lower bound. The proof is complete. [
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By Lemmas 9.3.3, 9.3.4 and Theorem 9.1.2, we have:

Theorem 9.3.2. The secret sharing scheme obtained by applying Theorem 9.1.1 to
the code given in Construction 9.3.2, where the last k nodes are discarded, is an
(n,k =n—r—z,r, z) scheme with d,-optimal bandwidth and access in repair and

dy-optimal bandwidth and access in decoding.
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Chapter 10

CONCLUDING REMARKS

In this part we study the communication complexity and the access complexity of
secret sharing schemes during decoding and repair. We prove a tight lower bound
on the decoding bandwidth, and design schemes that achieve the optimal decoding
bandwidth and access when d nodes participate in decoding, universally for all
n—r < d < n. We also design schemes that achieve the optimal bandwidth and
access during both decoding and repair. Finally we design a family of Shamir’s

scheme with asymptotically optimal decoding bandwidth.

An interesting future direction is to combine the objectives of Part I and II, and to
design schemes that are optimal in terms of both computation and communication.
Particularly, since Construction 5.3.1 in Part I is a natural generalization of Shamir’s
scheme and the scheme in Section 8.2 is closely related to Shamir’s scheme, it seems
plausible that the ideas from both sides can be combined, resulting in schemes that

are both bandwidth optimal and highly efficient in computation.

More generally, an interesting question is whether the ideas and schemes developed
in this part can be applied to a broader scope. For example, is it possible to design
schemes with improved decoding bandwidth for non-threshold access structures?
Is it possible to extend the ideas to improve the communication efficiency of other
secure protocols, particularly those who use secret sharing schemes as building
blocks?
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Chapter 11

INTRODUCTION TO SECURE REPAIR

The problem of repairing secret sharing schemes has attracted significant interests
recently. Specifically, a secret sharing scheme encodes a message into n shares, such
that the message can be decoded from any n — r shares (reliability), and that any z
shares are independent of the message (security). In the setting of distributed storage,
a system consists of n nodes and one share is assigned to each node. Therefore a
secret sharing scheme can tolerate r node failures (erasures) as well as z colluding
adversarial nodes trying to infer information about the message. In the event of
node failures, the shares held by the failed nodes are lost and in order to maintain the
same level of reliability, the system needs to repair the failures by reconstructing the
lost shares and reassigning them to the failed (or replacement) nodes. Two problems
arise during the repair process, namely, 1) bandwidth efficiency: it is desirable to
minimize the amount of communication induced by the repair process; 2) repair
security: the system needs to maintain the security requirement that any colluding
z nodes, including the failed (or replacement) nodes, cannot infer any information

about the message, during and after the repair process.

Secure regenerating codes, e.g., [21]—-[24], are a class of secret sharing schemes
that are carefully designed to address the above problems. We classify secure
regenerating codes into two categories: codes that only address the bandwidth
efficiency problem (i.e., codes with non-secure repair), and codes that address
both the bandwidth efficiency and the repair security problems (i.e., codes with
secure repair). Specifically, codes with non-secure repair focus on reducing the
repair bandwidth without worrying about the security of the repair process. For
example, the codes that tolerate Type-I adversary in [24] and the schemes constructed
in Chapter 9 belong to this category. For this case one can think of having a
trustworthy repair dealer that will receive information from the available helper
nodes, reconstruct the lost share and then forward it to the failed node. The repair
dealer may receive enough information to gain knowledge of the message, and
therefore has to be trustworthy. In comparison, regenerating codes with secure
repair guarantee by code design that such a dealer will not learn any information
about the message. This in fact removes the need for the dealer to be trustworthy

and the failed node can act as the dealer. Unfortunately, the guarantee that the dealer
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cannot learn any information about the message is shown to come at a high cost in
rate [21], [24], because more independent randomness (keys) is required in order
to protect the message from the dealer, resulting in increased overhead. Therefore,
codes with non-secure repair in general have a significantly better rate and repair

bandwidth (when normalized by rate) than codes with secure repair.

We address the problem of repair security from a different perspective, without
needing to take the heavy penalty in rate and other aspects of efficiency as in the
case of secure regenerating codes. The key idea is that we allow a more flexible
repair protocol: secure regenerating codes implicitly assume a simple “one-round”
repair protocol, in which the helper nodes transmit information to the failed nodes
but they themselves do not receive information from other nodes. This implicit
“one-round” assumption is expensive in terms of efficiency. We show that, just by
slightly relaxing this assumption and allowing a “two-round” protocol, it becomes
possible to securely repair any secret sharing scheme in a black-box manner, in the
sense that the proposed repair protocol is generic and there is no need to design or
modify the secret sharing scheme. Refer to Figure 11.1 for a simple example of the

two-round secure repair protocol.

We remark that a two-round protocol is advantageous in that more nodes are allowed
to receive information rather than only the failed node. This is intuitively beneficial
because, if d > 2z nodes can receive information, then we can take advantage of
the gap between d and z in the following way. During the repair process, let the
information received by any z nodes be independent randomness (so that the security
requirement is met), and let the information received by all d nodes reveal useful
information on the lost share. We then use an extra round of communication to
transmit the information on and only on the lost share from the d nodes to the failed
node so that the lost share can be reconstructed. Loosely speaking, we can think of
the repair process as letting the failed node “compute” its share securely, so that it
only learns the share but nothing else. This is naturally related to the problem of
secure multi-party computation and the ideas in [69], [70] play an important role
in our repair schemes. We remark that we adopt a formal information-theoretic
approach in our analysis and bounds, which differs from many existing works on
secure multi-party computation. We also note that relaxing the repair process to
involve more than one round is practical. For example, POTSHARDS [14] employs

a heuristic multi-round repair scheme to improve the security of the repair process.

Our generic secure repair schemes have two important advantages over secure re-
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generating codes with secure repair. First, the generic nature implies that there
is no need to compromise the efficiency of the secret sharing scheme for secure
repair. Here, aspects of efficiency at stake are not limited to the rate and repair
bandwidth discussed earlier, but also include, for example, computational complex-
ity (discussed in Part I) and decoding bandwidth (discussed in Part II), because it
is not clear how to construct secure regenerating codes with secure repair that also
achieve the optimal computation and/or decoding bandwidth. Second, most secure
regenerating codes focus on secure repair by a fixed number of helper nodes. In the
case that not enough helper nodes are available due to multiple node failures, it is

not clear how secure repair can be achieved.

We briefly summarize the contributions of the paper. In Section 12.1, we present a
generic two-round secure repair scheme based on the ideas in [69], [70]. Specifically,
in the first round each helper node encodes its share into z 4 1 pieces using a secret
sharing scheme, so that any z pieces reveal no information about the share and that
the share can be decoded from z + 1 pieces. The z + 1 pieces are sent to z + 1
receiver nodes, and each receiver node receives a piece from each helper node (if
the helper node and the receiver node are the same node, then the corresponding
piece needs not be transmitted). For example, in Figure 11.1-(b), the helper nodes
and receiver nodes are both Nodes 2 and 3. The set of pieces received by all receiver
nodes contains enough information to decode the shares of all helper nodes and the
lost share. We then need to communicate the information about the lost share, but
no extra information about the shares of the helper nodes, to the failed node. To
achieve this, each receiver node locally computes a function that takes the pieces
received by the node as inputs, and outputs a “distilled” piece such that the set of
“distilled” pieces only contains information about the lost share. This set is then
transmitted from the receiver nodes to the failed node. Refer to Figure 11.1-(c) for

an example.

The generic repair scheme in Section 12.1 requires a relatively large repair band-
width. In Section 12.2, we reduce the repair bandwidth of the scheme significantly
by adopting the idea of parallelism in [17]. Instead of repairing one single share
at a time, we repair multiple shares together in parallel, therefore amortizing the
communication overhead over the multiple shares. This is achieved by letting all
n nodes be receiver nodes (instead of z + 1 nodes) and by using a secret sharing
scheme of a higher rate in the first round. The larger gap between the number of

receiver nodes and z implies that we can encode more information in the secret
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sharing scheme (so that it has a higher rate) and can repair more shares in parallel.

The generic repair schemes in Sections 12.1 and 12.2 can securely repair any scalar
linear secret sharing schemes. A more general class of schemes are vector linear
secret sharing schemes. For a vector linear scheme over a field, each node stores
multiple elements of the field instead of a single element as in the scalar linear case.
Many efficient secret sharing schemes, e.g., schemes with efficient computation (e.g.,
Chapter 4 and Chapter 5), schemes with efficient decoding bandwidth (e.g., Chapter
8), and schemes with efficient repair bandwidth (e.g., Chapter 9), are intrinsically
vector linear. In Section 12.3 we generalize our secure repair schemes to generically
repair any vector linear schemes. In particular, this generalization allows us to
leverage the property of secret sharing schemes with efficient (non-secure) repair
bandwidth, i.e., secure regenerating codes with non-secure repair, to further reduce

the (secure) repair bandwidth.

Finally, in Section 12.4 we prove an information-theoretic lower bound on the repair
bandwidth of secure repair schemes. The bound implies that the secure repair
schemes in Sections 12.2 and 12.3 achieve the optimal repair bandwidth within a
small constant factor when n dominates z, or when the secret sharing scheme being

repaired has optimal rate.

The material in this part of the thesis was presented in part in [71].
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| Node 1 | | Node 2 { | Node 3 |

c,=u c,=u+m c,=u+22m

(a) A secret sharing scheme over F5 with » = 1 and z = 1, where m is a message symbol
and u is a random key uniformly distributed over F5. We denote the three shares by c1, co
and cs.

u,+c,

m | Node2| [ Node3 |
L

U 3

(b) Repairing Node 1 (round 1): Node 2 generates a random symbol us and sends us + co
to Node 3. Node 3 generates a random symbol u3 and sends it to Node 2.

2u,+4u,
M | Node 2 ‘ l Node 3 I

N~

2r,f2+4u3+202+4(:3

(c) Repairing Node 1 (round 2): Node 2, having access to ug and us, computes and sends
2ug + 4us to Node 1. Node 3, having access to ua + c2, us and c3, computes and sends
2ug + 4us + 2c9 + 4cg to Node 1. Node 1 can reconstruct its share since ¢ = 2¢o + 4cs.

Figure 11.1: Securely repairing a secret sharing scheme. Note that it is impossible
to securely repair any node failure under the one-round repair model of regenerating
codes, because for the failed node to reconstruct its share it has to collect the shares
from the other two nodes, which will violate the security requirement. However,
any node failure can be securely repaired by the two-round scheme shown above.
To see that the scheme is secure, note that after the repair process Node 1 has access
to ¢; and 2us + 4us; Node 2 has access to ¢y, us and us; Node 3 has access to cs,
ug and us + co. Therefore, any single node has access to only one share as well as
some random symbols that are independent of the shares. Therefore no single node
can learn any information about the message m.
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Chapter 12

SECURE REPAIR SCHEMES

12.1 Generic Secure Repair of Secret Sharing Schemes

An (n, k,r, z) secret sharing scheme over F, is a randomized function that maps
(encodes) a message m = (myq,--- ,my) of k symbols over F, to n shares ¢ =
(¢1,---,cn)over F,, such that 1) m can be decoded from any subset of n —r shares;
2) any subset of z shares do not reveal information about 72. Shamir’s scheme is a

well known secret sharing scheme with & = 1.

Construction 12.1.1. (Shamir’s scheme [15]) For any n, and z < n, let k = 1,
r =n—z—1and[F, be afinite field of size ¢ > n. Let u;, i € [z] be i.i.d. uniformly
distributed over IF, (also referred to as keys) and let o;, i € [n| be arbitrary distinct

non-zero elements of F,. The shares corresponding to message m, are

a1 Qg o Qp
(617627‘ o 7071) == (m17U17UQ,' o 7uz) . . . . . (121)

Lemma 12.1.1. Let ¢;, i € [n| be the shares of Shamir’s scheme (12.1) on message
my and keys u;, i € [z], and let ¢, i € [n] be the shares of the scheme on message
m} and keys u}, i € [z]. Then for arbitrary linear function f : F2 — Fo, f(ci, ),
i € [n] are the shares of the scheme on message f(mi,m}) and keys f(u;,ul),
i€ [z].

Proof. Follows from the linearity of (12.1). [

A secret sharing scheme allows secure and reliable storage of information, i.e., it
can tolerate the loss of any r shares as well as the exposure of any z shares to an
adversary. However, the problem of repair is not addressed. Consider the situation
that one or more shares are lost or unavailable, and so in order to maintain the same
level of reliability one wishes to repair/reconstruct the lost shares. For example,
in the application of storage, the n shares are assigned to n storage nodes, and in
the situation of node failures, one wishes to repair the failures by reconstructing

the shares originally assigned to the failed nodes. The repair problem can be easily
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solved if there is a trusted dealer, who can collect the available shares, recompute
the lost shares and reassign them to the failed or replacement nodes. However, the
assumption of a trusted dealer responsible for centralized repair may not be practical

for many applications.

In this chapter we study the situation that a trusted repair dealer is not available and
the nodes holding the shares are responsible for carrying out the repair by themselves.
A naive repair scheme is to transmit the available shares to the failed node so that
it can decode the message and recompute its share. By doing so, however, we have
revealed the message to the failed node which conflicts with the underlying threat
model of a secret sharing scheme, because now it is possible for one single node to
gain knowledge of the message. Indeed, in this case an adversary controlling a single
node can compromise security simply by reporting a node failure. Therefore, the
main question of interest is how to repair securely without a trusted dealer. This is
related to the problem of secure multi-party computation, and in particular, the ideas
developed in [17], [69], [70] for constructing secure computation protocols would
be helpful for us to design mechanisms to securely repair secret sharing schemes.

Below we formalize the notion of secure repair.

Definition 12.1.1. (Secure repair scheme) Consider an (n, k,r, z) secret sharing
scheme and n nodes such that node i holds the share c;. For any e € [n], and
I C [n], suppose that node e has failed and nodes in I are available to help
repairing node e. A secure repair scheme is a protocol of communication between
the nodes, such that 1) the information sent by a node to other nodes is a function
of the share it holds, its local coin flips, and the information it received from other
nodes, 2) denote by d; all the information received by node i by the end of the

protocol and denote by u; the result of coin flips at node 1, then

® (Repairability) H(c.|d.) = 0.
o (Security) I(m;ca,ua,dy) =0, forall A C [n], |A| = =
Note that Definition 12.1.1 naturally extends the threat model of secret sharing, e.g.,

it maintains the security requirement that any z nodes cannot learn any information

about the message, during and after the repair process.

Construction 12.1.2. (Secure repair of linear secret sharing schemes) Consider any

(n, k,r,2) secret sharing scheme, any e € [n|, and any I = {i1,--- i1} C [n],
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e ¢ I such that there exists a linear function f so that f(ci,, iy, , ¢, ) = Ce. Let
J = {1, ,j.41} be an arbitrary subset of [n] of size z + 1. The secure repair
process involves three steps:

1) For each node i € I, encode c; into ¢;1,¢i2,- - ,Ci+1 bya (z+1,1,0,2)
Shamir’s scheme (in Construction 12.1.1 all nodes choose the same «;’s) and

send c; i, to node ji, € J.

2) For each node j € J, compute c; = f(ci, j, Cip g, -+, Ciy 5) and send c; to

node e.

3) Node e obtains c. by decoding the (z + 1, 1,0, z) Shamir’s scheme, regarding

/ / /
Cirs Ciyo ,C,, as the z + 1 shares.

Theorem 12.1.1. Construction 12.1.2 is a secure repair scheme.

Proof. We need to show that Construction 12.1.2 meets the repairability and security

requirements in Definition 12.1.1. By Lemma 12.1.1, ¢ -, d. are the

A A ‘
Ji’ 7g27 Jz+1
shares of a (2 + 1, 1, 0, z) Shamir’s scheme that encodes f(c;,, ¢, -, Cim) = Ccas
message. This proves repairability. We now focus on security. Let A be an arbitrary

set of nodes controlled by the adversary, with | A| = z. We consider two cases.
Case I: e ¢ A. In this case dj = (Cil,jucig,j7 tet 7Ci|1|,j> lfj S J, and dj = 0 if

j¢ J. Denotecyp={c;j:i€ A, je B}, wehave

I(my;ca,ua,da) = I(my;ca,ua, crina) (12.2)

(@)
= I(m;ca, ua, C]\A,JmA)

b
O I(m;ca, UA|CI\A,JmA) + I(m; CI\A,JNA)

2. (12.3)

Here (a) is due to the fact that c;n4 s is a function of c4 and w4; (b) follows from
the chain rule; (c) follows from the data processing inequality and the Markov chain

M — C — Cp\A,JnAs 1-€., C1\4,7nA €an be dependent on mm only via c; (d) follows
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from the fact that cp\ 4 jna are the shares of |I\ A| independent (2 + 1,1, 0, z) secret
sharing schemes and that for each scheme at most |J N A| < z of its shares are
included; (e) follows from the fact that (m, ca,ua) L cpa,yna, implied by (d); (f)
follows from (m, c4) L u4 ; and (g) follows from the security of the secret sharing

scheme being repaired.

Case 2: ¢ € A. Since |A| = z and |J| = z + 1, J\A is not empty. As-
sume with out loss of generality that j; € J\A. Because s Chyye ,c}zH
are the shares of a (z + 1,1,0,2) Shamir’s scheme that encodes c., it follows
that 7(c.; ¢, J2, v 5¢.,,) = 0 and that there exists a linear function g such
that g( Jl’ ]2’ o ]z+1)

631 = ( Ce — Zk:Q gk:Cjk)gl , namely,

Z;ﬂ g€, = c.. This implies that g; # 0 and so

H(C;-1|Ce,Cf]\{j1}) =0. (124)

We have,

[(m7 Ch,UA, dA) = I(ma Ca,UA, ClJ? CI,AﬁJ)

INE

. /
I(m;ca,ua, c,crngy)

~

i

—~

I(m; ca,uwa, € iy €L}

—~
~

= I(m;ca,ua, crny)- (12.5)

Here (h) follows from AN J C J\{j1}; (i) follows from (12.4); and (j) follows from
the fact that cf]\ Gy isa function of c; j yj,3. We continue the chain of inequality by
treating (12.5) in a similar way as Case 1. Namely, applying an argument similar to
that of (12.2) - (12.3), we have

[(ma CAauAadA) < m;CAauAaCI,J\{ji})

;A UA, CP\AN\[j1})

m;cy, UA|CI\A,J\{j1} + I(m; CI\AJ\{J&})

IN

™M Ca,UalCh a0 (i)

m;cay, UA)

(

(

( )

(m; ca, ualenangy) +1(¢enangy)
( )

(

(

1
1
I
I
I
I
I(m;cy)
0.

The proof is complete. [
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We remark that Construction 12.1.2 can securely repair any (scalar) linear secret
sharing scheme in a black-box manner, in the sense that it does not require modifying
the secret sharing scheme. This suggests that secure repair “‘comes for free” without
needing to compromise other aspects of efficiency of the scheme. In comparison,
the secure regenerating codes in [21]-[24] allow secure repair at the cost of effi-
ciency. We also remark that multiple failures can be repaired securely by invoking

Construction 12.1.2 multiple times.

We analyze the secure repair bandwidth, i.e., the total amount of information that is
communicated during the secure repair process. In Step 1, at most | 7|(z+1) symbols
are transmitted and in Step 2, at most z + 1 symbols are transmitted. Therefore the
total repair bandwidth is at most (|/| + 1)(z + 1) symbols, which is approximately

z + 1 times of the non-secure repair bandwidth |/|.

12.2 Reducing Secure Repair Bandwidth

While Construction 12.1.2 provides a generic approach to repair any linear secret
sharing schemes securely, it requires a large overhead in the repair bandwidth. In
this section we propose an improved secure repair scheme with a significantly better
repair bandwidth. The main idea is that, instead of repairing one single share/symbol
at a time, we repair multiple shares together in parallel, and therefore amortizing the
communication overhead over the multiple shares. For this to work we need every
node to store multiple shares, which is typically the case because the amount of the
total information to be stored (e.g., a file) usually exceeds the amount of information
that can be stored by a single secret sharing scheme. Therefore the file will be split
and stored by multiple independent instances of a secret sharing scheme, resulting
in multiple shares to be assigned to a node. In the remainder of this section we
assume that there are enough shares in the failed node to be repaired. Then, the
main improvement is that in the first round of the repair scheme, rather than using
alow rate (z + 1, 1,0, z) secret sharing scheme, we use a high rate (n,n — 2,0, z)
scheme. This allows one to repair n — z shares in parallel and reduce the amortized
overhead in the repair bandwidth (which are the z keys in the secret sharing schemes

of the first round) by n — z times.

Formally, we assume that each node stores n — z shares from n — 2z independent
instances of a secret sharing scheme. We use superscripts to index instances,
e.g., mi) = (mgi), e ,m,(;)) is the message encoded by the i-th instance. In the

first round of repair we shall use the high rate secret sharing scheme defined in
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Construction 5.3.2, which is a generalization of Shamir’s scheme to the case of

k > 1. We present the same construction in matrix form below for concreteness.

Construction 12.2.1. (Ramp version of Shamir’s scheme) For any n, r, z such that
n>r+z letk=n—r—zandF, be a finite field of size ¢ > n. Let u;, i € [2] be

i.i.d. uniformly distributed over F, and let o, i € [n] be arbitrary distinct non-zero

elements of F,. The shares corresponding to message m = (my, ma, - - - ,my,) are
1 1 e 1
0{1 0{2 ... aTL
(ChCQa'“ >Cn) = (mh"' y Mg, Uy - 7uz)
z+k—1 z+k—1 z+k—1
al a2 ... an
(12.6)

Construction 12.2.1 is an (n,k = n — r — z,r, z) secret sharing scheme.

Construction 12.2.2. (Bandwidth-efficient secure repair) Consider any (n, k,r, z)
secret sharing scheme, any e € [n|, and any I = {iy,--- i1} C [n], e & I such
that there exists a linear function f so that f(ci,,ciy, -+, ¢i,) = c.. The secure
repair process involves three steps:

1) For each node i € I, encode cgl), c§2), e ,c§”‘z> into ¢;1, ¢, ,Cin by a

(n,n — 2,0, z) scheme according to Construction 12.2.1 (all nodes should

choose the same «;’s) and send c; j to node j.

2) For each node j € [n], compute ¢; = f(ci, j, Ciy j, "+, iy 5), and send ¢ to
node e.
. (1) (2 (n—2) ,
3) Node e obtains ce’,ce’, -+, Ce by decoding the (n,n — z,0, z) scheme,
regarding ¢, ch, -+ - , ., as the n shares.

Theorem 12.2.1. Construction 12.2.2 is a secure repair scheme.

Proof. Similar to Theorem 12.1.1, repairability follows from the linearity of Con-
struction 12.2.1, which implies that c{n} are the shares of a (n,n— z, 0, z) secret shar-
. 1 1 1 n—z n—z n—z

1ngschemethatencodes(f(cgl),cZ(Q),-«~ ’CE|1)|>"” ,f(cg1 ),CZ(Q ) ’Cgm M) =
(V- ") as message. We now focus on security. Let A C [n], |A] = 2
be an arbitrary set of nodes controlled by the adversary, then = 4. Fur-

thermore, since Construction 12.2.1 is rate-optimal, by Lemma 3.2.1 it follows that
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H(d,) = z. We have

H(c’[n]\A|c[e”_Z}, dy) = H(c[”_z], c’[n]) — H(c["_z], cy) (12.7)

= 0. (12.8)

Here (a) and (c) follow from the chain rule; (b) follows from the fact that c’[n] is a

function of ¢!"~*) and » random keys; (d) follows from ¢~ 1L ¢, and (e) follows
from H(c,) = 2.
Consider the case that e € A, we have

I(ml =2 Ay dg) = Iml=2 ™y, Clup C1,4) (12.9)

- ](m[n—z}7 CEZ_Z]a Ua, 6247 CI,A)

=2 2 g, era), (12.10)

=
~
—~
3

h n—z n—z
= I(m[ ]7CE4 }7uAaCI\A,A)

2 [(ml ualepaa) + I(m" i cpa )
(é T [n—z]. [n—2] I [n—2z].
>~ (m 3 CA ) UA‘CI\A,A) + (C ) CI\A,A)

= I(ml7, C[X_z], ualcpa,a)

= I(ml"; ™ uy)

=0, (12.11)

where (f) follows from (12.8); (g) follows from the fact that ¢/, is a function of

cr,a; (h) follows from the fact that c4 4 is a function of CEZ;_Z] and uy4; (i) follows

from the chain rule; (j) follows from the Markov chain ml—2 — el CI\A,A

and the data processing inequality; (k) follows from the fact that cp\ 4 4 are the

shares of |\ A| independent (n,n — 2,0, z) secret sharing schemes and that for

each scheme only |A| = z of its shares are included; (1) follows from the fact that
[n—2]

(m=# ¢} ua) L cpaa, implied by (k); (m) follows from (m/==, c[jfz]) 1

u 4; and (n) follows from security of the secret sharing scheme being repaired.
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For the case thate ¢ A, we have I(m/["~2; cfﬁz],uA, dy) = I(ml—=; C[Xﬁ],uA, cr.a)s

which can be treated in the same way as (12.10) - (12.11). The proofis complete. []

In Step 1, at most | /|n symbols are communicated and in Step 2, at most n symbols
are communicated. Therefore the total repair bandwidth is at most (|I| + 1)n
symbols, for repairing n — z symbols. The normalized repair bandwidth to repair

% symbols. In the case that n dominates z, the

each symbol is at most
normalized repair bandwidth approaches |I| 4+ 1 symbols. Note that || is the non-
secure repair bandwidth and a trivial lower bound on the secure repair bandwidth.
Therefore when n dominates z (e.g., the high rate case), the secure repair bandwidth
of Construction 12.2.2 is essentially optimal. Specifically, it is essentially the
same as the non-secure repair bandwidth, implying that we can have secure repair

essentially for free, even in terms of repair bandwidth.

12.3 Vector Secure Repair

The secure repair schemes in Construction 12.1.2 and 12.2.2 deal with scalar secret
sharing schemes, i.e., schemes that are linear over a finite field and such that each
share is an element of the field. A more general class of secret sharing schemes
are vector linear secret sharing schemes, also referred to as array schemes. A
vector linear (n, k, r, z) secret sharing scheme over I} is a randomized function that
maps (encodes) a message m = (my,--- ,my) of k symbols over IFZ to n shares
c = (c1,---,¢,) over IF}, such that the encoding function is linear over I, and
that the same reliability and security requirements as before are met. We denote
m; = (mi1,Mia, -+ ,m;), where m;; € F,, fori € [k],j € [t|. Similarly we
denote ¢; = (¢;1,¢i2,- - ,¢it), for i € [n]. Note that scalar schemes are special

cases of vector linear schemes with ¢t = 1.

Many efficient secret sharing schemes, e.g., schemes with efficient computation (e.g.,
Chapter 4 and Chapter 5), schemes with efficient decoding bandwidth (e.g., Chapter
8), and schemes with efficient repair bandwidth (e.g., Chapter 9), are intrinsically
vector linear. In this section we extend our secure repair framework to vector linear
schemes. This is especially interesting because it allows us to leverage the property
of secret sharing schemes with efficient (non-secure) repair bandwidth, i.e., secure

regenerating codes, to further reduce the (secure) repair bandwidth.

We remark that existing secure regenerating codes can be classified into two cat-
egories: codes with non-secure repair and codes with secure repair. Secure re-

generating codes with non-secure repair focus on reducing the repair bandwidth
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without worrying about the security of the repair process. For example, schemes
constructed in Chapter 9 belong to this category. For this case one can think of
having a trustworthy repair dealer that will reconstruct the lost share and forward
it to the failed node. As remarked previously, during the repair process the dealer
may gain information on the message and has to be trustworthy. In comparison,
regenerating codes with secure repair, by code design, guarantee that such a dealer
will not learn any information about the message. This in fact removes the need
for a trustworthy dealer as the failed node can act as the dealer. In this sense,
secure regenerating codes with secure repair naturally admit a secure repair scheme
that meets Definition 12.1.1. Particularly, the secure repair scheme is a simple
“one-round” scheme in the sense that the helper nodes will transmit information to
the failed node but they themselves do not need to receive information from other
nodes. Unfortunately, one-round secure repair comes at a high cost in rate and codes
with non-secure repair generally have a much better rate as well as repair bandwidth
(when normalized by rate) than codes with secure repair [24]. Our main result in this
section implies that this trade-off between rate and secure repair is not necessary:
we can apply our generic approach to secure regenerating codes with non-secure
repair to achieve secure repair, a good rate, and a good repair bandwidth. The only

cost is that the repair process now involves two rounds instead of one round.

Construction 12.3.1. (Vector linear secure repair) Consider any vector linear
(n, k, 7, z) secret sharing scheme over !, any e € [n], and any I = {i1,--- i} C
(n], e & I such that there exists J C [t| and a linear function f over F, that takes
¢yt €1, 7 € J asinput and outputs ¢, = (Ce,Ce2," - ,Cey). The secure repair

process involves three steps:

1) For each node i € I, and j € J, encode M @ =)

17] ? 17] ? ’ ,L?]

o, Cijm by an (n,n — 2,0, z) scheme according to Construction 12.2.1

into Ci g1 Cij.2s

(choosing the same «;’s) and send c; j i, to node k.

2) For each node k € [n], compute (¢ 1,Cp. 5, ,Cy) = f(Cijn)ierjes, and

send ¢ ;, j € [t] to node e.

3) Forj € [t], node e obtains CS}, CS}, cee ngj—z) by decoding the (n,n—z,0, z)
scheme, regarding c\ ;, ¢, ;,- -+ , ¢, ; as the n shares.

Theorem 12.3.1. Construction 12.3.1 is a secure repair scheme.
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Proof. AsinTheorem 12.2.1, repairability follows from the linearity of Construction

12.2.1, which implies that ¢} ;, ¢ ;, - - - , ¢, ; are the shares of a (n,n — 2, 0, 2) secret
sharing scheme that encodes cg ]), 22]) oo 7627;4) as message, for j € [t]. We now
turn to security, and follow a similar flow as the proof of Theorem 12.2.1. Let

A C [n],

[n—2]

Ce L d,; = 0. Since Construction 12.2.1 is rate-optimal, by Lemma 3.2.1 it
follows that H(c, ;) = z, for j € [t]. We have, for j € [t],

= 2z be an arbitrary set of nodes controlled by the adversary, then

H(c|pajlcl?,d0y) = H

=0, (12.12)

where the justification for the steps is similar to that of (12.7) - (12.8). (12.12)
implies that

H{clupagglesy™ cagg) = 0. (12.13)

Now considering the case that e € A, we have

I(ml=2; c[:[tf] ug,dy) = I(mn7, cA [t}] UA, Clo 1> C1.7.A)
@ 1(mln=2); cA [t}] UA, Ca g C1,0,A)
= [(m” 2. CA [ﬂ] UA, CI.JA), (12.14)
= [(m" 2. CA [t}] UA,CI\A,JA)
= I(m~7, CA [t} UA|CI\AJA) (m[n Fienasa)
< I(m[? cA ] ,uA|61\A 54) 1" ena,0)
® I(mM— CA " ,uA!CI\A J.A)
_ [(m” z]. CleL[t}Z] uy)
= I(ml"~?; cj[tf])
_o, (12.15)

where (a) follows from (12.13); (b) follows from the fact that cp 4,54 are the
shares of [I\A| - |J| independent (n,n — 2,0, z) secret sharing schemes and that



143

for each scheme only |A| = z of its shares are included; and the remaining equali-

ties/inequalities are similar to (12.9) - (12.11).
For the case that e ¢ A, we have

H(ml" il ua, da) = Tml" = i g er ),

which can be treated in the same way as (12.14) - (12.15). The proofis complete. []

Consider the repair bandwidth of the scheme. In Step 1, at most n|/||.J| sym-
bols (over [F,) are transmitted and in Step 2, at most nt symbols are transmitted.
Therefore, the total repair bandwidth is at most (|I||.J| + t)n symbols, for repairing
(n— z)t symbols. The normalized repair bandwidth to repair each symbol is at most

w symbols. In the case that n dominates z, the normalized repair bandwidth

approaches lIH‘” + 1. Note that the normalized non-secure repair bandwidth is 1 “”
and therefore in this case the secure repair bandwidth of Construction 12.3.1 is

essentially optimal and is almost the same as the non-secure repair bandwidth.

The MSR secure regenerating codes in Construction 9.2.2, Construction 9.3.2 and
in [22] have optimal rate as well as optimal non-secure repair bandwidth (among
rate-optimal schemes). Specifically, the rate of the scheme is "—’” and that for
|I| helper nodes to non-securely repair a failed node, each helper node will transmit

a fraction of of the symbols it stores, i.e., |J| = m By applying

1
1+|I|—k—z
Construction 12.3.1 to these codes, we obtain schemes with optimal rate and low
secure repair bandwidth. In the next section, we will show that this secure repair

bandwidth is in fact optimal up to a small constant factor.

12.4 Lower Bound on Secure Repair Bandwidth

The bandwidths of Construction 12.2.2 and Construction 12.3.1 are significantly
better than Construction 12.1.2. A natural question is whether it is possible to do
even better, or in other words, what is a lower bound on the secure repair bandwidth.
As we previously remarked, when n dominates z, the bandwidths of Constructions
12.2.2 and 12.3.1 approach the non-secure repair bandwidth, which is a naive lower
bound. Therefore in this case the bandwidths of Constructions 12.2.2 and 12.3.1
are asymptotically optimal. In this section, we prove a stronger lower bound on the
secure repair bandwidth and show that the bandwidths of Constructions 12.2.2 and
12.3.1 are optimal for all parameters up to a constant factor of 2, as long as the secret

sharing scheme being repaired is rate-optimal.
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Assume that a trustworthy repair dealer is available. The dealer will receive infor-
mation from the helper nodes, evaluate a repair function that outputs the lost share,
and reassign the share. In this case, the repair bandwidth is the size of the input to
the repair function plus the size of the lost share. Now consider the situation that a
trustworthy dealer is not available and a secure repair scheme is used for repair. The
secure repair scheme essentially is a method to evaluate the repair function (e.g.,
f in Constructions 12.1.2, 12.2.2 and 12.3.1) securely at the failed node, and the
repair bandwidth again depends on the size of the input to the repair function. The
repair function is an intrinsic component of the secret sharing scheme and the size
of the input can be minimized by carefully designing the secret sharing scheme,
e.g., Chapter 9. Refer to the size of the input to the repair function as the non-secure
repair bandwidth of a secret sharing scheme. Below we prove a lower bound on the
repair bandwidth of secure repair schemes, given the non-secure repair bandwidth

of the secret sharing scheme.

Theorem 12.4.1. For any rate-optimal (n,k = n — r — z,r,2) secret sharing

scheme, let W be the non-secure repair bandwidth of the scheme, then a secure
(n—1)W

repair scheme requires a bandwidth of at least a1’

Proof. By Proposition 3.1.1, £ = n — r — z implies that the scheme is rate-optimal.
Let the message m = (mj, ma, -+ ,my) be uniformly distributed. Then for any
Icn)|I|=k+zand J C I,
scheme we have I(m;c;) = 0 and I(m;c;) = H(m) = k. It follows that

J| = z, by the security and the decodability of the

I(m;cpglcs) = H(mlcy) — H(mlc)
= H(m) — H(mlc;)
= I(m;cy)
. (12.16)

Since [I\J| = k, H(cps) < k, and hence (12.16) implies that H(cp\ ;) = k and
cr\g L ¢y and that

H(C[\Jlm,CJ) = 0. (1217)

Therefore among the n shares of the secret sharing scheme, any |I\.J| = k shares
are uniformly distributed and that any |.J| = z shares are independent of any other

k shares. This in turn implies that any k& + z shares are uniformly distributed, i.e.,

H(cr) =k + 2. (12.18)
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Assume that ¢, is lost, and for i € [n]\{e}, let w; be the information sent by node ¢
to node e for non-secure repair, namely, the input signal to the repair function from
node 7 (with the convention that w; = 0 if node ¢ does not participate in the repair).
Then w; is a function of ¢; and Zie[n]\ (e 7 (w;) = W. Now consider any secure
repair protocol, and for i € [n]\{e}, j € [n], let v; ; be the set of signals that are
sent to node j by node ¢ or sent to node ¢ by node j during the protocol (with the
convention that v;; = (). Then w; must be a function of the signals incoming to

and outgoing from node ¢, namely, H (w;|v; ,)) = 0, implying that

Let A be an arbitrary set of nodes controlled by the adversary such that i ¢ A,
|A| = z, and let B be an arbitrary set of nodes such thati € B, |B| = k, ANB = ().
We have

I(wi;via) = H(w;) — H(w;|v 4)
@ H(w;lca) — H(w;|v; 4)
< H(wi|ca) — H(wi|vi a,ca)

= I(w;; v;,alca)

< I(ci;v5,4lca)
< I(cp;vialca)
)

< I(m;v; alca)

0. (12.20)

Here (a) follows from the fact that w; is a function of ¢; and by (12.18), ¢; L cyu;
(b) follows from the data processing inequality and the fact that w; is a function of
¢;; (c) follows from the data processing inequality and (12.17), i.e., cp is a function
of m given cy; (d) follows from the security of the secret sharing scheme; and (e)

follows from the security of the repair scheme. Let

A* = argmax Z H(vy;),
ACn\{i},|Al=2 14
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and let A* = [n]\({i} U A*), then by definition, for j € A* and j* € A*, H(v;;) <
H(v; j~). We have

H(“z‘,ﬁ*) > I(wz‘§ Vi Ax

Vi A)

) - .

= I(w;; Vs, A |Uz‘,A) + I (wg; Uz‘,A)

= I(w;; vin))
where (f) follows from (12.20) and (g) follows from (12.19). Therefore there
exists j € A* such that H(v;;) > H(w;)/|A*| and so for j* € A*, H(v;«) >
H(w;)/(n — z — 1). Therefore the amount of information transmitted and received

by node 7 is lower bounded by

H(w;
3 Hl) 2 Hlvze) + 147 T
j€ln]
_ (n= DH(w) (1221)
n—z—1 |

Summing (12.21) over all ¢ € [n]\{e}, it follows that the amount of information
(n—1)W
n—z—1"

Since the amount

transmitted and received by nodes in [n]\{e} is at least
of communication is counted exactly twice, i.e., when information is transmitted

and when it is received, the repair bandwidth of the scheme is lower bounded by

2((2__2‘;). This completes the proof. 0
The bandwidths of Constructions 12.2.2 and 12.3.1 are upper bounded by —(V‘::?",

and therefore are optimal up to a factor of approximately 2 by Theorem 12.4.1.

12.5 Concluding Remarks

We study the problem of repairing a share in a secret sharing scheme securely
without leaking any information about the message. Secure regenerating codes, a
special class of secret sharing schemes, achieve secure repair at a significant cost
of rate and other aspects of efficiency. We show that, by slightly relaxing the repair
model and allowing an efficient and simple 2-round repair protocol, any linear secret
sharing schemes can be securely repaired in a generic manner. We derive a lower
bound on the secure repair bandwidth, and show that the proposed secure repair
schemes achieve this bound within a small constant factor either when n dominates
z, or when the secret sharing scheme being repaired is rate-optimal. Particularly,
when n dominates z, the secure repair bandwidth of the proposed repair schemes

approaches the non-secure repair bandwidth.
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A natural follow up problem for future study is to consider an active adversary that
may deviate from the repair protocol, for example, by sending wrong information.
Another problem is to characterize the tradeoff between the secure repair bandwidth
and rate. This tradeoff has attracted considerable interest recently but existing works
only consider the one-round repair model. It would be interesting to study how does

relaxing the one-round restriction affect this tradeoff.
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Chapter 13

INTRODUCTION TO NETWORK CODING

In Parts I - III, we discussed how to achieve security and reliability in distributed
storage systems with (various aspects of) optimal efficiency by the means of coding.
So far we have assumed that the nodes are connected in a perfect network with
secure and reliable channels (e.g., when a user sends/receives a bit to/from a node).
In reality, nodes in distributed systems are connected by networks that are subject
to errors, eavesdropping and connectivity constraints. In this final part of the thesis,
we study how to achieve secure and reliable communication in general networks
with optimal efficiency, by the technique of coding, namely, network coding. We
remark that the communication problem is a generalization of the storage problem

as well, as storage can be modeled as communication over time.

In the paradigm of network coding, a set of source nodes transmit information
to a set of terminal nodes over a network with noiseless links; internal nodes of
the network may mix received information before forwarding it. This mixing (or
encoding) of information has been extensively studied over the last decade (see e.g.,
[72]-[76], and the references therein). In particular, the problems of determining
the capacity of the network and designing optimal codes achieving the capacity
are well understood under the multicast setting, where there is a single source node
whose information is demanded by all terminal nodes. However, much less is known
regarding the multiple-unicast setting where there are multiple source nodes, each
of them demanded by a single and different terminal node (the more general setting
of multiple-multicast, where each terminal node may demand the information from
an arbitrary subset of source nodes, can be converted to an equivalent multiple-
unicast setting using the constructions in [77], [78]). Determining the capacity
or the achievability of a rate tuple in multiple-unicast network coding remains an

intriguing, central, open problem, e.g., [25]-[27].

13.1 Equivalence between Network Coding Problems

We connect multiple-unicast network coding to two other fundamental network
coding problems, namely secure network coding and network error correction,
using the idea of reduction. We focus on the decision problem of determining

whether a rate tuple is achievable in the network, as well as the decision problem
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of determining whether a rate tuple is in the capacity region of the network. Here
a rate tuple is achievable if there exists a code that exactly achieves it, and the
capacity region is the closure of the set of all achievable rate tuples. Note that by
definition, a rate tuple that is achievable is always in the capacity region, and a rate
tuple that is in the capacity region is always asymptotically achievable but may not
be (exactly) achievable (e.g., when the rate tuple lies at the boundary of the capacity
region and the capacity region is open). We study the connection between different
problems using the technique of reduction. Loosely speaking, we say a class of
decision problems Z can be reduced to a class of decision problems J if there
exists a scheme that maps any problem instance in Z to a corresponding problem
instance in J, such that the answers to the two instances are the same. In other
words, using such a reduction methodology, one may take an instance of Z, map it
to a corresponding instance of 7, solve the decision problem on the instance of J,
and deduce a solution for the original instance of Z; implying that if there is a way

to solve the problems in 7, then there is a way to solve the problems in Z.

We construct a reduction, i.e., a mapping, from the problem of multiple-unicast
network coding to the problem of unicast secure network coding. Note that the latter
problem is asked under the simplest setting of unicast, where there is a single source
node and a single terminal node in the network. Therefore under the unicast setting
the rate tuple degenerates to a scalar rate. Our reduction addresses the problem
of determining whether a rate/rate tuple is achievable, as well as the problem of
determining whether a rate/rate tuple is in the capacity region. Secondly, we
construct another reduction from the problem of multiple-unicast network coding to
the problem of unicast network error correction. Note that again the latter problem is
asked under the simplest setting of unicast. Surprisingly, we show that our reduction
only works for the problem of determining whether a rate/rate tuple is achievable. In
contrast, for the problem of determining whether a rate/rate tuple is in the capacity
region, we show that the same reduction mapping no longer guarantees that it does
not change the answers to the instances. An interesting consequence of this negative
result is that the capacity of a unicast network error correction instance in general is

not (exactly) achievable.

Compared to the standard network coding problem, secure network coding and net-
work error correction have additional secrecy and reliability requirements, described

in the following subsections.
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13.1.1 Secure Network Coding

Secure network coding is a natural generalization of network communication to
networks with eavesdroppers. Specifically, in the secure network coding problem, a
subset A € A of links may be eavesdropped, where A is given and is the collection
of all possible eavesdropping patterns. A valid code design for the secure network
coding problem needs to ensure the secrecy of the source message. Namely, for any
choice of A from A, the mutual information between the set of signals transmitted
on the links in A and the source messages must be negligible. The secure network
coding problem is well studied in the literature and in particular is well understood
in the multicast setting under the assumption that 1) all links have equal capacity,
and 2) A is uniform, i.e., A includes all subsets of links of size z,,, where z,, is the
number of wiretapped links, and 3) only the source node can generate randomness,
e.g., [79]-[82]. In the cases that either link capacities are not equal, or A is arbitrary,
or non-source nodes may generate randomness, determining the achievability of a

rate or the capacity in the secure network coding problem remains open, e.g., [83]-
[86].

We show that an arbitrary multiple-unicast network coding instance Z can be reduced
to a particular unicast secure network coding instance Z, that has a very simple setup.
Specifically, the reduction mapping ensures that in Z, a) there is a single source node
and a single terminal node in an acyclic network; b) all links have equal capacity;
c) there is a single wiretapped link and this link can be any link in the network,
namely, A is uniform with z,, = 1; and d) non-source nodes are allowed to generate
randomness. The setup of Z; is simple in the sense that setup a) is the simplest
connection requirement, b) is the simplest assumption on link capacities, and c)
gives the simplest structure of a non-trivial .A. Indeed, under the setup of a) - c)
the secrecy capacity of the network is characterized by the cut-set bounds and is
achieved by linear codes [79]. In this sense, our reduction suggests that the addition
of setup d) is critical; as the secure network coding problem is simple and well
understood under setting a) - c¢), but under setting a) - d) it is as hard as the long
standing open problem of multiple-unicast network coding. We remark that allowing
non-source nodes to generate randomness is realistic and preferable because this can

significantly increase the secrecy capacity of the network [86], [87].

Our reduction addresses the problem of determining the achievability of a rate/rate
tuple, as well as the problem of determining whether a rate/rate tuple is in the

capacity region. Furthermore, our reduction holds for different types of security
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requirements. Namely, in Z; we may assume either perfect, strong, or weak security.

Our reduction has an operational aspect. Namely, in our reduction, from a code for
7T, one can construct a code for Z. Thus, to construct codes for an instance of the
multiple-unicast network coding problem, one may first reduce it to an instance of
the unicast secure network coding problem, construct codes for the latter, and finally
use them to obtain codes for the original instance. We conclude, speaking loosely,
that unicast secure network coding under the simple setting described above is at
least as hard as multiple-unicast network coding. Our formal results are given in
Section 14.1.

The hardness of the general secure network coding problems are previously studied
in [83] and [86]. Specifically, Chan and Grant [83] show that determining the zero-
error achievability of a rate in the multicast secure network coding problem with
general setup (i.e., arbitrary edge capacities, arbitrary A, and arbitrary nodes may
generate randomness) and with perfect security is at least as hard as determining
the zero-error achievability of a rate tuple in the multiple-multicast network coding
problem. Cui et al. [86] show that determining the capacity of a unicast secure
network coding problem is NP-hard if either the edge capacities are arbitrary or A is
arbitrary. Our work significantly strengthens the result in [83] by showing that the
secure network coding problem under an extremely simple setup (i.e., unicast, equal
link capacities, uniform A with a single wiretap link) is still hard, under various

definitions of achievability and security.

13.1.2 Network Error Correction

We now turn to the network error correction problem, which is a natural generaliza-
tion of network communication to networks with adversarial errors. Specifically,
in the network error correction problem a subset B € B of links may be erroneous,
where B is given and is the collection of all possible link error patterns. A valid
code design for the error correction problem needs to ensure reliable communication
between the sources and terminals in the worst case no matter which set B € B
of links are chosen to be erroneous and what specific erroneous signals are being
transmitted on these links. Namely, in this context, the communication of a message
is successful if for any choice of B from B, and for any (error) signals to be trans-
mitted on the links in B, the message is correctly decoded at the terminal nodes.
The network error correction problem is extensively studied and in particular is well

understood under the multicast setting with the assumption that 1) all links have
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equal capacity, and 2) B is uniform, i.e., B includes all subsets of links of size z.,
where z. is the number of erroneous links, e.g., [28]-[30], [88]-[90]. In the cases
that either link capacities are not equal or B is arbitrary, determining the capacity of

the network or the achievability of a rate remains an open problem, e.g., [91]-[95].

In a flavor similar to the reduction described in the previous subsection, we show
that an arbitrary multiple-unicast network coding instance Z can be reduced to a
particular unicast network error correction instance Z. that has a very simple setup.
Specifically, the reduction mapping ensures that in Z,. a) there is a single source node
and a single terminal node in an acyclic network; b) all links have equal capacity; c)
there is a single error link; and d) the error link can be any link in the network except
a given subset of (well protected) links. The setup of Z. is simple in the sense that
setup a) is the simplest connection requirement, b) is the simplest assumption on
link capacities and c) gives the smallest number of error links. Indeed, if the error
link can be any one link in the network (namely if B is uniform), then under the setup
of a) - c) the capacity of the network is characterized by the cut-set bounds and is
achieved by linear codes [28]. In this sense, our reduction suggests that the addition
of setup d), which will result in a non-uniform B, is critical; as the network error
correction problem is simple and well understood under setting a) - c), but under
setting a) - d) it is as hard as the long standing open problem of multiple-unicast

network coding.

Our reduction addresses the problem of determining the achievability of a rate/rate
tuple. Namely by our reduction one can determine the achievability of a rate tuple
in Z by determining the achievability of a corresponding rate in Z.. However,
rather interestingly, the same reduction (i.e., the same mapping) does not address
the problem of determining whether a rate/rate tuple is in the capacity region.
Specifically, we show that there exists a multiple-unicast network coding instance
7 and a rate tuple such that the rate tuple is not in the capacity region of Z, and
that after applying our reduction mapping, the corresponding rate is in the capacity
region of the corresponding unicast network error correction instance Z.. The fact
that our reduction “works" when considering (exact) achievability and does not
“work" when considering capacity, implies that in general the capacity of a unicast
network error correction instance is not (exactly) achievable, which is a result of

separate interest.

Similar to previous discussion, our reduction has an operational aspect that from a

code for Z.. one can construct a code for Z. Indeed, to construct codes for an instance
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of the multiple-unicast network coding problem, one can first reduce it to an instance
of the unicast network error correction problem, construct codes for the latter, and
finally use them to obtain codes for the original instance. We conclude, speaking
loosely, that unicast network error correction under the simple setting described
above is at least as hard as multiple-unicast network coding. Our formal results are

given in Chapter 15.

13.1.3 Equivalence via Reverse Reduction

The above constructions reduce instances of the multiple-unicast network coding
problem to instances of the unicast secure network coding or the unicast network er-
ror correction problem. A natural and intriguing question is whether these problems
are equivalent, namely, whether it is possible to construct the reverse reductions.
Using the technique of A-enhanced networks [96], we show that an arbitrary unicast
secure network coding instance in which at most one link is eavesdropped (i.e., A
includes only singleton sets) can be reduced to a multiple-unicast network coding
instance, thus implying an equivalence between the two problems. The formal result
is presented in Section 14.2. For more complicated A, whether a reverse reduction
exists or not remains an open problem. The existence of a reverse reduction from
unicast network error correction to multiple-unicast network coding also remains

open.

Finally, we remark that reductions between several other network coding problems
are studied in, e.g., [77], [78], [97]-[102].

13.2 Bounds for Secure Network Coding

As discussed in Section 13.1.1, the unicast secure network coding problem is well
understood under the setting that all links have equal capacity, A is uniform and
only the source node generates randomness. Specifically, assuming that all edges
have unit capacity, let ;o be the min-cut of the network and let z, be the number
of eavesdropped edges, then the secrecy capacity of the network is p — z,, which
can be achieved by linear codes [79]. However, as discussed above, the same
problem remains open and is at least as hard as the multiple-unicast network coding
problem once non-source nodes are allowed to generate randomness. To the best
of our knowledge, in this case the only existing bounds on the secrecy capacity are
given implicitly in terms of entropy functions/entropic region [27], [85], whereas

determining the entropic region is a long standing open problem as well.

We give the first explicit upper bound on the secrecy capacity for the case that
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non-source nodes can generate randomness. Our bound is based on cut-sets and
has an intuitive graph-theoretic interpretation. The key observation is that unlike
standard cut-set bounds which only count forward edges because only forward
edges are useful, in a secure network coding problem where non-source nodes can
generate randomness, backward edges may also be helpful and should be counted.
Refer to Figure 13.1-(a) for an example. Here the backward edge (A,S) can
transmit a random key back to the source S to protect the message, enabling the
secure communication of the message M. Without the backward edge, secure
communication is not possible. Therefore, standard cut-set bounds that only count
forward edges are no longer valid upper bounds on the secrecy capacity if non-
source nodes can generate randomness. A simple fix of this problem is to ignore the
direction of the edges, namely, to regard all edges as forward edges. Unfortunately,
this will lead to a very loose bound, because the direction of the edge is indeed
important and in many situations, the usefulness of an edge does depend on whether
itis pointing forward. Refer to Figure 13.1-(b) for an example, in which the backward
edge (D, A) is not useful, but if its direction is reversed, then an edge (A, D) would

be useful.

Therefore, it is important to understand when a backward edge is useful and count
its contribution carefully in the bound. Notice that in Figure 13.1, the networks in
(a) and (b) are identical from the perspective of cuts because each of them contains
a cut with two forward edges and a cut with one forward edge and one backward
edge. Hence to distinguish them we have to see beyond the cut: in this simple
example the backward edge in (a) is helpful because it is connected to a forward
edge, while the one in (b) is not. More generally, this motivates us to take into
account the connectivity from the backward edges to forward edges, described by a
binary connectivity matrix C'. We show that the rank structure of the submatrices
of C' characterizes the utility of the backward edges, and use it to obtain an upper

bound on the secrecy capacity.

Finally, we show that given any cut and connectivity pattern, we can construct a
network with the given cut and connectivity, such that the proposed bound on the
secrecy capacity is tight in this network and can be achieved by linear codes. In
this sense, the proposed bound is as tight as possible if the input to the bound is a
local cut and the connectivity of the edges beyond the cut, characterized by a binary

matrix.



156

S S

® ®
K

M+K ® A ® A4

K

Y Y,

([ ([

D D

(a) Backward edge is helpful. (b) Backward edge is not helpful.

Figure 13.1: Networks with unit capacity edges and z = 1. S is the source and D
is the terminal. M is the source message and K is a random key.

13.3 Rateless Network Error Correction

We discussed in Section 13.1.2 that the unicast network error correction problem
is well understood under the setting that all links have equal capacity and that B is
uniform. In this case the capacity of the network is characterized by the network
singleton bound [28], [29], which is a generalization of the classic singleton bound.
Specifically, assuming that all edges have unit capacity, let x be the min-cut of the
network, then the capacity of a network with z, error edges equals p — 2z, and the

capacity of a network with z, edge erasures equals 1 — z..

The gap between the network “error-correction” capacity and the network “erasure-
correction” capacity is intuitive, as in the case of classic error-correcting codes, we
need r redundant symbols to correct r erasures, and need 2r redundant symbols to
correct r errors. Interestingly, this gap can be closed if we assume a slightly weaker
adversary and allow a vanishingly small probability of error. Specifically, assume
that there is a secure side channel with vanishingly small capacity between the
source and the terminal, so that the bits transmitted by this channel are reliable and
private (and the adversary cannot learn them). Then under this model the capacity
of a network with z, error edges is increased to p — 2. [30]. It is shown in [31] that
the secure side channel can be replaced by a vanishingly small amount of shared

private randomness between the source and the terminal.

While the codes in [28]—[31] are rate-optimal, they require the parameters ; and z. to
be known for the purpose of code construction. This may restrict their applications
in many practical settings. For example, estimating the min-cut of the network can
be costly; the min-cut may change over time; and the number of links controlled by

the adversary may not be available. To address this issue, we study rateless network
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error correction codes, i.e., coding schemes that do not require prior knowledge of

the network and adversary parameters.

We design rateless coding schemes for both the secure side channel model and the
shared private randomness model. Both coding schemes are optimal and achieve the
network capacity i — z.. Since the schemes do not require the knowledge of ;. and
., they have to adapt themselves to the correct parameters. Loosely speaking, the
ideais as follows. Regard the source message M as a vector space of dimension & (in
reality the message is a basis of the space, but this difference is immaterial [89]), and
the communication of M involves multiple stages. In each stage the source makes
one transmission of M to the terminal, so that the terminal will receive a space of
dimension p, which contains a subspace of M of dimension . — z. (as the dimension
of the space spanned by the error signals injected by the adversary is at most z.).
Therefore after ¢t = ﬁ stages, the terminal has accumulated a space of dimension
ty that contains M as a subspace. The problem for the terminal is to pinpoint M
from the dimension-tx space. The idea is to generate short “signatures” of M,
delivered to the terminal by the secure side channel, or by carefully maneuvering
the shared private randomness. With the signatures the terminal can reconstruct
M efficiently. In contrast, the adversary, without knowing the signatures, is highly
unlikely to be able to cause a decoding error by fabricating a different subspace M’
whose signatures collide with M.

We also put our schemes into perspective with the rich collection of works, e.g.,
[103]-[107], on cryptographic error control schemes for network coding systems,
which detect and remove error packets injected by a computationally limited adver-
sary. Cryptographic schemes like these operate in a rateless manner independently
of the network and adversary parameters. However, in order to remove error pack-
ets promptly before they contaminate others, frequent cryptographic verification
of packets is necessary at intermediate network nodes. By contrast, our schemes
are information-theoretically secure, lightweight, end-to-end and do not require any

collaboration from intermediate network nodes.

The material in this part of the thesis was presented in part in [108], [109], [110],
[111], [112] and [113].
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13.4 Models and Definitions

13.4.1 Multiple-unicast Network Coding

A network is a directed acyclic graph G = (V, £), where vertices represent network
nodes and edges represent links. Each edge e € £ has a capacity ¢, which is the
number of bits that can be transmitted on e in one transmission. An instance 7 =
(G,S,T, B) of the multiple-unicast network coding problem, includes a network
G, a set of source nodes S C V, a set of terminal nodes 7 C V and an |S| by |T|
connection requirement matrix B. The (i, 7)-th entry of B equals 1 if terminal j
requires the information from source ¢ and equals 0 otherwise. B is assumed to be a
permutation matrix so that each source is paired with a single terminal. Denote by
s(t) the source required by terminal ¢. Denote [n] = {1,..,n}. Each source s € S
is associated with an independent message, represented by a random variable M
uniformly distributed over [2"7:]. A network code of length n is a set of encoding
functions ¢, for every e € £ and a set of decoding functions ¢, for each ¢ € T. For
each e = (u,v), the encoding function ¢, is a function taking as input the signals
received from the incoming edges of node u, as well as the random variable M, if
u € S. ¢, evaluates to a value in {0, 1}"“, which is the signal transmitted on e. For
each t € T, the decoding function ¢; maps the tuple of signals received from the

incoming edges of ¢, to an estimated message ]\Zfs(t) with values in [2"Fs®)],

A network code {¢., 1 }ees teT is said to satisfy a terminal ¢ under transmission
(mg,s € S) if Ms(t) = my) when (M, s € §) = (ms, s € S), namely, terminal ¢
decodes correctly when the message tuple takes the specific value (mg, s € S). A
network code is said to satisfy the multiple-unicast network coding instance Z with
error probability e if the probability that all ¢ € 7 are simultaneously satisfied is
at least 1 — e. The probability is taken over the joint distribution on (M, s € S).
Formally, the network code satisfies Z with error probability e if

Pr ﬂ t is satisfied under (M;,s € S) p > 1 —e.
(Ms,s€S) T

For an instance Z of the multiple-unicast network coding problem, the rate tuple
(Rs, s € S) is said to be achievable if for any € > 0, there exists a network code that
satisfies Z with error probability at most €. (R, s € S) is said to be achievable with
zero error if there exists a network code that satisfies Z with zero error probability.
(Rs, s € S) is said to be asymptotically achievable if for any § > 0, rate tuple
((1 = 0)Rs,s € S) is achievable. The capacity region of Z is the closure of all

rate tuples that are achievable, i.e., the set of all rate tuples that are asymptotically
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achievable. Loosely speaking, under our definition, zero-error achievability does
not allow any slackness in either the probability of error or rate; achievability allows
slackness in the probability of error but not in rate; and asymptotic achievability
allows slackness in both the probability of error and rate. We remark that asymptotic
achievability is the more commonly used definition in the literature when capacity
is concerned. However, in addition to asymptotic achievability, extra efforts will be
placed on (exact) achievability in Chapter 15 because interestingly, the reduction
therein allows slackness in the probability of error but does not allow slackness in

rate.

Without loss of generality, we assume that all entries in the rate tuple are unit, i.e.,
Ry =1,Vs € §, because a varying rate source s can be modeled by multiple unit
rate sources co-located at s. We say that unit rate is achievable, achievable with zero
error, or asymptotically achievable if R, = 1,Vs € S and (R, s € S) is achievable,

achievable with zero error, or asymptotically achievable, respectively.

13.4.2 Unicast Secure Network Coding

Aninstance Z, = (G, s, t, A) of the unicast secure network coding problem includes
a network G, a source node s, a terminal node ¢ and a collection of subsets of links
A C 2¢ susceptible to eavesdropping. Each node i € V generates an independent
random variable K;.! The source node holds a rate- 7, secret message M uniformly
distributed over [2"7]. A (secure) network code of length n is a set of encoding
functions ¢, for every e € £ and a decoding function ¢;. For each e = (u,v), the
encoding function ¢, is a function taking as input the locally generated randomness
K, the signals received from the incoming edges of node u, and the message M if
u = S. ¢, evaluates to a value in {0, 1}", which is the signal transmitted on e. The
decoding function ¢; maps the tuple of signals received from the incoming edges of

t, to an estimated message M with values in [27F].

A secure network code { ¢, ¢; }ece is said to satisfy instance Z; with error probability
e if the probability that M = M is at least 1 — ¢, where the probability is taken over
the distribution on M and K;, i € V. For any edge e € &£, denote by X;(e) the
signal transmitted on e during the i-th channel use. For a subset of edges A, denote
by X"(A) = (Xi(e) : 1 <i <mn,e € A). The network code is said to satisfy the

"We remark that in the secure network coding problem, allowing non-source nodes to generate
randomness can significantly increase the capacity [86], [87] and therefore is preferable. In contrast,
for simplicity in the multiple-unicast problem and the network error correction problem we do not
assume that non-source nodes can generate randomness.
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perfect security requirement if forall A € A, I(M; X"(A)) = 0; the strong security
requirement if for all A € A, I(M; X"(A)) — 0 as n — oo; and the weak security

M;X™(A))

requirement if VA € A, K — 0asn — oo.

For a unicast secure network coding instance Z, rate R, is said to be achievable
with perfect, strong, or weak security if for any ¢ > 0, there exist network codes
that satisfy Z, with error probability at most ¢ and the corresponding security
requirement. Rate R is said to be achievable with zero error and with perfect,
strong, or weak security if there exist network codes that satisfy Z, with zero error
probability and the corresponding security requirement. Rate R, is said to be
asymptotically achievable with perfect, strong, or weak security if for any § > 0,
rate (1 — )R, is achievable with the corresponding security requirement. The
capacity of Z, under perfect, strong, or weak security is the supremum over all rates

that are achievable with the corresponding security requirement.

13.4.3 Unicast Network Error Correction

An instance Z, = (G, s,t,B) of the unicast network error correction problem
includes a network G, a source node s, a terminal node ¢ and a collection of subsets
of links B C 2¢ susceptible to errors. An error occurs in a link if the output of the
link is different from the input. More precisely, the output of a link e is the addition
of the input signal and an error signal . € {0, 1}"“, and an error occurs in link e
if and only if r. is not the zero vector2. For a subset B of links, a B-error is said to
occur if errors occur in every link in B. The source node holds a rate- R. message
M uniformly distributed over [2"f], and the decoder of the terminal outputs an

estimated message M.

Let 7 = (r.).ce be the tuple of error signals, referred to as an error pattern. Denote
by Rz the set of all possible error patterns, namely, R = {r : non-zero entries in
r correspond to B-errors, B € B}. A network code {¢c, ¢ }cce, defined similarly
as in Section 13.4.1, is said to satisfy Z. under transmission m if M = m when
M = m, regardless of the occurrence of any error pattern » € Rp. A network
code is said to satisfy problem Z. with error probability € if the probability that Z.. is
satisfied is at least 1 — e¢. The probability is taken over the distribution of the source
message M. Note that our model targets the worst-case (or adversarial) scenario,

namely the probability of error is upper bounded by € even in the occurrence of the

ZNote that our model and results can be generalized naturally to arbitrary alphabets in which
addition may not be defined, as long as we make the convention that r. = 0 if and only if the output
of e is identical to the input.
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Worst case error pattern.

For a unicast network error correction problem Z., rate R, is said to be achievable
if for any € > 0, there exists a network code that satisfies Z. with error probability
at most €. Rate R, is said to be achievable with zero error if there exists a network
code that satisfies Z. with zero error probability. Rate I?. is said to be asymptotically
achievable if for any § > 0, rate (1 — 0) R, is achievable. The capacity of Z. is the
supremum over all rates that are achievable.
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Chapter 14

CONNECTING MULTIPLE-UNICAST AND SECURE
NETWORK CODING

14.1 Reducing Multiple-unicast to Unicast Secure Network Coding

Recall from Section 13.4.1 that in a multiple-unicast problem, unit rate is asymp-
totically achievable if R; = 1,Vs € S and rate tuple (R, s € S) is asymptotically
achievable. The following theorem reduces the problem of determining the asymp-
totic achievability of unit rate in a general multiple-unicast network coding instance
to the problem of determining the asymptotic achievability of a rate in a particular
unicast secure network coding instance that has a very simple setup. We remark that
although the theorem addresses the achievability of unit rate instead of a general
rate tuple in the multiple-unicast network coding problem, this is without loss of
generality, because the problem of determining the achievability of an arbitrary rate
tuple with rational entries in a multiple-unicast instance can be converted to the
problem of determining the achievability of unit rate in a corresponding multiple-
unicast instance, by modeling a varying rate source s as multiple unit rate sources

co-located at s.

Theorem 14.1.1. Given any multiple-unicast network coding instance I with source-
terminal pairs {(s;, t;),i = 1, ..., k}, a corresponding unicast secure network coding
instance T, = (G, s,t,A), in which A includes all sets of a single edge (i.e., all
singletons), can be constructed according to Construction 14.1.1, such that unit rate
is asymptotically achievable in T if and only if rate k is asymptotically achievable

in L under either perfect, strong, or weak security.

Construction 14.1.1. Given any multiple-unicast network coding instance L on
a network N with source-terminal pairs {(s;,t;),i = 1,...,k}, a unicast secure

network coding instance L, is constructed as specified in Figure 14.1.

Proof (of Theorem 14.1.1). “=". In this direction, we show that the asymptotic
achievability of unit rate in Z implies the asymptotic achievability of rate %k in Z;
under perfect secrecy, which in turn implies the asymptotic achievability of rate k

in Z, under strong and weak secrecy.
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Figure 14.1: In the unicast secure network coding instance Z, the source s com-
municates with the terminal . A is the network on which Z is defined. All links
outside V (i.e., links for which at least one end-point does not belong to A) have
unit capacity. The eavesdropper can wiretap on any single link in the network.
Namely, A includes all sets of a single edge. Note that there are k parallel branches
in total going from s to ¢ but only the first and the £-th branches are drawn explicitly.

The scheme asymptotically achieving rate % is described in Figure 14.2. Specifically,
the rate of the scheme is (1 — €)k if rate 1 — e is achievable in Z. Let ¢; = Pr{V, #
Vg, }, then the probability of error in Z is upper bounded by Zle €;, which can be
made arbitrarily small by choosing the ¢;’s to be small enough. Note that the scheme
achieves perfect security, since links in N\ are not downstream of s (and therefore
the signals transmitted on them are independent of the message), and all other links

are one-time padded by uniformly chosen keys.

“«<”. To prove this direction it suffices to show that asymptotic achievability of
rate k in Z, under weak security implies asymptotic achievability of unit rate in Z,
because asymptotic achievability of rate k in Z, under perfect or strong security

implies asymptotic achievability of the same rate under weak security.

Suppose in Z rate k is asymptotically achieved by a code with length n. Let M be
the source input message, then H (M) = kn. We use the notation of Figure 14.1.
Our objective is to lower bound the mutual information between signals b} and d7,

for i = 1, ..., k. Without loss of generality our analysis will focus on the case of
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Figure 14.2: A scheme of length n that asymptotically achieves rate k in Z,. Fix
any € > 0, for node u, let V,, be a length-(1 — €)n random vector generated by
node u. The V,,’s are independently generated and are uniformly distributed over
{0,137, The source message is a k-tuple of i.i.d. uniformly distributed length-
(1 — €)n vectors, i.e., M = (M;, i = 1, ..., k), where the M;’s are i.i.d. uniformly
distributed over {0, 1}(1=9"_ Since unit rate is asymptotically achievable in Z, node
t; obtains \A/Bi such that VBi = Vp, with high probability. VBZ. is then transmitted to
node C; for key cancellation.

¢ = 1. We start with,

n o gn pn ny (@ n|qn pgn n n|gn f£n n
H(Myclad17f27“'7.fk:):H(M7clyd17f27'“>fk)_H(cl‘dlvf2>“-7fk>
(b)
>kn—n=(k—1)n, (14.1)

where (a) follows from the chain rule, and (b) follows from our construction which

guarantees independence of M and {d}, f', i =1,...,k}. On the other hand,

H(Mlc},dy, f3, ... f2) < H(M,e3,....e¢|ct,d}, f2, ... i)
< H(M|ct,d}, fy, ..., fr. ey, ....er)+
H(ey, ...,eZ|c’f,d’f,f§”, - f,?)
(c)
< ney + H(eL, ... el dr, o, ..., 1)

< ne, + (k —1)n, (14.2)

where €, — 0 asn — oo and (c) is due to the cut-set {c}, dy, 3, ..., fi', €5, ....e}}



from s to ¢ and Fano’s inequality. We lower bound the entropy of c7,

H(ct) = H(cldy, -, fi)
= H(M,cildy, f5's . f) — H(M|ct, dy, fs ., f7))
> H(M\dY, f3, ... fi') — H(M|[c}, i, f5 ., )
= H(M) — H(M|et, dy, £y, ... fi)
@

> kn — ((k— 1)n + ne,) =n — ney,
where (d) follows from (14.2). We next lower bound the entropy of dY,

H(d?) H( 7ll’ 17f27"7fl?)
H(M,d}\c}, Y, ..., i) — H(M|ct, dy, £ ..., f)
H(M|clvf27"'7flg> - H(M|C?,d?,f2n,,f,?)

= H(M|ey) — H(M|cY, di, .., fi')

—
Y
~

A
V=

kn —nd, — H(M|c},dy, 3, .., i)

—~
@
=

> n—ne, — Noy,,
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(14.3)

(14.4)

where 6,, — 0 asn — 0, (e) follows from the independence between { M, ¢!} and

{f, i=1,...,k}, (f) follows from the weak security requirement, and (g) follows

from (14.2).

By the independence of {M, ¢}, d}} and {f*, i =1, ..., k} we have
H(Mley, dy, f3, ... fit) = H(M|cy, dY).
By (14.1) and (14.2), the R.H.S of (14.5) is sandwiched by

(k—1)n < H(M|c}, d}) < ne, + (k—1)n.

Now consider the joint entropy of M, ¢}, d} and expand it in two ways
H(M, e}, dy) = H(ci|M, dy) + H(M|dY}) + H(dY)

= H(M|c},dy) + H(dY|c) + H(cY)
< (k+ 1)n + ney,

(14.5)

(14.6)
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where the last inequality holds because of (14.6) and H(d}|c}) < n, H(c}) < n.

Therefore

H(c!|M,dy) = H(M,cY,dy) — H(M|dy) — H(dy)

= H(Mley, dY) + H(dy|cY) + H(cY) — H(M|dy) — H(dy)

—~
>
=

< (k+ 1)n+ ne, — H(M|d?) — H(d)
D (k + 1)n + ne, — kn — H(d?)

(4)

< e, +n6,, (14.7)

where (h) follows from (14.6) and H (d}|c}) < n, H(c}) < n; (i) follows from the
independence between M and d7; (j) follows from (14.4). Now we have,

H(bY|M, ey) = H(M, by, cf) — H(M|c}) — H(c)

= H(c/|M, b)) + H(M|by) + H(by) — H(M|cy) — H(cY)
(/f + n + H(cY|M,b}) — H(M|cy) — H(cl)

Dk + Dn -+ H(cE|M, b d}) — H(M|el) — H(c)

(k+1)n+ H(c'|M,dy) — H(M|e) — H(ey)

1= IA

—~
—
=

(k+ 1)n+ 2ne, + nd, — H(M|c}) — H(c})

ENA

< n+ 2ne, + 2nd,, — H(c})

—~

n

< 3ne, + 2nd,, (14.8)

~

where (k) follows from construction, i.e., H(c}|M,b}) = H(c}|M,by,dy); (1)
follows from (14.7); (m) follows from the weak security requirement; (n) follows
from (14.3). Therefore,

=

O

H(bY|d}) = H(b}|M,dY)

H(bY, cf|M,dy)

H(bY|ey, M,d}) + H(c{|M,dy)
H( |Cla ) <CI|M7d7lz)

IN

IN

—~
=

p
< 3ne, + 2nd, + 2ne, + nd,, = dne, + 3nd,, (14.9)

where (o) follows as M is independent of {b", d}}, and (p) follows from (14.8) and
(14.7). (14.9) suggests that the signals b} and df are strongly dependent. Next we
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need to lower bound H (b7).

H(by)

H(M, b7, cy) — H(ci|M, by) — H(M|by)
H(by[M,e) + H(M|cT) + H(cT) — H(cl|M, bY) — H(M][bY)
H(M|et) + H(ey) — H(c{|M, bY) — H(M|bY)

v

—~
Ve

kn —nd, + H(cY) — H(et|M, by) — H(MIbY)

A
V=

(k + 1)n — ne, —nd, — H(c}|M,b}) — H(M|bY})

—
w0
~

n — ne, — 2nd, — H(ct'|M,bY)

—
I= v
=

n — ne, — 2nd, — H(c}|M, b}, d})

> n — ne, — 2nd, — H(c}|M,dy)

(w)

> n — 3ne, — 3nd,, (14.10)
where (q) follows from the weak security requirement; (r) follows from (14.3); (s)

follows again from the weak security; (t) follows from construction; (u) follows from
(14.7).

Finally, by (14.9) and (14.10),
I(b};d}Y) = H(b}) — H(b}|d}) > n — 8ne,, — 6nd,.

The above argument extends to all other paths naturally (by renumbering the notation

accordingly), so

I d") > n — 8ne, —6nd,, Vi=1,.. k. (14.11)

Lemma 14.1.1, stated below, shows that (14.11) implies the asymptotic achievability
of unit rate in Z, which completes the proof of this direction. Intuitively, since the
mutual information between b} and d' is asymptotically n, we can use a random
coding argument similar to that used in the proof of the channel coding theorem to
show the existence of a network code achieving unit rate asymptotically in Z. The
reason that we do not use the standard point-to-point channel coding theorem is that
there are multiple interacting source-terminal pairs in Z and we need to make sure

of the existence of a code that is good for all pairs.

Lemma 14.1.1. For any € > 0, if there exists a network code of length n for L such
that 1(b}; d}) > n(1 — €), then unit rate is asymptotically achievable in T.
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Proof (of Lemma 14.1.1). Our proof follows the same lines as the proof of the
standard point-to-point channel coding theorem. The differences are that we need
to translate the network code originally designed for Z, to a code for Z, as well as

taking care of the multiple source-terminal pairs.

First consider problem Z,. By hypothesis, let {¢.}.ce be the network code for
Z,. Denote the edge (B;, s;) by b, and denote the signal transmitted on it by b".
By construction we have the Markov chain b} — b* — d?. Therefore it follows
that 7(b*;d?) > 1(bl;d}) > n(1 — €). Denote the distribution of the signal b]"
(generated by node B;) by p;(x), x € {0,1}", i = 1,...,k. Note that the set of
signals {b/"}*_, are independent because by construction they are generated by

different nodes.

In problem Z we simulate the same network code {¢. }.ce as in Z;, and regard it as
the inner code. We also generate the randomness according to the same distribution
asinZ,. Let x be a super symbol of n bits (i.e., same length as b]"), we independently
generate k outer channel codes Cy, ..., Cy,, each of 2™ codewords and each codeword
consists of m super symbols. Precisely, each of the 2™ codewords of C; is generated
independently according to the distribution p;(+™) = []7_, pi(z;). Namely, each
super symbol in the codeword is drawn independently according to the distribution
of b". Notice that the overall length of the codeword is mn and the length of
the network code for Z; is n. k messages M, ..., M}, are chosen independently
according to the uniform distribution: Pr{M; = w;} = 27", w; = 1,...,2m%
Then the M;-th codeword of C;, denoted by X" (M;), is transmitted by invoking the
inner network code for m times. Let Y, be the output of terminal ¢; using the inner
code m times on network . The distribution of Y;™ is statistically identical to that
of (d!')™ obtained by using the communication scheme for problem Z; m times.
Indeed, in both cases N performs the same network code, generates randomness
according to the same distribution, and receives the same input distribution by the
codeword construction. In problem Z, ¢; is a terminal node and it performs jointly
typical decoding. Namely, the decoder at ¢; declares that the w;-th codeword has
been sent if: 1) (X"(w;),Y;™) is jointly typical, and 2) There is no other index
w' # w; such that (X" (w'), Y;™) is jointly typical. If no such w; exists, an error is

declared.

It remains to be shown that the probability of error Pr{M; # ;} vanishes forall i =
1, ..., k for an appropriate choice of R. As described above, Y, in 7 is statistically
the same as (d}')™ in Z,. Therefore it follows that /(X;;Y;) = I(b;d;) > n(1 —e¢).



169

As aresult, we can apply the standard error analysis for jointly typical decoding and
standard probabilistic argument (refer to, for example, [25, Chapter 7.7]) to show
that for R = n(1 — €) and 6 > 0, there exists a large enough length m, such that
Pr{M; # w;} < 4, fori = 1,..., k. By the union bound, Pr{U}_, M; # w;} < kd,

which can be made arbitrarily small by choosing a small enough §.

All in all, combining the inner and outer code, we have shown the existence of
a coding scheme of length mn that satisfies the multiple-unicast network coding
problem Z with arbitrarily small error probability. The number of codewords for
each source-terminal pair is omi — omn(l—¢) and therefore the rate of the scheme
(over length mn) is 1 — e. This implies that unit rate is asymptotically achievable in
7. O

This completes the proof of Theorem 14.1.1. [

Theorem 14.1.1 can be easily adapted to the case of zero-error communication.

Corollary 14.1.1. Given any multiple-unicast network coding instance I with
source-terminal pairs {(s;,t;),1 = 1,...,k}, a corresponding unicast secure net-
work coding instance T, = (G, s,t,A), in which A includes all sets of a single edge
(i.e., all singletons), can be constructed according to Construction 14.1.1, such that
unit rate is achievable with zero error in I if and only if rate k is achievable with

zero error in L, under perfect security.

The proof of Corollary 14.1.1 follows the same line as the proof of Theorem 14.1.1,
with the difference that all € and 6 become strictly 0. For example, (14.9) implies

that b7 is a function of df, and hence it can be perfectly decoded from d7.

We remark that our reduction has an operational aspect that from a code for Z; one
can construct a code for Z. Indeed, using our reduction, to solve an instance of the
multiple-unicast network coding problem, one may first reduce it to an instance of
the unicast secure network coding problem, then solve the latter, and finally use this

solution to obtain a solution to the original multiple-unicast problem.

Chan and Grant [83] previously show that determining the zero-error achievability
of a rate in the multicast secure network coding problem with general setup (i.e.,
arbitrary link capacities, arbitrary .4, and arbitrary nodes may generate randomness)
and with perfect security is at least as hard as determining the zero-error achievability

of a rate tuple in multiple-multicast network coding. The result in this section
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significantly strengthens the result in [83] by showing that the secure network coding
problem under a much simpler setup (i.e., unicast, equal link capacities, uniform .4
with a single wiretap link) is still hard, under various definitions of achievability

and security.

14.2 Reducing Unicast Secure Network Coding to Multiple-unicast

In the previous section we reduced an arbitrary instance of the multiple-unicast net-
work coding problem into a particular instance of the unicast secure network coding
problem with a very simple setup, in which at most one link can be eavesdropped.
Conversely, given an arbitrary instance of the unicast secure network coding prob-
lem where at most one link can be eavesdropped, we can reduce it into a particular
instance of the multiple-multicast network coding problem without security require-
ments (which can in turn be reduced into an equivalent multiple-unicast network
coding problem [77]). We use a general construction that is first proposed in [96]
for the purpose of lower bounding the capacity of a secure network coding instance
by studying a corresponding multiple-multicast network coding instance. Here we
simplify the construction to address the special case that at most one link can be
eavesdropped, i.e., A comprises only singletons. Loosely speaking, we show that
for this special case the multiple-multicast network coding instances not only lower
bound but also upper bound the capacity of the secure network coding instances,

hence giving a reduction.

Construction 14.2.1. Given a unicast secure network coding instance L on a
directed graph G = (V, &) with source s, terminal t, and a collection of wiretap
sets A comprising only singletons, we construct a corresponding multiple-multicast
network coding instance T on an augmented graph G = (]7, £ ). We define £ and
V from £ and V. In &, denote by c. the capacity of link e, and by &,,,(i) the set of

outgoing edges of node 1.

1. Fori €V, additoV. Fore € £ such that {e} ¢ A (in the remaining part of
this subsection we will write e ¢ A or e € A instead, because the elements of

A are singletons), add e to €.

2. Fore = (i,j) € & such that e € A, create nodes u., v, in V; create edges
(i, ue), (te,j) and (ue, ve) in €, all of capacity ce.

3. Create a key aggregation node vy in V. For each node i € V), create a key
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source node v; in V. Create two links (U;, vr) and (T;,1) in €, both of capacity

éi = E Ce.

e€€ur (’L)

4. Create a virtual source node v, in V. For all e € A, create links (v, s) and
(vs, V) in E, both of capacity >

e'€€out (5) Cel.

5. Forall e € A, create a link (vp,v.) in £ of capacity

E Cet — Ce.

e'ef

In Z, nodes vs and v;, © € V are associated with independent messages. Node t
demands the message of vs. Forall e € A, node v, demands the messages of v, and

all v;. Note that in 7 there is no security requirement.

Refer to Figure 14.3 for an example of Construction 14.2.1.

Denote for short ¢, = (¢;,7 € V). Consider any unicast secure network coding
instance Z;, = (G, s,t,.A) such that A comprises only singletons. Let Z be the
multiple-multicast network coding instance obtained from Z, according to Con-

struction 14.2.1. The next theorem reveals a connection between Z, and 7.

Theorem 14.2.1. Rate R is asymptotically achievable in I, subject to the weak
or strong security requirement if and only if rate tuple (R, éy) is asymptotically
achievable in I, where R is the rate of the message of vs, and €y is the rate tuple of

messages of v;, 1 € V.

Proof. We first note that by [85], the capacity region of Z, subject to the weak
security requirement is the same as the capacity region subject to the strong security
requirement. Therefore, a rate is asymptotically achievable in Z, subject to weak
security if and only if it is asymptotically achievable subject to strong security. In
the proof we assume that weak security is imposed in Z,, and the case of strong

security follows directly from the equivalence.

“«<”. Assuming that rate tuple (R, ¢éy) is asymptotically achievable in Z, it is
proved in [96] that rate R is asymptotically achievable in Z, under the weak security
requirement. Here we give a simplified proof of this fact for completeness. By
hypothesis, for any € > 0 and § > 0, there exists a network code ¢ of length n that

achieves rate tuple (R, ¢,) — € in Z with error probability . In problem Z;, we
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€1

€2
B

(a) A unicast secure network coding instance Z; where s is the source, ¢ is the terminal and

A= {{er}, {ea}}.

(b) The multiple-multicast network coding instance Z obtained from Z, according to Con-
struction 14.2.1. In this problem, ¢ demands the message originated from vs; ve, and ve,
demand the messages originated from v, ¥s, U4, U5 and ;.

Figure 14.3: An example of Construction 14.2.1.

simulate the network code ¢. Specifically, the message originally associated with
v, is replaced by the secret source message, and the messages originally associated
with v;, ¢ € V are replaced by the independent random keys generated at node . Let
every edge e = (7, 7) in £ simulate the encoding function of edge e € Eife ¢ A
or the encoding function of (i, w,) in € if e € A; then the terminal ¢, by simulating
the decoding function, can decode the source message with error probability ¢.

Therefore decodability is not a problem.

It remains to show that simulating the code ¢ meets the weak security requirement.
For an edge ¢ € &, let X; be the signal transmitted on € induced by ¢. We denote by

M the message associated with v, and by K; the message associated with v;. For
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any e € A, it follows that
H(M|X,00) 2 (X000 X werny) + HMIX (000 X))~
H(X (4, 00)
(wsswe) | X werwe)) = H(X (s 00 [ X (uerve), M)
X (ue,ve))
= H(X(or0)s Xuewe)s Xwerwe)) = H(X(ug,e))—
H(X (w00 | X (uewe)s X(we,e))

X(ue,ve) ? M)

vV
o
»

= H (X(vs 7'Uc)

Z H(X(’UT,Ue)7 X(ue{Ue)’ X(vs,ve)) —n Z Ce!

(e)
= H(M, Ky, X(or0.)> X(uewe)> X(vsyve))—

H(M> KV X(vT,vﬁ)a X(uﬁ,ve)v X(vs,vc)) —n Z Ce!
e'el
> H(Ma KV) - H(Ma KV‘X('UT,’UE)v X(ue,vc)> X(vs,ve)) —-n Z Ce!
e'ef
()
Z nR — ne — H(M> KV‘X(’UT,UE)7 X(ue,ve)> X(vs,ve))
(9)
> nR—ne—nd > H(M)—n(e+ 7). (14.12)

Here (a) follows from expanding I(M; X(y, ..)

Xuev.)) in two ways; (b) fol-
lows from the construction that X(,, ., is a function of M; (c) follows from
the chain rule; (d) follows from the fact that H(X(,, ..)) < 7€) = nce and
H(X (000 Xuewe)s Xwewe)) < NCupwe) = MY eg Cer — NCe; (€) follows from the
chain rule; (f) follows from H (M, Ky) > nR+n) .o co — ne, where € is the
sum of the entries of €; and (g) follows from Fano’s inequality, where &' — 0 as
§ — 0. (14.12) implies that I(M; Xy, v.)) < n(e +9'). And because X, ) can
be viewed as the observation of an adversary eavesdropping on edge e, the weak

security requirement is met.

“=". Assuming that rate R is asymptotically achievable in Z,; under the weak
security requirement, we show that rate tuple (R, ¢4) is asymptotically achievable
in Z. For e € &£, denote by X, the signal transmitted on edge e. By hypothesis, for
arbitrary eg > 0, €5 > 0 and 6 > 0, there exists a network code ¢ with length n
that achieves rate R — e weakly securely in Z; with error probability ¢, such that
I(M; X.) < neg, for all e € A. For arbitrary e > 0, without loss of generality we
assume that H(X.) > n(c. — €g), for all e € £. This is because if H(X.) < nc,,

i.e., if X, is not “almost” uniform, then we can repeat ¢ for m times and perform
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a source code of length m (over the supersymbol alphabet {0, 1}") on edge e to
compress X, by encoding only the typical sequences [25, Section 3.2], and use
the spare capacity of the edge to transmit random bits. Meanwhile, source s and
terminal ¢ perform an outer channel code of length m (also over alphabet {0, 1}") to
keep the error probability small. For sufficiently large m, the overall concatenated
code asymptotically achieves the same rate weakly securely as ¢ does, and such that
H(X.)/mn, as desired, is arbitrarily close to c. due to the asymptotic equipartition
property. Note that in general a node « € V will generate an independent random
variable K; as input to the encoding functions. The rate of K; is upper bounded by

¢;, which is the sum of the capacities of all outgoing edges of .

We now turn to the problem Z. We construct a network code ¢’ of a slightly longer
length n’ = (1 4 €;)n. In the first n channel uses, ¢’ simulates the operation of
¢. Specifically, node v generates a random variable M uniformly distributed over
[27(fi=<r)], and transmits it to s via edge (v,,s). Fori € V, node 7; generates a
random variable K; uniformly distributed over [2"%], and transmits it to 7 via edge
(05,7). The rate of M (over code length n') is ﬁ(R — €r) and the rate of K;
is

ﬁéi. The rates of M and Ky can be made arbitrarily close to R and ¢y by

choosing sufficiently small € and €.

To simulate ¢, ¢’ performs the same encoding function on edge e € £ (if e remains
in £) as ¢ did in Z,. Otherwise if ¢ is replaced by (i, u.) and (., j), then ¢ performs
the same encoding function on (i,u.) € € as ¢ did on edge e € €. The induced
signal X, is then relayed to edges (u.,j) and (u.,v.). In the extra e, channel
uses, these edges (from &) keep silent (or simply transmit dummy zeros). The
terminal node ¢, by simulating the decoding function, is able to decode M correctly

with probability of error §.

We next show that (K;,i € V) and M can be decoded at v,, for all e € A. Note
that v, has three incoming edges, i.e., (ue,ve), (vs,ve) and (vr,v.). The signal
X(u. v.) transmitted on (u., v, ), as described in the previous paragraph, is the same
as the signal X, on edge e in the secure network coding problem Z,. Let edge
(vs, ve) transmit M. Now consider a distributed source coding problem with three
correlated sources (K;,7 € V), X, and M. Note the X, and M are available at v,

by construction, and the question is whether v, can decode Ky, from X,, M and the
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signal received from edge (vr, v ). It follows that,

H(KV’Xea M) = H(Xea KV‘M) o H(Xe’M)
= H(Xc|Ky, M) + H(Ky|M) — H(X|M)

< H(Ky|M) ~ H(X.|M)

9 H(Ky) ~ H(X.|M)

<ane/— (Xe|M)

e'ek

—ane/— — I(M; X.,))

e'ef

Zce ) +nles +€g)

e'cE
(i) n(z Cer — Ce) + neL(Z Cer — Ce)
e'e e'eE
=n'()_co—ce), (14.13)
e'ef
where (a) follows because X, is a function of K, and M; (b) follows from the fact
that K is independent of M; (c) follows from the weak security requirement and
that H(X.) > n(c. — €g); and (d) follows by choosing a sufficiently small e and
ep such that e + ep < €1(d . e Cer — ce), forall e € A. Note that ), .o cor — Ce
is the capacity of edge (vr,v.), and so by (14.13) and the Slepian-Wolf Theorem
of distributed source coding, the rate tuple of the correlated sources are in the
achievable region. Therefore by concatenating an (outer) Slepian-Wolf code with
the (inner) network code ¢, for all e € A, v, is able to decode (M, Ky) with
vanishing probability of error. This completes the proof. [
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Chapter 15

REDUCING MULTIPLE-UNICAST TO UNICAST NETWORK
ERROR CORRECTION

In this chapter we reduce instances of the multiple-unicast network coding problem
to instances of the unicast network error correction problem. We start with the

ZET0-C1rror case.

15.1 Zero-error Achievability

The following theorem reduces the problem of determining the zero-error achiev-
ability of a rate in a general multiple-unicast network coding instance to the problem
of determining the zero-error achievability of a rate in a particular unicast network
error correction instance that has a very simple setup. Recall from the remark before
Theorem 14.1.1 that there is no loss of generality in addressing the achievability of

a rate instead of a rate tuple in the multiple-unicast network coding problem.

Construction 15.1.1. Given any multiple-unicast network coding instance I on
a network N with source-terminal pairs {(s;,t;),i = 1,...,k}, a unicast network

error correction problem L. is constructed as specified in Figure 15.1.

Theorem 15.1.1. Given any multiple-unicast network coding instance I with source-
terminal pairs {(s;,t;),1 = 1, ..., k}, a corresponding unicast network error correc-
tion instance I, = (G, s,t, B), in which B includes sets with at most one edge, can
be constructed according to Construction 15.1.1, such that unit rate is achievable

with zero-error in I if and only if rate k is achievable with zero-error in L.

Proof. “=". We show that the zero-error achievability of unit rate in Z implies the
zero-error achievability of rate £ in Z.. A constructive scheme is shown in Figure
15.2. In Z,, the source lets M = (M;, ..., My), where the M;’s are i.i.d. uniformly
distributed over [2"]. In \V, we simulate the network code for Z that achieves unit rate
with zero error. Outside N, let the network code be a;(M) = z;(M) = y;(M) =
zi(M) = 2{(M) = M;, i = 1, ..., k. Note that the signals on edges z;, y; and 2/
form a repetition code and node B;, by performing majority decoding, can correct
any single error to obtain M;. Hence the scheme ensures that b;(A/) = M; under

all possible error patterns, and so rate k is achievable with zero error in Z..
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Figure 15.1: In the unicast network error correction instance Z., s is the source and
t is the terminal. N is the network on which 7 is defined. All edges outside N
(i.e., edges for which at least one of its end-points does not belong to ') have unit
capacity. There is at most one error in this network, and this error can occur at any
edge except {a;,b;, 1 < i < k}. Namely, B includes all singleton sets of a single
edge in the network except {a;} and {b;}, i = 1, ..., k (the thickened edges). Note
that there are k parallel branches in total going from s to ¢ but only the first and the
k-th branches are drawn explicitly.

“<”. We show that the zero-error achievability of rate k in Z. implies the zero-error

achievability of unit zero-error rate in Z.

Suppose rate k is achieved with zero-error in Z,. by a network code with length n, and
denote the source message by M, which is uniformly distributed over [2"*]. Recall
from Section 13.4.3 that 7 = (r.).c¢ is the tuple of additive error signals called
an error pattern, and Rz is the set of all possible error patterns, i.e., Rg = {r :
non-zero entries in r correspond to B-errors, B € B}. For any edge e € £, we
denote by e(m,r) : [2"F] x R — [2"] the signal received on edge ¢ when the

source message equals m and the error pattern r occurs in the network.

Let b(m,r) = (by(m,7),...,bg(m, 7)), then because the edges by, ..., by form a
cut-set from s to ¢, b(m, r) must be injective with respect to m due to the zero
error decodability constraint. Formally, for two different messages m; # mo, it

follows from the zero error decodability constraint that b(mq, 1) # b(ma,r9),
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Figure 15.2: A scheme to achieve zero-error rate k in Z. given that unit rate is
achievable with zero error in Z. M = (Mj, ..., M}) and node B; performs majority
decoding.

V71,75 € Rp. Note that the codomain of b is [2"]*, which has the same size as
the set of messages [2"*]. Therefore denote by b(m) = b(m,0), then b(m) is a
bijective function. This implies that b(m, ) = b(m), Vr € Rz, because otherwise
if there exist my,r; such that b(mq, 1) # b(m;), then there is a ms # my such
that b(my,7r;) = b(msy), violating the decodability requirement. Similarly, let
a(m,r) = (a;(m,r),...,a(m,r)) and a(m) = a(m, 0), then a(m) is a bijective

function and a(m, r) = a(m), Vr € Rp.

For any e € £, denote e(m) = e(m, 0). We make the following claim:

Claim: For i = 1,..., k and any two messages my, mo € [2"¥] such that a;(m,) #
a;(my), it follows that z;(mq) # x;(m2), y;(my) # y;(m2) and z;(mq) # z;(Mms).
To prove the claim, suppose for contradiction that there exist my, mo such that
a;(my) # a;(ms) and that the claim is not true, i.e., x;(my) = x;(ms2) or y;(my) =
yi(ma) or z;(my) = z;(ms). First consider the case that x;(m;) = x;(ms). Because
of the one-to-one correspondence between m and a, there exists a message ms # my
and such that a(ms) = (a1(my), ..., a;—1(m1), a;(ma), a;1(mq), ..., ax(my)). Then
x;(my1) = x;(mg3) because by construction x;(mg3) = z;(msy), and by hypothesis
x;(my) = x;(my). Consider the following two scenarios. In the first scenario,

m; is transmitted, and an error turns y;(m;) into y;(ms); in the second scenario,
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mg is transmitted, and an error turns z;(ms) into z;(m;). Then the cut-set signals
A1y eeey Qi—1, T4y Yiy Ziy Qia1, ..., x are exactly the same in both scenarios, and so it
is impossible for ¢ to distinguish m; from mg, a contradiction to the zero error
decodability constraint. Therefore z;(m;) # z;(msy). With a similar argument it

follows that y;(m1) # y;(ms) and z;(mq) # z;(ms), and the claim is proved.

The claim above suggests that (the signals on) x;,y; and z;, as functions of (the
signals on) a;, are injective. They are also surjective functions because the domain
and codomain are both [2"]. Hence there are one-to-one correspondences between

a;, T;, Y; and z;.

Next we show that for any two messages m;, ma, if b;(my) # b;(ms), then z;(my) #
zl(my). Suppose for contradiction that there exists m; # mqy such that b;(m,) #
bi(ms) and z{(my) = 2zi{(mgy). Then if m, is transmitted and an error r; turns
x;(my) into x;(my), the node B; will receive the same signals as in the case that
my is transmitted and an error r5 turns y;(ms) into y;(m;). Therefore b;(my, 1) =
b;(ma, 7). But, as shown above, because b;(mq, 1) = b;(mq) and b;(me, r2) =
b;(my), it follows that b;(my) = b;(my), a contradiction. This claim suggests that
if z{(my) = z/(my2) then b;(m1) = b;(m2) and therefore b; is a function of z/. This
function is surjective because b; takes all 2" possible values. Then since the domain
and the codomain are both [2"], b; must be a bijective function of z,. With the same

argument it follows that b; is also a bijective function of x;.

Hence z; is a bijection of a;, a; is a bijection of x;, x; is a bijection of b;, and b; is a
bijection of z/. Therefore for all 1 < ¢ < k, 2; is a bijection of z;, and therefore unit

rate is achievable with zero error in Z. L]

15.2 Achievability Allowing Vanishing Error

In this section we show that Construction 15.1.1 gives a reduction from multiple-
unicast network coding to unicast network error correction not only in terms of
zero-error achievability, but also in terms of achievability that allows vanishing
error. Recall from Section 13.4 that a rate is achievable if there exists a code

achieving the rate with a vanishing error probability.

Theorem 15.2.1. Given any multiple-unicast network coding instance L with source-
terminal pairs {(s;,t;),1 = 1,...,k}, a corresponding unicast network error cor-
rection instance I, = (G, s,t,B), in which B includes sets with at most a single
edge, can be constructed according to Construction 15.1.1, such that unit rate is

achievable in T if and only if rate k is achievable in T..
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We first prove the forward direction of the theorem, which is simple and is similar

to the proof of the zero-error case.

Proof (“=" part of Theorem 15.2.1). We show that if unit rate is achievable in Z,
then rate k is achievable in Z.. Again we use the constructive scheme in Figure
15.2. In Z., the source lets M = (M, ..., M), where the M;’s are i.i.d. uniformly
distributed over [2"]. In N, we simulate the network code for Z that achieves unit
rate. Outside V, let the network code be a;(M) = x;(M) = y;(M) = z,(M) = M;
v =1, ..., k. Consider the M;’s as the source messages of the simulated Z, and denote
by M;, i = 1, ..., k the outputs of the decoders of Z. Let Zi(M) = M,i=1,..k
and let node B;, 1 = 1, ..., k performs majority decoding. The terminal ¢ will not
decode an error as long as the multiple-unicast instance Z does not commit an
error, i.e., M; = M,. The error probability of Z is negligible, which implies the
achievability of rate £ in Z.. [

In the remainder of this section we prove the other direction of Theorem 15.2.1, i.e.,

that the achievability of rate k£ in Z. implies the achievability of unit rate in Z.

The main idea of the proof is as follows. In Z the network will simulate the given
network code for Z,., and by doing so the terminal ¢; will obtain the signal on 2/ in Z..
The main task therefore is to estimate the signal on z;, which terminal ¢; demands,
based on the observed signal on z;. This task is accomplished by following two
steps. In the first step, we construct an explicit decoding function that, taking the
signal on 2] as input, outputs the “most likely” signal to be transmitted on b; under
the given network code for Z.. We then prove (by combinatorial arguments) that the
probability of error of this decoding function is small if the probability of error of
the given network code is small. In the second step, we construct another explicit
decoding function that takes the signal on b; as input and outputs the “most likely”
signal transmitted on a;. Again we can prove that if the given network code for
7. has a small probability of error then so does this decoding function. Finally,
terminal ¢;, by concatenating the two decoding functions, is able to estimate the
signal on a;, and therefore the signal on z; correctly with high probability. We now

proceed with the formal proof.

Suppose in Z, a rate of k is achieved by a network code C = {¢., ¢ }ece With
length n, and with a probability of error €. Recall that M is the source message
uniformly distributed over M = [2¥"], and M is the output of the decoder at the

terminal. Let M& = {m € [2*"] : C satisfies Z. under transmission m} be the
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subset of messages that can be decoded correctly under any error pattern r» € Rp.
Denote by M = M\ M then for any m € M®9, there exists an error pattern
1 € Rp such that the decoded value M differs from M when M = m and r occurs,
i.e., a decoding error occurs. Because C satisfies Z, with error probability e (recall
from Section 13.4.3 that the probability of error is taken over the distribution on the
message M), it follows that | M| < 2%7¢ and thus | M| > (1 —¢) - 2k,

We introduce some notation needed in the proof. In problem Z., under the network
code C, for i = 1,...,k, let x;(m,r) : M x Rg — [2"] be the signal received
from channel z; when M = m and the error pattern r» happens. Let » = 0
denote the case that no error has occurred in the network. Let x;(m) = z;(m, 0),
x(m,r) = (x1(m,r),...,xx(m,r)) and x(m) = (x1(m), ..., zx(m)). We define
ai, b, Yi, 2i, 2, a, by, z, 2’ for problem Z. in a similar way. Note that all of them
are functions of m and r. We use the hat notation to represent a specific value in
the range of a function, e.g., a; represents a specific output of a;. In other words, a;

is a specific n-bit signal.

Notice that the set of edges aq, ..., a; forms a cut-set from s to ¢, and so does the
set of edges by, ...,b,. Therefore for any m,mo € M m; £ msy, it follows
from the decodability constraint that a(m,) # a(ms) and b(m,) # b(ms). Setting
Bed = {b(m) : m € M}, it then follows from [ME| > (1 — ¢) - 2% that
|Bed| > (1 —¢) - 2%, Setting BT = [2"]*\ B>, it follows that |B°™| < 2F7¢,
Similarly, we define A& = {a(m) : m € M&} and A" = [2"]F\ A, then
| A > (1 —¢) - 2kn, | AT < 2kme,

Let M(2/,b;) = {m € M= : 2/(m) = 2/, b;(m) = b;}. Intuitively, M (2, b;)
represent the set of outcomes (in Z..) that will result in signal b, being transmitted on
edge b; and signal Z being transmitted on edge 2. We define a function v; : [2"] —
[2"] as:

i(%]) = arg max M (2, b;)| £ b 2. (15.1)
Function v; will be useful later, when we design the network codes in Z. Intuitively,
in the absence of adversarial errors, v; estimates the signal transmitted on edge b;
given that the signal transmitted on edge z; is ;. In the following we analyze how
often 1; will make a mistake. Define M? = {m € M= : y,(z/(m)) # b;(m)}.
Notice that ./\/lzb is the set of messages for which, when transmitted by the source,
1; will make a mistake in guessing the signal transmitted on b;. Lemmas 15.2.1 and
15.2.2 analyze the size of M?.
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Lemma 15.2.1. Let M(2]) = {m € M : 2l(m) = 2!}, then for any my, my €
M(Z]) such that b;(my) # bi(me), there exists an element of B that will be

)

decoded by terminal t to either my or mo.

Proof. Consider any my, ms € M(Z}) such that b;(m,) # b;(ms). Let r be the
error pattern that changes the signal on x; to be x;(ms), and let r, be the error pattern
that changes the signal on y; to be y;(m;). Then if m; is transmitted by the source and
r1 happens, node B; will receive the same inputs (x;(ma), y;(m1), zi(m1) = zi(m2))
as in the situation that ms is transmitted and 7, happens. Therefore b;(mq,r1) =
b;(ma, 72), and so either b;(my, 71) # b;(my) or b;(ma, 72) # b;(ms) because by hy-
pothesis b;(my) # b;(msy). Consider the first case that b;(my, 1) # b;(my), then the
tuple of signals (by(my,71),....,0k(m1,71)) = (bi(my), ..., b;(m1,71), ..., bp(mq))
will be decoded by the terminal to message m; because of the fact that m; € A°d
which is correctly decodable under any error pattern 7 € R . Therefore this tuple of
signals is an element of B since it is not equal to b(m;y) = (by(m4), ..., bg(m1)) and
it is not equal to b(m), for any m # mq, m € M4 pecause otherwise it will be
decoded by the terminal to m. Similarly in the latter case that b;(ma, ) # b;(my),
then (by(ma,72), ..., b(ma,72)) = (bi(my2), ..., b;(ma,73), ..., bx(m3)) is an ele-
ment of B°" and will be decoded by the terminal to m,. Therefore in both cases we
are able to find an element of 3" that will be decoded by the terminal to either m;

or ms. ]

Lemma 15.2.2. |M?| < 2¢- 2+,

Proof. We can partition M? as

and so

MY =7 (IMED] = ML biz)l) (15.2)
Consider an arbitrary Z; and the set M(2]). We define an iterative procedure as
follows. Initialize W := M(Z]). If there exist two messages mq, my € W such
that b;(my) # b;(ms), then delete both m,, ms from WV. Repeat the operation until

there does not exist my, my € W such that b;(m,) # b;(m2).
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After the procedure terminates, it follows that |W| < |M (2, b; 21|, because other-
wise by definition of ZA)ZZI there must exist my, mo € W such that b;(m;) # b;(ms).
Therefore at least |[M(2])| — |[M(Z], Bm;)\ elements are deleted from M (Z). By
Lemma 15.2.1, each pair of elements deleted corresponds to an element of B°".
Also by Lemma 15.2.1 the elements of 5" corresponding to different deleted pairs
are distinct. Summing over all possible values of Z., it follows that the total number

of deleted pairs is smaller than the size of B*":
1 ) s
5 2 (M~ IM(ELb))

< Z # of pairs deleted from M (%))

Zi

< |BT| < e 2k, (15.3)
Combining (15.2) and (15.3) we have |Mf’| < 2¢ - 2k, O

Next, let M(a;, b;) = {m € M= : a,(m) = a;bi(m) = b;}. Intuitively,
M(a;, El) represent the set of outcomes (in Z.) that will result in signal ZA)Z- being
transmitted on edge b; and signal a; being transmitted on edge a;. We define a
function 7r; : [2"] — [2"] as:

(15.4)

i

mi(bi) = arg max |M(a;, bi)| £ a5

Function 7; will be useful later for designing the network codes in Z. Intuitively,
in the absence of adversarial errors, 7; estimates the signal transmitted on edge a;
given that the signal transmitted on edge b; is b;. In the following we analyze how
often will m; make a mistake. Define MT = {m € M : 7;(b;(m)) # a;(m)}.
Notice that MT is the set of messages for which, when transmitted by the source, 7;
will make a mistake in guessing the signal transmitted on a;. Lemmas 15.2.3 and
15.2.4 analyze the size of MT.

Lemma 15.2.3. Define M(a;) = {m € M : a;(m) = a;}. If [{bi(m) : m €
M(a;)}| = L, then there exist (L — 1)|M(a;)| distinct elements of B such that

each of them will be decoded by terminal t to some message m € M(a;).

Proof. Assume for concreteness that {b;(m) : m € M(a;)} = {1351), . l;Z(L)}, then
there exist L messages my, ..., m; € M(a;) such that b;(m;) = ng),j =1,..,L.

For j = 1,..., L, let 7; be the error pattern that changes the signal on 2z, to be
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zi(m;). Then if a message my € M(a;) is transmitted by the source and r;
happens, the node B; will receive the same inputs (z;(myo), y;(mo), 2i(m;)) as in
the situation that m; is sent and no error happens. Therefore b;(mg, r;) = BZ(-j ), and
so [{b(mo, 7;)}jei| = {bi(mo, 7j) }jey| = L. Since mg € M, it is correctly
decodable under any error pattern r € R, and so all elements of {b(m, ;) };cz]
will be decoded by the terminal to m. Except the element b(my), the other L — 1
elements of {b(mqg,7;)},c(r) are elements of B°". Sum over all my € M (a;) and

the assertion is proved. 0

Lemma 15.2.4. |[MT| < 3¢ - 2kn,

Proof. Define AT, = {a; € [2"] : |M(a;)| < 3279}, and AT, = {a; €
2" \AT, : [{bi(m) : m € M(a;)}| > 1}. Then define M7, = {m € M=
a;(m) € A7}, and M7, = {m € M= : q;(m) € AJ,}. Notice that by
construction A7, and A7, are disjoint, and M7, and M7, are disjoint. We claim
that,

MF C MTUME,. (15.5)

To prove the claim, consider any m € M such that m ¢ M7, U M7, We
will show that 7(b;(m)) = a;(m). Suppose for the sake of contradiction that
7(b;(m)) = a; # a;(m), then it follows that

M@, bim))] < |M(as(m), bi(m))|

—~
=

Y| M(a(m))| £ J250 (56

where (a) is due to the definition of 7, (b) is due to the fact that m ¢ MZQ and
(c) is due to the fact that m ¢ MT,. Let M(b;) = {m' € M= : b(m/) = b},
then M(a;, b;(m)) U M(a;(m)) C M(bi(m)). Since a; # a;(m), M(a;,b;(m))
and M (a;(m)) are disjoint, and it follows that |[M(b;(m))| > |M(a;, b;(m))| +
|M(a;(m))| > 2*=Dn. However, because |{(by, ..., b;) € [2"]F : b; = bi(m)}| =
2(k=1)n by the pigeonhole principle there must exist two messages m;, my €
M(b;(m)) such that b(m,) = b(ms). This is a contradiction since the termi-
nal cannot distinguish m; from ms. This proves 7(b;(m)) = a;(m) as well as
(15.5).

We next bound the size of M7, and M7,. For any a; € A7, by definition
{(ay,...,ax) € [2"* : a; = a,}\{(a(m) : m € M(a})} is a subset of A" with
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size at least %2(’“*1)”. Therefore each element of A7, will contribute to at least
+20=1n distinct elements of A°". Hence | AT, | - 12071 < | A < ¢ 2% and so
| AT, | < 2€- 2", It then follows that | M| < 12 ’“ Dn| AT | < e-2mm,

By Lemma 15.2.3, each elements of A7, will contribute to at least l2(’“*1 " distinct
elements in B°". Therefore |AT,|- 32D < |BT| < €-2*", and so | AT,| < 2¢-2".
It then follows that [MT,| < 20+ 1>”|A;{2| < 2¢- 2%, Finally, by (15.5) we have
IMT| < |MFT |+ [IMTy| < e - 257, [

We are now ready to prove Theorem 15.2.1.

Proof (“<" part of Theorem 15.2.1). We show the achievability of rate £ in Z.

implies the achievability of unit rate in Z.

Let {¢., ¢; }ece be the network error correction code of length n that achieves rate k
in Z., with probability of error e. We assume that in this code edge z; simply relays
the signal from edge a;. This is without loss of generality because for any network
code that needs to process the signal on edge a; to obtain the signal to be transmitted
on edge z;, it is equivalent to relay the signal on edge z; and perform the processing

work at the head node of edge z;.

Let £y C & be the set of edges of the embedded graph . For the multiple-unicast

problem Z, we define a length-n network code {7, 7, : e € Ey, i € [k]} as follows.

Te = o, Ve € En
Tt = @z oMo 00y, Vi=1,..,k,

where o denotes function composition; ¢., and ¢.; are the encoding functions of
edges z; and z, in problem Z; 1); is defined in (15.1); and 7; is defined in (15.4). In
the following we show that {7., 7, : e € Ey, 7 € [k]} achieves unit rate in Z with

probability of error upper bounded by 6ke.

In problem Z, let M; be the random message associated with source s;, then M,
i = 1,...,k are i.i.d. uniformly distributed over [2"]. Denote for short M =
(M, ..., My), then slightly abusing notation we denote by 7;,(M) the output of the

decoder 7;, under transmission M. The probability of decoding error is given by

Pr{UTt ) # M},
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where the probability is taken over the joint distribution of the random messages. Let
m = (my, ..., my) be the realization of M. We claim that if there exists a message
m of problem Z, (not to be confused with mm, a message of ) such that m € M4,
m ¢ MY

suppose m = z(m) is transmitted in Z. Notice that all edges in N perform the same

m ¢ M7 and m = z(m), then 7;,(m) = m;. To prove the claim,

Z 2

coding scheme in Z as in Z, therefore the terminal node ¢;, by invoking the function
¢., obtains z{(m). Then by the definition of MY, it follows that 1;(2/(m)) = b;(m).
And by the definition of MT, it follows that 7(¢;(2}(m))) = a;(m). Finally since
m = z(m), it follows that ¢, (7 (1;(2/(m)))) = ¢, (a;(m)) = z;(m) = m,.
Therefore 7, (m) = m; if m € {z(m) € [2") : m € M= m & MP m ¢ M7}
The probability that 7, makes an error, i.e., Pr{r, (M) # M;}, is upper bounded
by the probability of the union of the following three events.

Ey={M=m:m¢ {z(m) € [2']* :m € M=*'}}
Ey={M =m:m € {z(m) € [QR]kZWEM;p}}
Ey={M=m:m € {z(m) € [2"]* : m € M[}}.

We upper bound the probability of £, Es, E3, respectively.
~ Hz(m):m e Meed} |

2kn

PT{El} =1

good _ . 9kn
@, _ M=y (=) -27

9kn - 9kn
where (d) follows from the fact that z(m) = a(m) # a(m’) = z(m’) for any
m,m’ € M m = m/. By Lemma 15.2.2,

P
Pr{E,} = ’M | < 2e. (15.8)
And by Lemma 15.2.4, we have
Pr{Es} = |M | < 3e. (15.9)

Combining (15.7), (15.8) and (15.9), it follows that
Pr{r, (M) # M;} < Pr{E,} + Pr{E>} + Pr{E5} < 6e.
Finally, by taking the union bound over the £k terminals,

Pr{U 7,(M) # M;} < 6ke.

Hence the probability of error is arbltrarlly small and this establishes the achievabil-

ity of unit rate in Z. 0
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The proof above suggests that the achievability of rate k£ with error probability e
in Z. implies the achievability of unit rate with error probability 6ke in Z. By
setting € = 0, we generalize the result in Theorem 15.1.1 regarding the zero-error

achievability as a special case.

Finally, we remark that our reduction has an operational aspect that from a code for
7. one can construct a code for Z. Indeed, using our reduction, to solve an instance of
the multiple-unicast network coding problem, one may first reduce it to an instance
of the unicast network error correction problem, then solve the latter, and finally use

this solution to obtain a solution to the original multiple-unicast problem.

15.3 Asymptotic Achievability and Counter-example

Theorem 15.1.1 and 15.2.1 show that Construction 15.1.1 gives a reduction from
multiple-unicast network coding to unicast network error correction in terms of zero-
error achievability and in terms of achievability that allows vanishing error. In this
subsection we show that the same construction does not provide a reduction in terms

of asymptotic achievability (with vanishing error) by presenting a counter-example.

Figure 15.3: Construction of Z. and Z. In Z,, the source is s and the terminal is 7.
B includes all singleton sets of a single edge except {a;} and {b;},7 = 1,...,k. In
Z, the source-terminal pairs are (s;,t;),7 = 1, ..., k. All edges have unit capacity.

Theorem 15.3.1. There exists a multiple-unicast network coding instance L such
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that unit rate is not asymptotically achievable in I, but in Z., which is the unicast
network error correction instance constructed from L according to Construction

15.1.1, rate k is asymptotically achievable.

Proof. The construction of Z and the corresponding Z,. are shown in Figure 15.3.
InZ, {(C, D)} is a cut-set separating all sources from the terminals. Therefore by
the cut-set bound, any rate R > 1/k is not achievable in Z. This shows that unit rate

is not asymptotically achievable in Z if £ > 1.

We prove the remaining part of the theorem by describing a network code with length
n that achieves rate k — k/n in Z.. First divide the source message of rate k — k/n
into k pieces M = (M, ..., My), such that M;, i = 1,..., k are i.i.d. uniformly
distributed over [2"~!]. We denote ¢, : [2¥("~1)] — [2"] as the encoding function!
of edge e, which takes the source message M as input, and outputs the signal to be

transmitted on e when there is no error in the network. Foralli = 1, ..., k, we let

Pa;(M) = ¢o,(M) = ¢y, (M) = ¢=,(M) = b(s,.0)(M) = M;.

Furthermore, we let
k
dc.py)(M) = dpy(M) = ¢y (M) =Y M;, Vi=1,.. .k
j=1

where the summation is bitwise XOR. Note that the edges a;, x;, y;, 2i, (si,C),
(C, D), (D,t;), = each have the capacity to transmit n bits. But we only require

each of them to transmit n — 1 bits. Hence each edge reserves one unused bit.

Node B;, by observing the (possibly corrupted) signals received from edges x;, y;, 2.,
performs error detection/correction in the following way. If the signal (of n — 1 bits)
received from x; equals the signal received from y;, forward the signal to edge b;,
and then transmit one bit of 0 using the reserved bit. Otherwise, forward the signal

received from z; to b;, and then transmit one bit of 1 using the reserved bit.

Finally, terminal ¢ recovers the source message in the following way. Note that since
there is only one corrupted edge in the network, for « = 1, ..., k, the reserved bit on
b; equals 0 only if both x; and y; are not corrupted and it equals 1 only if either x;
or y; is corrupted. Therefore, if the reserved bit on b; is O then the remaining n — 1
bits received from b; are exactly M;. If the reserved bit on b; is 0 for¢ = 1, ..., k,
then M = (M, ..., My) is decoded correctly at the terminal.

I'This is called the global encoding function in the context of network coding.
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Otherwise, among by, ..., b, there is at most one b; such that the reserved bit on 0, is
1, because there is at most one corrupted edge. The remaining n — 1 bits received
from 0; are exactly 25:1 M;. This is because either x; or y; is corrupted and so z;
is not corrupted. Now note that the terminal ¢ can decode M;, ¢ # [ correctly from
the signals received from b;, ¢ # [. And so ¢ can decode M, correctly by evaluating
Z?Zl M; — E;?:L#l M; = M,. Hence M = (M,, ..., M},) is decoded correctly
at the terminal. This shows that rate k& — k/n is achievable in Z, and so rate k is

asymptotically achievable in Z., completing the proof. 0

Combining Theorem 15.2.1 with Theorem 15.3.1, it follows that in the unicast
network error correction problem, the capacity in general is not achievable. Note
that we mean the capacity is not exactly achievable, and by definition capacity is

always asymptotically achievable.

Corollary 15.3.1. There exists a unicast network error correction problem for which

the capacity is not achievable.

Proof. The construction of the network error correction problem Z. is shown in
Figure 15.3. By the cut-set bounds, the capacity of Z. is upper bounded by k. By
Theorem 15.3.1, rate k is asymptotically achievable in Z., and so the capacity of Z.
is k. Also by Theorem 15.3.1, unit rate is not achievable in Z, and so by Theorem
15.2.1, rate k is not achievable in Z.. This shows that the capacity of Z. is not
achievable. ]

Corollary 15.3.1 suggests that although the (unicast) network error correction ca-
pacity is (by definition) asymptotically achievable, in general it is not achievable.
This is in contrast to the scenario of network error correction with uniform 13, i.e.,
is the collection of all subsets containing z. links. In this case the network capacity
can be achieved by linear codes. Unachievability of capacity is also studied for
multiple-unicast networks [114] and sum networks [115]. For both cases, networks

in which the capacity is not achievable are constructed using matroid theory.
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Chapter 16

BOUNDS FOR SECURE NETWORK CODING

16.1 Models

Consider an instance (G, s,d,.A) of the unicast secure network coding problem,
where G = (V, ) is a directed graph, s is the source, d is the terminal and A is the
collection of sets of eavesdropped edges. Since A is arbitrary (i.e., non-uniform),
without loss of generality we assume that all edges have unit capacity, because any
edge of larger capacity can be replaced by a number of parallel unit capacity edges
in both G and A. Non-source nodes are allowed to generate randomness and for
all 7 € V, denote by K; the independent randomness generated by node 7. In this
chapter we focus on perfect secrecy, i.e., let M be the source message and denote
by X (A) the signals transmitted on A C &, then VA € A, I(M; X (A)) = 0.

Consider an arbitrary cut V' C V such that s € V and d € V°. Denote EIY =
{(i,7) € € :i € V,j € V°} as the set of forward edges with respect to V/, and
EM4 = {(i,j) € £:1 € Ve je€ V} as the set of backward edges. Let z = |EY|

and y = |EY|, and denote the = forward edges by e, ebd ... eV and the y
backward edges by e}, €5, ... eM!. Define Cy_,y = (¢j;) to be an 2 x y binary

matrix characterizing the connectivity from the backward edges to the forward edges.

More precisely,

bwd

4) to tail(e*?) that does not pass

if 3 a directed path from head(e
cho= through any nodes in V¢

0 otherwise.

16.2 Cut-set Bound
This section presents a cut-set bound on the secrecy capacity with respect to the
cut V' and its connectivity matrix Cj_,;. We first prove a lemma before formally

introducing the bound.

Lemma 16.2.1. Given an arbitrary binary matrix C = (c;;) of size a X b and a set
of submatrices of C, denoted by U, there is a large enough q such that there exists
a matrix C' € ]FZXI’ = (¢;;) with the following properties: 1) ¢;; = 0ifc;; =0;2)V
U € U, let its size be m x n and let the corresponding submatrix of C be U, then
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rank(U) = MAXy cpmxn o i, —0 Tank(V), ie., U is rank maximized subject to

the zero constraints given in C. In particular, ¢ > |U|ab is sufficient.

Proof. Consider a finite field I, of size ¢, and any U € U, let

V = arg max rank(V),
VE]ngxn,Uij =0if u;;=0
and let ry = rank(V). So V contains an 7y x ry full rank submatrix, denoted by
V. LetC = (gij) be the submatrix of C' corresponding to the position of V. Now

consider a polynomial matrix V[x] = (v;;) defined by

where the z;;’s are indeterminates. Then it follows that det(}/[x]) is not the zero
polynomial because otherwise det(1/) = 0 and V_ cannot be full rank. Now let the
non-zero entries of V[x], i.e., all the xi;’s, be i.i.d. uniformly distributed on IF,. By

the Schwartz-Zippel lemma,

2 b
Pr {det(V]z]) = 0} < L < =,
4q q
Notice that the polynomial matrix V' [x] is in fact a submatrix of a a x b polynomial
matrix Blx] = (b;;) defined by

0 if Cij = 0
bij = e
Tij if Cij = 1

where again the x;;’s are indeterminates. Let all the non-zero entries of B[z] follow

i.i.d. uniform distribution on [, and by the union bound, we have

Therefore if ¢ > |U|ab, there exists an evaluation of B[x] such that det(V[x]) # 0
for any U € U. This evaluation gives a desired C, because for any U € U, the
corresponding submatrix U of C contains a full rank square submatrix of size
ry, and by definition ry is the maximum rank U can achieve subject to the zero

constraints in C'. ]



192
Define

0:<Cb%f>,
Iy

where I, is the identity matrix of order y. Notice that rows in C correspond to edges
crossing the cut in G. Denote Ay = {AN (EN U EY) : A€ A}. For A € Ay,
denote by U, the submatrix of C formed by the rows corresponding to edges in
A. LetU = {Ua, A € Ay}, and let C be the rank maximized matrix specified in
Lemma 16.2.1 with respect to C' and . For U, € U, let U4 be the corresponding

submatrix of C'. We are now ready to state our main result.

Theorem 16.2.1. The secrecy capacity is bounded by

< i Ta) — :
¢ < z + min (rank(U4) — |AJ)

In the special case of uniform wiretap sets, i.e., A = {A C € : |A| < z}, Theorem

16.2.1 reduces to the following form.

Corollary 16.2.1. Define ky, = mingg. .  y submatrix of ¢} rank(U), then the secrecy
capacity is bounded by

We prove Theorem 16.2.1 in the remaining part of this section. Given a cut of x
forward edges, y backward edges, and the connectivity matrix Cy_, s, we construct
an upper bounding network G as follows: 1) Absorb all nodes downstream of the
cut, i.e., all v € V¢, into the terminal d. So for i € [z], j € [y], head(el*¥)=d,
tail(eEWd)=d. 2) Connect the source to each forward edge with an infinite number
of unit capacity edges (s, tail(ef*?)). 3) Connect the backward edges to the forward
edges according to Cj,_, ;. More precisely, create an infinite number of unit capacity
edges (head(et™?), tail(ef*")) if and only if ¢j; = 1. In G we only allow the source
and the terminal to generate independent randomness, and the collection of sets of

eavesdropped edges is A,, i.e., only the edges in the cut-set can be eavesdropped.

Lemma 16.2.2. The secrecy capacity of G upperbounds the secrecy capacity of G.

Proof. Note that all infinite parallel unit capacity edges are perfectly secure because

they can be protected by an infinite number of local keys. This implies that the
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assumption that only the source and the terminal can generate randomness is with-
out loss of optimality, because if any other node wishes to generate independent
randomness, such randomness can be generated at the source instead and sent by
infinite parallel edges. Hence for any coding scheme in G on the edges crossing the

cut, the same coding scheme can be simulated in G securely. O]

Since G has a simplified structure, in the proof of Theorem 16.2.1 we shall always
consider G instead of G unless otherwise specified. As mentioned, in G only the edges
crossing the cut /' are vulnerable, and for notational convenience in what follows
we let A = Ay. Let Fi, ..., F, be the signals transmitted on edges e, ..., e™d;
B, ..., B be the signals transmitted on edges e, ..., e>"¢. Consider any A € A
and the set of signals f4 = (J.. 4 fe. defined as follows

{B;} if e = et

Je= {Bj:c; =1} ife= etwd

: .

The following lemma shows that the rank structure of the submatrices of C' has

interesting properties.

Lemma 16.2.3. For any A € A, there exists a partition A = Ay U A, such that
| fa| + [Ag| = rank(U ).

Proof. The idea of the proof is to infer the structure of U4 given the rank of U4 and
the fact that U 4 is rank maximized. Then since U4 characterizes the connectivity to

the edges in A it becomes convenient to bound the size of f4.

Denote for shortr = rank(Uy ), so U4 contains an r X r submatrix whose determinant
is non-zero, and therefore in U4 there exist » non-zero entries at different columns
and at different rows. Recall that an entry in U4 can be non-zero only if this
entry is 1 in U4, hence Uy, contains r entries of value 1 at different columns and
different rows. Perform column and row permutations to move these 1’s such that
Ua(r+1—14,7) = 1,V1 <i <r,i.e., they become the counter-diagonal entries of
the upper-left block formed by the first » X r entries. See Fig. 16.1 for an example.
Note that permutations in U4 are merely reordering of edges, and for notational

convenience we denote the matrix after permutations as U 4 still.

It then follows that U4(7,j) = 0,Vr < i < |A|,r < 7 < y. Otherwise if any
entry in this lower right block is non-zero, setting this and the aforementioned r

counter-diagonal entries as 1, and all other entries as 0 yields a matrix that satisfies
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the zero constraint in U4 and it has rank » + 1. But this is a contradiction because

r = rank(U,) is the maximum rank. Hence we label this block as zero.

Below we introduce an algorithm that further permutes U4 and labels it blockwise.
The algorithm takes a matrix GG of arbitrary size m x n and a positive integer
parameter k as input, such that the upper-left block Gy, formed by the first £ x k
entries of G has all 1’s in its counter-diagonal. Now consider G, = (gi;), k <
1 < m,1 < j < k which is the lower-left block of G. If every column of G
is non-zero, label this block as non-zero, label G, as counter-diagonal, label the
block Gy = (9i5),1 < i < k,k < j < n as zero*, return ¢ := 0 and terminate.
If Grr, = 0 or G is empty, label this block (if not empty) as zero, label Gy, as

counter-diagonal, label Gy i as arbitrary, return t := k and terminate.

Otherwise (1, contains both zero and non-zero columns. In this case, first perform
column permutations in G to move all non-zero columns of GG, to the left and zero
columns to the right. Assume that after permutation the first u columns of GG, are
non-zero, and the last v columns are all zero. Label the block (g;;),k <i <m,1 <
J < u as non-zero and label the block (g;;),k < i < m,u < j < k as zero. At
this point some of the 1’s originally in the counter-diagonal of G, are misplaced
due to column permutations; perform row permutations to move them back to the
counter-diagonal. Note that only the first £ rows need to be permuted and the lower
labeled block(s) is not affected. Label the block (g;;),k—u+1<i<k 1<j<u
as counter-diagonal, label the block (g;;),1 <i < k —u,1 < j < w as arbitrary,
and label the block (g;;),k —u+1 <i < k,k < j < nas zero*. Then truncate the
first . columns and the last m — k rows from G. Notice that the block formed by the
first v X v entries in the truncated G has all 1’s in its counter-diagonal. Now invoke
the algorithm recursively to the truncated G with parameter v < k. The algorithm
must terminate because the input parameter is a positive finite integer and cannot

decrease indefinitely.

Applying the algorithm to the matrix U, with parameter k£ := r will permute the
rows and columns of U 4 and label it completely. Refer to Figure 16.1 for an example.
Notice that the algorithm always labels counter-diagonal, non-zero and zero literally,
i.e., by hypothesis all counter-diagonal-label blocks are square and have 1’s in their
counter-diagonals (but the off-counter-diagonal entries may be arbitrary); all non-
zero-label blocks do not contain zero columns; and all zero-label blocks are all zero.
The only non-trivial label is zero*, and we claim that the algorithm also labels zero*

correctly in the sense that a zero*-labeled block is indeed zero.
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Figure 16.1: An example of a labeled U,. zero blocks are indicated by 0; zero*
blocks are indicated by 0*; counter-diagonal blocks are indicated by I’; non-zero
blocks are colored in gray and arbitrary blocks are crossed. The algorithm termi-
nates in four iterations and returns ¢. Key parameters of the first two iterations are
illustrated and the subscripts denote iteration numbers. The truncated G after the
first iteration is highlighted in bold line. Note that the first ¢ rows correspond to As,
and the remaining rows correspond to A;.

To prove the claim, notice that all zero* blocks pile up at the last y — r columns
of Uy, and consider any entry «; of a zero* block. By the algorithm the row
of oy must intersect a unique counter-diagonal block, and denote the intersecting
counter-diagonal entry of the counter-diagonal block as ;. By the algorithm
this intersecting counter-diagonal block must lie immediately on top of a non-zero
block. Therefore the lower non-zero block contains a non-zero entry o in the same
column as ;. And again the row of o, will intersect a counter-diagonal entry 5 of
a counter-diagonal block. In exactly the same way we are able to find a sequence of
entries as, O3, oy, B4... until we reach the lowest non-zero block. Note that all these
entries belong to distinct blocks, and because there is a finite number of blocks, the
series is finite. In particular, let w be the number of counter-diagonal blocks that lie
below or intersect the row of 1, then we can find 4, ..., 8, and oy, ..., a,y1 1, Where
w11 lies in the lowest non-zero block. Now suppose for the sake of contradiction

that a; is non-zero, set o, ..., 11 to 1, set all counter-diagonal entries of all
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counter-diagonal blocks except [, ..., B, to 1, and set all other entries to 0. This
produces a matrix of rank r + 1 because all » + 1 1’s appears in distinct columns

and rows, which contradicts the fact that U 4 is rank maximized.

Hence all zero*-label blocks are indeed zero. In particular, after the permutations,
the block Ua(i,7),t <i < |A|,r —t+ 1 < j < yisall zero. Now partition A into
Aj U Ay, where A, is the subset of edges corresponding to the first ¢ rows of the
permuted Uy. So |Ay| = tand |A;| = |A| —t. But the zero constraints in U, imply
that f4, contains r — t of the B;’s corresponding to the first » — ¢ columns, hence
|fa,| =7 —t. Finally |fa,| + | A2 = . O

Corollary 16.2.2. Partition A into A1UAs as in Lemma 16.2.3. Further partition A,
as ApUAp, where Ap C {e, e}, Ap € {ebd, . ™Y, then H(fa,|fay) <
rank(Us) — |Ag| — |Asl.

Proof. Suppose for contradiction that H(fa,|fa,) > rank(Us) — |Ap| — |As],

then |fAF\fAB| > H(fAF\fAB) 2 H(fAF‘fAB) > rank(UA) - |AB’ - |A2| This
implies |f4,| > rank(U,4) — | As|, a contradiction to Lemma 16.2.3. O

Due to the cyclic nature of G (i.e., if G is acyclic then there are no backward edges
and traditional cut-set bounds apply), imposing delay constraints on the edges is
necessary to avoid stability and causality issues. It suffices to assume that there
is a unit delay on edges e{*, ..., el el™d, . bV

should comply with these minimal delay constraints, e.g., it is not possible that a

. Note that any realistic systems

forward signal F; is a causal output depending on a backward signal B;, while B; is

also a causal output depending on F;. Let ¢ be a time index, denote F;[t] and B;|t]

fwd
7

as the signals transmitted on edges e¢;*“ and e?Wd during the ¢-th time step. Consider

an arbitrary secure coding scheme that finishes within 7" time steps. Below we show
that the rate of this code is upper bounded by x + rank(U,) — |A|, VA € A, as

claimed in Theorem 16.2.1. We first prove a lemma.

Lemma 16.2.4. Consider arbitrary random variables X,Y, Z, W, if
(Z, W) = Y, W) =X,
then

H(X|Z,W) > H(X|W) = I(Y; X|W).
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Proof. Notethat H(X,Y|W) = H(X|Y,W)+H(Y|W) = HY|X,W)+H(X|W).
So H(X|Y,W) = H(X|W)+H(Y|X,W)—H(Y|W) = HX|W)—I(Y; X|W).
Finally because H (X|Z, W) > H(X|Y, W), we prove the claim. O

Proof (of Theorem 16.2.1). Define F|[t| = {Fi[t], ..., F,[t]} as all the forward sig-
nals at time ¢, and B[t] = {Bilt],..., By[t|} as all the backward signals. Let
F =A{F1),..., F[T]}, B ={B[1],..., B[T]}. Consider any A € A, partition it into
A1 + As as in Lemma 16.2.3 and partition A; into Ar + Ap as in Corollary 16.2.2.
Let Fu[t] = {F[t] : e € Ap} denote the signals transmitted on A at time ¢, and
likewise let B4 [t] = {B,[t] : eI € Ap}. Leta = |Ap|, b= |Ap|, ¢ = |As|. Recall
that f4,.[t] are the signals sent by all backward edges to the edges in A at time ¢,
M is the source message, and K is all randomness generated by the terminal. Now

we upper bound the message rate R;. It follows,

TR, = H(M) < H(M|K,) - H(M|F, B, K,)

— H(F,B|Ks) — H(F,BIM, K,), (16.1)

where (a) is due to the decoding constraint and the fact that K, is independent of
M. We first study the first term in (16.1). Expand it according to the chain rule, we
have

H(F,B|K,) = H(F[1], ..., FIT), B[], ..., B[T]| K.)

_ H(F4[i]|F[0..i — 1], B[0...i — 1], K,)
(2 T(x —a) + Z H(F4[i]|Fal0...i — 1], Ba[0...i — 1])
D7 —a)+ XT: H(FA[)|Fa[0...i — 1], BA[0...i — 1], M).

(16.2)
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Here (b) follows from the chain rule; (c) follows from the fact that B[i] is a function
of the conditions; (d) follows from the chain rule and conditioning reduces entropys;
(e) follows from the fact that conditioning reduces entropy; and (f) follows from the
secrecy constraint, i.e., M is independent from F4[0...7], B4[0...T]. Next we deal

with the second term in (16.1).

H(F,B|M,K) > H(F4[1..T), Ba[1..T)|M, K,)
= H(Fali), Bali]| Fa[0...i — 1], B4[0...i — 1], M, Ky)

> " H(Fali)|Fa[0...i — 1], Ba[0...i — 1], M, Ky)
? ZT:H(FA[Z']\FA[O...Z’— 1), Ba[0...i — 1), M)—

@
I
—_

I(fap]0.i — 1]; Fald)|[Fa[0...i — 1], Ba[0...i — 1], M).
(16.3)

Where (g) is due to Lemma 16.2.4 by regarding F4[i] as X; f4,.[0,...,i — 1] as Y
Kgyas Z;and M, F4[0, ...,i—1], B4[0, ...,i— 1] as W. Note that indeed F'4 [¢] learns
everything it can about K ; from f4,.[0, ..., 7 — 1]. Substituting (16.2) and (16.3) into
(16.1) yields,

T-1

TR, < T(x —a) + Y I(fap[lil; Fali + 1| Fa[l...i], Ba[L...i], M). (16.4)

=1

Finally we bound the summation in the R.H.S. of (16.4). These terms characterize

how the keys generated by the terminal at times 1, ..., ¢ contribute to randomizing
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(and therefore protecting) the forward signals transmitted at time ¢ + 1.

T-1

iﬂfAFu...ﬂ;FAU A FAlLg], Ballj), M)

j=1

I(faplil; Falj + 1[Fa[l..j], Ba[l...j], fag[0...i = 1}, M)

=
S TM@
I MH :Mb

=

I(faplil; Falj + | Fa[l...5], Ba[l..j], fag[0...i — 1], M)

%) N 1(Fa i]: Fali - 1][Falloi], Ballood], fa [0 — 1], M)+
= T—2 T-1
I(faplil; Falj + 1], Ball|Fa[l...5], Ba[l...j = 1], fa,[0...i — 1], M)
i=1 j=i+1
O S 7 (i Fali + 1] Bali + 1T — | Falld], Ball.oil, fa[0..i — 1], M)
(l) T—1
< > H(fap[i]|Bali])
(2) (T — 1) (rank(U4) — b — ¢) (16.5)

Here (h) follows from the chain rule for mutual information; (i) follows from chang-
ing the order of summation; (j) follows from the fact that I(X;Y|Z) < (XY, Z);
(k) follows from the chain rule for mutual information; (1) follows from the defini-
tion of mutual information and conditioning reduces entropy; and (m) follows from
Corollary 16.2.2. Finally substituting (16.5) into (16.4) we have

T(x —a+rank(Uy) — b — ¢) —rank(Uy) + b + ¢
T
T(x +rank(Uy) — |A]) — rank(Ua) + b+ ¢
T
< x +rank(Uy) — |A].

Rs

IN

16.3 Achievability

In this section we construct a scalar linear code that achieves the upper bound of
Theorem 16.2.1 in G, thereby finding the secrecy capacity of G. The achievability
result also implies that the upper bound in Theorem 16.2.1 is the tightest possible
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if the bound only takes cuts and their connectivity matrices as input. We will build
the code on top of C, with the idea that C' is rank maximized and therefore suggests
an “optimal” way of using the backward keys (i.e., terminal generated randomness)
to provide maximum randomization and protection. Hence what remains to be
designed is the forward keys (source generated randomness that is independent of
the message), and it turns out that k = maxac 4 | A|—rank(U4) units of forward keys
are sufficientin G, implying thatarate of R, = 2 —k; = z+minac 4 rank(U4) — | A]

can be achieved.

For the ease of presentation we assume that there is no delay in G, and construct a
code that achieves the capacity exactly. We will show later that extending this code
to networks with delay is straightforward, and in this case it achieves the capacity

asymptotically.

Let M, - - -, Mp, be the messages, Ksl, cee Kff be the source generated keys, K},
-+, K be the terminal generated keys, all of them are i.i.d. uniformly distributed
inF,. Let E = (e;;) € Fi %) be the encoding matrix, defined by

(G
E= —
0

where G is a random matrix of size x x x with entries i.i.d. uniformly chosen from

C ) , (16.6)

F;, and 0 is a zero matrix of size y x x. Then the signals transmitted on the cut are

M,
F :
) Mp,
. Kl
EA_gl. s (16.7)
B, kff
. Kl
B, e
K}

Notice that F is a full rank square matrix with high probability since GG is generic
and the bottom y rows of C' are linearly independent. Therefore the terminal d
can decode the messages and keys with high probability. We only need to show
that the code is secure, i.e., any subset of { F1, ..., F;,, By, ..., B, } eavesdropped by

an adversary is independent of {Mj, ..., Mg_}. Since linear independence implies
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independence [79], it suffices to show that the row space of

EMessage = ([Rs ORsX(kf+y))

and the row space of F 4 intersect trivially for all A € A, where FE 4 is the submatrix
of E formed by the rows that correspond to the edges in A. Let £ be the submatrix
of E by deleting the first R, columns from F, then it suffices to show that any
submatrix £, A € A has full row rank. The following theorem shows this is true

when ¢ is sufficiently large.

Theorem 16.3.1. The code in (16.7) is secure with probability at least 1 — | A| %ﬂ”.

Proof. As mentioned above it suffices to show that any £7, A € A has full row
rank. Consider an arbitrary £’j, and notice that the last y columns of it is exactly
U,. Assume that the A contains a forward edges and b backward edges. Then due
to the structure of C, the last b rows of U4 must be linearly independent. There exist
rank(U4) — b rows among the first a rows such that these rows and the last b rows
together form a basis of the row space of U4. The remaining |A| — rank(U,) rows
of Uy, all of them corresponding to forward edges, are in the linear span of this
basis. Assuming without loss of generality that they are the first |A| — rank(U4)

rows (otherwise reorder the forward edges), we construct a matrix EZ as

UA).

Notice that ky = maxaca|A’| — rank(U))) > |A| — rank(U,), so the number

IAfrankU
E:‘r:< 0| | (Ua)

of columns in E is not larger than the number of columns in E’,. We append
k; + rank(U4) — |A] more zero columns to the left of £ to obtain a matrix "
which is of the same size as E7. Note that F{" has full row rank and satisfies
the zero block constraint as defined in (16.6). Hence E " contains an |A| x |A]
full rank submatrix, denoted by E ,. Consider the polynomial matrix £ 4[x] as a
submartix of E’) by regarding all random entries in £, as indeterminates, then it
follows that det(£ 4[x]) is not the zero polynomial because det(E ,) # 0. By the
Schwartz-Zippel lemma, under the random selection of entries in £,
krlAl

Pr{det(E,[x]) =0} < -
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Finally by the union bound,

Pr{ U det(E4[x]) # 0} >1- Z Pr{det(£,[z]) = 0}

AcA AcA

Zl_M'W'

The proof is complete. ]

Extending the above coding scheme to networks with delay is straightforward. It
suffices for the source to wait one time slot for the arrival of the first batch of keys,
and then start transmitting normally. So the overhead is vanishing as we increase

the time duration of the code.
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Chapter 17

RATELESS NETWORK ERROR CORRECTION

17.1 Models

17.1.1 Network Model

Consider an instance (G, s,t, B) of the unicast network error correction problem.
Recall from Section 13.4.3 that G = (V, £) is a directed graph, s is the source, ¢ is
the terminal and B is the collection of sets of error edges. In this section we focus
on the case that B is uniform, i.e., 5 consists of all subsets of £ of size z.. Denote

the min-cut of G by u. Denote by i the number of out-going edges of s, so i > .

We assume that an arbitrary linear network code C is implemented in the network,
such that C achieves the network capacity p in the absence of errors!. C and p are
not known a priori to the source and the terminal. To transmit information over the
network, the source generates a batch of i encoded packets of length n as input to
the network, represented by a matrix X € IFgX”, where packets are rows. As the
packets travel through the network, they undergo linear transforms defined by the
network code C. In the absence of adversarial errors, the terminal ¢ will observe a
matrix AX, where A € F.*/" is the network transform matrix of rank z. Note that A
is not known to the source and the terminal. For notational convenience, we assume
that 12 and C do not change over time, whereas our results naturally generalize to the

case that they do change.

17.1.2 Adversary Model

The adversary controls z. < p edges? in the network, modeled in the following way.
For each compromised edge (u, v), the adversary injects an error packet so that the
packet received by v from this edge is the addition (over IF;) of the error packet
and the packet originally transmitted on the edge. As the injected error packets
travel through the network, they undergo linear transforms defined by the network
code C. The terminal receives the sum of the linearly transformed error packets

and the linearly transformed X. More precisely, the terminal observes a matrix

!Otherwise, if C is not capacity-achieving, then some edges are redundant. Remove these edges
and C is capacity achieving in the modified network.

2We consider a model where edges rather than nodes are corrupted. Corrupting a node is
equivalent to corrupting the links outgoing from: it.



204

Y = AX + BZ, where B € IF{;XZ& is the network transform matrix (determined
by the network code) from the compromised edges to ¢, and Z € Fg=*" are the z,
injected error packets. The adversary may choose Z carefully in order to corrupt
the communication between s and ¢. Note that z., Z and B are not known to the

source and the terminal.

17.1.3 Throughput and Capacity

We call one stage as the transmission of one batch of encoded packets, i.e., a matrix
X. For a scheme involving N stages, denote by XV and YV the sequences of
matrices transmitted by s and received by ¢. Let M be a source message chosen
from an alphabet M and let M be the output of the terminal decoder. If there exists
a scheme that maps M to XV, and maps Y to M, such that for all M € M,
Pr{M # M } — 0 as ¢ — oo, where the probability is taken over the coin flips of
the encoder, decoder and adversary, then we say a throughput or rate of logj’{,—:\/" i

achievable. The capacity of the network is the supremum over all achievable rates.

17.2 Secret Channel Model

In this section we describe the rateless network error correction code for the secret
channel model. We assume that there is a secure side channel between the source
and the terminal and that the information transmitted by this channel is reliable and
secure from the adversary. Non-rateless network error correction under this model
is initially studied in [30]. The secret channel is helpful for two reasons. Firstly, it
increases the capacity of the network. Specifically, the network capacity is p — 2z,
without the secret channel and is p — z. with the channel [30]. Secondly, as we
will discuss in more detail later, the secret channel facilitates verification of the
received packets independently of the value of z. and therefore allows rateless error
correction. We require a scheme to use the secret channel to communicate at most

a vanishingly small amount of information, as otherwise the problem is trivial.

At a high level, in the scheme the source incrementally sends more linearly de-
pendent redundancy of the message through multiple stages. The message will
be contained in the row space of the received packets after a sufficient number of
stages. Additionally, the source sends a sequence of short hashes to help the decoder
pinpoint the message from the row space. Below we describe the encoder for the

source and the decoder for the terminal.
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17.2.1 Encoding

Suppose the source wishes to transmit a message of b packets, each consisting of n
symbols from F,, represented by a b x n matrix M over F,. The communication
of M may last for several stages and during stage ¢, the source draws a random
matrix K; of size fi x b with entries i.i.d. uniformly distributed on FF,. The source
encodes X; = K;M, and inputs X; to the network. Thereafter X; undergoes the
network transform as it travels through the network, as described in Section 17.1.1
and 17.1.2.

Next we discuss the construction of the hash. Let a; = bjx + ¢, ¢t > 1 and «; = bji,
¢ > 1. During the i-th stage, the source draws «; random symbols ry,--- , 7y,
from I, privately, and constructs a Vandermonde matrix D = (dkj) € Ff}mi , Where
dr; = (r;)*~1. The source computes H; = M D;, and sends H; as wellas 7y, - -+ , 7,
to the terminal using the secret channel. The size of the secret is «;(b + 1), which

is asymptotically negligible in n.

17.2.2 Decoding
During the i-th stage the terminal receives a batch of packets from the network
Y, = AX, + B;Z; corresponding to X;. Let

Vi
yO =1 : |. (17.1)
Y;
And let
HO = [H, - H] (17.2)
DY =Dy ---Dy. (17.3)

The decoder tries to solve the following system of linear equations:
Xsy®Opt) = g (17.4)

where X° is a b x ¢y matrix. If (17.4) has a unique solution for X?, the terminal
decodes M = XY@ If there exists no solution for (17.4), the terminal waits
another stage for more redundancy. Otherwise, if there are multiple solutions for

(17.4), the terminal declares a decoding failure.

17.2.3 Analysis
In this subsection we analyze the probability of decoding error of the proposed

scheme. If decoding is not successful then either of the following two error events
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must happen: 1) there does not exist X* such that X*Y ) = M or 2) there exists a
X**, such that X** is a solution to (17.4) and X**Y'®) £ M .

We study the probability of the first error event. We start with a useful lemma.

Lemma 17.2.1. Let A be an arbitrary u x v matrix with rank v and k be a length-v
column vector with entries uniformly i.i.d. distributed over IF, then Ak is a random

vector with entries uniformly i.i.d. distributed over I¥,.

Proof. Consider an arbitrary length-u column vector y € Fj, and the system of
equations Az = y. Because A has full row-rank, its columns span F}. So Az =y
has a solution z* and the set of solutions is {x* + xy : y € N(A)}, where
M(A) is the null space or kernel of A. Therefore the size of the set of solutions is
IM(A)| = ¢"*, which does not depend on y. So Pr{Ak =y} = ¢"“/q¢" = 1/¢",

and Ak is uniformly distributed over Fy. This proves the lemma. [

Recall that Y; = AX,; + B;Z;. Define for notational convenience that

Zy
70— | ¢ |, (17.5)
Zi
and
AK,; | B; 0 0
po _ | A0 B 0 — [A® | B®] (17.6)
AK; | 0 0 B;
Then it follows from the network transform that
v — 7 %) (17.7)

Lemma 17.2.2. If i(pn — z,) > b, then T has full column rank with probability
1

(over the distribution of the K;’s) at least 1 — I
Proof. Without loss of generality we assume all By, k£ = 1, ..., ¢ have full column
ranks z., otherwise we can select a basis of the column space of By, and reformulate
the problem with a smaller z,. Therefore B(*) has rank iz,. By Lemma 17.2.1, all

the entries in A are uniformly i.i.d. distributed. Now consider the first b columns



207
of T®. For k = 1,..., b, the probability that the k-th column of 7" is in the linear

span of the iz, + b — k columns after it is equal to ¢****~* /¢i*, Therefore, by the

union bound,

Pr{T® is not full column rank}
b
= Pr{ U k-th column in the span of the columns behind }

k=1
b
< Z Pr{k-th column in the span of the columns behind}
k=1
b i b
_ Z qzze+b k
= 1
1ze+b—ip _ ize—ip
_ 4 q 1
qg—1 —qg—1
This completes the proof. ]

The following result is well-known.

Lemma 17.2.3. A matrix is left-invertible if and only if it has full column rank.

Corollary 17.2.1 bounds the probability of the first kind of error.

Corollary 17.2.1. If i(u — z.) > b, then with probability at least 1 — 1/(q — 1),
there exists matrix X* such that M = X5Y®,

Proof. By Lemma 17.2.2, T has full column rank with probability at least 1 —

1/(¢g—1). By Lemma 17.2.3, if T(® has full column rank, then there exists a matrix
V# such that VST® = I, ;. . Therefore by (17.7),

A M
VY@ =
7@)
Let X* be the first b rows of V* and we have X*Y(® = M. O]

Next we study the second kind of error events.

Lemma 17.2.4. For any M* # M, the probability (over the distribution of the r;’s)
that M*DW = H is upper bounded by (n/q)>k=1*,
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Proof. Tt is equivalent to consider the probability that (M* — M)D® = 0. Since
M* — M # 0, there is at least one row in which M* differs from M. Denote this
row of M* — M as (xy,...,2,), then the j-th entry of the corresponding row of
(M*—M)DWDis F(r;) =7, xkr;?_l. Because F'(r;) is not the zero polynomial
and has at most n — 1 roots, the probability (over r;) that F'(r;) = 0 is at most
n/q. Because D™ has 22:1 ay columns, and all r;, 1 < j < Zizl ay,, are
independently chosen, the probability that the entire row is a zero vector is at most
(n/ q)Eizl @ This is an upper bound of the probability that the entire matrix of
(M* — M)D® is zero. O

Lemma 17.2.5. The probability that there exists X** such that X**Y'©) =% M but
XYW DO = HO is upper bounded by n2i=1* | q="#+> k=1

Proof. Note that X** is a matrix of size b x i over ;. So the claim follows from

Lemma 17.2.4 and the union bound over all possible choices of X **. [

We are now ready to prove the error performance of the proposed scheme.

Theorem 17.2.1. Letibe the smallest integer such thati(pu—z.) > b, i.e., i = [uf’ze 1,
then the terminal is able to decode M correctly after collecting packets for i stages,

with probability at least 1 — 1/(q — 1) — i - n' T /¢t

Proof. By Lemma 17.2.5, for any stage k£ < i, the probability of the second kind of
error is upper bounded by n!+*b /gtHRb(AE—1) < ptHE /gt - By Corollary 17.2.1, at
stage i the probability of the first kind of error is upper bounded by 1/(q — 1). The
theorem then follows from the union bound. [

We remark that i(u — z.) > bis in fact the cut-set bound, i.e., the number of packets
received is larger than or equal to the number of message packets plus the number of
injected error packets. Therefore Theorem 17.2.1 suggests that the scheme is rate-
optimal in the sense that the terminal will decode correctly with high probability

after collecting packets for the least possible number of stages.

17.3 Shared Secret Model

In this section we describe rateless network error correction under the shared secret
model. Formally, we assume that the source and the terminal share a sequence of
symbols i.i.d. uniformly distributed over [F,. The symbols are drawn secretly from

the adversary, and are independent of the source message M. Non-rateless network
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error correction under this model is initially studied in [31]. We remark that the
shared secret is a strictly weaker resource than the secret channel of the previous
section. However, the shared secret model is arguably much more realistic than the

secret channel model, as the secret can be shared in advance.

Compared to the secret channel model, a challenge for the shared secret model is
that the shared secret is independent of the message. Another challenge is that there
is no naive way to communicate the hash reliably and securely. A main idea in our
scheme is to transmit the hash in the insecure network, but with strong redundancy.
Since the hashes are short, the induced overhead is small and is negligible in the
packet length. Below we describe the encoder for the source and the decoder for the

terminal.

17.3.1 Encoding

Again, suppose that the source wishes to transmit a message of b packets represented
by a b x n matrix M over IF,. As before, during stage ¢, the source draws a random
matrix K; of size i x b, encodes X; = K;M, and inputs X; to the network.
Thereafter X; undergoes the network transform as it travels through the network, as
described in Section 17.1.1 and 17.1.2.

Next we discuss the construction of the hash. Recall that the vectorization of a
matrix is a linear transformation which converts the matrix into a column vector by
stacking the columns of the matrix on top of one another. Let the column vector
m € F" be the vectorized M. Let ay = fi(b+ 1) +t,t > 1and a; = fu(b + 1),
¢ > 1 be the length of the hash constructed at the ¢-th stage. The source draws
a; symbols r; = (11, ..., 74, ), and another «; symbols h; = (hy, ..., hs,) uniformly
ii.d. distributed over I, from the shared secret randomness. Let D; € ]ngxnb
be the matrix whose (u, v)-th entry equals !, then compute the length-cy; column

vector

which is the hash of message m. To communicate l;, during the ¢-th stage, the
source draws a random vector K; € Fg“ with entries i.i.d uniformly distributed
over IF,.. It then encodes X; = K;I7, and inputs X; into the network. Alternatively,
the source may include X, as a small header when it sends X;. This concludes the
operations of the encoder. Thereafter X; travels through the network and undergoes

the network transform described in Sections 17.1.1 and 17.1.2.
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For stage 7, the number of the shared random secret symbols required is 2«;, which
is asymptotically negligible in n. The communication overhead, i.e., the number
of hash-related transmissions, is the length of I;, which equals «;. Again this is
asymptotically negligible in n. The computational cost of encoding is dominated

by the operation of computing ; from (17.8), which is bounded by O(jib*n).

We remark that the hashing scheme may be understood in the following way. In
(17.8) if we regard D;m as the hash of m with respect to a check matrix D;, then

l; is the one-time padded version of D;m.

17.3.2 Decoding

During the i-th stage the terminal receives a batch of packets from the network
Y, = AX, + B;Z; corresponding to X;. The terminal also receives a batch of
packets Y, = AX, + B;Z; corresponding to X; (alternatively if X is the header of
X;, then Y, is the header of the received packets), where A, B; and Z; are defined
similarly as A, B; and Z;, cf. Section 17.1.1 and 17.1.2.

The decoder constructs a matrix ; ; from the shared randomness as:

Dy I,, 0 .. 0
g | D0 0
D, 0 0 . I,

(3

where [, is the identity matrix of order «;. Denote by ® the Kronecker product,

the decoder constructs another matrix F; 5 from the received packets:

(y(i))T L 0 --- 0
0 v 0

137),2 - . . ;
0 0 YT

where [, is the identity matrix of order b, and
Y

YO =1 : |. (17.9)
Y,

Let P, = P, P, be a matrix of size ¢ + ifi(b + 1) X iu(b + 1). Then the decoder

solves the system of equations (17.10) in variables x* and x;, £ = 1, ...,7, where
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x* is a column vector of length :bu: and the &;’s are column vectors of length 4.

hy
P = I (17.10)
h;

If (17.10) is not uniquely solvable, i.e., if it has no solution or if there are multiple
solutions, the terminal postpones decoding to the next stage so that it will receive
more redundancy. If (17.10) is uniquely solvable, unvectorize «*® into a b X i matrix
X* by rearranging every length-b segment of x* as a column of X °. Then the source

message is recovered as:

M=XY®, (17.11)

Note that the size of X* is much smaller than the size of M. To improve compu-
tational efficiency, we have used X° as a proxy for solving M, i.e., first solve X*
from (17.10) and then obtain M from (17.11). Particularly, the computational com-
plexity of solving X* from (17.10) is bounded by O(:*b*C?), and is asymptotically
negligible in n. The computational cost of decoding is dominated by the matrix
multiplication to obtain P;, which is bounded by O (i2C2%b?n).

17.3.3 Analysis

In this subsection we analyze the probability of error of the proposed scheme. If
decoding is not successful then either of the following two error events must happen:
1) there does not exist X * such that X*Y () = M and «* is a solution to (17.10); or
2) there exists X**, such that X**Y (®) # M and x** is a solution to (17.10), where

x°* is the vectorized X 5*.

Lemma 17.3.1 bounds the probability of the first kind of error.

Lemma 17.3.1. Ifi(u — z.) > b, then with probability at least 1 — (i +1)/(q — 1),
there exists a matrix X° and vectors T, k = 1, ..., i such that M = X*Y'") and x*,
x;, k=1,...,1is a solution to (17.10).

Proof. By Corollary 17.2.1, the probability that there does not exist X ® such that
X*Y® = M is upper bounded by 1/(¢ — 1). Because C' > z, by the same

argument, for £ = 1,...,% the probability that there does not exist Z; such that
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I, = Y,'x; is upper bounded by 1/(g — 1). We next verify that the above z* and Z;,
k =1,...,1, if exist, are a solution to (17.10). Vectorizing X*Y (@ = M we obtain

m=((v") @ 5)a" (17.12)

Substitute (17.12) and I, = YkT:Ez into (17.10) we obtain

z° Dy I, 0 .. 0 m
_ hi
CBT D2 0 Ia2 0 l1
L N I =] (17.13)
hi
& D; 0 0 .. I, l;

where the second equality follows from (17.8). Finally, apply the union bound and
the lemma is proved. [

Next we study the second kind of error events.

Lemma 17.3.2. For any (m*, 1}, ..., 1) such that m* # m, the probability (over
the distribution of the r;’s) that

Dy I, 0 .. 0 m’
hy

Dy 0 I, .. 0 I

S ) ) =1 | (17.14)
h;

D; 0 0 .. I, I

is upper bounded by (nb/q)=k=1%,

Proof. By (17.8), the event that (m*, 1], ..., [7) is a solution of (17.14) is equivalent
to the event that

D, I, O ... 0 m*—m 0
Dy 0 I, ... O Ir—1
T e S S B (17.15)

: : 0
D; 0 0 I,, Ir—1,

Denote
m*—m
-1

= (Aml,.-.,AmnlnAll?‘”uAlzi ak>T’

k=1
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and denote by d;; the (j, 1)-th entry of the matrix [D7, ..., DT]”. Consider the j-th

row of (17.15), by the construction of the D);’s, this row is equivalent to
> Amydly + Al = 0. (17.16)

Note that (17.16) is a non-zero polynomial in variable d;; of degree at most nb.
By the fundamental theorem of algebra, this polynomial has at most nb roots. By
construction, d;; is uniformly distributed over I, and so the probability that (17.16)
follows is upper bounded by nb/q. For j = 1, ..., 22:1 oy, because the dj;’s are
i.i.d. distributed, the probability that all 22:1 oy, equations in (17.15) hold is at
most (nb/q)=k=1, O

Lemma 17.3.3. The probability (over the distribution of the T;’s) that there exists a
solution (%, &5*, ..., &5*) of (17.10) such that X**Y" # M is upper bounded by

(nb)Zk=1
g b+ ok

(17.17)

Proof. Consider a column vector (z**, Z5*, ..., £:*) such that X**Y" # M. Let
(m* 15, . 1) = Pao(x™, &7, ..., &),
then m* # m. It follows that,
Pr{U(ws*, 1", ..., &) is a solution of (17.10)}
T XY LM

< ZPr{ x®, x]", ..., &) is a solution of (17.10)}
S* XS*YZ#M
Shor
(2) qzbqu <nb) k=1
q
(nb)ZZ:l Qg
gD+ e

where (a) follows from the union bound. To prove the inequality of (b), notice that
if (x*, &, ...,&*) is a solution to (17.10), then (m*1],...,l}) is a solution to

(17.14). Therefore (b) follows from Lemma 17.3.2. This completes the proof. [

We are ready to prove the error performance of the proposed scheme.
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Theorem 17.3.1. Letibe the smallest integer such thati(pu—z.) > b, i.e., i = (u—sz’

then the terminal is able to decode M correctly after collecting packets for i stages,

with probability at least

i1 i (nb)t—l—i(b-i-l)ﬂ

1— —
q—1 q

(17.18)

Proof. By Lemma 17.3.3, for stage k£ < i, the probability of the second kind of error
is upper bounded by (nb)!tkI+0A /gt+kO+1(E—1) < (np)tHiU+bE /gt By Lemma
17.3.1, at stage i the probability of the first kind of error is upper bounded by
1—(+1)/(g—1). The theorem then follows from the union bound. O

As in the secret channel model, we remark that i(x — z.) > b is in fact the cut-set
bound. Therefore Theorem 17.3.1 implies that the scheme is rate-optimal in the
sense that the terminal will decode correctly with high probability after collecting

packets for the least possible number of stages.
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Chapter 18

CONCLUDING REMARKS

In this part we present reductions that map an arbitrary multiple-unicast network
coding instance to a unicast secure network coding instance in which at most one
link is eavesdropped, or a unicast network error correction instance in which at most
one link is erroneous, such that a rate tuple is achievable in the multiple-unicast
network coding instance if and only if a corresponding rate is achievable in the
unicast secure network coding instance, or in the unicast network error correction
instance. Our reductions show that solving seemingly very simple instances of the
secure network coding problem or of the network error correction problem are in
fact as hard as solving the multiple-unicast network coding problem which is a
central open problem. Conversely, we show that an arbitrary unicast secure network
coding instance in which at most one link is eavesdropped can be reduced back to
a multiple-unicast network coding instance, implying an equivalence between the
two problems. In addition, we show that the capacity of a unicast network error

correction instance in general is not exactly achievable.

While determining the secrecy capacity in the secure network coding problem is
hard, we derive an upper bound on the secrecy capacity based on cut-sets and the
connectivity of links. We show that the bound is as tight as possible given the input
to the bound. Finally, we study code construction for the network error correction
problem in the setting that any z. links are subject to error. We present coding
schemes that are rateless, i.e., that do not require prior knowledge of z. and the
network min-cut. The schemes will adapt to the correct parameters over multiple

stages of communication and achieve the optimal rate.

Several problems are left open. It would be interesting to study whether the unicast
secure network coding problem with more than one eavesdropped link can be
reduced to the multiple-unicast network coding problem. Such a reduction, if
exists, will imply that the unicast secure network coding problem with only one
eavesdropped link is as hard as the general unicast secure network coding problem
with an arbitrary number of eavesdropped links. We also leave open the possibility
that the unicast network error correction problem can be reduced to the multiple-

unicast network coding problem. Such a reduction would imply an equivalence
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between the two problems. Finally, it is an interesting fact that in reducing multiple-
unicast network coding to unicast network error correction, our construction works
for both zero-error achievability and achievability with vanishing error, but not
for asymptotic achievability. A natural question is addressing the existence of a

reduction for asymptotic achievability.
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